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[bookmark: _Toc233900194]Scenario
Assume, you have been hired as an IT Tech by a Multinational Corporation called NOSSLONDON2026. NOSSLONDON2026 operates currently at two locations: Birmingham and London. You are asked to do research and implement the network as given in the topology. 



NOSS London Topology 
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Figure 2
[bookmark: _Toc233900195]Task 1:  Research:
1. [bookmark: _Toc233900196]Hypervisor: 
A hypervisor, also known as a Virtual Machine Monitor (VMM), is software that creates and runs virtual machines, and it allows one physical computer to host multiple, separate operating systems [1], [5]. Hypervisors are categorized into two types:
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Figure 4
· Type 1 (Bare-Metal Hypervisor)
How it works: The Type 1 hypervisor architecture is installed directly onto the physical hardware of the host machine, (like the CPU and memory), replacing a standard operating system [3], [4].
Architecture: Hardware → Hypervisor → Virtual Machines.
Best for: Enterprise data centres and heavy server workloads because it is highly efficient, secure, and offers top performance [4], [5]. 
· Type 2 (Hosted Hypervisor)
How it works: The Type 2 hypervisor architecture operates as a software application installed on top of an existing host operating system (like Windows, macOS, or Linux) [4], [5].
Architecture: Hardware → Host Operating System → Hypervisor → Virtual Machines [5].
Best for: Personal use, software testing, and developers who want to run multiple operating systems on their daily computer [2], [4].

A Type 1 Hypervisor (Hyper-V) is the most suitable choice for NOSSLONDON2026 because it supports the BIRMINGHAM.ACCA domain environment and can run both Windows Server 2022 and Debian systems on one physical server. Hyper-V provides high performance, strong security through VM isolation and Secure Boot, and compatibility with both Windows and Linux clients. It also reduces hardware costs by allowing multiple virtual machines to share resources such as CPU, RAM (32–64 GB), SSD storage, and network interfaces, while remaining scalable for future expansion.
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Figure 5
1. One VM can run Windows Server 2022 (Birmingham). 
2. One VM can run Debian Server (London). 
3. Client systems can also run as separate virtual machines. 

2. [bookmark: _Toc233900197]IP Addressing: 
· An Internet Protocol (IP) address serves as a core logical identifier assigned to every device communicating across a network, operating at the Network Layer of the OSI model to ensure that data packets are formatted, addressed, and successfully routed across global boundaries [6]. Because manual address configuration introduces significant administrative overhead and allocation inefficiencies within large enterprise networks, modern environments typically rely on automated assignment protocols to dynamically distribute these identifiers [7].

· Data travels broken into small packets over cables or wireless waves, reassembling at the destination. An IP address acts as a digital mailing address; each packet is stamped with a source and destination IP, so the network knows exactly where to deliver it.
Switches connect devices inside the same local network, forwarding data directly to the correct local device. Routers connect different networks together, reading destination IP addresses to pass data across the globe along the best path.
IP Addressing helping routers find the fastest path for data. It divides large networks into smaller sections to stop data traffic. It lets firewalls block dangerous traffic by checking the sender's IP address.
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Figure 6
· IPv4 uses a 32-bit address represented in dotted decimal format (172.16.1.10), providing approximately 4.3 billion addresses. IPv6 uses a 128-bit address represented in hexadecimal format (2001:db8::1), offering a significantly larger address space to support future Internet growth.
· Subnetting improves network performance by dividing a large network into smaller subnetworks, reducing congestion and enabling efficient use of IP addresses [8]. For example, in the topology, 172.16.1.0/24 and 172.16.2.0/24 represent separate networks. Efficient IP allocation improves scalability, security, and network management.
3. [bookmark: _Toc233900198]Routing: 
Think of data on the internet like mail packets travelling across a map. A router is an intersection post office, and a routing protocol is the decision-making ruleset that guides mail carriers onto the quickest path.
[image: ]
Figure 7
Routers find their way using either fixed text entries or smart automated networking:
· Static Routing: This is like using a printed paper map. A human engineer writes fixed rules directly into the machine. If that road collapses or encounters a hardware fault, traffic fails completely unless an expert physically rewrites the rule [9].

· Dynamic Routing: This is exactly like using live GPS apps. The routers chat continuously, sharing information about traffic jams and dead wires [10]. If a path breaks, the network protocols recalculate and point packets down an open detour on their own.
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Figure 8
· Static Routing is the most suitable, secure, and efficient routing approach for this setup.
This is a point-to-point topology connecting two distinct geographic locations (Birmingham and London). There are only two routers involved: the Windows Server 2022 (B-DC) and the Debian Server (L-CD). Because there are no redundant paths or complex meshes between the sites, routing paths will never change dynamically.

2. Support for the Debian Server's DHCP Relay Role
The Debian Server is tasked with being a DHCP Relay. When clients in London (ClientL1) boot up, they cannot communicate globally until they receive an IP address configuration. The Debian Server must capture these local requests and forward them across the network to the Windows DHCP Server in Birmingham.

3. Impact of the Windows Server’s Connectivity
The Windows Server acts as the core edge gateway, handling internal traffic and maintaining a direct connection to the Internet. To manage this, it only requires a permanent static Default Route (0.0.0.0/0) pointing to the Internet, and one explicit static route pointing across the orange link (B-DC to L-DC) to find the London network (172.16.2.0/24).

4. [bookmark: _Toc233900199]Virtual Private Network (VPN):
A Virtual Private Network (VPN) extends a private network across a public network (like the Internet). It creates an encrypted, secure tunnel that allows remote users or branches to safely access internal company resources.
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Figure 9
The main function of VPN (virtual private network) is to set up a private network on the public network and encrypt the communication. The essence of VPN is to build a network tunnel in the public network using relevant encryption technology, which can conduct the data transmission safely and prevent others from sniffing [11].

5. [bookmark: _Toc233900200]Dynamic Host Configuration Protocol (DHCP):
DHCP is a network management protocol used to automatically assign IP addresses and other network configurations (like subnet masks and DNS servers) to devices when they connect to the network. DHCP server eases network maintenance and automatically assigns network configuration parameters such as IP address [12].
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Figure 10
6. [bookmark: _Toc233900201]Active Directory Domain Services (AD DS):
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Figure 11
AD DS is Microsoft’s centralised identity and access management system. It acts as a secure phone book for a corporate network, storing and managing information about users, computers, and permissions. It is a Microsoft tool that stores information about everyone, and everything connected to the network.
7. [bookmark: _Toc233900202]Certificate Authorities (CA):
A Certificate Authority is a trusted entity that issues digital certificates. These certificates act like digital passports, proving the identity of websites, devices, and users, and enabling secure, encrypted HTTPS communications. (CA) is like a digital passport office for the internet. It is a trusted company that verifies that a website is real and not a fake run by scammers.
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Figure 12
[bookmark: _Toc233900203]Task 2: Report: Technical Documentation:
[bookmark: _Toc233900204]2.1 Choose Hypervisor
For this network implementation, Oracle VirtualBox (Type 2 Hypervisor) was selected because it provides a flexible and reliable platform for creating and managing virtual network environments.
VirtualBox allowed multiple operating systems to run simultaneously on a single physical computer and enabled the creation of four virtual machines: Windows Server 2022, Debian Server, Windows Client, and Debian Client. This made it possible to simulate the Birmingham and London network infrastructure without requiring separate physical devices.
VirtualBox was considered suitable because it supports both Windows and Linux operating systems, offers virtual networking capabilities, and allows isolated testing and configuration of network services. It also provides efficient resource utilization and supports future expansion of services and configurations required for subsequent stages of network development.
To demonstrate implementation progress and effective task management, timestamped screenshots were captured throughout the setup, configuration, and testing phases of the virtual environment.
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Figure 13
[bookmark: _Toc233900205]2.2 Download and Setup: 

2.2.1 To download the chosen Hypervisor and Server, Client Operating Systems, just follow the steps below:
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	1- First step is downloading VirtualBox software from proper website and install it on system.
Oracle VirtualBox is a free, open-source virtualization software that lets you run multiple operating systems simultaneously on a single physical computer.
https://www.virtualbox.org/wiki/Downloads
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	2- Windows Server 2022 is a Microsoft operating system designed for business networks to manage data, run corporate applications, and power cloud services.
Unlike standard Windows 10 or 11 made for personal computers, this software runs on heavy-duty server hardware to connect multiple users, secure company files, and host central databases.
Windows Server 2022 | Microsoft Evaluation Center
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	3- Windows 11 Enterprise is a Microsoft operating system designed for large organizations and corporate IT environments.
Unlike standard Windows 11 Home or Pro, it includes advanced security tools, corporate device management systems, and flexible deployment options to help IT departments manage thousands of business computers simultaneously.
Windows 11 Enterprise | Microsoft Evaluation Center
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	4- Debian is a free, highly stable operating system that acts as an alternative to Windows or macOS.From website and page choose the shown option (From website and page choose the shown option (amd64).
Debian -- Network install from a minimal USB, CD
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	5-From website and page choose the shown option (Live GNOME).
Debian -- Live install images






· After downloading the apps, it's now time to install and make some configurations.
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	1- Install VirtualBox from downloaded file.
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	2- in main page click on NEW option to add new virtual Machin to virtual box app.
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	3- in this page put Client S1 as VM Name and from iso image chose the place which files are downloaded and choose Windows 11 Enterprise 

	[image: ][image: ][image: ]
	4-then in installation pages choose the appropriate element such as language, keyboard input and etc …
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	5- Next you need to install the rest of three app we downloaded until we install 4 Machin on virtual box Machin same as shown.





· In this stage needs to some configuration on the machine which already installed.
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	6- choose client S1 and then click on setting and this page will appear. Then from page choose Network and enable network adapter one and later set attach to: internal network and give network name as intenet-birmingham and tick virtual cable connected.
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	7-choose B-DC then click on setting/Network. Then chose adapter one/attach to NAT/tick virtual cable connected.
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	8- choose adapter two /attached to internal network /name as intenet-Birmingham /tick virtual cable connected.
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	9- choose adapter three /attached to internal network /name as intent-WAN /tick virtual cable connected.

	[image: ]
	Choose L-CD and Then setting / Network /Adapter 1 choose internal network and name it as intent-WAN
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	Choose L-CD and Then setting / Network /Adapter 2 choose internal network and name it as intent-London

	[image: ]
	From virtual machines choose client L1 then setting/Network/adapter 1 choose internal network and name it as intent- London







· Next step is running installed machine an do some configuration inside each.

	1 -[image: ]
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	2-[image: ]
	5- [image: ]

	3-[image: ]
	6-[image: ]

	Run B-DC (Birmingham Server) and start to configure and install it. Choose language/windows server 2022 standard/upgrade and install/partition/password.





· Configuration in Birmingham server B-DC
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	After finishing windows server restart B-DC and in first page input your password then in server manager page go to network connection choose ethernet 2 and go to ipv4 properties. Give IP 172.16.1.1 ,255.255.255.0 and confirm same for ethernet 3 and give 10.0.0.1, 255.255.255.248 to it.
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Figure 14 :Network topology and configuration
· Instal and configure Client S1 and B-DC by flowing these steps.
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	Client S1:IP 172.16.1.10 , Subnet Mask 255.255.255.0 , Default getaway 172.16.1.1

	
Choose Client S1 and go to network connection /IPV4 /properties/IP 172.16.1.10, 255.255.255.0, default getaway is 172.16.1.1/ok.
Then open windows defender firewall and advance security. From list choose file and printer sharing IPv4 and IPV6 (in) and (out) and make them enable.

Now is time to check connection between Client S1 and B-DC
From client S1 use command line and type ping 172.16.1.1 which is B-DC IP address. then from Birmingham server same 
step and ping client S1 ping 172.16.1.10
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From virtual machine list choose L-CD (London Server) and run it. In setting page choose language and then give L-CD as host name and in partition page choose finish and continue and in next page for partition disk choose to YES/continue and on last page finish installation.










· Installing and configuring Client L1:
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From the virtual machine list choose Client L1 /setting/chenge memory then run it.from open page choose start instaler/ in next page choose do not configure in this time/ continue/input password on next page/give name /for partition disk choose YES/and finish instaling.
Restart machine and use choosen password to iog into client. Go to setting /network connection/IPV4 and input 172.16.2.10,255.255.255.0
In client L1 on command prompt require to intrduce interface for client s1 bt type some commend  as shown in the picture above . then is time to ping london server fro client L1 and also from server ping client as shown the ping command works for both.




· Test and Troubleshoot
 [image: ]
The picture below shows connectivity form Client S1 to B-DC Birmingham server by ping server IP address on command line in client s1
[image: ]
Connectivity check from Client S1 to B-DC
[image: ]
Connectivity check from B-DC to Client S1 
Next time to check connectivity between L-DC and Client L1 as shown in the picture below.
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[bookmark: _Toc233900206]Task 3: Report: Reflection 

3.1.1 Technical Reflection: Network Deployment and Testing
During the deployment, I created four virtual machines in Oracle VirtualBox and configured the network according to the topology. Static IP addresses were assigned to each machine, and connectivity was tested using ping commands.
Some issues occurred during the setup. Initially, certain devices could not communicate because of incorrect IP addresses and network settings. I diagnosed the problem by checking the IP configuration on each virtual machine and verifying the subnet masks and default gateways. I also encountered failed ping requests caused by firewall settings, which were resolved by allowing network traffic through the firewall.
After correcting these issues, I repeated the connectivity tests and confirmed that all devices could communicate successfully. This process improved my understanding of network configuration, testing, and systematic troubleshooting.

3.1.2 Personal Reflection
This project helped me develop practical skills in virtualization, IP addressing, and network configuration. I learned how to create and manage virtual machines, configure network settings, and test connectivity between Windows and Debian systems.
I also improved my problem-solving skills by identifying configuration errors and resolving them through systematic troubleshooting. Additionally, taking timestamped screenshots throughout the implementation improved my planning, organisation, and time management skills. Overall, this project increased my confidence in deploying and managing computer networks and prepared me for the more advanced tasks .
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Configure the network

From here you can choose to retry DHCP network autoconfiguration (which may succeed if your DHCP server
takes a long time to respond) or to configure the network manually. Some DHCP servers require a DHCP
hostname to be sent by the client, 50 you can also choose to retry DHCP network autoconfiguration with a
hostname that you provide.

Network configuration method:

Retry network autoconfiguration

n with a DHCP hostname
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Configure network manually

Do not configure the network at this time.
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Set up users and passwords

Some account needs to be available with admi
should be something that cannot be guessed.

strative super-user privileges. The password for that account

To allow direct password-based access via the ‘root’ account, you can set the password for that account here.

Alternatively, you can lock the root account’s password by leaving this setting empty, and instead use the
system's initial user account (which will be set up in the next step) to gain administrative privileges. This will
be enabled for you by adding that initial user to the ‘sudo’ group..

Note: what you type here will be hidden (unless you select to show it).
Root password:

[Notebooka123]

Show Password in Clear

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

[Notebook@123

[Show Password in Ciear:

oo 1 BRIUGRIght Ctrl |





image58.png
o & d @ g

New Open  Settings Discard Show

= Details = EH m
a et |
= Preview
a =] General
& (9 & saved i@ ClientL1 [Running] - Oracle VirtualBox - o x
Lo File Machine View Input Devices Help
OO
l

Set up users and passwords

A user account

be created for you to use instead of the root account for non-admi

strative ac

fes.

Please enter the real name of this user. This information will be used for instance as default origin for emails

sent by this user as well as any program which displays or uses the user's real name. Your full name is a
reasonable choice.
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Install the GRUB boot loader

You need to make the newly installed system bootable, by installing the GRUB boot loader on a bootable
device. The usual way to do this i to install GRUB to your primary drive (UEFI partition/boot record). You may
stead install GRUB to a different drive (or partition), or to removable media.

Device for boot loader installation:

Enter device manually

/dev/sda_(ata-VBOX_HARDDISK VBddf12720-6e63ef5c)
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