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Task One 
Task one involves creating a workstation for a work-from-home engineer that uses SolidWorks, Psice, LabVew and a video conferencing software.
 Component List
	Component 
	Name
	Specification
	Price (GBP)

	Processor
	AMD Ryzen 9 7950X3D 
	4.2 GHz 16-Core Processor
	585

	
	
	
	

	Motherboard
	MSI B650 GAMING PLUS Motherboard
	WIFI Connectivity, 2 M.2 Storage Slots, DDR5 Memory Slots
	149.99

	CPU Cooler
	NZXT Kraken 360 

3 Corsair RS120 
	78.02 CFM Liquid CPU Cooler
72.8 CFM 120 mm Fans 3-Pack
	129.95


23.99

	RAM
	2x Corsair Vengeance 
	64 GB (2 x 32GB) DDR5-6000 CL30 Memory
	174.99


	Storage
	2x Samsung 990 Pro NVME Solid State Drives
	2 TB M.2-2280 PCIe 4.0 X4
	289.26

	Inputs/Output
	Cyber Acoustics AC-104 Headset

Razer Kiyo X Webcam

Logitech K120

Logitech B100 Wired Optical Mouse

2 x BenQ GW2480 Monitor
	Headset includes microphone

N/A


Full Keyboard

800 DPI, USB port connector

23.8" Screen, 1920 x 1080 Resolution, 60 Hz Refresh Rate
	18.05


29.99

13.76

9.99


119.99

	Graphics Card
	Nvidia Quadro RTX 8000 48GB GPU PCIe x16 GDDR6
	 DisplayPort 1.4 connectors, 4608 NVIDIA CUDA® cores, 576 Tensor cores, and 72 RT Cores 48GB GDDR6 
	2359.99

	Case
	Corsair 4000D Airflow ATX Mid Tower Case
	N/A
	100.47

	PSU
	Corsair RM750e (2023)
Fully Modular ATX Power Supply
	750 W 80+ Gold Certified
	104.95

	Software
	Microsoft Windows 11 Home Retail - USB 64-bit
	N/A
	109.99


Total Price:  4340.83
Justification
· Processor
· The Ryzen 9 was chosen based on the specifications given buy the software needed to run the programs such as solid works , which advertise workstations with Intel processors of the same generation. Pspice equally recommends any processor that’s generation seven or above. [1],[2],[5]
· Motherboard
· The MSI motherboard was chosen as it contains enough PCIe slots for all the peripherals as well as more RAM slots in case the user needs to upgrade the workstation. 
· RAM
· SolidWorks recommends at least 16 GB of RAM, included in the computer is 64 GB which SolidWorks recommended for a top level system further it is the latest iteration of RAM being DDR5 and is mainly chosen due to the reasonable price it was found at. [1], [2], [5]
· Storage
· Two M.2 Drives were chosen as they provide some of the fastest data access times as well as being high capacity and as they connect throught the PCIe bus they are much faster than SATA connected drives [6]
· Inputs
· Input devices were chosen based on price solely, the user themselves can accommodate any extra needs they may require 
· Outputs
· Output devices were chosen similarly to the inputs, however the monitors ports needed to be accommodated for the graphics cards display port slots. Two monitors were selected as the user may need to have documentation open whilst working on projects, this will help the user experience greatly 
· Graphics Card
· The graphics card was chosen as it is one of the latest generation Quadro graphics cards made for rendering complex objects in real time containing a large amount of VRAM exclusively for complex video. This was chosen over others as the Quadro line of graphics cards are used in workstations developed by SolidWorks [1],[7[
· Case
· The case was chosen as it fits all components handily, as well as having room for adequate airflow 
· Network Card
· The motherboard has an in-built Wi-Fi card allowing for wireless connectivity
· Software
· All software required by the user runs natively on Windows 11, further as Windows 11 is the most updated version it will continue to be supported for updates such as Windows Defender. 

Task 2
Task 2 outlines an electronics manufacturing company which has issue with its cybersecurity, the main problems faced by the company have been listed in highest risk to lowest risk order. All of these security issues are problematic whilst some are more problematic than others they all must be addressed for the company to be safer from malicious actors. Also included is a framework for how the company may want to create an incident response plan.
Limited cybersecurity training among employees has resulted in occasional instances of phishing and social engineering attacks.
Limited training is a major weakness in any organisation’s cyber security. Phishing is the most common type of cyber security breach with 84% of attacked businesses experiencing a breach from it [8]. Phishing breaches can range from causing loses in revenue, damage to trust as well as possible disruptions in operations [9]. This flaw must be held at top priority as not only is it the most common attack it’s the most common vector by which malware is delivered eliminating this vector will hamper all forms of attack. Training for all employees must be rolled out to mitigate this risk. This could take the form of courses, E-Learning or all-hands meetings headed by the cybersecurity team. This training should be refreshed, at the very least, every 6 months. Further the cybersecurity team should send regular fake phishing attacks company-wide to employees, failure to spot or report these fake attacks should result in retraining of those employees. This measure should help mitigate the risks posed by phishing attacks. 
Some devices used in the production facility have outdated firmware and default passwords, making them susceptible to cyber-attacks.
With an ever-increasing interconnectivity between devices under the banner of IoT an easy way for malicious actors to gain access to a system is through old, outdated software and firmware. In 2017 a massive attack known as WannaCry effected the world, targeting an end-of-life version of Windows attackers were able to infect hundreds of thousands of systems including the NHS, Nissan and Renault factories. 42 NHS trusts were reported to be still running windows XP which hackers could easily exploit due to these operating systems having out of date protections [10]. This resulted in mass disruptions across the UK. This problem should be solved as soon as possible not only due to the fact the production line could be affected if an attack occurred but also due to the company’s commitment to GDPR to provide appropriate security [11], which by using default passwords it is in breach of. This problem can be easily solved by upgrading software to latest versions, setting strong passwords and ensuring the cybersecurity team updates devices regularly. This will prevent attackers from exploiting known problems in firmware and keep production running smoothly.
The company’s network is vulnerable due to outdated firewall configurations, which could allow unauthorised access to sensitive data.
Outdated firewall configurations pose a large threat to general security, by implementing the steps above this problem should be mitigated by some degree. This however is still a problem that needs be solved.  Firewalls can prevent users from entering possibly malicious sites as well as filtering the network for unauthorised traffic. Furthermore, they help mitigate the effects of DDOS attacks by limiting traffic [12]. Whilst keeping up to date firewalls is a good preventative measure all sensitive data held by an organisation should be held in protected areas of a server with data like passwords, names, email addresses and bank details stored as a hash and never as plaintext. The cybersecurity team should be keeping all anti-malware software up to date as the same problems shown above apply to firewalls.

The company sources components from international suppliers, some of which lack robust cybersecurity practices, increasing the risk of introducing vulnerabilities into the manufacturing process
The company should focus on moving away from businesses which do not have robust practices. These suppliers may be attacked leading to data regarding the company to be leak which may harm the reputation of the company. Potential breaches of these supply chain companies may make phishing harder to spot if phishing emails are coming from compromised supply chain accounts. Further suppliers may have to halt production if serious breaches occur causing a knock-on effect within the company which could lead to a loss in revenue and or customers. A way to safeguard the company against these issues is to either attempt to make suppliers improve their own security or to move to different, more secure, suppliers so that the chance of a breach is limited. This however should not be top priority as the company has its own issues, which if not dealt with would cause far greater harm to business operations and if suppliers are attacked there is a chance that the company will not be affected.  




Incident Response Plan 
Prevention is the best method to protect against cyber threats however a company should have a cybersecurity incident response plan in place for an attack in case the worst occurs [15]. An incident response plan covers threats to the organisation and the actions staff should take should an incident occur. The main threats are phishing attacks, malware, ransomware, denial of service and man in the middle attacks. The vectors by which these attacks occur are mainly from human error, social engineering or through hardware or software breaches [15]. There should be a dedicated team which in will mobilise when an incident occurs to correctly handle the situation as well as perform their regular day to day duties. They will need to manage the incident, investigate the cause, communicate with other related companies as well as the supply chain and handle the legal aspects of an incident. They should categorise incidents into levels based on operational impact. 
Such levels could include: 
1. A low impact or routine issue incidents for example reported phishing emails or scamming emails
2. A moderate impact for example a malware infection on a single device
3. A high impact for example a ransomware attack
4. A critical impact for example a widespread organised attack or data breach 
These levels will have different responses depending upon what an incident is classified as for a low impact this could be reissuing of online training if the company is receiving a large volume of malicious emails, if the incident has escalated through an employee accidently downloading malware the team should isolate the device from the network its on, restore to a clean state and run a full test of all devices on the network. If the outcome is more serious than once device the team may need to take parts of the network offline to stop the spread of malware between systems, reboot to backups, necessary patches to software that allow this malware to spread. Then the system should be gradually turned on as the investigative team investigates how the malware was allowed to spread. For any incident a report should be generated this should outline the timeline, what actions were taken and any follow-up which the security team will need to act on to prevent this from happening again. [13],[14]
The team should be given tools for network monitoring such as SIEM systems and IDS/IPS systems to log any unauthorised access or recurring incidents in the network. They should be experts in the monitoring software the company uses so that they can utilise it correctly. Further the team should be briefed on the patterns of an attack and generate a triage for any incident that occurs so that it can be dealt with effectively and efficiently. The cybersecurity team should also ensure employees have access to a reporting system, whereby employees can flag suspicious emails, links or faulty or out of date software/hardware. This will help the team be able to prevent problems though out-dated systems as well as collate data on any patterns from any phishing emails. [13]
An incident report plan should be an agile document, it should be regularly updated to ensure that it remains relevant to the company and its needs. If employee software is changed then the cyber team should be made aware so that they can become knowledgeable on any exploits or problems associated with the software. The document should be reconsidered anytime a breach occurs such that management can implement changes proposed by the cyber team following the containment of a breach, this would include meetings to understand why a breach occurred, how it was allowed to propagate through any systems and steps that the team will take to ensure that type of attack cannot reoccur.
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