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Abstract
Chapter 1-3 is the practical aspect of this paper, whilst chapter 4 is the observational work. Firstly, network resources are protected by using NTFS and network sharing permissions and group management privileges for users are implemented for further control. After this, routing and remote access services are installed, which help demonstrate restricting access to an FTP server. For the last of the practical work, inbound and outbound filters are used to demonstrate packet filtering rules.
Chapter 4 (the observational work) focuses on robust password principles; failover clustering for services and network policies that could be applied in a fictional company operating multiple networks nationwide.
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[bookmark: _Toc102075460]Chapter 1 – Practical Work: Securing network resources by applying security measures and policies
For the practical work in chapter 1: share permissions, specifically NTFS local permissions and other network sharing utilities will be used to prevent or allow users to read/write to files. Furthermore, group management policies will be applied via a Windows Server to ensure specific groups of users are denied access to services such as the control panel, command prompt and removable media drives. 
To end chapter 1, a group of users will also be restricted when it comes to installing software and shall be required to use good passwords as a password policy will be enforced.
[bookmark: _Toc102075461]1.1 Setting access permissions on files using NTFS
[image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, application, Word

Description automatically generated]Creating the file and document that will be used to demonstrate NTFS and share permissions. Robert Jamieson user will have full control over the file whilst Aled Roberts user will only have read and execute access.
[bookmark: _Toc102075484]Figure 1: Files created to demonstrate permissions on different users.






[image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, text, application, Word

Description automatically generated]Disabling inherited permissions:
[bookmark: _Toc102075485]Figure 2:  Inheritance being disabled.
[image: Graphical user interface, application, Word

Description automatically generated][image: A screenshot of a computer

Description automatically generated]Giving Robert Jamieson user full control of file:

[bookmark: _Toc102075486]Figure 3: Robert Jamieson user now has full control over the file.





Giving Aled Roberts user read and execute permissions to file:
[image: Graphical user interface, application, Word

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Toc102075487]Figure 4: Aled Roberts user now has limited control over the file.
[image: Graphical user interface, text, application, Word

Description automatically generated]User Robert Jamieson can now read, write and save the file:












[bookmark: _Toc102075488]Figure 5: Demonstration that Robert Jamieson can write to and save file.




[image: Graphical user interface, application

Description automatically generated][image: Graphical user interface, application, Word

Description automatically generated]User Aled Roberts can read file but cannot write to it:
[bookmark: _Toc102075489]Figure 6: Demonstration that Aled Roberts cannot write to or file.
[bookmark: _Toc102075462]1.1.1 Setting up network sharing permissions
[image: Graphical user interface, text, application, email

Description automatically generated][image: Graphical user interface, text, application, email

Description automatically generated]Aled Roberts user has read and execute permissions, whilst Robert Jamieson user has full permissions.
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Description automatically generated]
[image: Graphical user interface, application, Word

Description automatically generated]











[bookmark: _Toc102075490]Figure 7: Network share is created and users have appropriate permissions.





[bookmark: _Toc102075463]1.1.2 Accessing the file shared over the network
[image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, application

Description automatically generated]Setting up the mapped drive:
[bookmark: _Toc102075491]Figure 8: Creating mapped drive.
[image: Graphical user interface, application, Word

Description automatically generated][image: Graphical user interface, application

Description automatically generated]Aled Roberts user is denied access when creating a document:
[bookmark: _Toc102075492]Figure 9: User has insufficient permissions.



Robert Jamieson user has sufficient permissions [image: Graphical user interface, application, Word

Description automatically generated][image: Graphical user interface, application, Word

Description automatically generated]to create a file:
[bookmark: _Toc102075493]Figure 10: User has sufficient permissions.















[bookmark: _Toc102075464]1.2 Group policy management
[bookmark: _Hlk101538655][image: Graphical user interface, application

Description automatically generated][image: Graphical user interface, application

Description automatically generated][image: Graphical user interface, application, Word

Description automatically generated]Applying group management policies to restrict access/privileges of users in the new Organizational Unit (OU): Non-Admin Users.






[bookmark: _Toc102075494]Figure 11: Creating an OU.



[bookmark: _Toc102075465]1.2.1 Denying access to control panel
[image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated]Putting a user into the OU, denying the group access to the control panel and updating policies:
[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Toc102075495]
Figure 12: New OU denying access to control panel.




[image: Graphical user interface, application

Description automatically generated][image: Graphical user interface, text, application, Word

Description automatically generated][image: Graphical user interface

Description automatically generated][image: Graphical user interface, application

Description automatically generated][image: Graphical user interface, application

Description automatically generated]A new user Thomas Jamieson is created to demonstrate he cannot access the control panel, as seen below:







[bookmark: _Toc102075496]Figure 13: User cannot access control panel because of OU policies.

[bookmark: _Toc102075466]1.2.2 Denying access to command prompt
[image: Graphical user interface, application

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, application

Description automatically generated]Denying the OU Non-Admin Users access to the commant prompt and updating policies:










[bookmark: _Toc102075497]Figure 14: New policy created and updated to disable command prompt for users.








[image: Graphical user interface, application

Description automatically generated][image: Graphical user interface, application

Description automatically generated]Demonstrating the users in the OU are denied access to command prompt:
[image: Graphical user interface, application, Word

Description automatically generated]










[bookmark: _Toc102075498]Figure 15: Denied access to command prompt.







[bookmark: _Toc102075467]1.2.3 Denying access to removable media drives
Denying the OU Non-Admin Users access to removable media drives:
[image: ][image: ]
[bookmark: _Toc102075499]Figure 16: New policy created to deny access to removable media drives.




 









[bookmark: _Toc102075468]1.2.4 Denying software installations
[image: Graphical user interface, application

Description automatically generated][image: Graphical user interface

Description automatically generated][image: Graphical user interface

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated]Creating the new OU NWClient Computers and moving the user Thomas Jamieson to it.

[bookmark: _Toc102075500]Figure 17: New OU unit created and user is moved to it.


[image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface

Description automatically generated]Creating a new policy to prohibit users from installing software.
[bookmark: _Toc102075501]Figure 18: Users in OU can no longer install software.
[image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface

Description automatically generated]Users in the OU can no longer install programs, as demonstrated:







[bookmark: _Toc102075502]Figure 19: [image: Graphical user interface, application

Description automatically generated][image: Graphical user interface, application

Description automatically generated]Users have insufficient privileges to install programs.


















[bookmark: _Toc102075469]1.2.5 Enforcing users to create stronger passwords (in a domain setting)
[image: ][image: Graphical user interface, application

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated]Updating the password policies for the domain to ensure passwords are more secure and updating policies:
[bookmark: _Toc102075503]
Figure 20: Updating domain policy to ensure stronger passwords.




[image: ][image: ]As seen below, the short password did not meet the requirement of the 8 characters demanded by the policy, thus the password was denied:

[bookmark: _Toc102075504]Figure 21: Password is denied – does not meet policy requirements.
















[bookmark: _Toc102075470]Chapter 2 – Practical Work: Routing and remote access services
In this chapter, routing and remote access services will be utilized. First of all the ARP and routing table will be demonstrated. Then an FTP server role will be installed which will also be useable to users from an external network. Finally, routing tables and remote access services will be installed so that the clients (hosts) from both networks can communicate with each other.
[bookmark: _Toc102075471]2.1 Utilizing ARP and routing tables
[image: ][image: ]On Server 1 via command prompt, ARP reveals the NIC, MAC and IP address, whilst the routing command reveals many details including the network’s destination and gateway.

[bookmark: _Toc102075505]Figure 22: ARP and routing tables utilized in command prompt.









[bookmark: _Toc102075472]2.1.1 Installing the FTP server role on the network
[image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated]Installing the FTP server role to allow external clients of the network to access the FTP.
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[bookmark: _Toc102075506]
Figure 23: All the necessary features have been installed.









[image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated][image: Graphical user interface, text, application

Description automatically generated]A new user is created and the FTP details are setup.
[image: Graphical user interface, text, application

Description automatically generated]







The new user created is allowed access to the FTP, including read and write permissions:
[image: Graphical user interface, text, application

Description automatically generated]










[bookmark: _Toc102075507]
Figure 24: FTP details have been setup, ftpuser22 is allowed access.
















[image: ][image: ][image: ][image: ]Setting up a welcome, banner and exit message when users use FTP. The firewall is also turned off to avoid it blocking any communications:
[bookmark: _Toc102075508]Figure 25: FTP messages and user permissions setup and firewall disabled.






[image: ][image: ]Client 2 can successfully login and connect to the external FTP. The local file created in client 2 was attempted to be transferred to the FTP however access was denied, as seen below:
[image: ]










[bookmark: _Toc102075509]Figure 26: Client 2 can login to FTP but does not have sufficient privileges to transfer file.





To resolve the issue, ftpuser22 was given full permissions to the ftproot file. The text file “myftpfile2upload.txt” has now been successfully transferred, as seen below:
[image: ][image: ][image: ]










[bookmark: _Toc102075510]Figure 27: Client2 successfully transfers file to FTP.





[bookmark: _Toc102075473]2.1.2 Installing and setting up routing and remote access service
[image: ][image: ][image: ]The routing tables and remote access services are installed and configured to allow communications between clients from separate networks.












[bookmark: _Toc102075511]
Figure 28: Installation and setup of routing and remote access services.



[image: ][image: ][image: ]Enabling remote access and routing and completing their initial configuration:











[bookmark: _Toc102075512]Figure 29: Remote access and routing setup.





[image: ][image: ][image: ][image: ]Now that is done, routing protocols are able to be configured. The network interfaces need routing protocols to connect the public and private networks and thus that is done below for both PrivateNet1 and PublicNet.
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[bookmark: _Toc102075513]Figure 30: Configuring routing protocols for network interfaces.
Note: The above process regarding routing, remote access and network interfaces has been repeated for server 2.



[image: ]Verifying that Server 1 can ping Server 2 via its public (PublicNet) IP address:













[bookmark: _Toc102075514]Figure 31: Server 1 successfully pings server 2’s PubicNet IP address.
Before attempting to ping Client 2 from Client 1 (they are on separate networks), both clients first need to have an appropriate default gateway, as seen below:
Client 2’s default gateway:
[image: ]











[bookmark: _Toc102075515]Figure 32: Client 2 now has a default gateway.
[image: ]Client 1’s default gateway:











[bookmark: _Toc102075516]Figure 33: Client 1 now has a default gateway.
Both client 1 and client 2 can communicate with each other as they are now connected to routers. As seen below, client 1 can ping client 2 and receive a reply:
[image: ]










[bookmark: _Toc102075517]Figure 34: Successful communication between client 1 and client 2.


[bookmark: _Toc102075474]Chapter 3 – Practical Work: Packet filtering
In this chapter, packet filtering, including inbound and outbound filters will be used to restrict and allow access to services on the network. The first filter will be used to stop any user from pinging the router firewall service. The second filter will ensure that only the hosts inside of the PrivateNet2 network have access to the FTP service running on server 2. Finally, the last filter will only allow client 1 access to the FTP service, whilst denying access to every other user.
[bookmark: _Toc102075475]3.1 Preventing any user from pinging router firewall service
[image: ][image: ][image: ]Applying an inbound filter on PrivateNet1 to prevent any user from pinging the router firewall service:










[bookmark: _Toc102075518]Figure 35: Applying filter to prevent pinging of router firewall service.
Client 1 can no longer ping the network because ICMP traffic is denied on the network (however can still ping other networks):
[image: ]









[bookmark: _Toc102075519]Figure 36: Example of client not being able to ping network due to filters.















[bookmark: _Toc102075476]3.2 Only allowing hosts on PrivateNet2 to access the FTP service on Server 2
Utilizing an outbound filter to only allow hosts on PrivateNet2 to access the FTP service on Server 2. Once the filters are applied, the external client (client 1) can no longer access the FTP service as seen below:
[image: ][image: ][image: ]
[image: ]
[bookmark: _Toc102075520]Figure 37: Denying access to FTP service to anyone not in PrivateNet2 network.


[bookmark: _Toc102075477]3.3 Only allowing specific hosts from an external network to access the FTP service on Server 2.
[image: ][image: ]Only hosts such as client 1 from Server 1 will be allowed to access the FTP service on Server 2. To do this, the FTP service is restricted to everyone except client 1 as a filter allows for client 1’s IP address (192.168.1.1) to access the FTP service. All other connection attempts are denied as they do not meet the required criteria of the inbound filters that have been applied on PrivateNet1:
[image: ]










[bookmark: _Toc102075521]Figure 38: Inbound filters for PrivateNet1.


[image: ]Client 1 can access the FTP service:











[bookmark: _Toc102075522]Figure 39: Only client 1 can access the FTP service.
















[bookmark: _Toc102075478]Chapter 4 - Observational task
Robust password principles; failover clustering and network policies shall be discussed in this chapter.
[bookmark: _Toc102075479]4.1 Robust password principles
Enforcing strong passwords in a network environment is essential in order to keep the company and its data secure. Without doing so, client or business data is vulnerable and thus the company’s reputation is on the line. Therefore, network administrators should require users to create a strong password by enforcing the use of at least 12 characters with the use of symbols, numbers and upper and lower case characters [1]. 
By enforcing at least 12 characters, it “exponentially increases the number of possible combinations” [1] and thus takes much longer for brute force attacks [2] to crack the password. Brute force attacks are used by criminals who use computing power that go through all possible combinations of characters for a password [2]. Therefore, the less characters there are in a password, the faster the brute force attack will guess the password.
[image: ]Twelve characters is a decent minimum required character length when uppercase, lowercase and letters are used. Any less than that is not recommended because as revealed by Hive Systems (cybersecurity experts) in figure 40, an 8 character password with numbers, upper case, lower case, letters and symbols can be cracked in just 39 minutes [3]:
[bookmark: _Toc102075523]Figure 40: Hive Systems’ 2022 password table. Source: [3].
In addition to the advice above, network administrators should strongly encourage users to not use passwords that are “User specific” [4] to them. Such as a password relating to their username, address, date of birth etc [4] as they can be easy to guess. Keyboard pattern passwords [1] such as “qwertyuiop” should also not be used.
Multi-Factor Authentication (MFA) [5] could be used alongside a strong password to further decrease the likelihood of unauthorized access to an account. MFA requires users to pass through multiple security checks – at least two [5]. For instance, if a user enters their correct password they could then be required to enter a code that appears on their phone (e.g., via the Google Authentication app). This immensely increases the security of the account because unauthorized users would not only need the correct password – they’d also need access to the user’s phone to retrieve their code too.
The incident at an undisclosed airport [6] is a reminder as to why strong passwords are important to enforce. McAfee found that an employee account’s credentials for the airport was being sold online “for just $10” [6] - from what they suspect was gained via a brute force attack. Although the account was seemingly not used maliciously in the time its credentials were exposed, it would have given them access to the company’s security systems [6] and thus could have led to a major security breach for the company.
[bookmark: _Toc102075480]4.2 Failover clustering for services
A failover cluster is used to ensure services such as services relating to networks and databases keep running without any downtime that would otherwise occur [7]. Multiple independent servers cooperate with each other to ensure that if one server is down, another server presumes its tasks and thus keeps the services running [8]. 
Failover clusters are very important to high availability [8] services that need to be running 24/7, such as emails, websites, databases and security systems. If one of these services fails on a single server and there is no other failover server to carry on executing its tasks, the service will have downtime. This could mean that clients can’t access a service they are paying for; employees can no longer save their work to a database and security systems being down would mean the company is vulnerable.
High availability failover servers have a “monitoring connection” [8] to each other, meaning they are aware when a server is down and thus know when another server needs to take over. It is for this reason that it is essential for the cluster to have at least 1 server on standby [8] to takeover when necessary.
While high availability failover aims to mitigate any unplanned downtime, continuous availability [8] helps to ensure that downtime when it comes to maintenance work (such as replacing, updating or upgrading hard drives/software) is never necessary or at least has a smooth, efficient transition [8].
[bookmark: _Toc102075481]4.2.1 Setting up failover clustering in Windows Server 2019
For failover clustering to be available and have the resources it needs to be operational in Windows Server 2019, the following pre-requisite factors are needed:
· An active directory environment, domain and domain controller [9] - so that the servers can cooperate with each other at an administrative level.
· The privileges needed to create the failover cluster must be acquired - an administrative account can therefore be used.
· A minimum of 3 nodes are needed - so that if one node fails another node presumes its responsibilities [10]. Of these nodes, the “disk that hold the cluster data” [9] therefore must be decided.
· The nodes must be connected to the domain [9].
[image: ][image: ]After the pre-requisites are sorted, failover clustering can now be implemented. To implement failover clustering on Windows server 2019:1. Login to an administrative domain level account:
2. Run Server Manager












3. Click “Add roles and features”.
4. Click “Next”.


[image: ][image: ]













5. Check “Role-based or feature-based installation”. Click next.
6. Select an appropriate server. Click next.

[image: ][image: ]
8. Check the “Failover Clustering” option. Click next.
7. Click next.

[image: ][image: ]
[bookmark: _Toc102075524]Figure 41: Installing a failover cluster on Windows Server 2019. Step by step instructions influenced by source [11].
Soon after this, an option to install the failover clustering features will appear. It can now be installed. Note: In step 8 the “Failover Clustering” option does not appear – this is because the pre-requisite factors were not met. It would appear there otherwise.

[bookmark: _Toc102075482]4.3 Network policies
In the scenario outlined, I am said to be the head network administrator managing networks in multiple locations nationwide. I will therefore presume that I am managing 3 networks nationwide, on a wide area network and that the company specializes in financing.
[image: ]The network topologies below represent the nationwide company networks that are being managed:
[bookmark: _Toc102075525]Figure 42: Network topologies.
Network access and resources within the network should be protected. The following security measures should therefore be introduced:
· Firewalls, including Next Generation FireWalls [12] - for more advanced security.
· User group privileges – Users should be sectioned into groups and only allowed access to the resources they require, to improve security. For example, a receptionist does not need access to services such as the command prompt or control panel.
· Password policies – Employees should be required to enter strong passwords as mentioned in chapter 4.1 because weak passwords can easily lead to the account being compromised, as revealed earlier by Hive System’s 2022 password table [3] in figure 40.
A network security team should specialize in ensuring that the organization is secure, by updating policies; being aware of possible external threats; patching software to fix bugs; mitigating and reacting swiftly to attacks and ensuring that employees in the organization are made aware of the company’s security policies. In order to accomplish these tasks the security team should be given administrative privileges to programs/services such as active directory.
The security team should routinely perform risk assessments [13] so that threats can be identified and any security adjustments/improvements needed can be made. This ensures that if the organization is attacked, security measures are already in place to mitigate or prevent it. For example, if the company determines that a denial of service attack is likely to occur, they could migrate their data to a large data centre in order to better secure their data.
Possible attacks include:
· Phishing, shoulder surfing and other social engineering attacks [14].
· Brute force attacks.
· Denial of service attacks.
· Internal attacks, e.g., via removable storage drives.
With the use of administrative system tools, users can be enforced to follow the companies security policies. Users can be enforced to:
· Use a password of 12 characters or more, including symbols and numbers. 
· Change their password every 30 days. 
· Use multi factor authentication.
To further enforce the company’s policies, users can be outright prevented from: 
· Accessing removable media storage.
· Installing programs.
· Accessing resources they shouldn’t access in the first place, such as confidential documents, firewall and network settings, etc.
· Accessing certain websites.
As mentioned in chapter 4.2, failover clustering for services that require high and continuous availability is essential. If the company’s web server is down, clients will be angered that they cannot access the service, the company will lose potential revenue and its reputation will be damaged. The health of databases, webservers and file servers should therefore always be monitored and have a backup node [8] to keep them running if there is an issue.
Finally, to ensure the organization’s network, services and data are as secure as possible, disaster recovery procedures should be in place to mitigate disasters, such as fires. The damage done to the company could be severe although the following steps can be taken to mitigate disasters:
· Strong security policies as outlined earlier to avoid vulnerabilities.
· Backing up data to an external site to avoid major data loss.
· Failover clusters to avoid downtime on essential services.
· Take note of all essential devices, including the software settings used with them so they are easily replaceable and configurable [15].
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Xxv. Expand the Computer Name — Right click on Sites — choose Add FTP Site
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