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Abstract 

Information security is an increasingly complex field which must be addressed at 
both organisational and technical levels. This research set out to develop a custom 
information security framework for the CaribbeanCoffee case scenario. To inform 
framework design, four frameworks were critiqued, analysed, and compared. The 
benefits and drawbacks of these frameworks, along with other academics’ 
approaches, were considered when designing the framework. The framework 
resources developed consist of the framework core, an order of implementation flow 
diagram, hierarchy and scope diagram. The framework core consists of six categories: 
Identify, Educate, Implement, Review, Preserve, and Recover, each with three sub-
categories. The framework targets the key issues in the case scenario, while 
remaining open to adaptation. Future work could involve reviewing a wider range of 
frameworks and literature and developing more detailed technical guidance for each 
sub-category of the framework. 
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1. Introduction 

Information security (InfoSec) frameworks are becoming increasingly essential 
as cyber threats increase in frequency and severity. An information security framework 
is defined as a specification of a model to follow during the design and implementation 
of security controls, InfoSec policies, education, and training [1, p. 412]. An Information 
Security Management System (ISMS) is part of an organisation’s overall management 
system, providing a systematic approach for managing an organisation’s security [2], 
[3], often developed using or alongside an InfoSec framework. 

This research investigates a variety of security frameworks to inform the design 
of a custom security approach for the CaribbeanCoffee case scenario. Section 2 
investigates the structure and content of four security frameworks, analysing, 
comparing, and critiquing them, along with discussing the need to constantly update 
security standards. Section 3 discusses the design of a security approach based on 
the research conducted In Section 2. Section 4 concludes the report. 
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2. Security Frameworks Literature Review (Task 1) 

This section discusses the importance of updating security standards, along with 
reviewing four security frameworks, critiquing, analysing, and comparing them, to 
make informed decisions when designing a security framework in Section 3. 

  

2.1. Updating Standards and Regulations for Good Practice 

It is essential for organisations to continuously update their regulations, 
standards, and frameworks. By doing so, organisations ensure they remain compliant 
with current legislation to reduce the organisation’s liability. This, in turn, reduces the 
potential risk to the organisation’s reputation with its customers and stakeholders [4]. 
This can also provide a competitive advantage over organisations without proven 
consideration of InfoSec issues. An example of this is the recent plethora of websites 
updating their privacy policies to comply with the General Data Protection Regulation 
(GDPR), or in some cases, the UK Data Protection Act 2018 [5, p. 53] - the UK’s 
implementation of the GDPR [6]. Specifically, this was to comply with GDPR Article 
12’s requirement for organisations to be transparent about their use of subjects’ data 
[7, pp. 39–40], as discussed by the Information Commissioner’s Office [8, p. 19]. 

Another reason for the need to keep standards up to date is to protect against 
new and emerging cybersecurity threats and attack vectors in a dynamic and evolving 
industry [9]–[11]. As a result of this, organisations reduce the risk of their information’s 
integrity [9] and comply better with the concepts of the Confidentiality, Integrity, and 
Availability (CIA) triad. 

Continuous updating of standards also allows organisations to revise their 
procedures as the use of technology changes, creating new challenges [12]. One 
example is the increasing popularity of Bring Your Own Device (BYOD) schemes – 
the technology has not changed, but the culture and way in which staff use it has 
evolved [13], [14]. As a result, new measures must be put into place, requiring updates 
to regulations. Another example is the emergence of new security concerns due to the 
rise in working from home due to the Coronavirus pandemic [15]. 
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2.2. NIST Cybersecurity Framework 

The National Institute of Standards and Technology (NIST) Cybersecurity 
Framework, (“NIST CSF”), is a voluntary framework which provides general guidance 
for implementing cybersecurity controls, with more specific guidance provided by other 
sources and frameworks [16], [17]. The NIST CSF has a significant element of self-
assessment [17, pp. 20–21], [18], [19], and takes a risk-based approach to managing 
cybersecurity. It aids organisations in describing their current cybersecurity state, their 
target state, and to identify opportunities for improvement [17, pp. 2–4].  

The NIST CSF consists of [18], [19]: 

• Framework Core  - a set of cybersecurity activities, outcomes, and 
references. The Framework Core’s categories are shown in Table 1, along 
with an example of its criteria in Table 2. The five activities, named as 
“functions” in the framework document, are listed below: 

o Identify 
o Protect 
o Detect 
o Respond 
o Recover 

• Framework Implementation Tiers – provide context on how an organisation 
views cybersecurity risks, along with the measures in place to prevent them. 
These tiers are effectively rankings for the level of sophistication employed 
by the organisation depending on their needs. The four tiers are as follows: 

o Tier 1: Partial 
o Tier 2: Risk Informed 
o Tier 3: Repeatable 
o Tier 4: Adaptive 

• Framework Profiles – represent the outcomes based on the organisation’s 
business needs. Profiles can be used to identify opportunities for improving 
cybersecurity, by comparing the “Current” profile with a “Target” profile, as 
discussed in the framework [17, p. 4]. 
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Table 1: NIST CSF categories [17, p. 23] 
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Table 2: NIST CSF example criteria for the identity category [17, p. 24] 

 

 

The NIST CSF is advantageous over many frameworks in that it is extremely 
flexible and adaptable to the organisation’s specific requirements [20]. A drawback of 
this is that its Framework Core has only brief guidance the topics - for example, in 
Table 2, subcategory ID.AM-3 states only, “Organisational communication and data 
flows are mapped.” The framework provides informative references to other 
frameworks providing further detail.  

As discussed by multiple sources [21]–[23], the NIST CSF contains little 
guidance for cost-benefit analyses when an organisation decides on its target 
implementation tier, and thus security level. 

The framework is relatively new, its initial version released in 2014, and the 
current revision (V1.1) was released in 2018. This indicates that it is an up-to-date 
framework, which is especially important to keep up with evolving cybersecurity 
threats. This has the disadvantage that it has had less time to develop and mature, 
compared to other frameworks. 

The NIST CSF has no official compliance assessment or certification [24], [25] – 
instead, it is aimed at use in self-assessment. This is a drawback of the framework as 
it cannot be used by organisations to showcase their reputability, or to prove that they 
have a well-established security framework. The NIST CSF is advantageous, 
however, as the documentation is publicly available at no charge. 
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2.3. ISO/IEC 27000 Series 

The ISO/IEC 27000 (referred to by number only hereafter) is a series of 
standards developed jointly by the International Organization for Standardization (ISO) 
and the International Electrotechnical Commission (IEC). It is one of the most widely 
adopted security standards. The most relevant documents in the 27000 series to this 
research are: 

• 27000:2018 [4]: Overview and vocabulary 

• 27001:2013 [26]: Requirements 

• 27002:2013 [27]: Code of practice for information security controls 

The 27000 document is an overview of the series. 27001 is the central 27000 
standard and contains implementation requirements for an ISMS. 27002 is a 
complementary standard, which provides more detail on information security controls. 
These controls are discussed briefly in Annex A of 27001, with 27002 providing more 
comprehensive information [28], [29].  Examples of the levels of control detail for 
27001 and 27002 are shown in Figures 1 and 2, respectively. The level of detail of 
27001’s Annex A (example shown in Figure 1) is similar to the NIST CSF’s Framework 
Core. 27002 is advantageous in that it gives the 27000 series far more detailed 
guidance than the NIST CSF, while being flexible in that organisations should only 
implement 27002 controls to the extent they deem relevant [28], [30].   

Of particular importance, 27001 is the only standard in the 27000 series which is 
audited and certified against [28]. 

 

 

Figure 1: 27001 brief control measure example [26] 
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Along with the clauses in the body of the document, 27001/27002 contain 14 
clauses, numbered 5 – 18 (shown in Table 3), each with sub-clauses and controls to 
implement them.  

 

 

Figure 2: 27002 detailed control measure example [27, p. 5] 

Table 3: 27001/27002 clauses 
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One particularly important clause of the 27001/27002 is compliance, which is 
scarcely discussed in the NIST CSF [23]. Like the NIST CSF, the 27000 series can be 
applied to a wide range of organisations, and is broad enough to be implementable in 
any size organisation [28]. Despite this, the NIST CSF is particularly suited to 
technology-oriented organisations due to its emphasis on log analytics, incident 
analytics and technical controls [25]. 

The 27000 series is advantageous over the NIST CSF in that it is a long-
recognised series of standards, implemented more widely in industry, and therefore 
recognised [25], [29], [31]. The NIST CSF is more up to date than much of the 27000 
series – the NIST CSF version 1.1 was released in 2018, while many 2700 series 
documents are older than this. For example, the newest versions of 27001 and 27002 
are from 2013. This has significance due to the importance of maintaining up-to-date 
standards, as discussed in Section 2.1. 

A disadvantage of the 27000 series is that much of the documentation is not 
available freely, unlike the NIST CSF. This is somewhat counteracted by the 
certification available for organisations against 27000, allowing them to demonstrate 
to clients and stakeholders that they implement comprehensive data security 
measures [25], [32]. 

 

2.4. IASME Governance Standard for Information and Cyber 
Security 

The Information Assurance for Small and Medium Enterprises Governance 
(IASME) Governance Standard for Information and Cyber Security (“IASME 
Standard”) [33] was introduced in 2011. Its latest version is Revision 5, released in 
2018, which is beneficial as it is more current than many frameworks. It includes key 
security aspects such as incident response, staff training, planning and operation, and 
is a risk-based framework [34], [35], much like the NIST CSF. The standard describes 
itself as a catalogue of good practices for increasing the likelihood of an organisation 
meeting their objectives [33, p. 15]. The standard was developed through a UK 
Government funded project, aiming to develop an affordable alternative to the 27001 
framework for Small and Medium-sized Enterprises (SMEs) [36]. 

Sections 6 – 9 of the IASME Governance Standard detail the framework’s core 
principles, which are: 

• Identify 

• Protect 

• Detect and Deter 

• Respond and Recover 

The IASME Governance Standard describes what is required to meet each core 
category in its “business information security overview” table [33, p. 19]. Though only 
containing four key principles, each has sub-sections detailing further requirements 
(summarised in Table 4). The IASME Standard is helpful in that it contains “Guidance,” 
“Requirements,” and “Typical questions and performance indicators” subsections for 
each area. 
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The IASME Standard achieves deep coverage, like the 27000 series, while 
remaining very flexible like the NIST CSF [37], [38]. As a result, the standard is suitable 
for any organisation, and SMEs in particular, while being adjusted for compatibility with 
other frameworks [33, p. 10], [37]. 

  

 

 

 

  The IASME Standard and NIST CSF share categories, both identifying common 
areas of focus. Category mappings are shown in Table 5. 

 

 

 

Table 5: IASME and NIST framework mappings 

Table 4: IASME Governance Standard categories 
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Despite the similarities in category names, the two frameworks implement them 
differently, with different subcategories and approaches [38]. For example, the IASME 
Standard’s “Protect” category has a greater emphasis on physical security, and less 
on training. The IASME Standard’s categories and controls are far more technically 
oriented than the NIST CSF’s [39]. Compared to the 27001/27002 clauses, the IASME 
standard describes many similar areas, although it is more open to adaptation than 
the 27000 series [37]. 

The IASME Standard features a risk profile system, implemented similarly to the 
NIST CSF’s framework profiles. The risk profile tiers are Low, Intermediate, and 
Complex, and are detailed further in Table 6. 

 

 

Like the NIST CSF, the IASME Standard is advantageous over the 27000 series 
as its documentation is freely available – making it more accessible. However, it is 
beneficial over the NIST CSF due to its certification, allowing organisations to be 
recognised for their security measures.  The certification is aligned with the 27001 
certification [34], [37] and is based on an on-site audit after completing a self-
assessment [33], [34]. It is also far more affordable than the 27001 certification, costing 
only £400 + VAT [34], compared to the IT Governance website’s estimated cost of 
27001 certification of £2,850 - £14,250, based on organisation size [40]. 

  

Table 6: IASME Governance Framework risk profiles [33, p. 16] 
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2.5. CIS Controls Framework 

Initially published by the SysAdmin, Audit, Network, and Security (SANS) 
Institute in 2008 [41], [42], the framework was known as “(Top) 20 Critical Security 
Controls” [41], [43]. Ownership has since been transferred to the Centre for Internet 
Security (CIS), who renamed the framework the CIS Controls (“CIS Framework”). The 
CIS Framework’s current version is 7.1, released in 2019 [44]. As with the IASME 
Standard and NIST CSF, this is advantageous as it remains up to date with evolving 
technology and threats. The framework comprises primarily of the controls document 
[44], with an accompanying implementation guide [45]. 

The CIS Framework provides 20 controls. Each control is described in detail 
along with providing specific sub-controls [46] (example shown Table 7). The CIS 
Framework features “implementation groups,” which function similarly to the NIST 
CSF’s profiles, and the IASME Standard’s risk profiles. The implementation groups 
are labelled 1, 2 and 3, depending on the scale of the organisation, detailed in Table 
8. The CIS Framework is beneficial in that it aligns its three implementation groups 
with each control and its sub-controls. This makes it clearer for those implementing 
the controls to understand which ones are relevant to their organisation. It is also 
beneficial in that the CIS provides additional documentation for applying the controls 
to specific niches, such as Internet of Things (IoT) [47] and the cloud [48]. 

 

 

 

 

Table 7: CIS Framework control example [44, p. 22] 
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The CIS Framework’s controls are categorised as being either Basic, 
Foundational, or Organisational. The Basic and Organisational categories contain 
controls which mostly address general management, whereas the Foundational 
category contains technical controls. The control groups are listed along with their 
categories in Table 9. 

 

 

  

Table 8: CIS Framework implementation groups [44, p. 5] 

Table 9: CIS controls by category 
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As discussed by S. Groš [43] and V. Venkatesh [49], the key difference between 
the CIS Framework and the other evaluated frameworks is that it has already made 
risk-based decisions on behalf of organisations. Although it recommends performing 
a risk assessment [44, p. 4], many of its controls assume the outcomes of such a risk 
assessment. This approach reduces the flexibility of the framework.  

Similar to the IASME Standard, the CIS Framework consists of mostly technical 
controls [43], [49], [50]. However, the CIS Framework also contains some business 
and management controls, combining the benefits of technical and management 
approaches. A drawback of the CIS Framework is that many of its controls are not 
suitable for automation [42], [46]. Its controls are more flexible than 27000’s controls, 
although they are less extensive. 

Like the NIST CSF and IASME Standard, the CIS Framework and its supporting 
documents are freely available. However, a drawback of this framework is that it has 
no certification. Certification is only available against the CIS benchmarks – a series 
of environment-specific benchmarks based loosely on the CIS Controls [51]. 
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3. Security Framework Design (Task 2) 

A custom security framework was developed based on the most appropriate 
aspects of the reviewed frameworks in Section 2, and on core understanding of the 
field gained through lectures and research. The framework was developed for the 
assignment case scenario, while retaining flexibility. This section describes the 
framework along with the influence the frameworks literature review (Section 2) had 
on it. 

 

3.1. Framework Design Influences 

The Developed Framework (TDF) combines the strengths of the four reviewed 
frameworks, along with providing guidance on topics which were overlooked by them. 
TDF consists of six core categories: 

• Identify 

• Educate 

• Implement 

• Review 

• Preserve 

• Recover 

 

Category 1. Identify was largely influenced by the Identify sections of the NIST 
CSF and IASME Standard. 1.1 discusses identifying a desired security level – an 
approach borrowed from the “Implementation Group / Tier / Profile” feature shared by 
NIST CSF, IASME Standard, and CIS Framework. TDF 1.2 is derived from NIST CSF 
category ID.RA and IASME 6.4. TDF 1.3’s emphasis on assessing the need for 
training was derived from IASME section 6.6 and NIST CSF subcategory PR.AT.  

TDF’s Category 2. Educate was designed based on factors discussed in the 
previous paragraph. Additionally, the need for training in specific topics, and assessing 
staff (TDF 2.1 and 2.2 respectively), were determined based on the CIS Framework 
controls 17.1 – 17.4.  

Category 3. Implement of TDF was informed primarily by research into the field, 
identifying an area undervalued in the frameworks reviewed, though TDF 3.1’s 
discussion on physical security was inspired by the 27000 series’ emphasis on it. 
Additionally, TDF 3.3’s detail of policy implementation was inspired by controls 17 and 
18 of the CIS Framework, subcategory ID.GV-1 of the NIST CSF, and section 7.1 of 
the IASME Standard. 

TDF’s Category 4. Review was based on broad discussion of the security review 
process throughout the frameworks reviewed. 4.1’s requirements for audits and 
compliance were inspired by 27002’s sections 12.7, and 18, respectively. TDF 4.2 and 
4.3 discuss self-assessment and self-improvement, in line with the NIST CSF’s 
general discussion of self-assessment. 
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TDF Category 5. Preserve is based on general discussion of the need to maintain 
processes and policies throughout the CIS Framework, and NIST CSF subcategory 
PR.IP. TDF 5.1 and 5.2 discuss the need to update security measures, policies, and 
implementation of the framework itself, in line with NIST CSF subcategory RS.IM and 
27002 section 7.2.2. 

Category 6. Recover of TDF has been influenced by IASME Standard’s section 
9 and NIST CSF category RC – Recover. TDF 6.1 and 6.3 are influenced by the same 
policy requirements as discussed previously, with 6.3 emphasising self-improvement 
as in the NIST CSF. TDF 6.2 is influenced by IASME Standard section 9.3’s discussion 
of retaining “business as usual” throughout recovery where possible. 

 

 

3.2. Case Scenario Relevance 

Framework design was also influenced by academic articles discussing 
framework design [52]–[57], particularly BYOD frameworks [58]–[62] as the case 
scenario implies the necessity of a BYOD approach:  

“…allow staff and customers to use their personal devices to access the 
company’s network/resources”. 

 

The case scenario discusses the high proportion of wireless communications 
within its network. As such, the framework focused especially on both implementing 
and reviewing security measures, due to the increased vulnerability of wireless 
networks over wired ones. 

Also discussed in the case scenario is the company’s reliance on cloud services. 
This affected the framework broadly, though particularly influencing the framework’s 
discussion of contingency planning, mitigation, and recovery methods, due to the 
reliance on external services. This also affected the inclusion of compliance in the 
framework, due to the handling of data by third parties. 

Finally, the case scenario details the vast online presence, particularly on social 
media. This factor, along with previously discussed areas, influenced the framework’s 
focus on education, training, and assessment. For example, training to identify and 
handle social engineering attacks. 
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3.3. Framework Resources for CaribbeanCoffee 

The framework core is shown in Table 10, including sub-categories / controls, 
and guidance for each of these. The specificity and scope of each of the six categories 
are represented as an hourglass in Figure 3, followed by the framework’s hierarchy in 
Figure 4. The order of implementation of TDF is provided in Figure 5. Where possible, 
these resources use layman’s terms, making them readable to anyone in an 
organisation, but also technical enough to be useful to IT and InfoSec staff. 

 

Figure 3: Proposed framework specificity and scope 

Figure 4: Proposed framework hierarchy 
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Table 10: Framework Core 
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Figure 5: The developed framework order of implementation 
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4. Conclusion and Future Work 

This research has investigated four InfoSec frameworks, and critically analysed 
and evaluated them. From these findings, a custom framework was developed for the 
case scenario which adopted the strengths of each of the reviewed frameworks. 
Framework design was also influenced by background knowledge gained through 
lectures and research. The primary focuses of the developed framework are to identify, 
educate, implement, review, preserve, and recover, each with their own sub-
categories. 

Framework design was successful, being both specific to the case scenario, and 
broad and adaptable to other scenarios. Future work could entail developing more 
detailed guidance for each sub-category, such as specific security implementation 
guidance and required training areas. It could also include a review of a wider range 
of frameworks to further support framework design. 
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