[image: University of Wales Trinity Saint David launches ‘One Planet ...]

Cloud Engineering Principles and Practice
Module Code: ACCA7027

University of Wales Trinity Saint David
MSc/PgDip/PgCert Cybersecurity and Digital Forensics — ACCA7028

Student Name: Aviral Tyagi
Student ID: 2530743
Lecturer: Renuga Jayakumar









Contents
1. Introduction	3
2. Virtualisation	3
2.1 What is Virtualisation and How Does It Work?	3
2.2 Evidence of Virtualisation Benefits	4
2.3 Challenges of Virtualisation	4
2.4 Solutions to These Challenges	5
3. Containerisation (Docker)	5
3.1 How Containerisation Works	5
3.2 How Containerisation is Helpful	6
3.3 Challenges of Containerisation & Solutions	6
3.4 Container Compression (Image Layers and Efficiency)	7
4. Practical Implementation using Docker	7
4.1 Dockerfile	7
4.2 Building the Image	8
4.3 Running the Container	9
4.4 Publishing to Docker Hub	10
4.5 Docker Volumes	12
4.6 Docker Networking	15
4.7 Video Demonstration	20
5. Cloud Concepts (Using Microsoft Azure)	21
5.1 Load Balancing	21
5.2 Scalability	21
5.3 Application Gateway	22
5.4  Reasoning behind Load Balancing and Scaling being Complementary Concepts.	23
5.5 Combined Benefits (Example: E-commerce Website)	23
6. Driving Forces of Cloud Computing	24
7. Serverless Computing	24
7.1 What Is Serverless and How Does It Work?	24
7.2 How Serverless is Helpful	25
7.3 Challenges of Serverless	25
8. Serverless vs Containerisation	25
8.1 Comparison Table	25
8.2 Explanation of Differences	26
9. Conclusion	27
References	27



[bookmark: _Toc227976067][bookmark: _Toc227976259]1. Introduction	
Cloud computing has changed how companies build, create, and deliver digital services since the cloud takes away the heavy dependence on local physical infrastructures and instead uses scalable resources accessed through the internet [1] [16]. According to Mell and Grance (2011), as found in the National Institute of Standards and Technology (NIST) document, "Cloud computing is a model for enabling on-demand network access to a shared pool of configurable computing resources that can be rapidly provisioned and released with minimal management effort."
One of the technologies behind cloud computing is virtualisation, which enables the creation of multiple virtual systems sharing one physical hardware system. Containerisation, which builds off of virtualisation and is quickly becoming one of the central aspects of cloud computing, provides a means for bundling applications with their required libraries and dependencies into lightweight and portable packages that can run consistently on development, testing, and production environments [6] [3].
This report contains a discussion of virtualisation, containerisation (with Docker as an example of an implementation), cloud-based concepts on Microsoft Azure (including load balancing, scalability and application gateways), the reasons driving the current trend of cloud adoption, the emergence of serverless computing, and a comparison between serverless and containerisation technology. All claims in this report are substantiated with academic and industry citations [1] [2] [3].
[bookmark: _Toc227976068][bookmark: _Toc227976260]2. Virtualisation
[bookmark: _Toc227976069][bookmark: _Toc227976261]2.1 What is Virtualisation and How Does It Work?
Virtualisation involves the creation of virtual forms of computing resources such as servers, storage, and operating systems. In virtualisation, virtual workloads will be able to run on the same physical hardware rather than having each of the workloads running on their individual machine [6].
In IBM Cloud Education (2019), virtualisation technology uses software known as the hypervisor which will manage the sharing of the physical computer's CPU, memory, and storage among each of the virtual machines and provide isolation amongst them [6]. The two main hypervisors include:
Hypervisor 1 (Bare-metal): This runs directly on the computer's hardware. Examples: VMware ESXi, Microsoft Hyper-V. It is used on cloud computing data centres for better performance.
Hypervisor 2: Runs on the host operating system. Examples: VirtualBox, VMware workstation. It is mainly used on personal computers for testing.
Microsoft Azure, Amazon Web Services (AWS), and other cloud technologies use type 1 virtualisation technology where the user chooses their specifications for the virtual servers (VM). The VM will operate just like a real physical server [7].
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[bookmark: _Toc227976070][bookmark: _Toc227976262]2.2 Evidence of Virtualisation Benefits
Evidence from Literature
Mell & Grance (2011) [1]: According to NIST, resource pooling using virtualisation technology is one of the five fundamental characteristics of cloud computing.
IBM Cloud Education (2019) [6]: Prior to virtualisation, the efficiency of servers was normally just 15-20%. Virtualisation helps increase this ratio up to 60-80%.
Microsoft Azure Docs (2025) [7]: Azure leverages virtualisation technology to offer customers the ability to create VMs within two minutes.
[bookmark: _Toc227976071][bookmark: _Toc227976263]2.3 Challenges of Virtualisation
Key Challenges
Challenge 1: Expensive Resource Overhead - Each VM requires an operating system, thus meaning when idle, a significant amount of memory and processing is being consumed.
Challenge 2: Long Boot Process - Boot process can be very slow, as loading of a complete operating system into memory can be time-consuming. 
Challenge 3: Hypervisor Security Vulnerability - The software in the hypervisor may contain any bug that may jeopardize all the other VMs. 
Challenge 4: Complex System Management - Running hundreds of virtual machines require a set of specific software and expert knowledge.
[bookmark: _Toc227976072][bookmark: _Toc227976264]2.4 Solutions to These Challenges
How the Industry Solved These
Solution 1: Containers have been invented as a more lightweight solution, running on the same operating system kernel and consuming much less memory [3][13].
Solution 2: The starting time of containers takes seconds, while that of virtual machines requires several minutes [13].
Solution 3: Security has been tackled using tight network policies, VM isolation, and up-to-date hypervisor patches.
Solution 4: Automation has been enabled by Azure Virtual Machine Scale Sets and Kubernetes [7][4].
[bookmark: _Toc227976073][bookmark: _Toc227976265]3. Containerisation (Docker)
[bookmark: _Toc227976074][bookmark: _Toc227976266]3.1 How Containerisation Works
Containerization consists of wrapping together all the resources required by an application into a container image that includes source code of the application, supporting libraries, running environment, and additional configuration files [3]. 
The most popular containerization technology is Docker at the moment. According to Merkel (2014) Docker offers effective resources to enable developers to develop, operate, and maintain container-based applications in an efficient and effective manner, thereby addressing the usual problem of works on my machine and not on production [13].

	Virtual Machines (VMs)
	Containers (Docker)

	Full OS per VM (GBs of overhead)
	Shares host OS kernel (MBs of overhead)

	Boot time: minutes
	Start time: seconds or less

	Higher resource consumption
	Much lighter, efficient resource use

	Strong isolation (separate OS)
	Process-level isolation (shared kernel)

	Best for: legacy apps, full OS needs
	Best for: microservices, cloud-native apps



Table 1: Virtual Machines vs Containers [13]
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[bookmark: _Toc227976075][bookmark: _Toc227976267]3.2 How Containerisation is Helpful
Why Containers Help — Evidenced Benefits
Portability: Same container code operates equally on laptop, testing server, and cloud VMs – no environment-specific errors [3].
Fast Start-Up Times: Containers start up within milliseconds. Essential for scaling applications on cloud servers [13].
Resource Utilization: Many containers use the same operating system kernel; therefore, more applications can be installed using the same hardware than if using VMs [6].
Consistency: Immutable containers mean that whatever you create will always remain the same; thus, there are no deployment issues [3].
DevOps-Friendly: Containers are well suited to continuous integration and delivery processes; useful for agile practices [5].
[bookmark: _Toc227976076][bookmark: _Toc227976268]3.3 Challenges of Containerisation & Solutions
Challenges and How They Are Addressed
Problem: Container images run on the same operating system kernel. An issue in the kernel may affect all containers.
Solution: Organizations apply network policies, configure read-only file systems, and leverage gVisor for kernel isolation [4].
Problem: It becomes extremely difficult to handle multiple containers.
Solution: Kubernetes orchestrates the management of containers, ensuring deployment, scalability, and automatic recovery [4][14].
Problem: By design, container images are stateless. All information in the container gets erased once it is shut down.
Solution: Docker Volumes and persistent storage solutions can help retain data in container images [3].
[bookmark: _Toc227976077][bookmark: _Toc227976269]3.4 Container Compression (Image Layers and Efficiency)
Layering is an important characteristic of Docker technology. Each instruction of a Dockerfile will create one read-only layer. In the process of creating an image, Docker will save only modified layers, rather than the whole image, hence the use of delta encoding that saves space and increases pull-push image speed [3].
For instance, the base image used for this project is nginx:alpine with a size of just about 23 MB compared to 133 MB in the case of full nginx. The smaller size of this Linux system makes the system less vulnerable since there is minimal downloading time. This explains why the image creation took 14 seconds only [3].
How Docker Compression Works
1. Each Dockerfile instruction (FROM, COPY, RUN) creates a layer.
2. Layers are cached — if nothing changed, Docker reuses the cached layer.
3. Only changed layers are re-uploaded to Docker Hub, saving bandwidth.
4. Alpine-based images are compressed minimally stripped OS images, cutting size by up to 80% vs standard images.
[bookmark: _Toc227976078][bookmark: _Toc227976270]4. Practical Implementation using Docker
This sub-chapter shows how we can practically use Docker to deploy a simple web application to show how containerisation works in the real-world cloud environment. All the steps are supported by commands and observed results [3].
[bookmark: _Toc227976079][bookmark: _Toc227976271]4.1 Dockerfile
The Dockerfile will be developed within the cloud_project folder in VS Code with a syntax highlighting extension known as Docker. The three instructions that are included in the Dockerfile are:
FROM nginx:alpine
COPY . /usr/share/nginx/html
EXPOSE 80
FROM nginx:alpine mounts the nginx picture on the foundation of the lightweight Alpine. In this case, we are using Alpine Linux as this is a minimal, security-focused Linux distribution and has a size of slightly less than 5MB that is perfectly suited to containers [3]. COPY will replicate all the project files in the nginx web folder. EXPOSE 80 tells Docker that the port the container is on is port 80. 
The content of the web application was a file (index.html) that was ready with a heading of Welcome to My First Docker.
Why This Matters
The blueprints of container images may be regarded as Dockerfile. It is version-controlled, repeatable and the servers do not have to be configured manually. This addresses the issue of inconsistent settings that is addressed in academic literature [13].
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Figure 1: index.html content showing heading in VS Code
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Figure 2: Dockerfile created in VS Code alongside index.html
[bookmark: _Toc227976080][bookmark: _Toc227976272]4.2 Building the Image
Once the Dockerfile and the HTML file were made, the Docker image was created with the help of:
docker build -t my-web-app .
The -t command provides the name of the image to my-web-app. The . helps Docker to look in the current directory to locate the Dockerfile. Its construction time was 14 seconds and it was performed 7 times out of 7 steps. The terminal responded: [+] Construction completed.
Evidence of Benefit
The rate, at which it is built, is an indicator of the efficiency of Docker in caching. It will take less than a second to build, and will use cached layers. This applies in the CI/CD processes wherein the code builds are run with each code commit [5].
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Figure 3: docker build command running in terminal — Build finished successfully
[bookmark: _Toc227976081][bookmark: _Toc227976273]4.3 Running the Container
docker run -d -p 8080:80 my-web-app
The -d command puts the container in the detached mode (background). The host is forwarding port 8080 to port 80 in the container with -p 8080:80. The container started almost instantly, demonstrating the one of the strongest points of Docker compared to VMs. 
The application could be accessed, as well, and the page was displayed successfully, at the localhost:8080. This is a guarantee that the application has been correctly packaged and the container networking was in operation.
Challenge Encountered
Port conflicts can occur in event of the unavailability of another service that is also using the port 8080. This can be solved by remapping to another host port (e.g., -p 8090:80) and this is what containers are all about.
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Figure 4: Docker run command executed in the terminal
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Figure 5: Browser showing localhost:8080 — webpage displayed successfully
[bookmark: _Toc227976082][bookmark: _Toc227976274]4.4 Publishing to Docker Hub
The picture can be re-used on any machine by uploading it to Docker Hub:
docker login
docker tag my-web-app 7210799/my-web-app
docker push 7210799/my-web-app
The terminal indicated that the Login was successful, and all the image layers were pushed with the end digest displayed, indicating the success in uploading to docker.io/7210799/my-web-app.
How This Is Helpful
The usage of the Docker Hub creates a central image repository where an image can be downloaded on any computer with the Docker software and then be started in the same container irrespective of the operating system. This, based on the data in the official documentation of Docker allows it to be made possible to deploy it in a truly portable fashion [3].
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Figure 6: Docker login — Login Succeeded
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Figure 7: Docker tag and Docker push commands executed
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Figure 8: All image layers pushed successfully to Docker Hub
[image: ]
[bookmark: _Toc227976083][bookmark: _Toc227976275]4.5 Docker Volumes
Docker is achieved by using volumes in order to attain data persistence. All the data that is written in the container is usually lost once the container is removed. Volumes can allow the user to map a directory on the host computer to that on the container [3].
docker run -d -p 8082:80 -v ${PWD}:/usr/share/nginx/html nginx:alpine
The -v flag is applied in order to mount the existing code to the web directory of the container with the following flag: -v ${PWD}:/usr/share/nginx/html. Any alteration typed to the index.html on the host was immediately reflected on the browser without the need to generate the image.
Evidence of Benefit
The reason why having Volumes in a Production Environment is important.
Without volumes: A database container self-empties so that it can restart. With volumes: The volume is persisted to the host machine or volume, even when containers are restarted or image upgrades are done. This way is how such stateful applications as databases (MySQL, PostgreSQL) are run in Docker[3].
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Figure 9: Volume mount command executed in terminal
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Figure 10: Browser showing content without rebuilding the image
After live change:
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Figure 11: index.html updated with new content — My name is Aviral
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Figure 12: Browser showing live updated content without rebuilding the image
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[bookmark: _Toc227976084][bookmark: _Toc227976276]4.6 Docker Networking
Docker networking allows sharing of common virtual networks amongst containers. This is especially important to microservices-based architectures where different services (e.g., web server and database) require interaction between each other [3].
docker network create my-network
docker run -d --name web1 --network my-network -p 8084:80 nginx:alpine
docker run -d --name web2 --network my-network -p 8085:80 nginx:alpine
docker exec -it web2 sh
ping web1
ping test was successful - web1 responded with IP 172.18.0.2 and 270 packets were sent and there was no packet loss. This confirmed the ability of the two containers to communicate on the custom bridge network.
Problem & Solution
Container Networking Problem
Problem: Containers are not by default connected and therefore cannot be connected. Solution: The containers can be linked using their container names (i.e. ping web1) as opposed to IPs that keep changing continuously by creating a bridge network (named my-network). This is how microservices could communicate with one another when they are implemented in real-life applications with the assistance of Docker [3].
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Figure 13: docker network create my-network command executed
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Figure 14: docker network ls output — my-network listed with bridge driver
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Figure 15: web1 and web2 containers launched on my-network
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Figure 16: ping web1 from web2 — successful response with 0% packet loss
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Figure 17: Web1,Web2 — nginx welcome page
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Figure 18: ping stopped with Ctrl+C
[image: ]
Figure 19:  Browser showing localhost:8084 — nginx welcome page
[image: ]
Figure 20:  Browser showing localhost:8085 — nginx welcome page
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Figure 21: exit command used to leave container shell
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[bookmark: _Toc227976085][bookmark: _Toc227976277]4.7 Video Demonstration
A full video show of all Docker concepts covered in this report (Dockerfile creation, image build, running containers, Docker Hub publish, volumes, and networking) is available at the link below. The video is unlisted on YouTube and is approximately 15 minutes in length.
📹 Video Link: [ https://youtu.be/rLBAoRm-fHs?si=btO4fqjmlJheBXRc ]
The video demonstrates the following key steps with explanation:
1. Writing the Dockerfile and index.html in VS Code
2. Building the Docker image using docker build -t my-web-app .
3. Running the container and verifying at localhost:8080
4. Tagging and pushing the image to Docker Hub
5. Creating and mounting a Docker volume to demonstrate live file updates
6. Creating a custom bridge network and verifying inter-container communication via ping
[bookmark: _Toc227976086][bookmark: _Toc227976278]5. Cloud Concepts (Using Microsoft Azure)
In this section, three important concepts employed in cloud computing have been discussed including load balancing, scalability and application gateway. The cloud-based systems that resemble Microsoft Azure apply these concepts to improve the performance, availability and security of the applications [9].
[bookmark: _Toc227976087][bookmark: _Toc227976279]5.1 Load Balancing
How It Works
The concept of load balancing is to balance the incoming network traffic to a group of servers to avoid overloading a single server. An example of a Layer 4 (Transport Layer) load balancer is the Azure Load Balancer, which uses such methods as round-robin and least connections as its distribution method [8] [9].
Evidence of Benefit
Evidence mentioned: Load balancing.
AWS Documentation [8]: The load balancing technique will help to decrease the server overload to increase the availability of the application. 
Microsoft Azure Docs [9]: Load Balancer in Microsoft azure enables zero downtime with health check of the VMs in the background and failover avoiding failures. 
Buyya et al. (2009) [5]: The aspect of load balancing is established to be a significant part of QoS in the cloud environment.
Problem & Solution
Load Balancing Problem
Issue: In case a VM crashes down during an execution, all the information of the user requests is lost. 
Solution: The Azure Load Balancer periodically (after every 15 seconds) performs health checks on VMs and automatically removes unhealthy VMs out of the pool.
[bookmark: _Toc227976088][bookmark: _Toc227976280]5.2 Scalability
How It Works
Scalability refers to the ability of a system to be able to handle the increasing/decreasing workload by adjusting the resource capacity. There are two major types of scalability, namely:
Vertical Scaling (Scale Up): Adding more CPU/RAM to the already existing server. Simple and limited by physical factors.
Horizontal Scaling (Scale Out): The scale out will involve adding more servers to the server pool. Preferred to scale unlimitedly in the cloud environment.
Azure has Auto Scaling that enables the dynamic provisioning/de-provisioning of virtual machines based on demand indicators (like CPU utilization, memory, number of requests).
Evidence of AWS & Azure
Cited Evidence: Scalability
AWS EC2 Auto Scaling [15]: Saving of costs by automatic shutdown of idle resources when there is a low demand. 
Microsoft Azure [9]: Azure Virtual machine scale sets provided by Microsoft are able to spawn a new virtual machine in less than 60 seconds. 
Buyya et al. (2009) [5]: This is the dynamically provided resources, which makes the cloud services commercially superior in comparison with the traditional IT.
[bookmark: _Toc227976089][bookmark: _Toc227976281]5.3 Application Gateway
How It Works
Application Gateway Application Gateway is a Layer 7 (Application Layer) load balancer that is aware of the HTTP/ HTTPS traffic and can use the URL path or host header or cookies information to make intelligent routing decisions [10]. 
The Microsoft Azure Application Gateway has an in-built Web Application Firewall (WAF) which helps to block the most common web attacks like SQL injection and cross site scripting (XSS) [10].

	Feature
	Load Balancer (Layer 4)
	Application Gateway (Layer 7)

	Traffic Type
	TCP/UDP packets
	HTTP/HTTPS requests

	Routing Logic
	IP/port based
	URL path, headers, cookies

	SSL Termination
	No
	Yes

	WAF Security
	No
	Yes (SQL injection, XSS)

	Best For
	General TCP traffic
	Web applications



Table 2: Load Balancer vs Application Gateway [9][10]
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[bookmark: _Toc227976090][bookmark: _Toc227976282]5.4  Reasoning behind Load Balancing and Scaling being Complementary Concepts.
Load balancing and scaling are two aspects that complement each other to create an entire cloud performance management solution.
Combined Scenario: E-Commerce Flash Sale
Context: Black Friday sale results in 10x traffic than usual in an online store.
Load Balancer only: Even distribution of current traffic across the servers, but when all the servers are filled up, users experience poor performance.
Scaling only: Launches more servers, but no traffic is sent to them by default without having a load balancer.
Combined: The auto-scaler automatically launches new virtual machines due to CPUs usage above 70%. New traffic gets distributed to those virtual machines via load balancing.
Application Gateway: Reroutes API calls to API servers and images to CDN servers while blocking bad bots using Web Application Firewall (WAF) [5][9][10].
[bookmark: _Toc227976091][bookmark: _Toc227976283]5.5 Combined Benefits (Example: E-commerce Website)
Using the combination of load balancers, application gateways and auto-scaler capabilities allows for high availability as well as improved performance and security.
For example, during a sale on an online store, many users will try to access the site at once. A load balancer distributes these requests across many servers, while an auto-scaler automatically adds servers to accommodate the excessive volume of requests. An application gateway also ensures that all incoming requests are routed appropriately to the respective servers and prevents any type of security attack by utilizing a Web Application Firewall [5].
Therefore, when load balanced using auto-scalers and routed through an application gateway, an e-commerce site can continue to function normally and provide the user with a seamless experience, no matter how busy the site becomes.



[bookmark: _Toc227976092][bookmark: _Toc227976284]6. Driving Forces of Cloud Computing
The swift growth of the cloud computing industry is attributed to many different factors that work in harmony. Mell and Grance (2011) state that these are intrinsic to the cloud computing model, while Cisco (2023) affirms the steady growth rate of above 20% [1][16].

	Driving Force
	How It Works
	Evidence

	Cost Efficiency
	Pay-as-you-go eliminates capital expenditure on hardware
	NIST [1]: Cloud removes upfront infrastructure cost

	Flexibility & Accessibility
	Access services from anywhere via internet
	Cisco [16]: Remote work adoption accelerated cloud by 30%+

	Elastic Scalability
	Resources provisioned/de-provisioned on demand
	AWS [15]: Auto Scaling reduces idle compute costs

	Global Reach
	Data centres in multiple regions reduce latency
	AWS Overview [2]: 30+ regions globally

	Innovation Speed
	Developers deploy apps in minutes, not months
	Buyya et al. [5]: Cloud accelerates time-to-market



Table 3: Driving Forces of Cloud Computing with Evidence [1][2][5][15][16]
[bookmark: _Toc227976093][bookmark: _Toc227976285]7. Serverless Computing
[bookmark: _Toc227976094][bookmark: _Toc227976286]7.1 What Is Serverless and How Does It Work?
Serverless computing offers programmers a new choice to write and test code, without the worry of managing the server machines. The cloud service provider (AWS, Azure) will handle the configuration, administration and scaling of servers. Serverless does not imply that they have no server, but instead they are abstract to the programmer [11]. 
Two of the most popular serverless platforms are AWS Lambda and Azure Functions [11] [12]. Both are event-driven architectures, i.e. when there is a specific event (e.g. HTTP request, file upload or database event) the code will run.
Getting Serverless to work Step by Step.
1. Developing functions by developer (ex: process_order). This AWS Lambda is uploaded with this function.
2. Triggers are set up for the function (Example if order is placed from the website).
3. Lambda runs the function whenever a trigger event occurs.
4. Charges apply for the duration during which the function runs (in terms of milliseconds).
5. If 1,000 orders come at once, then AWS Lambda runs the function 1,000 times in parallel [11].
[bookmark: _Toc227976095][bookmark: _Toc227976287]7.2 How Serverless is Helpful
Benefits with Evidence
No Infrastructure Management: Developers are entirely focused on the code. The documentation for AWS Lambda [11] mentions no server configuration.
Cost: Pay as per usage. Best suited for applications with unpredictable demand. Running a function 1 million times/month with 200ms duration costs approx $0.20 (AWS free tier).
Automatic Scaling: No manual effort is required. Azure Functions [12] offer automatic scaling.
Faster Deployment: Code deployment is done within minutes [5].
[bookmark: _Toc227976096][bookmark: _Toc227976288]7.3 Challenges of Serverless
Challenges and Solutions
Challenge 1 - Cold Start Latency: The functions that are not frequently used will consume more time to run (100ms-1s). This is known as cold start. 
Solution: AWS provides Provisioned Concurrency which will keep functions warm and avoids cold starts [11]. 
Challenge 2 Vendor Lock-in: The implementation of the function is more than dependent on the event model of the vendor (AWS). 
Solution: CloudEvents standard and containerization can be ported more [3]. 
Challenge 3 - Maximum Function Run Time: The longest supported run time of AWS Lambda is 15 minutes. 
Solution: Container or VM-based execution environment can be used instead of long running processes [11].
[bookmark: _Toc227976097][bookmark: _Toc227976289]8. Serverless vs Containerisation
Two new ways of using cloud computing to remotely deploy and run applications are containerisation and serverless computing. Although both strive to accomplish the same goals of not only making the development process easier, but also enhancing operational efficiency, they do it in varying ways, and may be applied to different purposes as well [13].
[bookmark: _Toc227976098][bookmark: _Toc227976290]8.1 Comparison Table

	Feature
	Serverless Computing  |  Containers (Docker)

	Control
	Low — cloud provider manages all  |  High — user controls environment

	Cost Model
	Pay per execution (milliseconds)  |  Pay for running containers

	Scaling
	Fully automatic, instant  |  Manual or auto-scaling via Kubernetes

	Startup Time
	Slower (cold start risk)  |  Fast (seconds)

	Portability
	Low (vendor lock-in risk)  |  High (any Docker-compatible system)

	State
	Stateless by default  |  Stateful or stateless

	Best For
	Event-driven, short tasks  |  Long-running, complex apps

	Example
	AWS Lambda, Azure Functions  |  Docker + Kubernetes



Table 4: Serverless Computing vs Containers [11][3]
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[bookmark: _Toc227976099][bookmark: _Toc227976291]8.2 Explanation of Differences
Control & Environment
The use of containers provides full control of the application's runtime environment and its dependencies. This is essential in cases where an application relies on a certain version of libraries or environment variables. The serverless approach, on the other hand, hides all this behind its abstraction layer [11][3].
Cost — Evidence-Based Analysis
Cost Comparison with Evidence
Serverless computing AWS Lambda costs vary with usage to 0.20 per 1 million executions and 0.0000166667 per GB-second [11]. Ideal to use in cases of unpredictable traffic or little traffic.
Containerization: Docker is a container that is continuously running. Amazon Elastic Compute Cloud (EC2) instance of t3.micro is estimated to cost about $0.0104 per hour or 7.50 per month, whether it is in use or not. 
Conclusion: Serverless is more affordable with ad hoc workloads; containers are more affordably available with high-throughput applications that are continuously running [4].
Application in the Real World - Netflix vs Notification services. 
Netflix company has a large scale containerization strategy that involves the Docker and Kubernetes to coordinate thousands of micro-services that require precise configuration, on-going operations and strict control [4] [14]. Firms use a serverless model to run event-based applications, such as file processing and sending notifications. AWS Lambda is an appropriate solution to execute short tasks in accordance with some events without taking care of other infrastructure [11].
[bookmark: _Toc227976100][bookmark: _Toc227976292]9. Conclusion
The different technology paradigms that have seen the development of cloud computing as highlighted in this report are virtualisation, containerisation, and serverless solutions, all of which were meant to tackle some of the limitations or issues relating to the previous technology paradigm. To illustrate, the level of efficiency in the traditional physical servers was very low (i.e. 15% to 20% of capacity); however, with the advent of virtualisation, one can now run more than one workload on top of a physical server [6]. 
The introduction of containers enhanced this further since it no longer needed an operating system (OS) and could boot up in milliseconds, and were ensured to be compatible across environments [13]. All of the related concepts of containerisation: image building, container running, exposing containers to Docker Hub, persistently storing data with the help of volumes, and communicating with other containers over custom networks can also be found in the practical examples given in this report of implementing Docker. The approach that is outlined in this report corresponds to the principles mentioned in the official documentation of Docker and with the academic studies of the topic of containerisation [3] [13]. 
The combination of Microsoft Azure cloud services (Load Balancer, Auto Scaling, Application Gateway) has been proven to provide a complete performance, reliability and security solution to production environments [9] [10] [15]. Likewise, serverless computing vs. containerisation had no clear-cut answers because each has its advantages in respect to the event-driven/cost-optimised/short-lived jobs versus the long-lived/stateful/highly-configurable jobs respectively; but you should be aware of these trade-offs when you are designing your cloud architecture. Cloud computing is now seen as the Fifth Utility following the water, electricity, gas and telephony, so according to Buyya et al., (2009), the growth of cloud computing will potentially transform how all industries construct and provide Software [5].
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Figure D1: Hypervisor Architecture (Type 1 vs Type 2)
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Figure D2: Virtual Machines vs Containers
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