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Abstract
A rise in cyber threats has had an impact on Jamaica's cybersecurity environment, necessitating the implementation of necessary measures to produce a customised analysis of the current vulnerabilities and a potential solution of cutting-edge technology, such as artificial intelligence (AI), to counter the threats and bolster the defence. This study establishes how integrating AI within a Cyberfusion Centre can strengthen Jamaica's detection, response, and mitigation of cyber threats. The research, rooted in risk management and AI theories, employs a quantitative methodology which utilises secondary data from open-source intelligence databases, industry reports, academic journals, and case studies due to the unavailability of primary data from Jamaica's central cybersecurity agencies, Jamaica Cyber Incident Response Team (JaCIRT), the Major Organised Crime & Anti-Corruption Agency (MOCA), and the Communication Forensics and Cybercrime Division (CFCD) of the Jamaica Constabulary Force (JCF). This investigation brings findings that highlight the core purpose of the transformative power of AI in enhancing the cyber security backbone, engaging and tailoring security measures for various industries, and engaging the critical importance of providing continuous innovation in security protocols in advance. AI technologies such as machine learning and neural networks can significantly improve threat detection accuracy and response times by vastly processing a large amount of data and identifying patterns and anomalies beyond traditional methods countermeasures. Employing this solution is crucial for mitigating Jamaica's increased sophistication and volume of cyber threats. The advanced capabilities of AI have concluded that integrating AI into cyber security systems improves threat detection and response capabilities and aligns well with contemporary global trends to enhance national security infrastructure. Establishing an AI-integrated Cyber Fusion Center, increasing investment in cybersecurity infrastructure, providing regular security audits, and enhancing cybersecurity professionals' training are recommended for maintaining national security, protecting private information, and supporting Jamaica's digital economy. Implying a proactive, technological advanced approach is essential for addressing the evolving nature of cyber threats, which ultimately contributes to a more secure and resilient digital infrastructure in Jamaica.
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1) Introduction
Background to the Research
According to Brain and Oyadeyi (2023), Jamaica's use of Information and Communication Technology (ICT) marks a significant step toward a knowledge-based economy, leading to significant economic growth and better service delivery. However, this progress comes with many complicated hacking risks that put national security, economic stability, and people's privacy at risk. Because these threats constantly change, a multifaceted method that considers current weaknesses and new problems is necessary. Das and Sandhane (2021) state that Artificial Intelligence (AI) is one of the most essential tools for improving safety because it can quickly look through vast amounts of data and find possible risks. Integrating AI into a Cyber Fusion Center is an intelligent way to enhance collaboration between the public and private sectors in finding threats, analysing them, and responding to them, aligning with the changing digital transformation needs. According to Kaur et al. (2023), an increasing amount of scholarly material discusses how AI can help solve cybersecurity problems, emphasising the need for complex, flexible strategies.
Jamaica is moving toward becoming more digital, but many complicated online threats put the country's security, economic growth, and the safety and trust of its people at risk. The nation's evolving vulnerabilities emphasise the importance of implementing a robust, well-considered, technologically advanced cybersecurity system to manage present hazards properly. Key members of Jamaica's government engaged in this initiative are the Jamaica Cyber Incident Response Team (JaCIRT), the Major Organised Crime & Anti-Corruption Agency (MOCA), and the Communication Forensics and Cybercrime Division (CFCD) of the Jamaica Constabulary Force (JCF). These groups are significant to the national cybersecurity system and demonstrate how to improve Jamaica's cybersecurity infrastructure in a unified and planned way. These collective efforts contribute to Jamaica's strategy of safeguarding the nation's digital infrastructure, economic concerns, and citizens' privacy in the era of digitalisation. Jamaica's commitment to cybersecurity is highlighted in its proposal to incorporate AI technologies into a Cyberfusion Centre.








[bookmark: _Hlk173242038]Research Questions, Aims, Objectives
Aim: This study aims to determine the integration of AI technology within a Cyber Fusion Center to improves cybersecurity measures in Jamaica, focusing on the detection, response, and mitigation of cyber threats.
Objectives:
· To understand current literature in Cyber Fusion Centers and AI applications within cybersecurity along with their effectiveness.
· To investigate the current cybersecurity threats along with vulnerabilities in Jamaica.
· To analyse how integrating AI within a Cyber Fusion Center can address these threats along with vulnerabilities.
· To provide recommendations for implementing an AI-integrated Cyber Fusion Center in Jamaica.
Research Question: How integrating AI in Cyber Fusion Centre improve Jamaica's detection, response, and mitigation of cybersecurity threats?
Justification for the Research
Jamaica is currently seeing an upsurge in advanced cyber attacks. Reports from cybersecurity expert  Dennis, G (2023) explains that breaches at prominent e-commerce platforms such as ShopCourts.com and PriceSmart highlight notable weaknesses in the country's cybersecurity infrastructure. This study rigorously analyses current cyber threats and assesses the efficacy of existing defences to enhance Jamaica's cybersecurity infrastructure, drawing on risk management and AI theories in cybersecurity (Clark, 2023; Michalsky, 2014). As harmful cyberattacks on private and public sectors rise, this study is necessary to strengthen the country's digital defences. It evaluates the effectiveness of collaboration among Jamaica's three central cybersecurity agencies—MOCA, JaCIRT, and CFCD—and assesses how well the proposed AI-integrated Cyber Fusion Center would work with them. 








By focusing on AI's evolving role in improving threat detection and response (Ali, 2024), this study aligns with a global trend to enhance cybersecurity systems (Loop News, 2021). As Jamaica intensifies efforts to build a digital economy, essential protection measures become increasingly critical. This study uses the detailed metrics and measures described by Michalsky (2014) to facilitate decision-making, improve performance, and ensure accountability in cybersecurity, enhancing national cybersecurity policy, led by Hon. Dr Horace Chang, Deputy Prime Minister and Minister of National Security (Henry, 2024), is crucial, as online threats continue to evolve. The results of this study increase confidence in digital services, which remain essential for the widespread adoption of digital solutions and for Jamaica to achieve its goal of becoming a digitally empowered society. The findings and recommendations of this study provide valuable insights for lawmakers, business leaders, and academics, which helps to bolster Jamaica's defence infrastructure. This crucial step ensures Jamaica's digital future, protects economic activities, and enhances national security.
Outline Methodology
A quantitative analysis method is used in this study to assess the effectiveness of cybersecurity measures in Jamaica. Using the models explained by CREST (2023), the study employs statistical methods to analyse data from Jamaica's central cybersecurity bodies, including MOCA, JaCIRT, and CFCD. These models emphasise the importance of quantitative measures to obtain accurate, data-driven insights into cyber risk management. The study utilises cumulative link models by Facchinetti, Osmetti, and Tarantola (2023) to evaluate the severity of cyber incidents using ordinal data from expert ratings and other significant factors. This method enables a thorough, data-driven comprehension of cyberattack trends and their impacts, providing a solid basis for managing cybersecurity risks. Following the steps laid out by Alowaidi et al. (2023), the study tests Artificial Intelligence (AI) in cybersecurity using case studies and success metrics. This structured approach allows an in-depth examination of AI's role in enhancing cyber-physical systems' threat detection and response capabilities. The study's emphasis on quantitative analysis ensures that the evaluation is data-driven, using statistical evidence to support theoretical concepts regarding AI's contribution to strengthening national defence measures.








Outline of the Rest of the Dissertation
Chapter 2: Literature Review focuses explicitly on cybersecurity threats in Jamaica and analyses the potential and capability of AI in enhancing cybersecurity framework. It monitors the use of artificial intelligence (AI) in Cyber Fusion Centres, the evolution (rise) of cyber threats over the years, and AI's capacity to deal with and mitigate such threats. Chapter 3: The methodology utilises a robust quantitative analysis approach and sophisticated statistical methods to examine data from Jamaica's primary cybersecurity agencies (MOCA, JaCIRT, and CFCD). The severity of cyber attacks is determined using cumulative link models, which results in a data-driven comprehension of cyberattack patterns and their consequences. Chapter 4: Findings and Analysis provides the outcomes of the quantitative analysis; this chapter evaluates the efficiency of Jamaica's cybersecurity framework in identifying, stopping, and addressing cyber threats by analysing data on the effectiveness of existing cybersecurity measures and the influence of AI technologies. Chapter 5, titled "Conclusions," provides a concise overview of the research findings and explores their significance in enhancing Jamaica's cybersecurity policies. The recommendation suggests integrating AI technology into the Cyber Fusion Centre to improve operational efficiency, promote collaboration across agencies, and specify future research areas and urgent actionable measures.
[bookmark: _Hlk173242179]Chapter 1 Summary
Jamaica's use of ICT represents a significant step toward a knowledge-based economy, contributing to economic growth and better service delivery while increasing cybersecurity risks. These risks have previously threatened national security and personal privacy, necessitating advanced defences like AI—the capacity of AI to efficiently analyse vast amounts of data aids in preventing cyber risks. The study emphasises the significance of an AI-powered Cyber Fusion Centre in promoting cooperation between the public and private sectors to enhance security. This strategy fortifies Jamaica's cybersecurity infrastructure by addressing existing weaknesses and safeguarding national security and economic stability.





 



2) Literature Review
 Introduction
The evolution of cybersecurity is a result of the heightened resilience of online threats and technological advancements. In the context of global changes and trends, this dissertation, "Analytical Review of Contemporary Cybersecurity Issues," analyses Jamaica's cybersecurity situation. According to the "Vision 2030 Jamaica: Information and Communications Technology (ICT) Sector Plan 2009–2030," the Planning Institute of Jamaica (2009) emphasises the necessity of robust ICT infrastructure to mitigate online dangers. The Bank of Jamaica (2023) reports that incidents such as those at Derrimon Trading and the Financial Services Commission highlight the need for enhanced protection in the banking industry. The Jamaican government collaborates with international partners like the FBI (Jamaica et al., 2023), establishes emergency response teams, and enforces stricter penalties to address these issues. Information Exchange (2023) states that effective cybersecurity strategies include employing the latest security measures, adhering to data protection laws, training staff, and preparing incident response plans.
[bookmark: _Hlk172299003]Jamaica's challenges reflect global online trends, indicating that stringent regulations are necessary (Loop News, 2023). The ENISA report (2023) underscores the importance of AI in threat detection and response; machine learning and neural networks significantly enhance protection measures. AI-powered cyber fusion centres centralise threat intelligence, automate data correlation, and improve incident response and threat detection (Fusion Centre, 2022). Despite challenges like poor data quality, AI enhances defensive and predictive capabilities (Alowaidi et al., 2023). This dissertation examines the influence of AI on cybersecurity, addressing technological, ethical, and legislative issues. Responsible AI deployment necessitates robust governmental and international collaboration (Padilla, R. Ojeda, A. & Sanchez, C J, 2023). This examination provides a comprehensive understanding of current cybersecurity problems and future directions.










[bookmark: _Hlk173242423]Analytical Review of Contemporary Cybersecurity Issues
The background and development of cybersecurity risks in Jamaica are outlined in the "Vision 2030 Jamaica: Information and Communications Technology (ICT) Sector Plan 2009-2030." This plan emphasises advancements in ICT infrastructure and services to address the growing cybersecurity threat and the necessity of robust safeguards for the digital environment (Planning Institute of Jamaica, 2009). Significant incidents, such as the Financial Services Commission and Derrimon Trading hacks, underscore the urgent need for strong cybersecurity measures. These threats pose serious risks to financial stability, mainly targeting the banking industry. These risks must be mitigated through comprehensive risk management frameworks and effective governance (Bank of Jamaica, 2023). The Jamaican government has intensified efforts to counter growing cyber threats by enforcing stricter penalties, establishing emergency teams, and collaborating with international partners like the FBI (Jamaica et al., 2023). Addressing these issues involves utilising a range of security technologies, implementing stringent data protection regulations, training staff, and developing comprehensive incident response plans (Information Exchange, 2023). Cyber threats in Jamaica have evolved in line with global trends, emphasising the need for robust cybersecurity policies and strategies necessary (Loop News, 2023).
Ghelani (2022) emphasises the importance of a comprehensive cybersecurity strategy that integrates prevention, deterrence, detection, and monitoring. Taherdoost, H., & Madanchian, M. (2024) support this by advocating for structured risk management and incident response frameworks like ISO 27000 and NIST SP800-53. Kalinin, Krundyshev, and Zegzhda (2021) present a novel approach for dynamic cybersecurity risk assessment in smart city infrastructures using artificial neural networks. This approach optimises the precision and efficacy of threat identification and decision-making processes by utilising machine learning and extensive data sets. Artificial intelligence (AI) is revolutionising cybersecurity by enhancing threat identification and response systems. JBI Training. (n.d.) emphasises the importance of machine learning (ML) and neural networks in defining AI as the modelling of human cognitive processes by computers. These AI technologies enhance threat detection with precision and speed, enabling proactive cybersecurity measures. AI employs ML and neural networks to significantly improve the capability to detect and counter cyber attacks (Bozic, 2024).







Integrating several data sources and information is the key to improving cybersecurity and cyber-fusion centres; these centres promote cooperation between the public and private sectors by exchanging threat intelligence, incident response coordination, and proactive threat hunting (Fusion Centre, 2022). Despite difficulties like data quality and integration complexity, incorporating AI in Cyber Fusion Centers provides excellent threat detection, better incident response, and predictive capabilities (Alowaidi et al., 2023). Cyber dangers have developed historically from basic viruses in the 1980s to advanced multi-vector attacks. While firewalls and intrusion prevention systems were required as the internet grew, early cyber risks prompted the creation of antivirus software. Large-scale and complex dangers today require sophisticated defence mechanisms (Li, Y., et al., 2021). This development in Jamaica reflects worldwide patterns, with rising ransomware, phishing, and advanced persistent threats occurrences, underscoring the necessity of solid cybersecurity frameworks and necessary (Loop News, 2023).
ENISA's research highlights the critical role of AI in cybersecurity, concentrating on algorithms and methods for threat identification and response. Artificial intelligence techniques like neural networks, support vector machines, and decision trees are widely employed for anomaly and intrusion detection jobs. These AI methods improve the efficiency with which cyber threats may be identified and efficiently mitigated (ENISA, 2023). Several case studies highlighting the use of AI in cybersecurity frameworks and proving its efficacy in avoiding model extraction and evasion attacks and protecting important datasets may be found in the Robert Bosch GmbH (2023) PDF "AIShield | AI Security Case Studies." Ansari (2022) further emphasises how AI works well to manage cybersecurity risks and how AI-driven cybersecurity awareness training programs outperform conventional approaches. AI-based solutions give customised training that improves security procedures and lowers risk to the company. Evaluation of the efficacy of AI in risk management depends on critical parameters, including accuracy, precision, recall, and F1 score, which allow AI systems to be continuously improved against changing risks (Chotrani, A, at al 2024).









AI significantly improves automated threat intelligence by simplifying data collection and processing in Cyber Threat Intelligence (CTI) systems. AI-driven models automate threat detection by analysing enormous amounts of data and obtaining useful information from various sources, including the dark web and hacker forums (Dutta & Kant, 2020). Through an automated intrusion detection and prevention model that uses real-time data from network traffic and system logs, Prabu and Sudhakar (2023) show how AI may be used in cybersecurity to improve significant threat evaluation and lower false positives. Significant technological, ethical, and legislative obstacles exist when applying AI in cybersecurity. Technical problems include data security management, system interoperability assurance, and AI integration with older systems. The consequences of autonomous decision-making and algorithmic biases are at the centre of ethical issues. Creating all-encompassing regulations that balance innovation, security, and privacy concerns presents regulatory hurdles. Establishing strong governance structures and fostering international cooperation is essential to enabling responsible AI deployment (Padilla, R. Ojeda, A. & Sanchez, C J, 2023). Fairness and algorithmic bias prevention are highlighted in the "JC Research Report: Ethics in AI and Government" (Institute for Citizen-Centred Service, 2023). Developments indicate a shift toward AI-driven adaptive security architectures that adapt defences to new threats. Addressing new vulnerabilities requires integrating AI with blockchain and Internet of Things security (Islam, Hayat, & Hossain, 2023).
AI has transforming potential in many industries, as seen by case studies and practical applications in cybersecurity. MC Systems is a Jamaican company that is a prime example of how AI and machine learning may improve security by allowing predictive analytics and real-time threat identification (Jamaica Gleaner, 2021). Similar partnerships between the creative and conventional sectors are shown by the Accenture, 2023 initiative, which uses AI to promote efficiency and innovation. These projects demonstrate how artificial intelligence (AI) may revolutionise sectors by fostering creativity and resilience.










Review of Relevant Academic Journal Articles
[bookmark: _Hlk172541599]Because more data and faster computers are now available, artificial intelligence (AI) studies in national security have changed a lot. The main goal of the first tries was to figure out what AI programs could do in theory. As technology improved, these methods were used to solve real problems, mainly in hacking. Studies have shown that AI makes it easier to find threats, analyse data, and take action; this makes it an essential part of modern defence systems (Congressional Research Service, 2019). Universal adversarial attacks pose a genuine threat to AI systems by tricking deep neural networks in many areas. Zhang et al. (2021) give a complete analysis of these attacks and also stress the need for strong AI defences to protect purity in cybersecurity. Their work is essential for figuring out AI's flaws and developing reasonable solutions for defence because they fit many important models and ideas. In 2023, Alowaidi and his colleagues looked at these systems and showed that neural networks and machine learning algorithms are at the heart of modern defence solutions. These models make responding to incidents and finding threats more manageable by analysing data quickly and accurately. The authors discuss how these ideas can be helpful and demonstrate their effectiveness in real-life hacking conditions. Barbulescu (2021) studies the use of self-replicating AI in cybersecurity. He compares the pros and cons of different models and checks how well they find and stop cyber risks. 
In 2021, Das and Sandhane looked at many different AI methods used for defence. They focus on neural networks, expert systems, intelligent agents, and learning algorithms. When they talk about how valuable and practical these methods are for better cybersecurity, it shows how important AI is for finding and responding to changing threats. This in-depth review stresses that AI is essential in strengthening defence against always-changing threats. Ansari, M. F., Dash, B., Sharma, P., & Yathiraju, N. (2022), examine the pros and cons of using AI in cybersecurity. They look at how artificial intelligence systems spot network breaches, evaluate risk and find vulnerabilities. Effective use of artificial intelligence in cybersecurity is explained in the study "The Review of Artificial Intelligence in Cybersecurity," published in the International Journal for Research in Applied Science & Engineering Technology. The research evaluates the online threat detection and stopping capability of MLP, LSTM, GRU, Decision Tree, SGD, KNN, and CNN AI models. Based on training and testing on datasets like KDD'99 and NSL-KDD, the significant results of these models, along with their advantages and drawbacks, are addressed. According to Hermann, Y. K. J., & Frederic, O. T. (2023), An investigation in Burkina Faso examines how artificial intelligence may boost corporate security. It employs quantitative and qualitative research methodologies like interviews, document analysis, and sample approaches and contrasts artificial intelligence with conventional security systems.



Technological progress has significantly affected study methods and results by combining AI, machine learning, and big data analytics. These new technologies have transformed research, enabling scientists to answer more complex questions and conduct large-scale studies that were previously impossible. Using AI systems to analyse data in real time has made research much faster and more accurate, leading to new insights and faster finding rates. In cybersecurity, advances in AI have led to more advanced threat detection systems that can spot patterns and oddities that point to security breaches; this shows that technology is essential for improving studies and solving modern problems (Arif, H, 2023). Not only are the social issues in AI-powered security systems important, but they are also hard to understand. Key worries are that AI systems might invade privacy, show bias, and not be responsible for their actions. The wrong use of AI technologies in defence also creates big moral problems. Ajemba, M. N., & Chinwe, E. (2022) advocate for creating comprehensive ethics frameworks to control the use of AI in cybersecurity; this would ensure that these technologies improve security while respecting user rights and staying open and fair. It is not just important; Big Data and AI must have regulatory systems that deal with data protection, security, consent management, and algorithmic responsibility. In their article, Farombi and Klaus (2024) discuss ethical issues like reducing bias, being fair, and being open. They use case studies to show how important it is to be proactive about following the rules, take a whole-person approach to deal with problems and take advantage of chances in this ever-changing field. 
[bookmark: _Hlk173033721]This story from (Jada, I. et al, 2024) talks about how adding AI to defence makes it easier to find threats and automate tasks. AI-driven systems improve threat identification and allow preventative defence against possible threats by searching large databases for oddities. There are still issues with data protection and AI system security, though, and it still needs to be easier to use AI, which costs a lot of money. Good training data is also essential for AI to work correctly. Because of this, tests to build trust must be thorough. To use AI successfully in defence, fixing these problems is essential; more academics realise the importance of studying across disciplines like AI and safety. Samtani, S., et al (2020) say that to solve today's complicated cybersecurity problems, we must combine what we know from computer science, cognitive science, information systems, and social studies. This multidisciplinary strategy is essential for improving safety decisions and building robust AI techniques. Bringing together different fields, like ethics in technology, resilience and security, electronics systems on a chip, professional education, and human factors, leads to more creativity and complete solutions (She et al., 2022).





AI and ML are used in defence to predict and stop cyberattacks in real-time. Ajala et al. (2024) demonstrate how academic studies can transform into practical tools that improve security by detecting fraudulent transactions using AI-driven systems in financial institutions. AI studies affect how businesses run, such as how telecoms' AI systems monitor and protect network integrity. By making diagnoses more accurate and tailoring treatments to each patient's needs, AI models in healthcare show much progress from being studied in the classroom to being used in real life. As demonstrated by how AI algorithms improve fraud detection and risk management (Rahmaniar, W., 2023), studies into AI are changing the way the financial industry works and the results it gets. Even though scientists have done a lot, there are still some significant gaps. Many research projects do not get complete results because they must use methods from different fields.
Additionally, only a few long-term studies reveal trends and long-term effects. Methodological problems or a lack of data hinder sufficient research in some study areas. According to Ajemba, M. N. et al (2022), research that fills in these gaps could greatly expand the range and usefulness of scientific knowledge, leading to a deeper and more complete understanding of complex issues. To better look into areas that have yet to be studied much, studies should focus on making data more accessible to access and making scientific improvements. According to Chand (2023), these methods make academic research more comprehensive and valuable, leading to more robust and critical findings.















Research Gap & Conceptual Framework 
Cyber dangers are growing, especially in smart cities' IoT networks; this has put traditional security measures to the test more and more. The Emotet virus and the Mirai botnet are two well-known examples of how complex and common attacks are getting. Traditional methods must often be changed because these networks are extensive and varied. So, complex processes based on AI are needed. To solve these problems, Yunis and colleagues (2024) developed a way of thinking that combines the Socio-Technical Systems Theory, the Technology Acceptance Model, the Theory of Planned Behavior, and Complex Adaptive Systems. This model emphasises the need for people, new technologies, and rules to strengthen cybersecurity and AI's role in improving anomaly detection. Artificial intelligence (AI) is integral to modern safety because it makes finding, avoiding, and responding to online threats easier. Two types of AI, machine learning and neural networks, look through vast amounts of data to find patterns and abnormalities that could mean someone is breaking in. This ability makes it possible to find threats more precisely and effectively than traditional methods. Adding AI to cyber fusion centres makes these benefits even better by collecting threat information in one place and instantly connecting data from different sources. This centralised way improves security by making finding threats and responding quickly easier (Shamiulla, 2019). Alexei, A. (2022) offer a cybersecurity model for colleges and universities that stresses combining security measures with school rules to deal with specific risks. This system protects against cyberattacks entirely by integrating risk management, danger assessment, and ongoing monitoring. In their plan for Cyber Fusion Centers, AI-driven monitoring, and risk management, Malatji, M., et al (2024) show that robust risk management methods are needed to fight online risks caused by AI. Improving AI cybersecurity skills is immediately required to fill in study holes. Even though AI has come a long way in finding and responding to threats, problems like wrong data, limited model freedom, and moral issues still exist. Ajemba, M. N. et al (2022) say it is essential to focus on deep learning models, machine learning methods, and putting AI into defence systems like Cyber Fusion Centers to make it easier to look for threats and respond to them in real-time.
Machine learning bias could lead to unfair outcomes, which shows the importance of using ethical design and algorithms that are aware of fairness. Several types of data collection, algorithmic fairness techniques, and regular model checks can help make AI systems more fair (Dhabliya et al., 2024). Cyber fusion centres are made stronger by combining cyber intelligence and analytical skills to find better, stop, and respond to cyber threats. They are also made more robust by using the knowledge of cyber partners and stakeholders to improve sharing information and coordinating operations (Global et al. Initiative, 2015). One way to improve threat prediction models and understand how things change over time is to do longitudinal studies of cyber threats. Pereira, F.C, et al (n.d.) suggest using cyberpsychology, digital forensics, behavioural observations, and technology countermeasures to improve these predictions. Transfer learning, generative adversarial networks (GANs), and reinforcement learning are some areas where advanced AI methods are changing. Both explainable AI (XAI) and quantum computing make AI systems more beneficial and clear, and they also deal with moral problems like fairness and bias (Taherdoost & Madanchian, 2024).
[bookmark: _Hlk173242549]Chapter 2 Summary 
The literature study examines current problems and developments in cybersecurity, focusing on Jamaica's reaction to evolving threats. It emphasises how sophisticated and historically developed cyber threats have become and how strong cybersecurity policies are essential. It examines the efficacy of many models and frameworks, including ISO 27000 and NIST SP800-53, in risk management and incident response. A wealth of material on cybersecurity enhancement demonstrates AI's influence on threat identification and response through machine learning and neural networks.
 Moreover, the literature highlights the integration of AI in Cyberfusion Centers, showcasing the benefits and challenges of such integration in bolstering cybersecurity resilience. It also presents future research areas, underscoring the significance of long-term studies and multidisciplinary methods to resolve current gaps and improve AI capabilities in cybersecurity. The study emphasises the urgent need for comprehensive cybersecurity strategies incorporating cutting-edge technology and collaborative approaches to address the constantly evolving threat landscape.

















3) Methodology
Accurate measurements and data analysis are essential within the rapidly expanding cybersecurity industry to comprehend and counter modern threats as they develop. The researcher in this study utilized a quantitative strategy to examine how individuals in Jamaica perceive cybersecurity and assess the distance the field has progressed. Information gathered from credible sources, including MOCA, JaCIRT, and CFCD, was intended to be analyzed using statistical and CREST (2023) models. By focusing on the seriousness of cyber incidents, models such as cumulative link models, ordered response models, and expert evaluations (Facchinetti, Osmetti, & Tarantola, 2023) provide insights grounded on reliable data. Case studies and performance indicators were also included in the assessment of AI's function in cybersecurity by Alowaidi et al. (2023). The focus of this in-depth analysis was the effects of AI on the capacity to identify and respond to threats. The research centred around quantitative analysis, chosen for its ability to provide policymakers and practitioners with statistically significant evidence for decision-making (SecurityScorecard, 2023). According to the APH Quality Handbook, extensive cleaning and transforming data methods were considered. Data standardization, error checking, and anonymization of personally identifiable information (PII) were all part of this category. Incomplete reports were to be handled using imputation processes, and outliers were checked to ensure the data was accurate and reliable. These steps are necessary to ensure that the study of cybersecurity trends in Jamaica is comprehensive and precise, helping the country strengthen its cybersecurity posture by applying data-driven insights. 
Due to the unavailability of primary cyber incident reports from CFCD, MOCA, and JaCIRT, the study adopted Plan B for data analysis. This plan involved using secondary data sources such as publicly available data from open-source intelligence (OSINT) databases, industry reports, white papers, academic journals, peer-reviewed papers, conference papers, and documented case studies as stated by Yeboah-Ofori and Brimicombe (2017). This adaptive approach ensured the robustness of the research, maintaining its commitment to comprehensive and reliable findings.









3.1 Research Philosophy
This dissertation underlines the need for accurate measurements and statistical analysis of cybersecurity trends and responses in Jamaica based on quantitative research principles. This method helps to evaluate the objective value of defences and cyber security threats. Using CREST (2023) models and statistical approaches, the research examined data from notable cybersecurity firms such as MOCA, JaCIRT, and CFCD; this ensured that the results were legitimate and based on facts about cyber risk management. Using ordered response models and cumulative link models (Facchinetti, Osmetti, & Tarantola, 2023), the research evaluated the degree of cyber events using binary data from expert assessments utilizing a set of data. Case studies and performance indicators derived from Alowaidi et al. (2023) work were also employed to investigate how well Artificial Intelligence (AI) performs in cybersecurity; this approach enabled the researcher to closely examine how AI boosts the ability to identify and respond to cyber-physical systems. The need for exact measures and statistical analysis of cybersecurity developments in Jamaica led to a quantitative, logical approach.
This approach ensured a reasonable view of the frequency of cybersecurity threats and the effectiveness of solutions. The research ensured that the insights on cyber risk management were accurate and grounded on data using CREST models (2023) and statistical approaches using data from MOCA, JaCIRT, and CFCD. While ordered response models studied cyber dangers, cumulative link models by Facchinetti, Osmetti, and Tarantola (2023) incorporated ordinal data from expert ratings to determine how detrimental cyber incidents are. This approach guaranteed a full awareness of cyber security attack patterns and their consequences, thus providing a reasonable basis for managing cybersecurity hazards. Using case studies and performance criteria, Alowaidi et al. (2023) also examined artificial intelligence performance in cybersecurity. This enabled a more precise investigation of how artificial intelligence enhances the capacity of cyber-physical systems to identify and respond to dangers.









Due to the unavailability of primary cyber incident reports from CFCD, MOCA, and JaCIRT, the research adopted Plan B for data analysis. This plan involved using secondary data sources such as publicly available data from open-source intelligence (OSINT) databases, industry reports, academic journals, peer-reviewed papers, conference papers, and documented case studies. This adaptive approach ensured the robustness of the research, maintaining its commitment to comprehensive and reliable findings.
This quantitative method was appropriate as it supplied consistent, valuable data required to evaluate and enhance Jamaica's cybersecurity policy. Although qualitative methods were considered, they were rejected due to their inability to provide the exact, quantitative data needed to evaluate security solutions fully. As SecurityScorecard (2023) states, the main goal of this study was to obtain statistically significant data that could be used to make policy and practical choices; qualitative methods alone could not achieve this. Mixed methods, which blend qualitative and quantitative methods, were considered but ultimately not selected because combining the two would have been difficult and time-consuming for this study (George, T. 2022). Using thorough statistical analysis to obtain clear, actionable insights was the primary goal, and a purely quantitative method worked best to reach this goal.
















[bookmark: _Hlk173242945]3.2. Research Strategy
Requesting documents for analysis from the Jamaica Major Organised Crime and Anti-Corruption Agency (MOCA), the Counter-Terrorism and Organised Crime Investigation Branch (CTOC), and the Jamaica Cyber Incident Response Team (JaCIRT) are called for the research plan. Obtaining the mentioned data provides a complete picture of the frequency of cyber event occurrences in approximately one to three years. The intention was to use document and content analysis to examine and interpret the data, a method tailored to recognise certain words, topics, or ideas that could appear in the document to highlight the nature of various occurrences. Identification of patterns was enabled by examining past data that complemented the research’s objective and question, an approach that allowed for an appropriate understanding of accurate knowledge of when cyber incidents surface and how businesses reacted significantly through the understanding of the data’s context.
According to Boettger et al. (2010), quantitative analysis methods, case studies, and trials were ruled out due to their infeasibility in Jamaica, which requires significant time and resources, making them less practical for this study. Stratified random sampling was chosen for this group to ensure that the selected documents and information from MOCA, CTOC, and JaCIRT were the best and most trusted sources of information. Data accuracy and value depended on these groups based on their affiliation and responsibility within the government sector to provide comprehensive information on cyber events, allowing analysts to do a thorough and accurate job. The sample size is expected to include all cyber event-relevant materials within the last one to three years to provide an up-to-date picture of online or cyber events and ensure a sufficient sample size, which was essential for the study’s robustness and accuracy. According to (Qualtrics, n.d.), for organising quantitive research and data analysis, the study results on privacy trends in Jamaica would be more precise and accurate to life if more documents were used. Document and text analysis techniques are used to collect and evaluate data on cyber incidents from Jamaica’s primary organisations for this research. According to (Encinas, 2021), experiments such as case studies and alternative methodologies, such as case studies and tests, were decided on but disregarded since they lacked adequate capacities for collecting data; the reliability and usefulness of the data were intended for improvement based on the establishment a suffice sample size and a targeted sampling strategy.







Plan B data analysis was adopted due to the unavailability of primary data from CFCD, MOCA and JaCIRT, involving secondary data sources such as academic journals, peer-reviewed papers, conference papers, and documented case studies publicly available data from open-source intelligence (OSINT) databases etc. Comprehensive analysis of cybersecurity trends and responses in Jamaica depends on these secondary sources, an approach that ensured the research remained robust and reliable, even without primary data.
3.3 Research Design
According to Fraser (2020), the knowledge and skills of cybersecurity in this study are tailored to collect and examine data on cyber events in Jamaica using quantitative methodology. The goal is to primarily gather data from CFCD, MOCA, and JaCIRT to understand the frequency, forms and effects of cyber events and the efficiency of government reactions. In particular, focusing on cyber risk in Jamaica and government initiatives to minimize them, the literature review underscores the essential themes and academic methodologies such as CREST (2023) and Qualtrics. (n.d.) to provide a robust foundation for orienting quantitative study and knowledge of data analysis approaches along with terms such as "Cyber incidents Jamaica," "AI in cybersecurity," "cyber threat analysis," "cyber incident response," and "cybersecurity risk management. Google Scholar and Researchgate are search techniques that are used to comprehensively cover scholarly documents. Peer-reviewed journals, Computers & Security, and Cybersecurity Journals are targeted publications chosen for their concentration on innovative cyber security research, where important themes using literature reviews and consultation were identified. The data-collecting procedure is designed to form a framework with a focus on seeking records from MOCA, JaCIRT and CFCD for a period of one to three years. Statistical measures that were intended for use within the study are inclusive of "frequency analysis" to ascertain the frequency of cyber incidents, "Trend analysis" to find patterns over time, impact assessment to assess the degree and financial impact of incidents, and with correlation analysis to investigate the relationships between variables to be used in data analysis. The examination was intended to carry out essential indicators to bring forward evidence on annual incident counts, classifications, impact categorization, monetary loss per incident and resolution and reaction time. The intended report was decomposed into an introduction, data overview, incident analysis and conclusion.
Due to the unavailability of primary cyber incident reports from CFCD, MOCA, and JaCIRT, the research adopted Plan B for data analysis. This involved using secondary data sources such as publicly available data from open-source intelligence (OSINT) databases, industry reports, white papers, academic journals, peer-reviewed papers, conference papers, and documented case studies.





[bookmark: _Hlk173153325]3.4 Research Administration 
According to Thomas & Zubkov (2023), in quantitative research for practical theology, an analyst contemplates several research designs involving descriptive designs, a valuable choice for characterizing the distinctive features of a population or phenomenon without changing any variables. The characteristics and actions are properly examined through descriptive research within a particular sample, which is essential for detecting patterns and trends. Patterns and detected shared weaknesses are investigated throughout this research by gathering and organizing cyber incident reports from MOCA, JaCIRT and CFCD within a specified time frame. This study offers practical insights and recommendations for improving cybersecurity measures in both private and public businesses. Reports to be submitted by MOCA JaCIRT and CFCD are expected to be gathered and contain specific information, such as the nature of the incident, the method used in the assault, the consequences for the organization and the actions taken in response. A minimum of 12 months were expected from the data collection, guaranteeing a thorough understanding of long-term trends and patterns, allowing a time range for observing fluctuations that occur with the changes and effects of important events or alterations in the cybersecurity environment.
MOCA, JaCIRT, and CFCD were the primary sources for incident reports to carry out this research; a relationship bonding was intended to ensure data security and protection between the researcher and organizing bodies. As stated by Gal & Rubinfeld (2019), a rigorous purification process is essential to ensure the accuracy and reliability of the findings once the data is collected; this consists of formatting, validations for discrepancies or errors, ensuring all necessary information is present, and anonymizing personally identifiable information (PII) to protect privacy through data standardization. Incomplete reports were evaluated to determine missing data, imputation techniques were employed to estimate missing values for inconsistency, Reports expected to be missing essential information were excluded from the analysis and Statistical methodologies were used to detect outliers and examined for authentic anomalies or correction for errors. The aim is to foster confidence in the reliability of the study trough a detail methodology ensuring that the information and recommendations offered is based  on accuracy and data availability.







SPSS (Statistical Package for Social Science) application was not used for statistical analysis but was instead replaced by online Datatab.net and Microsoft Excel (MS Excel) applications due to their ease of accessibility and strong capabilities in managing extensive datasets and conducting intricate analyses. Data modification, analysis, and visualization, as mentioned by Rahman and Muktadir (2021), are features of the SPSS application that are just the same as those of Datatab.net and MS Excel applications. A concise data summary was offered by descriptive statistics, which includes information on cyber incidents' frequency, nature, and impacts. Mean, median, mode and standard deviation are critical statistical measures intended to be calculated and used to measure the central tendency, variability and distribution of a dataset. Histograms, bar charts, and pie charts were intended to be used for the statistical illustration. Regression analysis and hypothesis testing are statistical methods designed functionally to determine meaningful connections and factors that potentially anticipate cyber events, aiding in identifying overarching trends and patterns and resulting in evidence-based suggestions for enhancing cybersecurity safeguards.
The data analysis results, anticipated to be substantial and influential, were consolidated into a comprehensive report. This report consisted of an overview of top-level management, an in-depth examination of the data, significant discoveries, and practical suggestions for action. The report was intended to be disseminated to MOCA, JaCIRT, CFCD, and other industry players and published in pertinent cybersecurity journals to enhance the existing knowledge base. The results and recommendations aimed to stimulate and direct substantial enhancements in cybersecurity measures.













[bookmark: _Hlk173160780]3.5 Research Ethics 
Ethical concerns are paramount when conducting research, especially when handling sensitive data like cyber incident reports. Adhering to the utmost ethical principles safeguards the integrity of the study procedure and instils trust in the organizations involved. This project conformed to established ethical standards to uphold the rights and privacy of all participants, appropriately manage data, and enhance cybersecurity safeguards (Okorie et al., 2024).
In order to carry out an effective investigation, informed consent is necessary from the organizations (CFCD, MOCA, JaCIRT) involved in relation to the study to receive a comprehensive study for the research objectives, the type of data collected, its intended use, and the security protocols implemented to protect their information. According to Hildt & Laas (2022) Codes of Ethics and Ethical guidelines, the agreement was to establish the scope of the research, the methods of data processing, and the rights of the participating organizations, ensuring that they had a complete understanding and consented to participate in the study; also ensuring the secrecy and privacy of acquired data was essential for upholding trust and ethical guidelines. The security of the participant’s data is guaranteed by the diverse safeguards executed, in which the data collection was processed through anonymization, removing any personally identifiable information (PII), which ensured the organization’s privacy.














The data was intended to adhere to the chain of secure storage, ensuring confidentiality and allowing access to only authorized personnel; encryption along with other IT security protocols was implemented to ensure authorized access and be resilient to any type of data breach. The content was securely stored and used exclusively for research purposes due to the protocols implemented, safeguarding the privacy and trust of the partnering organizations according to (Kang & Hwang, 2023).
Due to the unavailability of primary data from the mentioned source or organizations, Plan B for data analysis was resorted to, involving secondary sources such as publicly available data from OSINT databases, industry reports, academic journals, peer-reviewed papers, conference papers, and documented case studies as stated by Yeboah-Ofori and Brimicombe (2017).




















3.6 Methodology Limitations
A thorough understanding of the research results and application depends on realizing the limitations. Especially in descriptive research designs, this openness helps to prove the validity and dependability of findings (Queiros et al., 2017). Response bias and dependence on self-reported data from incident reports expected to be submitted by MOCA, JaCIRT, and CFCD are shortcomings of this research. Potential biases might result from these reports not reflecting the subjective opinions of the reporting organizations or covering all circumstances. Understanding these limitations is critical for putting the results in the larger context of the study (Rosenman, Tennekoon, & Hill, 2011).
Due to the unavailability of primary cyber incident reports from CFCD, MOCA, and JaCIRT, the study adopted Plan B for data analysis, which relied on secondary sources such as publicly available data from open-source intelligence (OSINT) databases, industry reports, white papers, academic journals, peer-reviewed papers, conference papers, and documented case studies. While Plan B provided valuable insights, it also introduced limitations, including the potential for varying data quality, differences in data collection methods, and the lack of granular details specific to Jamaica’s cybersecurity landscape. The research used extensive data cleaning and transformation processes defined in the APH Quality Handbook to address these constraints. These processes included data format standardization, discrepancy checking, and anonymization of personally identifiable information (PII). Small gaps in incomplete reports were found, and imputation techniques were used when necessary.Additionally, outliers were identified and examined to validate the correctness of the data. These procedures significantly improved the validity and dependability of the research findings (APH Quality Handbook, n.d). By acknowledging these limitations, the study maintains transparency. It provides a context for interpreting the findings, ensuring that the results are understood within the scope of the available data and methodologies.










3.7 Data Analysis (Plan B)
The research uses alternative data sources for quantitative analysis, as the primary sources (CFCD, MOCA, and JaCIT) cannot provide cyber incident reports. According to Yeboah-Ofori and Brimicombe (2017), Publically available data from open-source intelligence (OSINT) databases pulled from the internet can include industry reports, white papers from credible cybersecurity organisations, academic journals, peer-reviewed papers, conference papers, and documented case studies of cybersecurity incidents and artificial intelligence implementations in cybersecurity comprise these sources. As stated (Pederson, L. L, et al, 2020), Secondary sources can be used to make significant contributions to knowledge, provide policy recommendations, and provide the backdrop for future research. Pertinent statistics, numbers, and metrics are methodically gathered to compile quantitative data. The methodology for gathering data from public databases and various reports entails highlighting and compiling quantitative results from journal articles and case studies; collected data is interpreted using several statistical approaches.
Frequency analysis, an understanding of the frequency of particular cybersecurity events, and a measurement of central tendencies and dispersions, including mean, median, mode, variance, and standard deviation, are accomplished using descriptive statistics (Lomax & Hahs-Vaughn, 2012). Descriptive statistics (Presentation of Data) create a picture of the cybersecurity scene and help shape and organise the facts. According to Bothos et al. (2018), Inferential statistics (Analysis and interpretation) help one investigate correlations between several variables. Correlation analysis reveals the links among elements, like the effect of artificial intelligence applications on lowering cybersecurity concerns (Levshun & Kotenko, 2023). Using several criteria and measures collected from the secondary data, according to Song, M., Kim, et al, (2021), regression analysis for cyber events reports was performed to forecast its efficiency. Using case studies and data, comparative analysis benchmarks Jamaica's cybersecurity performance and AI efficacy to other nations or areas. This strategy gives Jamaica a place in the background of the worldwide cybersecurity scene.









Data triangulation (Discussion) mentioned by Bothos et al. (2018) improves the results' validity and dependability, which entails looking for consistent trends and variances by cross-verifying numerical data from several secondary sources. One gains a thorough awareness by combining case studies, scholarly papers, and numerical data from public sources. Statistical tests, visualizations, and result interpretation use statistical tools, including datatab.net and Microsoft Excel Spreadsheet data analysis, guaranteeing comprehensive and exact data analysis. The statistical data was depicted graphically using tables and charts, and the results of the quantitative analysis are methodically shown, stressing important patterns and linkages. As Pederson, L. L., et al (2020) stated, visual representations are used to define statistical relationships clearly and effectively. The statistical findings and their consequences for enhancing cybersecurity in Jamaica are explained narratively. This methodology is suitable for the dissertation as it guarantees a thorough and rigorous investigation of cybersecurity concerns using dependable secondary data sources. The study reaches its goals without primary data using case studies and publicly accessible data. This approach ensures the study remains realistic and trustworthy by allowing a comprehensive analysis of the influence of artificial intelligence on cybersecurity in Jamaica. Using Microsoft Excel and datatab.net for data analysis helps in accurately representing the data and drawing meaningful conclusions from the statistical tests and visualizations (Tutorialspoint, n.d.; Datatab, n.d.).















Chapter 3 Summary
This chapter provides a quantitative study on cybersecurity trends and responses in Jamaica. Data from MOCA, JaCIRT, and CFCD were intended to be analyzed using statistical and CREST (2023) models, evaluating the severity of cyber events with an ordered response and cumulative link models (Facchinetti, Osmetti, & Tarantola, 2023). Case studies and performance indicators from Alowaidi et al. (2023) highlighted AI's role in enhancing threat detection and response. The study was intended to employ rigorous data cleaning and transformation techniques, including standardizing data formats, validating discrepancies, and anonymizing personally identifiable information (PII). Imputation techniques were to be used to address incomplete reports, and outliers were examined to maintain data integrity.
Due to the unavailability of primary cyber incident reports from CFCD, MOCA, and JaCIRT, the study adopted Plan B for data analysis. This involved using publicly available data from open-source intelligence (OSINT) databases, industry reports, white papers, academic journals, peer-reviewed papers, conference papers, and documented case studies, as Yeboah-Ofori and Brimicombe (2017) stated. Statistical methods such as frequency analysis, descriptive statistics, correlation analysis, regression analysis, and comparative analysis were applied to these secondary sources. This comprehensive approach ensured accurate, data-driven insights into Jamaica's cybersecurity landscape, enhancing the nation's cybersecurity posture with reliable and validated data. Plan B proved to be an effective alternative method for data analysis, ensuring the robustness and reliability of the study's findings.













4) Findings and Analysis
This chapter presents the findings and analysis of the quantitative data collected for this research. Specific outcomes have been deleted from the discussion since they lack relevance or definitive conclusions; these excluded findings do not significantly contribute to the study's goals. According to Visentin, Cleary, and Hunt (2019), reporting non-significant results is crucial for minimizing publication bias and providing a comprehensive understanding of research findings. They argue that non-significant results should be reported along with their effect sizes and confidence intervals to offer a complete picture of the data and avoid misleading conclusions. The research employs alternative data sources for quantitative analysis due to the unavailability of primary cyber incident reports from CFCD, MOCA, and JaCIRT; as Hansen and Borch (2022) discuss, alternative data sources such as social media commentary, satellite imagery, and GPS data have become increasingly valuable in data-driven research. These data sources provide additional insights that are not typically captured in traditional datasets, enhancing the depth and breadth of the analysis. According to Yeboah-Ofori and Brimicombe (2017), publicly available data from open-source intelligence (OSINT) databases, industry reports, white papers from credible cybersecurity organizations, academic journals, peer-reviewed papers, conference papers, and documented case studies of cybersecurity incidents and artificial intelligence implementations in cybersecurity are utilized. Certain sources and data were excluded from this research due to their irrelevance or lack of significance in meeting the research objectives (Porzsolt, Wiedemann, Becker, & Rhoads, 2018). Specifically, the following sources were not considered:
Notes on Exclusion
[bookmark: _Hlk173243871]Impact of Cyber Attacks in Jamaica between 2018 to 2019 by Dennis, G. (2023, April 15): Focuses on an earlier time period that does not align with the scope of the current study, which aims to analyze more recent data and trends.Cyber Security Incidents Reported to JaCIRT between October 2020 – October 2022 by Barrett, L. (2022): Overlaps with the study period but was excluded due to incomplete or inconsistent reporting that could skew the results. Spam Emails sent by top source IP address in Jamaica by JaCIRT(September 13, 2023); strictly focus on spam emails but irrelevant and narrow for the broader analysis of the overall cyber security threats. Malicious communication involving top source networks in Jamaica by JaCIRT(September 05, 2023) ; not providing a comprehensive overview of malicious activities but rather specific and redundant. Malicious communication made by top source IP addresses in Jamaica (August 16, 2023); the data was not detailed enough for the analysis but rather narrow and specific. Malicious Communication Top Source Networks in Jamaica by JaCIRT (July, 4, 2023); included other irrelevant sources for the study. Technologies and vulnerabilities within the top 10 list in Jamaica by JaCIRT (August 10, 2023); not relevant to the incident’s specific analysis required for the study. Malicious Communication involved within the top source autonomous system number (ASN) in Jamaica (July 11, 2023) by JaCIRT; data include other sources not specifically aimed towards the objective of the study. Spam Relays involved in top source networks in Jamaica by JaCIRT(June 29, 2023); the data was focused mainly on spam relays, which did not align with the objective of the study. Malicious Communications within the top Source IP Addresses in Jamaica by JaCIRT (as of June 27, 2023); specific and redundant. Data Exfiltrated and Posted on the Dark Web within the last 10 Jamaican Companies by JaCIRT (June 26, 2023) by JaCIRT.: Too specific and redundant. The 2021 Caribbean Cyber Security and Privacy Report (CSPR) by G5 Cyber Security covers the entire caribbbean region and not specific to Jamaica.These exclusions ensure that the analysis remains focused, relevant, and based on comprehensive, high-quality data that aligns with the study's objectives.
4.1) Presentation of Data
Alzahrani (2021) conducted a statistical analysis of cybersecurity awareness issues in higher education institutes in Saudi Arabia; a study that underscores effective measures used to counter increasing cyber threats using quantitative methods to analyze data through SPSS to examine awareness of cyber risks, cybersecurity practices and cyber trust. In parralell, According to David, B. A. (2023) data presentation and analysis, this section presents a detailed examination of the quantitative data collected, focusing on the most critical aspects of Jamaica's cybersecurity landscape. The data examined in this research illuminates common vulnerabilities, sector-specific cyber incidents, and the application of artificial intelligence to strengthen cybersecurity measures, among other areas. This is consistent with Hosseinzadeh, M, et al (2021) values, which define data analysis involves collecting data, cleansing, transforming, and modelling data to improve its quality and provide valuable insight for decision-making. This study seeks to identify trends and patterns in cybersecurity events by using sophisticated data analysis methods like statistical analysis and predictive analytics, thereby supporting more successful cybersecurity policies and actions.
JaCIRT's initiative offers comprehensive Top 10 rankings within the Jamaican cybersecurity space, covering vulnerabilities, malicious communications, spam, ransomware, and compromised credentials (JaCIRT, 2023; 2024). This data, derived from identifying vulnerable systems, presents Jamaica's most commonly confirmed vulnerabilities within a specific period, offering crucial insights into the most recent security landscape. Ozdemir Sonmez (2020) states that employing content analysis and graph theoretical approaches to analyse CVE data can significantly improve the categorization and comprehension of cybersecurity vulnerabilities. The quantitative data collected on May 2, 2024, and June 28, 2023, is essential for comprehending contemporary security vulnerabilities in Jamaica (JaCIRT, 2023 and 2024).
Tale 1: Most Common Verified Vulnerabilities in Jamaica (as of May 2, 2024)
	Vulnerability ID
	Number of Vulnerable Systems Detected

	CVE-2015-0204
	20

	CVE-2014-0160
	12

	CVE-2019-0708
	7

	CVE-2015-4000
	6

	CVE-2015-1635
	5

	MS15-034
	5

	CVE-2020-0796
	1

	CVE-2021-31206
	1





Table 2: Top Vulnerabilities in Jamaica (as of June 28, 2023)
	Vulnerability ID
	Number of Vulnerable Systems Detected

	CVE-2015-0204
	17

	CVE-2014-0160
	9

	CVE-2015-4000
	8

	CVE-2021-31206
	5

	CVE-2015-1635
	2

	CVE-2020-0796
	2

	MS15-034
	2


Both tables showcase various common vulnerabilities and exposures (CVE) that have been detected within vulnerable systems in Jamaica between June 2023 and May 2024 (National Institute of Standards and Technology, 2023). The Common Vulnerabilities and Exposures (CVE) list is a standardized list of publicly known cybersecurity vulnerabilities (CVE, n.d.). This list includes:
[bookmark: _Hlk171297376] CVE 2015-0204 Using a flaw in SSL/TLS, the "FREAK" attack lets attackers intercept and downgrade safe connections to less encryption; detected 20 and 17 times. CVE-2014-0160 Called "Heartbleed," this fundamental OpenSSL issue lets attackers access sensitive data from memory, weakening SSL/TLS encryption; detected 12 and 9 times. CVE-2019-0705 a severe hole in Microsoft's RDP allows remote code execution, and "BlueKeep" lets attackers compromise systems without authentication; detected 7 times. CVE-2015-4000,By requiring export-grade keys, "Logjam" compromises TLS encryption and facilitates attacker decryption of secure communications; detected 6 and 8 times. CVE-2015-1635 remote access to Windows' HTTP.sys allows one to run arbitrary code via carefully constructed HTTP queries; detected 5 and 2 times. MS15-034 this vulnerability in HTTP.sys impacts Windows Server; It lets remote attackers run code via well-crafted HTTP requests; detected 5 and 2 times. CVE-2020-0796 here "SMBGhost" alters the SMBv3 protocol so that attackers may run programmes on compromised Windows systems, compromising the entire system; detected 1and 2 times. CVE: 20211-31206 a weakness in Microsoft Exchange Server allows attackers to take over compromised systems by providing remote code execution via poor object-in-memory handling; detected 1and 5 times.






This study utilised descriptive data to analyse the occurrence and impact of cyberattacks in Jamaica comprehensively. It offered detailed information on the frequency of these incidents and the specific types of attacks seen. As stated by Blaikie (2003), descriptive analysis is crucial for summarising data properties and representing the phenomena being studied. Researchers can enhance comprehension of the cybersecurity environment in Jamaica by utilising descriptive statistics to effectively convey the extent and characteristics of cyber threats. According to an IMF blog article, rising cyber threats pose serious concerns for financial stability globally, emphasizing the need for robust cybersecurity measures (IMF, 2024). A Jamaica Gleaner analysis indicates that, in the first half of 2023, attackers aimed at Jamaica's security systems more than 19 million times using advanced techniques, including ransomware and malware (Robinson, 2023): 
[bookmark: _Hlk171600860]Table 3: Sector specific reported Cybersecurity Incident data (January to June of 2023)
	Sector
	Incident Type
	Frequency
	Data Compromised

	Government
	Ransomware
	5
	Sensitive Data

	Finance 
	Malware
	6
	Pesonal and Financial Data

	Education
	Phishing
	4
	Personal Data

	Medical 
	Ransomware
	4
	Medical Records


[bookmark: _Hlk173175080]Table showing sector specific attacks in Jamaica, where the highest number of incidents ae shown within the government and finance sector.

[bookmark: _Hlk173190928]Artificial intelligence (AI) and machine learning (ML), as noted by Acton (2022), have made advances in various sectors, as shown below in Table 6, despite their cyber security implementation challenges. In order to carry out an effective training for AI/ML models, a large volume of precise labelled data is dependent which makes it a resource intensive job most of the time. A variety of techniques for improving AI in cyber security was discussed by Rafy (2024) which includes machine learning for anomaly detection, deep learning for threat identification, and neural networks for predicting potential cyber threats. both authors have shown effective case studies which illustrate the use of AI in cyber security.






Table 5: Case Studies showing Statistical Overview of Before and After AI Implementation by Acton (2022)
	Case Study
	Task Description
	Dataset Size(before)
	Accuracy (Before Ai)
	Dataset Size (After)
	Accuracy (After AI)
	Improvement
(%)

	Fortune 500 Telecommunications Provide
	Classify encrypted network data flows
	2,000
	Baseline
	200,000
	26.4%
	0.2%

	U.S. Government Agency
	Application classification and network attack detection
	2,000 pre-labeled examples
	Baseline (F1 scale)
	280,000
	+7.4 points (F1 scale)
	N/A

	Network Attack Detection
	Characterize network traffic
	
	
	30,000
	88.1%
	N/A


The table demonstrate a case study’s statistics enhancements achieved with the use of Snorkel Flow's artificial intelligence in the field of cybersecurity: 
Before installing AI, the Fortune 500 Telecommunications Provider determined its baseline accuracy by using a subset of 2,000 manually labelled instances. AI was implemented, causing the accuracy to improve to 26.4%, using a dataset of 200,000 labelled instances. Before implementing AI, the U.S. Government Agency trained the baseline model using 2,000 pre-labelled instances; following the application of AI, the accuracy on the F1 scale increased by 7.4 points. This improvement was observed using a dataset consisting of 280,000 labelled records. Before the deployment of AI, no relevant data was available for Network Attack Detection; following the integration of AI, a precision rate of 88.1% was attained using a dataset including 30,000 network packets.







[bookmark: _Hlk173191076]4.2) Analysis and Interpretation
Sridhar (2023) discusses the Analysis and interpretation of research data, which interrelates with this study to delve into the statistical analysis of the data collected, focusing on the correlation, regression, and comparative analyses to bring clarity from the dataset. The analytical result is to understand the trends and relationships within the data, bringing a provision proposing a recommendation and providing a robust foundation for this study. According to Teesside University (n.d.), correlation and regression analyses are critical for measuring associations between variables and predicting values based on known data, further enhancing the robustness of the study's findings. According to the knowledge of Pickvance, C. G. (2005), comparative analysis, is used to search for similarities and variances among units of analysis, describing and explaining similarities and differences among large-scale social units such as regions, nations, societies, and cultures.
According to Kumar and Gautam's (2020) knowledge of Correlation analysis, the concept is used to explore the relationship between the number of vulnerable systems detected in 2023 and 2024; therefore, Datatab.net (n.d.) Illustration 1 represents a box plot showing the correlation between the number of susceptible systems detected within the mentioned years. The scatter plot graphs correspond to a pair of data points for the matching years, showing an overlay that provides additional data distribution analysis for the number of susceptible systems identified. 














Illustration 1: Box plot showing correlation between vulnerable systems detected in 2023 to 2024
[image: ]
Datatab.net (n.d.) was used to create a chart showing the vulnerable systems count in 2023 versus 2024. The scatter plot corresponds each point to a pair of datapoints to the matching years. The overlays or outliers of the box plot provide additional data distribution analysis for the number of susceptible systems identified. According to Jim (2024) explanation of box plot theory, the concept is effective for visualizing data distribution and identifying outliers, which aids within the context of variations and trends in the data.












Illustration 2: Microsoft excel sheet showing correlation coefficient and P-value results
[image: ]
With a correlation value of 0.901947, the study shows a strong positive link between the number of vulnerable systems identified in 2023 and those discovered in 2024. This result suggests that weaknesses found in one year still cause concern in the next one. The 0.005 p-value guarantees the statistical relevance of this association. This low p-value supports the alternative hypothesis that a substantial connection exists and offers solid proof to refute the null hypothesis. According to Senthilnathan (2020), correlation analysis is essential for exploring associative relationships between variables, and finding the correlation coefficient in Excel is a straightforward process that can validate such statistical analyses (GeeksforGeeks, 2024).
[bookmark: _Hlk171600711]Regression analysis is a robust statistical tool for determining the connection between one or more independent variables and a dependent variable (Alchemer, n.d.); The data gathered by the Jamaica Cyber Incident Response Team (JaCIRT, 2023; 2024) analyses the most commonly detected vulnerabilities undermining Jamaica's ICT system within a set period. Combining Tables 1 and 2 (for 2023 and 2024) into a single dataset allows for a more comprehensive analysis of vulnerability trends. The statistics presented here help determine whether the number of vulnerabilities is increasing or decreasing.
Illutration 3: most common vulnerability between 2023 and 2024
[image: ]
Illustration 4: regression analysis calculation output
[image: ]
According to Skiera, Reiner, and Albers (2018), the regression analysis revealed a weak association between the year and the number of vulnerable systems (Multiple R: 0.244, R-squared: 0.060) from the illustration. The year explains the variation in vulnerabilities only 5.97% of the variation in vulnerabilities, With a     -0.019 adjusted R-squared indicating a poor model fit. The ANOVA results F-statistic: 0.762, p-value: 0.400 confirm the model is not statistically significant. Further underlining insignificance are the p-values of 0.400 for the intercept (-4968.542) and year coefficient (2.458). This approach did not sufficiently lower the vulnerabilities, emphasizing the need for artificial intelligence in cybersecurity to improve threat detection and mitigation. According to Cheusheva, S. (2023), conducting linear regression analysis in Excel is crucial for validating such statistical findings. See the following illustration as follows: 









Illustration 5: showing plot of linear regression
[image: A graph with a red line

Description automatically generated]
Data Points (Blue Dots): Each blue dot denotes a pair of data points for the vulnerable systems identified in 2023 and 2024.
Regression Line (Red Line): The linear regression line, depicted by the red line, best fits the data points. This line illustrates the correlation and trajectory between the number of vulnerable systems and the year
In accordance to Ghafar (2023), The comparative analysis focuses on evaluating the accuracy of cybersecurity tasks before and after the implementation of AI. This data corresponds to Table 5, where the value "0" indicates the state before AI implementation and "1" indicates the state after AI implementation:
[bookmark: _Hlk171600775]Illustration 6: table showing implementation before and after AI Implementation
[image: ]
The provided box plot processed by Datatab compares the accuracy of various implementations before and after the integration of AI. This visual representation highlights the differences in performance and illustrates the impact of AI on accuracy in cybersecurity tasks. According to the LibreTexts Statistics resource, boxplots are effective tools for depicting data distribution through quartiles, which helps in identifying the spread, skewness, and outliers within the data (LibreTexts, 2024):



Illustration 7: Box plot showing the impact of Ai in cybersecurity implementation
[image: ]
The box plot shows a clear improvement in accuracy after AI implementation across different cybersecurity tasks. For instance, Implementation 1 shows a slight increase from 26.2% to 26.4%, Implementation 2 shows a significant rise from 75.1% to 82.5%, and Implementation 3 reaches 88.1% after AI, with no prior comparison. These consistent improvements indicate that AI positively impacts the accuracy of cybersecurity tasks. According to Jim (2024), box plots are effective for visually summarizing data distribution, which supports the recommendation to establish an AI-integrated Cyber Fusion Center in Jamaica, highlighting AI's potential in boosting the detection, response, and mitigation of cybersecurity threats.
4.3) Discuussion
According to Noble and Heale (2019), mehodological triangulation was used to cross-verify the findings through data triangulation. Data was integrated from JaCIRT reports credentials (JaCIRT, 2023; 2024), AI implementation accuracy data based on Acton (2022), and sector-specific cybersecurity incident data (Robinson, 2023). Illustration 3 depicts the most frequent vulnerabilities between 2023 and 2024, with 45 vulnerabilities overall in 2023 and 57 in 2024; this increase suggests a rising number of vulnerabilities over the years. Illustration 4 presents a table showing the implementation accuracy before and after AI. There is a noticeable improvement in accuracy across all implementations, highlighting the effectiveness of AI. Table 3 provides data on the frequency and type of incidents across different sectors from January to June 2023. Although the government and medical industries posed serious concerns, the finance industry faced the most incidents.

The document by Hales, D. (2010) emphasizes the importance of triangulation in enhancing the validity and reliability of research findings. Triangulation involves using multiple data sources, methods, investigators, and theoretical perspectives to gain a comprehensive understanding of complex issues. This approach helps in integrating diverse data to provide robust and actionable insights.According to Mohamed (2023), a trend analysis indicates a vulnerability increase between 2023 and 2024 which corresponds with the necessity for better cybersecurity measures. Sector-specific data shows an increase in events in the government and financial sectors, supporting this trend. The improved accuracy after AI implementation supports the recommendation to integrate AI into cybersecurity efforts. According to Balbix, n.d., AI enhances threat detection, response, and mitigation by processing vast amounts of data and identifying patterns. The accuracy data from AI implementations aligns with the increasing trend in vulnerabilities, suggesting that AI can effectively address these growing threats. The sector-specific incident data highlights areas of concern (e.g., finance and government) which can be targeted for AI-based improvements. This cross-verification supports the observed trend and validates the need for sector-specific cybersecurity enhancements across all regions.The triangulation of data from different sources confirms trends and enhance the accuracy of research findings to understand the increasing vulnerabilities and highlights the effectiveness of AI in improving cybersecurity accuracy(Bans-Akutey, A, et al, 2021). These insights support the recommendation to establish an AI-integrated Cyber Fusion Center in Jamaica to address the growing cybersecurity threats effectively.
Chapter 4 summary
Chapter 4 presents the significant findings from the data analysis, focusing on the most relevant and impactful results. Less significant or inconclusive findings have been excluded to maintain clarity and focus. The chapter has demonstrated the trends in vulnerabilities, the effectiveness of AI in improving cybersecurity accuracy, and the importance of targeted cybersecurity measures across different sectors. These findings lay the foundation for the recommendations and further discussions in the next chapter.









5) Conclusion
This study offers essential insights into the frequency and effect of cyberattacks in the Jamaica's security systems. A thorough investigation of descriptive data noted that cyberattacks aimed at Jamaica's security infrastructure more than 19 million times in the first half of 2023, using advanced techniques such as ransomware and malware (Robinson, 2023), determining the frequency and kinds of cyberattacks this study effectively addressed its research objectives, answering the study’s question.
The research produced three main conclusions; Firstly, one restriction of this study is that it depends on secondary data sources, which might not cover the whole spectrum of cyber dangers. Secondly, future studies should try to include the main data and investigate the success of particular cybersecurity actions; further research on the socioeconomic effects of cyberattacks in Jamaica could also offer a complete picture of the problem. Finally, this study has provided useful information on the field of cybersecurity in Jamaica based on data-driven insights and doable suggestions for improving the country's cyber defence capacity. Future studies can strengthen Jamaica's resistance against cyber attacks by closing the noted gaps and expanding on the present results.
















5.1 Critique of Adopted Approach
This study's approach focused on quantitative analysis of cybersecurity events in Jamaica; It was designed to provide a comprehensive knowledge of the frequency and type of cyberattacks. Given that primary data from essential agencies such as the Major Organised Crime and Anti-Corruption Agency (MOCA), the Counter-Terrorism and Organised Crime Investigation Branch (CTOC), and the Jamaica Cyber Incident Response Team (JaCIRT) was not available, the approach included gathering data from secondary sources. Although this approach had advantages, it also brought certain difficulties and restrictions.
The choice to rely on secondary data sources, industry reports, white papers, academic journals, peer-reviewed papers, conference papers, and documented case studies, including publicly available data from open-source intelligence (OSINT) databases ensured that the research could proceed notwithstanding the scarcity of primary data. This method gave a strong basis for knowledge of the cybersecurity scene in Jamaica and let for a thorough investigation of current facts. Using statistical models like ordered response models, cumulative link models, and other pertinent statistical techniques allowed a comprehensive investigation of the incidence and kinds of cyber events. This quantitative emphasis yielded unambiguous, quantifiable information that might guide policy and pragmatic decisions-making. Standardising data formats, validating disparities, anonymizing personally identifiable information (PII), and applying imputation techniques for incomplete reports all helped to improve significantly the dependability and accuracy of the results from the extensive data cleaning and transformation processes. Particularly for assessing the function of artificial intelligence (AI) in cybersecurity, including case studies and performance indicators gave the study more complexity. This method offered useful illustrations of how artificial intelligence technology are improving cybersecurity systems.










The lack of main cyber incident reports from CFCD, MOCA, and JaCIRT was a significant restriction, as no one responded upon request for primary data from all three entities. Without primary data, some precision and specific details of the cyber attacks could not be recorded. Nevertheless, the publicly available data from JaCIRT was precise and provided valuable information. Using several secondary sources introduces variation in the consistency and quality of data. Different sources may have applied various approaches and criteria for data collection, influencing the information's comparability and accuracy. Dependency on secondary data meant that the extent of the research was constrained to what was freely accessible. Certain vital elements of cybersecurity events, such as the particular vulnerabilities exploited or the precise techniques applied in the attacks, were not always fully clear from the available sources. The study's timeframe presented difficulties in thoroughly examining the large quantity of secondary material. Conducting a thorough research during the specified period meant prioritising some of the material while ignoring other pertinent information. The first goal was to make sure secondary data was used ethically. The study followed rigorous ethical standards to safeguard the rights and confidentiality of the data sources, but this also meant that some possibly valuable information would only be used if it fell within these ethical criteria.
The chosen papers and data from MOCA, CTOC, and JaCIRT were guaranteed to represent the best and most reliable sources by stratified random sample. This method helps to preserve the integrity and worth of the data applied for the research. One might examine the gathered data holistically using document and content analysis techniques; this approach was very successful in spotting trends and patterns in the given data, therefore complementing the research goals. Using secondary data sources, the research has shown adaptability and ingenuity by being able to fit Plan B for data analysis. Maintaining the dependability and strength of the study results despite early obstacles depends on this flexibility.The chosen method for this research worked well to give a whole picture of Jamaica's cybersecurity scene. Although the technique had several restrictions, mostly related to the reliance on secondary data, it also demonstrated the advantages of quantitative analysis and the need to combine several data sources. Future research could benefit from resolving these constraints by including primary data and broadening the study area to include more thorough investigations of particular cybersecurity events. This criticism emphasises in the field of cybersecurity the need of adaptability, careful data cleansing, and ethical issues in performing strong and trustworthy research.





5.2) Analysis
This chapter synthesises the quantitative data analysed to understand trends and relationships within the dataset. The correlation, regression, and comparative analyses are each underpinned by previously introduced academic references. It re-examines each research objective from Chapter 1, ensuring a comprehensive evaluation within established theoretical frameworks.
The first objective, a critical evaluation of Jamaica's cybersecurity, has revealed a landscape rapidly becoming more vulnerable to cybersecurity threats, especially in the financial and government sectors. The data from JaCIRT for 2023 and 2024 reveals a significant increase in vulnerabilities, highlighting the urgent need for advanced cybersecurity measures and potential AI integration to address these issues (Levshun & Kotenko, 2023).The second objective was the effectiveness of AI in enhancing cybersecurity, showing that AI implementation significantly improved threat detection accuracy from 75.1% to 82.5%, confirming a positive correlation between AI use and security outcomes (Acton, 2022; Balbix, n.d). This finding provides robust support for integrating AI into cybersecurity strategies to enhance threat mitigation capabilities. The regression analysis further validates this positive correlation, reinforcing the value of AI technologies in this domain (see illustrations 4 and 5).














The third objective was identifying critical vulnerabilities within Jamaica's cybersecurity framework, particularly in the finance and government sectors, which experienced the highest incident rates, including increased ransomware and phishing attacks (Robinson, 2023). Based on the comparison of data from 2023 and 2024 (illustrations 6 and 7), addressing these vulnerabilities requires putting in place focused AI-based solutions (Rafy, 2024) and planning how to use resources. These insights guide prioritising resources and efforts to fortify cybersecurity defences (Ghafar, 2023).
Based on these analyses, recommendations include integrating AI into cybersecurity frameworks, increasing cybersecurity infrastructure investment, and conducting regular audits (Loop News, 2023). Enhancing professional training is crucial to evolving threat landscapes (Information Exchange, 2023), supported by theoretical frameworks (Ansari et al., 2022). JaCIRT's findings from 2023 to 2024 indicate a rise in vulnerabilities from 45 to 57, signalling a growing threat to Jamaica's cybersecurity environment (Clark, 2023). The complexity of cyberattacks and technological adoption contribute to these vulnerabilities (Planning Institute of Jamaica, 2009); this necessitates robust, proactive security policies across public and private sectors (Bank of Jamaica, 2023; Information Exchange, 2023), incorporating continuous monitoring and AI-driven threat identification (Fusion Centre, 2022; Alowaidi et al., 2023).















Studies unequivocally confirm the profound impact of AI on cybersecurity. AI technologies such as machine learning and neural networks significantly enhance detection, analysis, and response capabilities, making cybersecurity defences more adaptable and resilient against new threats (Kaur et al., 2023; Das and Sandhane, 2021).
The second finding shows that adding AI to cybersecurity frameworks has greatly improved threat detection, response, and mitigation, demonstrating that AI tools such as neural networks and machine learning algorithms make finding security vulnerabilities and possible cyberattacks faster and more accurate (Alowaidi, 2023; Balbix, n.d). This proactive capability minimises the likelihood and impact of cyber incidents (Jada, I. et al, 2024), emphasising the need for real-time data analysis and adaptive cybersecurity defences. Artificial intelligence's ability to learn and adapt to new threats allows cybersecurity defences to evolve alongside cybercriminals' schemes; this adaptability is crucial in the ever-changing and complex cyber threat landscape.


















Further research underscores the pivotal role of AI in enhancing threat identification and incident response. The inclusion of AI in cyber fusion centres has led to a substantial improvement in threat management and predictive capabilities through the use of sophisticated algorithms and approaches (ENISA, 2023; Fusion Centre, 2022). For more effective proactive cybersecurity measures, machine learning and neural networks are indispensable to simulate human cognitive processes (JBI Training, n.d.). AI-driven solutions are not just beneficial, but necessary for modern cybersecurity strategies, enabling proactive measures by significantly increasing the speed and accuracy of threat identification.
The third significant finding of this research involves identifying sector-specific cybersecurity problems within different sectors of Jamaica (Robinson, 2023). According to the analysis, particular industries, including finance, government, and healthcare, faced cybersecurity challenges and risks; for instance, the finance industry's vulnerability to phishing efforts calls for robust anti-malware solutions, thorough staff training programmes, and sophisticated email security systems to stop attempts at phishing attacks plans (Information Exchange, 2023).The high frequency of ransomware attacks in the government sector underscores the need for consistent data backups, encryption of private data, and fast incident response capacity to reduce the consequences of such assaults (Kang & Hwang, 2023).The literature emphasises the need for sector-specific cybersecurity actions; Ghelani (2022) claims that a complete cybersecurity plan has to combine preventive, deterrent, detection, and monitoring catered to the particular requirements of several sectors. Taherdoost, H., & Madanchian, M. (2024)support structured risk management and incident response systems, including ISO 27000 and NIST SP800-53, which may be modified to fit different sectors, enhancing their cybersecurity posture. Kalinin, Krundyshev, and Zegzhda (2021) use a dynamic method for cybersecurity risk assessment in smart city infrastructures, which can be extended to other sectors to maximise threat identification and decision-making procedures. 










This research highlights how much machine learning and large data sets help increase the accuracy and effectiveness of cybersecurity policies. Alowaidi et al. (2023) also underline the difficulties and advantages of including artificial intelligence in Cyberfusion Centres, citing notable developments in threat detection and incident response across many sectors; an integration that helps create focused cybersecurity plans that address the vulnerabilities and risks specific to different sectors.
This study rigorously examined national cybersecurity issues in Jamaica and produced pivotal results that provide a roadmap for enhancing the country's national security posture.The first result underscored the current state of cybersecurity, pointing out the increasing vulnerability count and the imperative need for advanced security policies (Planning Institute of Jamaica, 2009). The second result showcased the promising potential of artificial intelligence in cybersecurity systems, bolstering threat detection and response capacity (ENISA, 2023; Alowaidi et al., 2023). The third conclusion identified sector-specific cybersecurity concerns, underscoring the need for tailored security measures across various sectors (Ghelani, 2022; Taherdoost, H., et al 2024).
















The final finding offered feasible recommendations for enhancing cybersecurity measures in Jamaica, which include AI in a cyber fusion centre (Fusion Centre, 2022; JBI Training, n.d.), boosting cybersecurity infrastructure investment, performing frequent security audits (Taherdoost, H., & Madanchian, M., 2024), and enhancing awareness and training for cybersecurity professionals (Ansari, 2022). Key indicators include accuracy, precision, recall, and the F1 score, which allows for evaluating the efficiency of artificial intelligence in controlling risks and ensuring that systems are constantly improving to handle changing concerns (Chotrani, A, et al, 2024). Following these suggestions asssist Jamaica considerably improve its capacity to fight changing cyber threats, guaranteeing a safer digital environment. These results highlight the need to use cutting-edge technologies and thorough plans to handle cybersecurity concerns' dynamic and diverse characteristics. Following the above suggestions helped Jamaica create a robust cybersecurity system that safeguards vital resources and encourages resilience and constant growth in culture.
This section compares and contrasts the dissertation results with the pertinent theories already discussed, orienting them. It also addresses which ideas the results validate and which they challenge. Integrating artificial intelligence into Jamaica's cybersecurity system fulfils the ideas of cybersecurity resilience and technical adaptability. The technological adaptation theory, which underlines the requirement of implementing advanced technologies to fight changing risks, is supported by the need for complex security measures resulting from escalating cyber threats (Das & Sandhane, 2021). The sector-specific cybersecurity issues found in the study match the sectoral cybersecurity theory, implying that various industries have different risks and need diverse security policies (Taherdoost, H., et al 2024).The findings corroborate the body of knowledge already in use regarding artificial intelligence's function in cybersecurity. Ali (2024) shows how rapidly AI can process and analyse enormous data volumes, underscoring its indispensable importance in contemporary cybersecurity plans. The sector-specific strategy fits Kalinin, Krundyshev, and Zegzhda (2021), who suggested dynamic cybersecurity risk analyses catered to particular sectors.









However, the study also challenges specific current hypotheses that minimise the importance of artificial intelligence in cybersecurity because of problems such as algorithmic biases and data quality (Padilla, R. Ojeda, A. & Sanchez, C J, 2023). Despite these difficulties, this study emphasises the significant advantages of artificial intelligence under proper control.The results confirm ideas stressing the transforming possibilities of artificial intelligence in cybersecurity (Bozic, 2024; ENISA, 2023). Theoretically, the results of this research highlight the need to implement cutting-edge technology, such as artificial intelligence, to improve cybersecurity in Jamaica. 
The results of this study have significant ramifications for the discipline of cybersecurity, especially in the context of Jamaica. The effective integration of artificial intelligence into cybersecurity systems shows the possibility of technological developments that will change security methods in many fields; this is consistent with the hypothesis of technological determinism, which holds that technical advancements propel social transformation (Das & Sandhane, 2021). 

















Furthermore, the sector-specific approach to cybersecurity emphasises the significance of contingency theory in creating successful security plans, considering the particular requirements of different companies and sectors (Taherdoost, H., et al 2024).These results support the mounting body of research supporting the acceptance of artificial intelligence in cybersecurity; for example, Alowaidi et al. (2023) and ENISA (2023) stress the need for artificial intelligence to improve threat detection system accuracy and efficiency. This paper validates these assertions and offers actual data supporting the incorporation of artificial intelligence into security systems. Moreover, discovering sector-specific problems fits Kalinin, Krundyshev, and Zegzhda (2021), who support customised cybersecurity policies grounded on dynamic risk assessments. Several scholarly references emphasise the need for artificial intelligence in cybersecurity and support the discussion; Božič (2024) and Fusion Centre, (2022) highlight how transforming artificial intelligence may improve security protocols. Furthermore, Ghelani's (2022) and Taherdoost, H., et al (2024) works on sector-specific cybersecurity methods provide a theoretical basis for the research's conclusions. Combining these sources gives the conversation a whole picture of the broader consequences of the research results for the discipline of cybersecurity.
The study reveals several critical findings regarding cybersecurity in Jamaica. First, the report underlines the growing frequency of cyberattacks and artificial intelligence's crucial role in reducing these threats. Second, it underscores the importance of customised security measures by highlighting industry-specific cybersecurity issues. Third, notable enhancements in threat detection and response show the efficiency of artificial intelligence in improving cybersecurity measures. Finally, there are valuable suggestions for including artificial intelligence in ICT security systems.











The study's main discoveries are the transforming power of artificial intelligence in enhancing cybersecurity, the need for tailored security plans for various industries, and the great relevance of ongoing innovation in security measures. These revelations highlight the importance of modern technologies and thorough plans to handle changing cyberspace appropriately. This detailed examination sets up the section on conclusions, exploring the general ramifications and presenting particular suggestions for improving cybersecurity in Jamaica. The findings reinforce the analysis's insights, offering a clear road for the following actions and research.
5.3) Overal Conclusions
This study finds that integrating artificial intelligence (AI) into cybersecurity systems significantly improves Jamaica's threat detection, response, and mitigating capability. The main goals were to examine the present weaknesses in the national digital infrastructure and assess how AI may help enhance cybersecurity policies. The study question was how best to include AI into current cybersecurity systems to strengthen defence systems and guarantee strong protection against cyberattacks.
















Artificial intelligence solutions, including machine learning and neural networks, clearly improve cybersecurity measures by enhancing threat detection and response capacity. Studies underline how swiftly and accurately artificial intelligence may find trends and abnormalities that conventional approaches overlook, offering faster and more accurate threat assessments. This review supports the conclusion that AI is a vital instrument in modern cybersecurity, capable of adequately handling the expanding complexity and volume of cyber threats (ENISA, 2023; Fusion Centre, 2022; Padilla, R. Ojeda, A. & Sanchez, C J, 2023).Rising ransomware events, phishing, and advanced persistent threats were among the severe multiple cybersecurity concerns the study found Jamaica faces; increasing technological use and insufficient security policies exacerbate these vulnerabilities, emphasissing the need for sophisticated cybersecurity systems combining artificial intelligence to improve detection, response, and mitigating strategies and maintaining national security and protecting private information depends on addressing these risk factors (Planning Institute of Jamaica, 2009; Bank of Jamaica, 2023; Loop News, 2023).
According to the quantitative study, including artificial intelligence in cyber-fusion centres significantly improves threat detection accuracy and response times. It demonstrated how artificial intelligence techniques like machine learning algorithms and neural networks improved security vulnerabilities and potential cyberattack detection. More proactive and effective cybersecurity solutions from this integration help lower data breach risk and enhance the general security posture. The results emphasise how crucial artificial intelligence is to modernising and bolstering Jamaica's security infrastructure (Acton, 2022; Rafy, 2024; Balbix, n.d). Including artificial intelligence significantly enhances the cybersecurity framework's capacity for threat detection and response. In spotting possible cyber threats and security flaws, artificial intelligence tools, including neural networks and machine learning algorithms, showed enhanced accuracy and speed. More proactive and effective methods to stop data breaches and lessen cyberattacks are made possible by this advanced capacity. These results coincide with current research, underlining the vital need for artificial intelligence in modernising cybersecurity practices and stressing its efficiency in improving general security measures (ENISA, 2023; Fusion Centre, 2022; Padilla, R. Ojeda, A. & Sanchez, C J, 2023; Ansari, Dash, Sharma, & Yathiraju, 2022).







The study emphasises the urgency with which artificial intelligence should be included in current cybersecurity systems to handle the growing complexity and volume of cyberattacks. The results show that solid cybersecurity depends on a complete strategy comprising AI integration, frequent security assessments, and the acceptance of innovative technology; advanced security measures and continuous evaluation of cybersecurity protocols, supporting the need for thorough strategies are essential (Planning Institute of Jamaica, 2009; Bank of Jamaica, 2023; Alowaidi et al., 2023; Ajemba, M. N. et al (2022).Effective reduction of cybersecurity threats depends on constant professional training and higher investment in cybersecurity infrastructure. The study emphasises how financial and human resource investments are required to deploy cutting-edge technologies such as artificial intelligence inside cybersecurity systems and stay up with evolving threats. Data and research corroborate these suggestions, which underline the importance of a proactive strategy in enhancing cybersecurity measures (Loop News, 2023; Information Exchange, 2023; Ghelani, 2022; Prabu & Sudhakar, 2023).
The research recommends including artificial intelligence technologies, such as machine learning and neural networks, in current cybersecurity systems to improve threat detection and response capacities (Balbix, n.d). Reducing evolving cyber risks requires investments in sophisticated cybersecurity infrastructure. Improved financial and technological tools will support defence systems and lower vulnerabilities (Information Exchange, 2023). Regular security audits and continuous professional training and development courses for cybersecurity staff guarantee the staff has the current knowledge and skills to manage advanced cyber threats (Padilla, R. Ojeda, A. & Sanchez, C J, 2023; Taherdoost, H., et al (2024).












The general results show the advantages of including artificial intelligence in cybersecurity systems, raising infrastructure spending, and doing frequent audits and training. Emphasising their vital importance in preventing developing cyber threats, the study question was answered by showing how these actions improve cybersecurity in Jamaica. National security depends on these suggestions being followed.
[bookmark: _Hlk173244474]5.4) Limitations of the Study
This study provides an insightful analysis of Jamaica's cybersecurity landscape, but many limits should be noted. The reliance on secondary data sources is one major drawback, as main cyber event reports from CFCD, MOCA, and JaCIRT are unavailable. Plan B includes publicly accessible data from open-source intelligence (OSINT) databases, industry reports, academic journals, and documented case studies; the secondary nature of this data may cause biases or errors to be absent in the main data. Though reliable, these sources could differ in data collection techniques and reporting guidelines, compromising the data's consistency and comparability.

















The reliance on self-reported data in secondary sources and the possibility of response bias still impose another restriction. This bias could result from companies' inclination to underreport or overreport events depending on their interests, producing distorted statistics that might not fairly represent cybersecurity. Though required for data integrity, using imputation techniques to handle partial reports and treating outliers could entail some degree of subjectivity in the data cleaning process.Although the study's quantitative method offers statistically significant evidence, it naturally limits the depth of knowledge that qualitative data might present. Though not fully reflected in quantitative research, qualitative insights could offer a richer background and a more profound understanding of essential human and organisational elements impacting cybersecurity practices.Moreover, omitting some particular data sources because of their irrelevance or lack of importance could have resulted in the absence of valuable information meant to enhance the research results.Finally, the study's emphasis on recent years could overlook longer-term trends and changes in the cybersecurity scene that call for a more thorough investigation. These limitations draw attention to the need for further studies, including primary data collection, qualitative approaches, and larger timeframes, to offer a more complete picture of cybersecurity problems in Jamaica.
5.5) Opputunities for Further Research
The results and constraints of this study open many directions for subsequent studies to improve cybersecurity systems in Jamaica and globally. First, this study was mainly about using AI in cybersecurity. Future researchers could look into the specific AI algorithms best suited for finding and stopping certain cyber threats. To do this, they would need to compare different machine learning models, such as unsupervised, reinforcement, and deep learning, to see how well they work in real-world cybersecurity situations.Second, future studies should collect primary data from companies inside Jamaica, as the reliance on secondary data results from the lack of main cyber incident reports; this could provide a more customised approach to cybersecurity tactics by offering more detailed knowledge of the particular vulnerabilities and attack paths common in the area.This paper also mainly examined the present situation of cybersecurity within a national framework. Future studies could widen the focus to include a comparative analysis of cybersecurity policies among several nations with similar technological and economic features; this would enable the identification of creative ideas and best practices suitable for Jamaica to be adopted and applied.Examining the socioeconomic effects of cybersecurity breaches on various Jamaican sectors offers another interesting path for further study. Knowing the financial, operational, and reputational damage hacks inflict may help one better justify more cybersecurity spending.




Finally, the moral consequences of artificial intelligence in cybersecurity require further research. Future research should examine the possible ethical issues and prejudices related to AI-driven cybersecurity systems, guaranteeing that these technologies are applied to uphold justice and respect privacy.By tackling these areas, future research can build on the foundations set by this study, therefore supporting the creation of more robust and efficient cybersecurity systems required to protect Jamaica's digital infrastructure.
5.6) Reflection
This research offers significant practical implications for enhancing cybersecurity frameworks, particularly within Jamaica. The results highlight the need to include artificial intelligence (AI) technologies such as machine learning and neural networks to raise danger detection and response capacity. Companies can transform their identification and mitigation of cyber threats by employing AI-driven solutions, enabling more proactive and effective cybersecurity policies.This study also affects national cybersecurity rules and policies. Policymakers can use the knowledge acquired to create robust plans, including cutting-edge technologies, guaranteeing a solid defence against ever more complex cyberattacks. The research emphasises the need to devote money to preserving and updating security systems since investing constantly in cybersecurity infrastructure is necessary.The study offers feasible suggestions for improving security policies for companies, including frequent security audits, AI integration within a cyber fusion centre, and thorough training courses for cybersecurity experts. Emphasising the need for a proactive strategy, the study underlines the need for ongoing awareness and response to changing threats.












Undertaking this research has been an enriching and transformative experience; the procedure presented many difficulties and rewards that helped me develop as a researcher. Especially considering secondary data sources, navigating the complexity of data collecting and processing called for critical thinking and problem-solving ability. Emphasising quantitative research, the selected approach helped to provide significant insights and clarify the broader consequences of artificial intelligence integration in cybersecurity.Throughout my studies, I developed valuable knowledge and abilities in processing and interpreting data, which required mastery of data analysis tools, including Microsoft Excel and Datatab.net. My understanding of artificial intelligence technologies and their uses in cybersecurity also grew much more profound. This knowledge satisfies intellectual interests and is pertinent to the demands of cybersecurity and the present trends.Personal development has been remarkable over this scientific path. The event improved my time management, tenacity, and ability to negotiate complex information systems. These qualities will surely help me in my subsequent academic and career activities. Data constraints and the necessity of thorough validation procedures, among other difficulties, helped me develop the resilience and adaptation necessary for a detailed study.Future research directions have emerged from this study, sparking new interests and questions. Exploring areas for more research include investigating the artificial intelligence algorithms most suited for certain cybersecurity situations, compiling primary data from companies, and conducting cross-country comparison studies with similar profiles. The knowledge acquired from this study will direct and impact future initiatives, guaranteeing an intense and all-encompassing method for handling cybersecurity issues.Ultimately, this study has provided insightful analysis for improving cybersecurity methods and significantly advanced me personally and professionally. The results highlight the need to include artificial intelligence in cybersecurity systems, increase infrastructure expenditures, and perform frequent security assessments and training. By tackling these critical areas, organisations and legislators may significantly strengthen their defences against the always-changing terrain of cyber threats.
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	FIRST STAGE

	
Students engaging in any research activity should read the Guidance Notes for Ethical Applications – Taught Programmes and complete the Ethics Approval of Taught Programmes Application Form and submit this, along with any relevant supporting documentation, to their supervisor. The supervisor will then assess the application for any significant ethical issues. Please refer to the Guidance for Supervisors and the notes for the students (Appendix 3).

If there are no significant ethical issues to be considered and/or any minor issues have been fully resolved, the supervisor will sign off the ethics approval form, which should then be included with the final dissertation.
However, if the supervisor feels that the application falls outside the scope of supervisory approval i.e. the issues involved are considered to have a significant ethical dimension, then the application will be referred for review to the Ethics Approval Panel for Taught Programmes (Second Stage). 



	
	SECOND STAGE (Only applies to projects/dissertations with significant ethical issues)

	
The application will be reviewed independently by two members of the Ethics Approval Panel for Taught Programmes. One reviewer will be selected from the same subject area as the proposed dissertation and the other reviewer from outside this area. 	
Second Stage Applications should be sent via email to: 
SBS-TaughtEthics@salford.ac.uk
Following review, one of the following recommendations will be made: 	
(a) Application is approved with no changes;
(b) Application is approved subject to conditions which must be approved by supervisor. Applicant make the appropriate changes to the application and resubmits to their supervisor for approval;
(c) Application is approved, subject to conditions, which must be approved by committee chair. The applicant makes the appropriate changes to the application and resubmits to the committee chair for approval;
(d) Application is rejected and applicant requested to resubmit to committee.
	
In cases where the reviewers offer different final recommendations the committee chair will act as the final arbiter in the decision process.
The normal turnaround time for applications is approximately two weeks following submission. However, this can be longer, depending upon the complexity and the time of year the application has been submitted. If the application is not approved and changes need to be made the overall process will take longer.










Ethics Approval Application Form

	Instructions for use 

	
Most applications for ethics approval will be able to be granted by the supervisor. Students should just complete the questions and Part A below and forward to their supervisor, who will complete Part B. In some cases, if the supervisor believes the proposal should be sent to the Ethics Approval Panel for Taught Programmes for guidance and clearance, Part C should be completed and sent to the email address provided above. Supervisors should send Parts A, B and C to the panel in these cases. 

The following checklist is to help students and supervisors easily identify projects which may be designated as one with significant ethical dimensions.





	SECTION I: 

	Does the project/dissertation involve work with human tissue/body fluids? 

If ‘NO’ skip to section (II) NO

	


	SECTION II: 

	
Does the project involve work with animals and/or animal tissue? 

If ‘NO’ skip to section (III) NO

	


	SECTION III

	
Does this project involve any of the following:

· Recruitment of volunteers?
· Questionnaires or interviews?
· Observations of Participants?

If Yes for either please complete the sections (IV)-(VI) below
 If No please complete section (VI) only NO
	





	SECTION IV – RISK OF HARM AND RELATED ISSUES

	
Is there any realistic risk of any participants experiencing either physical or psychological distress or discomfort? NO

	


	
Are drugs, placebos or other substances (e.g. food substances, vitamins) to be administered to study participants? NO

	


	
Is there any possible psychological risk to the researcher? 
(Note:- physical risks to the researcher are considered in the Risk Assessment not in this form)
NO
	




	
Will participants undergo sound exposure beyond the Lower Action Level of the Physical Agents Directive?

	


	
Does the project require the use of hazardous substances? NO

	


	
Is the use of radiation (if applicable) over and above what would normally be expected (for example) in diagnostic imaging? NO

	




	SECTION V – VULNERABLE GROUPS AND FINANCIAL INDUCEMENTS 

	
Will financial inducements (other than reasonable expenses and compensation for time) be offered to participants? NO
	


	
Will participants fall into any of the following special groups? NO

	
· Children (under 18 years of age);
	


	
· People with learning difficulties or communication difficulties;
	


	
· People who speak a different language;
	


	
· Patients or clinical populations and/or their carers;
	


	
· Pregnant women or research on conception or contraception;
	
NO 

	
· People in custody or any form of detention;
	
NO 

	
· People engaged in illegal activities (e.g. drug-taking)
	
NO 

	SECTION VI – OTHER 

	
Are there any other potential significant ethical issues not covered above? If Yes, please give details below: 

	

NO 

	.No
.
















	SECTION III: Human Subjects

	
Does this project involve either of the following:

· Recruitment of volunteers?

· Questionnaires or interviews?

If YES for either, please complete Sections IV & VI below

If NO, please complete section VI only. 
NO

	











	SECTION IV: Risk of Harm and Related Issues

	
Is there any realistic risk of any participants experiencing either physical or psychological distress or discomfort? NO
	


	
Are drugs, placebos or other substances (e.g. food substances, vitamins) to be administered to study participants? NO
	


	
Is there any possible psychological risk to the researcher? NO
(Note: Physical risks to the researcher are considered in the Risk Assessment, not in this form)
	



	
Will participants undergo sound exposure beyond the Lower Action Level of the Physical Agents Directive? NO
	


	
Does the project require the use of hazardous substances? NO
	


	
Is the use of radiation (if applicable) over and above what would normally be expected (for example) in diagnostic imaging? NO
	





	SECTION V: Vulnerable Groups and Financial Inducements

	
Will financial inducements (other than reasonable expenses and compensation for time) be offered to participants? NO
	


	
Will participants fall into any of the following special groups? NO

	
Children (under 18 years of age);
	


	
People with learning difficulties or communication difficulties;
	


	
People whose first language is not English;
	


	
Patients or clinical populations and/or their carers;
	








PART A – To be completed by Student


	Full Programme Title:
	Enhancing Jamaica's Cybersecurity Through AI: Collaborative Strategies for Threat Reduction in the Public-Private Sector
	Award  NONE




	1. Title of proposed research project and Project Focus:

	
· Title: Enhancing Jamaica's Cybersecurity Through AI: Collaborative Strategies for Threat Reduction in the Public-Private Sector
· Focus: The research aims to integrate Artificial Intelligence within Jamaica’s cybersecurity agencies to enhance collaborative efforts and improve threat detection and response.




	2. Project Aims and Objectives:

	
· Aim: To enhance Jamaica's cybersecurity infrastructure through the strategic integration of AI technology.
· Objectives:
1. Evaluate current cyber threats and vulnerabilities affecting Jamaica.
2. Analyze the role of AI within a Cyber Fusion Center in improving threat response.
3. Assess the collaboration effectiveness between public and private sectors in cybersecurity measures.




	3. Research Methodology:

	
· Data Collection Methods: Quantitative analysis using statistical techniques and ordered response models, analyzing data from Jamaica’s primary cybersecurity agencies—MOCA, JaCIRT, and CFCD.
· Practical Issues and Ethics: Address potential ethical concerns related to data privacy and confidentiality. Measures include anonymizing data and restricting access to authorized personnel only. The choice of quantitative analysis over qualitative methods is due to the data-driven nature required for assessing cybersecurity effectiveness.
· Alternative Methods Considered: Qualitative methods such as interviews were considered but deemed less suitable due to the need for objective, large-scale data analysis which quantitative methods provide.





	4. Organisational Agreement (If applicable):

	· Agreement: A formal agreement will be sought from MOCA, JaCIRT, and CFCD to access and analyze historical data related to cybersecurity incidents.
· Documentation: Attach a draft letter requesting approval to conduct research and an information sheet outlining the study's scope and objectives.
· Consent Forms: Not directly applicable unless data involves personal or sensitive information.




	5. Approaching Individuals (If applicable):

	Not applicable as the research does not involve human subjects directly; it focuses on data from cybersecurity agencies.



	6. How will you ensure ‘informed consent’ is gained from anyone involved in the research? 

	· Not directly applicable due to the nature of the data (agency data, not individual). However, any indirect involvement of individuals through data access will respect privacy and confidentiality, complying with national and international guidelines.






	7. How will you approach data protection issues during your research? 

	
· Data Storage and Usage: Data will be stored securely in encrypted forms and accessed only by authorized personnel.
· Participant Access: Participants or data subjects do not have direct access to data, but results will be shared through published research findings.
· Withdrawal and Queries: Since individual participants are not involved, typical withdrawal procedures do not apply. Any organizational queries will be addressed promptly through established communication channels.




	8. Does this project require that the researcher applies for a Disclosure Barring Service (DBS) check? 

	
Not applicable as the research does not involve vulnerable groups or direct interaction with individuals that would necessitate a DBS check.




	9. What other ethical issues should you consider when conducting this research and how will potential ethical risk/harm be avoided? 

	· Ethical Considerations: Focus on maintaining the integrity and confidentiality of data. Rigorous data protection measures will be in place, and ethical considerations related to bias, data manipulation, and the publication of sensitive information will be strictly managed.
· Code of Ethics: Compliance with professional codes such as those provided by the British Computer Society or International Association for Cryptologic Research, if applicable.



	10. Does the project involve human subjects (e.g. as volunteers or to take part in interviews/questionnaires) and/or animals and/or human tissue and/or animal tissue? 

	
No, the project does not involve human subjects, animals, or tissue. It strictly analyses existing data from cybersecurity agencies and evaluates technological measures.








PART B – To be completed by Supervisor
To be completed by the supervisor by ticking the relevant box. If ethics approval is granted the supervisor should give this form to the student to include in their dissertation, along with Part A. Nothing further needs to be done with the application at this point. However, if ethics approval is rejected by the supervisor they should consult with the student as to the required changes and complete Part C.










	Student’s Full Name:

	Richard Daley

	Title of Research and Project Focus:

	Enhancing Jamaica's Cybersecurity Through AI: Collaborative Strategies for Threat Reduction in the Public-Private Sector" focuses on integrating Artificial Intelligence within Jamaica’s Cyber Fusion Center to advance collaborative cybersecurity efforts across both public and private sectors

	Supervisor’s Name:

	Steve Page

	Data application received by supervisor: 

	28 June 2024




	Ethics Approval Granted
	
	X

	Ethics Approval Rejected
	If rejected please consult with student as to the required changes
	|_|

	Ethics Approval Referred
	If supervisor has queries or concerns in relation to this application, please fill in Part C below and forward to the School Ethical Approval Panel for Taught Programmes
	|_|







PART C – To be completed by Supervisor
To be completed by the supervisor if significant ethical issues are identified, with an indication of the key issues and areas for approval, and forwarded, to the Research Centres Support Team (SBS-TaughtEthics@salford.ac.uk). The application will then go through the formal ethics approval process.













	Title of Research and Project Focus:

	Click here to enter text.


	Supervisor’s Name:

	     




	Please provide a brief description of the key issues and areas within this application that you would like the Ethics Approval for Taught Programmes to consider: 

	
Click here to enter text.









[bookmark: _Toc416253867]Guidance Notes for completing the Ethics Application Form

This document is a guide for students to help encourage best ethical practice when conducting research. Guidance is provided in each of the different areas and all bullet points should be considered when completing.

	Supervisor’s Name and Signature:
· Please ensure that the supervisor has emailed this form. Steve Page


	Title of Research and Project Focus:
· Title: Enhancing Jamaica's Cybersecurity Through AI: Collaborative Strategies for Threat Reduction in the Public-Private Sector
· Focus: The research aims to integrate Artificial Intelligence within Jamaica’s cybersecurity agencies to enhance collaborative efforts and improve threat detection and response.


	Project Aims and Objectives:
· Aim: To enhance Jamaica's cybersecurity infrastructure through the strategic integration of AI technology.
· Objectives:
· Evaluate current cyber threats and vulnerabilities affecting Jamaica.
· Analyze the role of AI within a Cyber Fusion Center in improving threat response.
· Assess the collaboration effectiveness between public and private sectors in cybersecurity measures.

	Research Methodology:
· Data from existing reports and databases maintained by MOCA, JaCIRT, and CFCD are analyzed, 
· Ensuring the confidentiality and security of sensitive information collected from participants and secondary sources.
· Qualitative methods were rejected due to their limitations in providing generalizable and statistically significant data

	Organisational Agreement (if applicable):
· Are you doing research in an organisation(s)? Yes,I will be conducting research within specific organizations
· Are you approaching individuals who are part of an organisation or are you contacting them because they work in a particular field or organisation? Yes, I will be approaching individuals who are part of these organizations due to their involvement in the field of cybersecurity
· If yes to the above, please write and include a letter you will send to the organisation to ask for approval to conduct research in their organisation: Dear Sir/Madam,
I am writing to seek your permission to conduct research within MOCA, JaCIRT, or CFCD for my study on the effectiveness of cybersecurity measures in Jamaica. My research focuses on the secondary analysis of data collected from key cybersecurity bodies, including MOCA, JaCIRT, and CFCD, to perform statistical evaluations.
The study will involve gathering existing data from your organization, which will be analyzed to provide insights into cyber risk management. No direct interaction with your staff will be required.
Attached is an information sheet providing details of the study. All data will be handled with the highest standards of confidentiality and in compliance with ethical guidelines.
I look forward to your favorable response and am happy to discuss any questions you may have.
Thank you for considering my request.
Yours sincerely, 
Richard Daley
· An information sheet explaining the study should also be attached which you plan to send to the organisation. Please see attachment 
· Evidence should be provided to prove that the organisation(s) is willing to let you conduct the research. See attachment
· Individual consent forms should be created and sent to all participants of the study (please include a template with this application). See attachment
· Who is your contact within the organisation?
· CFCD – Superindent of Police (SSP) Dwayne Daley
· MOCA – Dr. Patrick Linton
· JaCIRT- pso@opm.gov.jm
· What is your relationship with the organisation(s)? 
· CFCD: I was a member for over 4 years (2014-2018) as a Police Officer/Cybercrime Investigator and Digital Forensics Examiner
· MOCA: I have worked with members from the organization in support of cybercrime issues in Jamaica.
· JaCIRT: I have no formal affiliation but have assisted in responding to cyber incidents due to requests from its members.
· How did you approach and contact this organisation(s)? 
· CFCD: Through my previous professional connections and role within the organization.
· MOCA: By leveraging professional relationships developed through collaborative work on cybercrime.
· JaCIRT: By responding to requests from members for assistance on cyber incidents.

	Approaching Individuals (if applicable):
· How will you approach individuals to participate in your research?
 I will engage with individuals through the formal communication channels of the organisations in question. This entails the dissemination of emails and telephone calls to prospective participants, who are then informed of the research's objectives and invited to participate.
· How will you get their contact details? Contact details are already ascertained for MOCA and CFCD contacts and will be gained for JaCIRT through Social Network and Directory contact 
· Please attach the information sheet and consent form template, which will be sent out to the participants. See Attachment
· Explain the ethical issues behind approaching individuals; How do you plan to recruit these people? 
· Ensuring that participants fully understand the purpose of the study and the use of their data, Maintaining the anonymity of participants and protecting their data from unauthorized access, ensuring that participation is entirely voluntary and that participants can withdraw at any time without repercussions
· Participants will be recruited by sending out the information sheet and consent form via email, explaining the study's purpose, and ensuring them of confidentiality and the voluntary nature of their participation. Follow-up communications will be conducted to address any questions or concerns they might have.
· Any issues concerning anonymity and confidentiality should be explored
· Data will be anonymized to ensure that individual participants cannot be identified
· All collected data will be stored securely, and only the researcher will have access to it. Data will be used solely for the purposes of this study and will not be shared with any third parties.

	How will you ensure ‘informed consent’ is gained from anyone involved in the research?
What is ‘informed consent’?
1. The subject must know the purpose of the study, what it entails and whether there is any risk to them (including psychological distress). See Information Sheet for Dissertation Study
2. The subject must have the right to withdraw their consent at any stage, without prejudice and, where appropriate, have their data omitted, unless collected anonymously. See Information Sheet for Dissertation Study
3. The student must undertake to protect the confidentiality of the subject. See Information Sheet for Dissertation Study
4. In the event that the results are published, the student must protect the identity of the subject, unless the subject consents to be named (i.e. waives anonymity). See Information Sheet for Dissertation Study
5. Students should usually prepare a short information sheet for the subjects to read containing points above (2-4). See Information Sheet for Dissertation Study
6. Accompanying the information sheet, there should usually be a consent form asking for signed consent. See attachment email from organization to researcher

Supervisors must see the information sheet and consent form in advance of any data collection - these forms are submitted as part of the ethics approval process. All the above criteria must be included in your answer to this question and attachments should be included.

	How will you approach data protection issues during your research?
· How will you store the data and use it? Data will be securely stored on password-protected databases and encrypted devices. It will be used solely for this investigation to ensure compliance with data protection policies
· Will participants have access to the data or will the results be made available to them? Participants will not have direct access to the original data; however, they will be provided with a summary of the results upon request
· Who can participants contact if they want to ask further queries about the research? Participants can contact me, Richard Daley, at richie_bar@yahoo.com, +44 7495385751 or 8768672505 for any further queries regarding the research.
· How do participants withdraw if they wish to? Participants can withdraw by contacting me at any time. Upon withdrawal, their data will be excluded from the analysis and deleted from the records.
· Will you provide all participants with an overview of the research and what their role is? Yes, all participants will receive an overview of the research, including its purpose, methodology, and their role, along with the information sheet and consent form.
· Please consider the University data protection policy - The University's data protection policy will be enforced in all data management to guarantee the confidentiality, security, and appropriate use of participant information.


	Does this project require that the researcher applies for a Disclosure Barring Service (DBS) check?
By law, anyone who intends to work with or do research which brings them into unsupervised contact with children or vulnerable adults (such as adults with learning or other disabilities) must first be checked by the Disclosure Barring Service (DBS). This includes service users who are working as researchers, including those with disabilities. 

For more information please visit the following site: https://www.gov.uk/disclosure-barring-service-check/overview

	What other ethical issues should you consider when conducting this research and how will potential ethical risk/harm be avoided?
· Feelings of Subjects: 
Guarantee that participants experience respect and appreciation throughout the investigation. Provide support and clearly communicate the study's purpose and procedures in the event that any distress arises
· Behaviour and Conduct: 
It is imperative that you consistently uphold integrity, transparency, and professionalism as a researcher and thoroughly adhere to ethical standards
· Potential Risks and Harm: 
Assess and mitigate any potential hazards to participants, such as data privacy violations or psychological distress. Implement strategies to mitigate these risks and establish explicit withdrawal procedures
· This research will comply with the pertinent professional code of ethics, specifically the guidelines established by the British Psychological Society (BPS). The BPS website provides electronic access to these guidelines.
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