Using Al to continuously
monitor cloud workloads,
detect threats and respond in
real time



Research Context / Background

* Cloud computing (VMs, containers, microservices) 1s widely adopted — flexible,
scalable, cost-efficient.

* Cloud workloads are dynamic, distributed, multi-tenant — increasing the attack

surface.

 Traditional security (firewalls, static rules, signature-based IDS) struggles against
evolving, complex threats.

* Al / Machine Learning (ML) offers adaptive, data-driven, real-time analysis —

promising for modern cloud security. [1]



Research Problem / Literature Gap

* Many existing solutions focus only on detection (e.g., intrusion detection, anomaly

detection), not an end-to-end pipeline (data ingestion — detection — response).
[2],[3]
* Cloud environments generate high-volume, time-series, heterogeneous data — but few

works effectively exploit temporal analysis for cloud threats. [3]

* There is limited research integrating Al-based detection with automated or
semi-automated response for cloud workloads. [4]

* Challenges remain: scalability, data quality, false positives/negatives, generalization

across different cloud setups.



Research Aim & Objectives

* Review and categorize existing AI/ML-based cloud security techniques.
* Define relevant telemetry sources (logs, metrics, network traffic, orchestration events).

* Design a pipeline: data ingestion — preprocessing/time-series features — ML-based

detection/prediction — threat/context analysis — automated or semi-automated response.
* Build a prototype in a controlled cloud-like environment (VMs/containers).
* Simulate workloads (benign + malicious/anomalous), train and evaluate ML models.

* Measure performance: detection accuracy, false positives/negatives, detection-to-response

latency, resource overhead, scalability.

* Analyze limitations and propose improvements.



Brief Literature Review & Summary

* Al-driven anomaly detection in cloud environments: ML and hybrid methods detect

complex, previously unknown anomalies better than traditional approaches. [1]

* Real-time anomaly detection systems for cloud data-centres (e.g., using time-series
analysis) report high accuracy (90-95%) and low false positives. [2]

* Deep learning (RNN / CNN / LSTM) and ensemble ML approaches have improved
intrusion detection and anomaly detection performance in cloud/ data-centre
contexts. [5],[6]

* However — few works integrate detection with real-time response automation in

cloud-native settings; many evaluate only detection/classification on static datasets.

[71,[4]



Research Methodology

« Conduct a systematic literature review on Al/ML cloud security research.

+ Define and collect telemetry data sources: system logs, resource metrics, network traffic, orchestration events,
container/VM metrics, etc.

* Design pipeline architecture:

- Dataingestion & aggregation — preprocessing/time-series feature extraction

« ML/DL-based detection/prediction module (anomaly detection, classification, hybrid)
« Decision logic / threat analysis — automated/semi-automated response module

« Implement a prototype environment: containers or VMs simulating cloud workloads; instrument telemetry collection;
deploy pipeline.

« Train and evaluate models: use collected data (hormal + simulated anomalies/attacks); assess detection performance,
false positives/negatives, detection latency, resource overhead, scalability under varied workloads.

« Simulate attack/abnormal scenarios (intrusion, resource abuse, anomalous traffic) along with normal workloads.

« Analyze results, identify limitations (data quality, generalization, overhead), propose refinements and future work.



Project Planning & Resources

* Week 1: Literature review, problem definition & telemetry design

* Weeks 2-3: Pipeline architecture design & planning

* Weeks 3—4: Prototype environment setup (VMs/containers) + instrumentation

* Weeks 4—6: Data collection (normal + malicious), model training & tuning

* Weeks 6—7: Integration of response module & automation

* Weeks 7-8: Testing, stress-testing under varied workloads & attack simulations

* Weeks 9: Analysis, documentation, final report



Expected Impact & Limitations

* Demonstrate feasibility of a full AI-driven cloud security pipeline: data ingestion —

detection — real-time response — suitable for dynamic cloud workloads.

* Provide empirical results: detection accuracy, latency, overhead, scalability —

useful for both academia and practitioners.

 Offer a reference architecture for organizations / cloud providers to adopt —

improving cloud security posture proactively.

 Contribute to closing research gap by combining temporal detection, AI/ML,

cloud-native workloads, and automated response.
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