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[bookmark: _Toc71115622]Abstract
The use of cloud computing by business is growing, the granularity in services offered by companies like AWS(Amazon Web Services) and Microsoft’s Azure solution is attractive in its flexibility. This paper will investigate the benefits and drawbacks of cloud computing with focus on the financial, reliability and scalability of the solution. Further exploration of cloud computing will include analysis of Docker and Node.js to build software applications and the factors behind the growing use of these technologies.
[bookmark: _Toc71115623]Introduction
The management of IT(Information Technology) systems previously has included businesses buying or leasing their own hardware and software. The management of these systems is also accounted for by staff performing various administrative duties to ensure the hardware runs optimally is secure and a level of resilience provided i.e., back up. The migration of these tasks to a cloud provider is attractive at first glance with the flexibility allowed for a growing or changing business model. The author will analyse cloud computing to provide a balanced view.
1. [bookmark: _Toc71115624]Cloud Computing
1.1 [bookmark: _Toc71115625]Definition of cloud computing
The definition of cloud computing as stated by NIST(National Institute of Standards and Technology) provides a concise summary of the essential components broken down into five attributes and three service models [1].  
[bookmark: _Toc71115626]1.2 Five attributes of cloud computing
· On-demand self-service – Provisions can be made by a consumer for services such as storage, servers and applications in an automated fashion removing the need to interact with the provider
· Broad network access – All services are available via the network and can be attained using any platform e.g. PC, mobile, tablet, laptop
· Resource pooling – The resources of the provider are pooled to facilitate multiple consumers dynamically assigning and reassigning the provision of resources based on demand. The consumer will be unaware and will not have control of the location of services, but some models will allow the location to be specified e.g. specifying a datacentre by region, services can be networking, applications, bandwidth, processing
· Rapid elasticity – The demand of the consumer to scale rapidly will be catered for elastically with automation if required, from a consumer perspective this can appear unlimited, scaling can be performed at any time in any quantity
· Measured Service – Optimization of service will be provided automatically, a metering capacity gained from a level of abstraction that is dependent on the service type e.g. bandwidth, storage, processing. The use of resources are reported and monitored for both provider and consumer [2].  
[bookmark: _Toc71115627]1.3 Three service models
· Software as a Service(SaaS) – The consumer can use the providers applications which are run via a cloud infrastructure (the infrastructure will have the five attributes listed previously). Management of the infrastructure or applications is not performed by the consumer, although some configuration settings of the applications may be permitted, these resources can be accessed using any platform e.g. PC, mobile, tablet, laptop
· Platform as a Service(PaaS) – Consumers can execute deployment of their own created or attained applications which are built using languages, services and tools supported by the provider. Management of the cloud infrastructure is controlled by the provider with the consumer having control over the applications they have deployed with the potential to control some configuration settings within the hosting environment
· Infrastructure as a Service(IaaS) – The option for the consumer is the provision of fundamental computing resources e.g. networks, servers, storage, processing. This provides the consumer with the ability to run and deploy software e.g. operating systems. Management of infrastructure is carried out by the provider with the consumer having control over applications deployed and software e.g. operating systems [2].
[bookmark: _Toc71115628]     1.4 Deployment models
Cloud providers offer different models to consumers based on needs, a form of pay as you go proves popular and draws comparison to mobile pricing units. NIST defines the deployment models as follows
· Community cloud -  Provided for a group of consumers with a shared requirement or interest. Ownership can be shared among consumers or one can provide management, existence can be on or off premise with consumers having shared access to data and resources
· Private cloud – Provision is for a single entity or business, further resilience in terms of access to resources is provided to ensure resources are only for the single organisation. Management can be provided by the organisation and can be on or off premise
· Public cloud – Existing on the side of the provider, the infrastructure is set up to be open for the public but that does not essentially mean free, management can performed by a community, government department, academic institution, or a combination of parties
· Hybrid cloud – The infrastructure can be a combination of the models listed above that are tied together via a technology enabling application and data portability. Interoperability typically could mean a public and private cloud model with data available to the public on the public cloud whilst confidential data is stored on the private cloud [2].
2. [bookmark: _Toc71115629]Benefits and Risks of Cloud Computing   
2.1 [bookmark: _Toc71115630]Benefits of cloud computing 
        Benefits of cloud computing by service providers can include the following points
· Scalability – Cloud providers give the consumer the ability to grow the business rapidly then scale the business back if necessary, elasticity can be a significant factor for business. An example would be a business having a peak time over the Christmas period then scaling back during January 
· Accessibility – Consumers can access services on a variety of  platforms from anywhere provided they have a network connection. The current pandemic has proved an unlikely situation where this has been utilised allowing employees to work from home while accessing business resources via the cloud
· Reliability – Providers have the capacity to pool resources to provide resilience for the consumer in the event of system failure or disaster recovery
· Cost – Consumers can reduce in house administration of IT systems by deploying to the cloud, the need to store physical servers is also reduced, up front costings can be low, there can also be an energy saving with less physical hardware required by the consumer
· Maintenance – Systems will be maintained and housed by the provider, consumers will no longer need to have applications run and installed locally. Browser access is the usual contact point reducing the load on consumer devices [1].
[bookmark: _Toc71115631]2.2 The drawbacks of cloud computing
The risk element of migrating to cloud computing can be an unknown element for consumers, security of data, loss of service and data being areas of risk. Some of the main elements are included below
· Availability – The loss of service to the consumer is a real possibility due to the fact the access is dependent on a network connection. The connection can be interrupted for many reasons e.g. power failure, natural disaster there is also the possibility of providers hardware being detained by law, multiple companies being hosted per server this could interrupt access
· Malware – The use of VM(Virtual Machines) in cloud computing opens the door to hackers. Rootkits can be used by hackers by using their cloaking capabilities to conceal registry keys and files from being detected by anti-virus software [1]. VMWare has previously had rootkits which exploited the VMWare display function, once installed the rootkit can obtain network packets view disk and memory state, observe keystrokes whilst the consumer is unaware of their presence [1]
· Governance – Compliance with data protection laws is mandatory for any business, the UK adhering to GDPR(General Data Protection Regulation). Terms and conditions of contracts issued by the provider will need scrutinising by a legal professional for compliance especially if the provider retains the right change its polices concerning data protection. The responsibility will then fall on the consumer who could face legal action [1]
· Side Channel Attack – VMs can run multiple OS(Operating System) and applications on one instance. Providers may host data from separate consumers on separate VMs but on the same  actual machine. Proof of concept attacks have been successful in placing a VM next to a target VM on the cloud infrastructure from there eavesdropping software was installed, providing the mechanism to monitor the cache of the server [1]
·  New equipment – The consumer will need to be sure of having networking devices capable of carrying bandwidth at a higher rate with all services dependant on  network connection
3. [bookmark: _Toc71115632]Costs of cloud computing
The financial implications of migrating to cloud computing are vast and dependent on the business and deployment model highlighted in section 1.4 for example a small start-up business is not going to incur the same level or complexity of costs that a multi-national business would. The small business would not have the level of data to migrate or the processing or storage requirements the point being each case would need a level of upfront analysis prior to migration. The complexity involved when considering the cost of cloud computing can be clarified by using a formula, research carried out by Walterbusch et al. [3] proposes the TCO(Total Cos of Ownership) approach. Certain assumptions are made when using this model, client PCs and OS(Operating Systems) are not included and an internet connection is already established, server costs are not included, and the first cloud model corresponds with a change of provider [3]. A table is created to show the initial type of cost, this is the decision making process of costing the cloud model subdivided into components [3]. Figure 1 highlights the type of costs table.
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Figure 1: Cost type table [3]
Pricing for the three service models as described by NIST definition of cloud computing were accounted for, these were compared to 170 services within the researchers own database available for the public here http://www.cloudservicemarket.info [3]. IaaS is considered first with large variety of options available shown in figure 2.
[image: ]
Figure 2: IaaS cost description
Many of these type of pricing systems offer hourly rates, consumers will need to be mindful of an initial low storage price which conceals hidden charges for the transfer of data, occasionally applying these charges within their own cloud [3]. Most systems are scalable if the business needs to grow in line with demand, an important factor, the consumer also has the option of selecting a fixed price to get discounts on scaling as and when required [3]. PaaS schemes were again processed via the researcher’s web site and 3 main schemes emerge, free of charge, fixed charge and a variable rate based on the consumers usage, results are shown in figure 3.
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Figure 3: Paas cost description
SaaS packages are not as complex, a free service, Google offer their maps API(Application Program Interface) for example or fixed rate which contains variables, the number of users and services being some [3]. Figure 4 highlights Saas package types.
[image: ]
Figure 4: Saas package types
The formula devised by Walterbusch et al [3] takes the factors of type and cost then applies the mathematical formula, the cost and type factors are shown in figure 5. The table includes additional factors for the process which the author feels are important, evaluation, training, maintenance etc. are all crucial business elements and results can be benchmarked against current processes if they exist.
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Figure 5: Types and Factors for cost [3]
The formula devised takes in the type and factors listed in the table and applies to the scenario of a company, for the purpose of this paper analysis of a web services company start up is considered. The deployment model is IaaS and processing power and server storage factors in the implementation [3]. AWS(Amazon Web Services) was chosen to deliver the solution, two crucial factors in cloud computing were accounted for QoS(Quality of Service) is set at 99.99% as the business model is fully dependent on the cloud to deliver services. Any downtime in the service will result in a downward turn for profit margins, reliability is a key factor in this. The scaling of the business is another crucial factor if the business is unable to react to growth this can lead to loss of profit and consumer confidence in the company will fall with the inability to deliver services. The opposite factor must also be considered if the business has a quiet period and a fixed rate is set that’s too high, a point is reached where a loss is inevitable by paying for services not used. To cater for this, two months of the year are factored to require higher processing power to allow for periods when the business is in the ascendency, the hourly rate increased tenfold for this period by the provider. A one-year contract is stipulated to allow for the fact it’s a new business [3]. Figure 6 shows the results for this scenario.
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Figure 6: IaaS costs [3]
3.1 [bookmark: _Toc71115633]Summary of costs
Cloud deployment for any company is a complex process to undertake, the level of granularity supplied by providers is helpful in terms of scaling services and the “pay as you go” type scheme seems excellent on face value. However further investigation has led the author to conclude unless a thorough business plan is created to assess needs prior to deployment then said plan is implemented into a valid system using a mathematical formula for the evaluation and comparison of providers there are hidden charges and fluctuations in plans that could prove not only costly but completely unsuitable to consumer needs.
4. [bookmark: _Toc71115634]Virtualisation and Containerisation
[bookmark: _Toc71115635]      4.1 Virtualisation 
The agile software development process of iteration and quick release of software builds puts an emphasis on the importance of deploying applications into the cloud efficiently. Virtualisation is an important element of  cloud computing many instances of VMs(Virtual Machines) can be created on one physical server, this frees up resources and reduce costs by allowing providers to allocate multiple VMs on one machine [4]. Further benefits of virtualisation can be gained through the mobility of VMs with relocation from one physical server to another fast and easy to perform. Consumers can be completely unaware of the location of VMs and the location in terms of where they are in the data centres can be easily changed with copying a VM from one to another fast and simple to perform, creating and adding more VMs is an easy process [4]. The author maintains a fundamental difference to think about is one of an OS(Operating System) and an application, one needs the other to run, in terms of deployment logic would dictate the more resources you need the more VMs can be added. The problem with this approach lies in the structure of VMs, the VM will sit on top of the physical machine using a hypervisor which is the software running on the host machine [5]. There are different types of hypervisor software, “hosted” runs on the OS of the host machine without directly accessing the hardware, this places less importance on the hardware reducing compatibility issues but creating greater overheads which slow the VM down [5]. Another form of hypervisor is “bare metal” which is installed on the host hardware and has direct access with the OS being the hypervisor, this improves performance whilst reducing compatibility with the hardware as the hypervisor device drivers will be limited [5].  Essentially the hypervisor provides the platform that allows a host to share its resources for the multiple VMs installed on it, the VMs reduce the need for multiple physical machines but they still need resources on which to run, OS, RAM(Random Access Memory), storage, the OS will consume large volumes of CPU(Central Processing Unit), RAM and storage with some also requiring licensing [4]. In terms of overheads on the system and financial cost this can be become expensive as more VMs are added to the cloud. 
[bookmark: _Toc71115636]      4.2 Containerisation 
To improve density a more lightweight solution is needed, firstly to compare VM and Docker structure in figure 7.
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Figure 7: VM and Docker [6]
The immediate difference in the image is the separate guest OS required for VMs, using containers this is no longer a requirement because although containers have a network interface and IP(Internet Protocol) address that’s private, have space for processing and commands are executed as root the key difference is containers have the capability to share the host kernel, this means many containers can run on one OS with the OS architecture being shared, this makes containers far more lightweight when compared with VMs [5]. Docker which is based on Linux containers is a free and open-source piece of software [5] utilises kernel interfaces like unionfiles, namespaces and cgroups this allows multiple docker containers to be run on the same host whilst in complete isolation [4]. Docker executes the libcontainer module to create a standard for interfaces, with each container now isolated Docker can cater for code that’s deployed using different libraires and languages, a developer can create a DockerFile that contains all relevant descriptions for the services that are being run, this removes any conflict between containers dependant on a framework, language or library clashing with another container on the host [4]. This level of abstraction provide by Docker proves particularly useful when dealing with microservices architecture which divides services across multiple hosts [4], Docker has gained popularity with its ability to help manage microservices that are spread out, making it easier for developers to know which container is running a service and the host which is running it. This is one example of the benefits of using Docker, developers adopting Dockers as a technology for deploying software in the cloud will gain greater density for applications per host than would be possible using hypervisor technology [4]. Image layering enabled when using Docker makes sharing of libraries a possibility, this gives Docker an advantage over hypervisor technology in terms of weight, scalability, and portability [7]. The lightweight advantage of Docker allows deployment to any cloud platform to be fast, coupled with the fact multiple containers can run on a single OS means fewer resources are required to run improving performance, to boot a VM can take far longer than the initiation of a Docker container [4]. The fact that Docker is not linked to any specific platform does not need an OS, only the Linux kernel to run means a huge variation on where docker container applications can be run, datacentres, VMs, the cloud and the flexibility on what these applications will run on is also great, laptops, PC, mobile, tablets, simply put they can run on anything and at any location and make it easier to support CI/CD(Continuous Integration/Continuous Development) [4]. Docker has proven effective in the reduction of the software development cycle and boasts a vast community with major providers all members, companies like RackSpace, Microsoft Azure, AWS are among them, the author concludes these advantages have been factors in the adoption of Docker by the software development community.
5. [bookmark: _Toc71115637]Evaluating Development using Node.js and Docker
Node.js is a runtime that uses the V8 JavaScript engine, the same engine utilised by Googles Chrome web browser. Its purpose to use an event driven loop in a non-blocking manner for real time applications that handle large numbers of connections across distributed services [8]. Drawing comparison with the traditional method of synchronous serving of web pages, Node.js utilises a single thread supporting asynchronous programming allowing thousands of connections to be made [9]. A drawback of using Node.js would any application that is CPU(Central Processing Unit) intensive, requiring long calculations with Node.js using a single thread this could block causing the application to run slowly. Figure 8 highlights the contrast of the traditional method with Node.js.
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Figure 8: Traditional method vs Node.js [8]
For the purpose of this paper the author will use examples developed in class to illustrate the benefits behind adopting Node.js as a technology. 


[bookmark: _Toc71115638]5.2 NPM – Node Packet Manager
Node packet manager is an essential part of Node.js it’s a support mechanism that’s built into the install of Node.js, the benefits of the module is it provides an easy to use install of reusable elements using an online repository [8]. Modules can be installed for development and production and are stored in a package.json file, figure 9 shows both dependencies.
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Figure 9: Package.json file
The author maintains the benefit of this lies in its ease of installation and speed presuming a decent network connection is in place and the huge range of modules available, some of the popular modules available are highlighted in figure 10
[image: ]
Figure 10: Node modules [8]


[bookmark: _Toc71115639]5.3 Typescript
Typescript can be easily installed using Node.js this provides static typing for JavaScript files, the author thinks this beneficial in terms of debugging the code, solely using JavaScript will mean that data types declared can crash but only at runtime, using static typing provided by typescript helps the developer identify this earlier in the process. Node.js is helpful in that it allows the automatic conversion from JavaScript to typescript by adding the watch command shown in figure 11 for a local install
[image: ]
Figure 11: Typescript watch command
This is simple to set up and the tsconfig.json file can be edited using include and exclude with the directories set for automatic conversion, a target script version and strict type checking set to true an example is shown in figure 12.
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Figure 12: Example tsconfig.json file [9]
[bookmark: _Toc71115640]5.3 Web server
The express module listed in figure 10 as the standard web development framework for Node.js provides another excellent example of the benefits of using Node.js, the author thinks the unopinionated nature of the framework an advantage there is no set of rules to adhere when using express, speed of use is also a major benefit of the framework simplifying a lot of the set up required if the developer was solely using Node.js. The example of sending a message highlights crucially that Express provides the routing protocols required for communication using HTTP(Hypertext Transfer Protocol). Figure 13 provides an example note the app.get section of the code in Express, also the removal of the need to specify the status code “200” and the declaration of the content type in Node.js, Express takes care of all this simplifying the code and speeding the process of development.
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Figure 13: Node v Express [9]
Figure 14 provides the main list of routing provided by using the Express framework.
[image: ]
Figure 14: Routing provided by Express [9]
When making calls from the browser errors can occur due to the fact you are trying to access a web servers properties on a different site, this is known as CORS(Cross Origin Resource Sharing), Node.js provides access to libraries in addition to modules to help mitigate this issue, again this is done with Node.js ease of use simply importing the library and editing the code, example code is shown in figure 15.
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Figure 15: Implementing CORS [9]
[bookmark: _Toc71115641]5.4 Node.js and Docker
Node.js integrates with Docker easily via a Dockerfile, this file has the information required such as the working directory, the dependencies mentioned in section 5.2 need to be included this is done using the COPY syntax in the Dockerfile, with the RUN command added to install what’s needed to run the Node.js application. The author maintains this integration allowing for services to be run in separate containers is another benefit of using Node.js in software development. An example Dockerfile is shown below in figure 16.
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Figure 16: Dockerfile


The addition of a docker-compose.yml file allows the start up of multiple containers which can all be running separate services possible, initiation is a command line “docker compose-up” and the services can be up and running in seconds, far quicker than starting a VM, is a tremendous advantage for developers.
[bookmark: _Toc71115642]Conclusion
The migration to the cloud of computing services by business is growing and the author thinks that the research carried out as part of this report dictates some of the reasoning why. The cost to store maintain and back up data using equipment you have bought or leased seems costly with the added factor of more staff to perform the tasks. A small start up business would gain an advantage using cloud computing to run the business with no data to migrate initially and the removal of purchasing expensive hardware with a dedicated datacentre to store servers and networking hardware added to the reduced need for specialist IT staff makes a convincing case for cloud computing. This coupled with the advance in cloud computing technology and providers giving highly scalable pay as you go pricing models makes the author think it’s an attractive option.
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1) packagejson X

1) packagejson > ...
1 fl
2 “name”: "nodewebservice”,
3 version™: "1.6.6",
a “description”: "Node.js web service example”,
H ain": "service.js

b Debug

6

7 “build": "tsc -p ./tsconfig.service.json",
8 q node ./dist/service.js",
9 S “nodemon --ext ts,tsx --exec run-s build run”
10

1 uthor”: "Mike Dacey”,

12 icense”: “IsC",

13 “dependencies”: {

1 "cors™: "%2.8.5%,

15 "express”: "4.17.1"

16 "express-validator

17 "pg": "*8.5.1%,

18 "pg-format™: "1.0..

19 | )

2 “devDependencies”: {

2 "@types/cors”: "~2.8.10",

2 "@types/express™: "*4.17.117,
23 "@types/node”: ""14.14.28"

2 "@types/pg”: "~7.14.10",

25 "@types/pg-format™: "*1.6.1",
2 “nodemon”: ""2.8.7",

27 “npm-run-all”: "~4.1.5",

28 “typescript”: "~a.1.

29 b3

E)

31
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express — Express.js, a Sinatra-inspired web development framework
for Node.js, and the de-facto standard for the majority of Node.js
applications out there today.

hapi — a very modular and simple to use configuration-centric
framework for building web and services applications

connect — Connect is an extensible HTTP server framework for
Node.js, providing a collection of high performance “plugins” known as
middleware; serves as a base foundation for Express.

socket.io and sockjs — Server-side component of the two most
common websockets components out there today.

pug (formerly Jade) — One of the popular templating engines, inspired
by HAML, a default in Express.js.

mongodb and mongojs — MongoDB wrappers to provide the API for
MongoDB object databases in Node.js.

redis — Redis client library.

lodash (underscore, lazy.js) — The JavaScript utility belt. Underscore
initiated the game, but got overthrown by one of its two counterparts,
mainly due to better performance and modular implementation.

forever — Probably the most common utility for ensuring that a given
node script runs continuously. Keeps your Node.js process up in
production in the face of any unexpected failures.

bluebird — A full featured Promises/A+ implementation with
exceptionally good performance

moment — Alightweight JavaScript date library for parsing, validating,
manipulating, and formatting dates.
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$ /node_modules/.bin/tsc --watch
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"compilerOptions": % ECMAScript target version
"target": "es5",

"module": "commonjs", Module code generation

"strict": true, \
esModulelnterop™: true, Strict type-checking

"forceConsistentCasingInFileNames": true

"outDir"- " /dist"
} Output directory for
include”: [ generated

] e JavaScript
"exclude": [
" /node_modules”, Search the current, all
"/pages" subdirectories and include all
1 \ TypeScript files

}
Do not look for TypeScript files in

these directories
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const http = require('http');

server = http.createServer(function (req, res) {
res.writeHead(200, {"Content-Type': 'text/plain'});
res.end('Hello, World\n');

%

server.listen(3000, '127.0.0.1%, () =>

console.log(‘Server running’);

o

o ... is simplified to this in Express

const express = require(‘express');
const app = express();

app.get(/', (rea,res)=>{ //get method
res.send('Hello World'); //send response

b
app.listen(3000);
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HTTP Method

Routing Method

Usual interpretation

GET get Read or find something
POST post Add a new item
PUT put Replace the complete contents of an
item(s)
PATCH patch Edit/delete a set of fields for an item(s)
DELETE delete Delete the entire item(s)
Any Type use Handle any of the above request types
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import cors from 'cors'; € near the top of the file
service.get('/error’, function (regq, res) {
res.status(403).end();

1;

let corsOptions = {
origin: "*",
methods: "GET,HEAD,PUT,PATCH,POST,DELETE",
allowedHeaders: "Authorization, Origin, Content-Type, Accept, JaRequested-With",
maxAge: 0

h
service.use( cors( corsOptions ) );

service.use( express.ison() );
service. use( express.urlencoded( { extended: true } ) );
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# Setup for node.js

FROM developer-os as nodeenv

HATHTATHER mike <michael.dacey@uutsd.ac.uk>

# Create and change the working directory

WORKDIR /var/wwi/node

RUN curl -sL https://deb.nodesource. con/setup 13.x & \
apt-get install -y nodejs npm && \

npm install -g npm & \

npm install -g npx --force

RUN npm install -g package-json-merge & \

npm install -g nodemon

RUN apt-get clean

# Copy the typescript config file

COPY . /configs/tscompileoptions.json ./../configs/
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image3.png
Cost Type

Description

Strategic Decision,
Selection of Cloud

Computing
Services and Cloud
Types [9.1.16.3]
(str)

Strategic decision on sourcing a Cloud|
Computing Service: as-is analysis of the IT|
infrastructure and business applications, analysis|
lof performance indicators. application of decision|
tools; choice of Cloud Computing Service fype|
|(1aaS. PaaS. SaaS or combinations). choice of
Cloud type (Public, Private or Hybrid Cloud),|
ldefinition of service requirements (as e. g
hardware configuration for LxaS, programming|
language support for Paa$ and functionalities for
SaaS).

Search process for providers offering the desired|
service  based on the previously defined|
requirements

Service cvaluation and analysis: cvaluation of fhe|
functionalities of Cloud Computing Services|
identification of the best alternative.

[Evaluation of the provider and SLA analysis
ldetermining the provider's seputation, analysis of
the SLAs (quality of service) and of the security|
requirements (c. g. data recovery)

Service Charge
[9.1.16.3]
(char)

[Pricing schemes vary depending on the service|
type and the provider. The service charge can be|
calculated on the basis of the pricing schemes.

Implementation.
Configuration,
Integration and

| Migration [5.1.9]
(imp)

[Implementation and configuration of the service|
lincluding, for example, access authorizations|
(creating groups and users including their specific|
rights).

Tntegration info or merging with ofier systems|
land business processes. This includes the option|
lof merging two Clouds into a hybrid Cloud.

[Migration of the system (porting of data)

Support [5.7.
(sup)

16]

[Phone, email and ficket support and/or suppor(
Jvia chat (instant messaging)

[9.16.22] (bs)

Tnitial and [Tnternal (by own employees) or external training|
|permanent training |(by third-party providers): User training and
[5.8.7.1.14] (txain)_|administrative training
Maintenance and | Modifying the service fo guarantee operability
[Modification [Testing the service operability: configuration
[14.16.22.7] |settings: taniff changes
(maint) Monitoring and Reporting: Performance and Cost
|management
Service Level Management. festing whether the|
lprovider fulfills contractual obligations (aspects|
Jof service quality. as e. g. availability)
System Failure |Lost working time
[9.5](fail) |Contract penalty for non-delivery of services
[Loss of reputation
Backsourcing or _|Porting of data from the Cloud
Discarding [Reestablishment





