Notes: Wynne – Assignment 1 [2,000 words]
Question: “Critically examine the challenges associated with investigating the different types of cyber-crime and police responses designed to combat these challenges”.
Focus on one cyber-crime: Hacking
Introduction: Cyber Crime (450 words)
· Definition: General term describing the variety of criminal activities carried out using a computer, network, or another set of digital devices. Cyber crime exploits security vulnerabilities on both personal and enterprise levels and continuously evolves. Cyber crime poses a serious threat to individuals, businesses, and government entities and can cause financial loss, damage reputation, and compromise records (Proofpoint, 2023). 
· Two types of cyber offences – cyber-enabled crime and cyber-dependent crime. 
· Growth since Covid:
~ In 2022, on average cyber-crime cost businesses £4,200, the total cost of cyber-crime to UK economy is estimated to be £27 billion per year (TwentyFour IT Services, 2024). 
~ Computer Misuse year ending March 2024: 1,022,000 incidents (up from 745,000 in 2023)
~ Unauthorised access to personal information (including hacking) 2024: 883,000 incidents (up from 622,000 in 2023).
~ Unauthorised access 2019 vs 2024: 522,000 – 883,000 (60% increase)
~ Overall computer misuse 2020 vs 2024: 876,000 – 1,022,000 (steady rise)
(Office for National Statistics, 2024).
· Global:
~ Cyber-crime is a global threat. 
~ Criminals and the technical infrastructure they use are often based overseas making international collaboration essential (NCA, 2025)
· Hacking – definition: Criminals gain unauthorised access to a computer system, usually over the internet. Could be a business, bank, or personal devices. Hackers can steal sensitive information or install malicious software, and access online bank accounts (Metropolitan Police, 2025). 

Main Body: Responses (1,500)
· National Intelligence Model (200)
~ Structured business process designed to provide focus to operational policing and ensure that resources are used effectively. It relies on a clear framework for analysing information and intelligence, enabling a problem-solving approach to law enforcement and crime prevention. 
~ Main aim of NIM is to enhance community safety by reducing crime, managing disorder, and maintaining control over criminal activity, helping to build public trust and confidence in policing (College of Policing, 2005).  

· National (250)
Strengths
~ National Crime Agency and National Cyber Security Centre 
~ NCA/NCSC handle most serious cases. 
~ Handle the most serious, complex, or cross-border hacking. 
~ Cyber-attack which causes sustained disruption of UK essential services or affects UK national security – leads to severe economic or social consequences (NCSC, 2023). 
~ Provide advice and help coordinate queries to the victim from government stakeholders.

Limitations/Challenges 
~ 

· Regional (250)
~ Regional Organised Crime Unit.
Strengths
~ ROCU helps Local.
~ Investigate larger or more complex cases. Works closely with NCA to identify, disrupt, and tackle threats posed by organised crime (ROCU, 2025).
~ Work closely with local police forces and national agencies (CoP, 2024).

Limitations/Challenges
~ Some forces hired staff with “little experience”
~ Poor connected IT across forces 
~ Inconsistent threat assessments – forces weren’t assessing serious and organised crime (Swallow, 2025). 

· Local – Low Level (200)
~ Action Fraud
~ Police Constables
Strengths
~ Cyber Protect Team protect small to medium sized businesses and charities. (Met Police, 2025). 
~ Dedicated cyber-crime units in every force.
~ Collaboration with national and regional units. 
~ Training with Cisco Networking Academy for 120,000 officers – building skills for handling cyber-crime locally (Woollacott, 2019). 

Limitations/Challenges
~ Can’t deal with all hacking problems.
~ Resource and staffing limitations. 
~ 

· Hacking – Case Study (200)
~ News of the World, 2011 
~ Illegally hacked the phone of murdered schoolgirl Milly Dowler. 
~ Scandal uncovered phone hacking taking place across the tabloid press. 
~ Hacked into politicians, members of the royal family, celebrities, murder victims and their families. 
~ Became known as “Hackgate”
(Fenton, 2019).
 
· Challenges & Resources (200) 
~ Capability challenge: police service does not have the technical resources it needs to meet demand. 
~ Struggles to share information and intelligence across organisational boundaries: ROCU were sharing intelligence but were challenged by the “many disparate police systems”. 
~ Greater investment into technology. 
(Dalby, 2022).
~ 
Conclusion (250) ~ Summary of findings
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