Observation task 

Worksheet 1:
1. State the benefits of using Type 2 Hypervisor Virtualisation software in your design. Evaluate the strength and weakness of the virtual box platform used in your network. 
Answer.
Benefits of using Type 2 Hypervisor virtualisation software
·  In type 2 hypervisor, the Operating System pampers  all the hardware
· A type 2 hypervisor can hold up various kind of hardware.
· Installing a type 2 is much convenient than that of type 1.

Strength and weakness of the virtual box platform
· We can use multiple operating system in one single computer 
· If you can create virtual hard disk in created virtual machine. And if everything on the machine can crash. But if it crashes it will not affect host machine.
· Virtual box is easy to install with using minor amount of resources
· Virtual box has limitation of 3D Graphics.

2. Explain with use of diagrams the significance of the following terms, Active Directory Forests, Trees, Parent and child Domains.
Answer:
Active Directory Forests:
It is the top most logical container in active directory configuration which has group policies, users, computers and domains. (Jeff Petters, 2019).
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Trees, Parent and child Domains:
As we know Domain could be a child of another domain. And child Domain name must include whole parent Domain name
The relationship between child Domain and its parent is to share two-way transitive trust.
Domain tree depend and its only exist when one domain is a child of another domain. (John savill,2000).




3. Investigate and Document the main roles and responsibilities of an active directory domain controller.

The four categories of operations master roles are:
· Maintain the main replica of the schema.
· Emulate a key domain controller for backward compatibility with Windows NT.
· Track objects names all through a forest to make sure that they’re only one of its kinds. Also tracks cross-references to objects in other directory.
· Tracks the task of SIDs all the way through the domain.
(Steve Clines, Marcia Loughry, 2008).

4. What actions could we take in the event of a domain controller becoming unavailable?
Answer:
· First step to check or to troubleshoot the unreachable domain controller problem so it is to verify the client has valid IP address.
· If IP address is incorrect then reboot the client to get the new IP address. Even this doesn’t work then you should have to go down the ‘hardware rabbit hole’. That is because of not being able to get DHCP address.
· Once you have solved the IP Address query, try to ping client and DC with the help of command prompt. Enter ‘ping domain.com’ here domain is domain name which we are willing to ping.
· If everything is ok with that then there could be cabling or hardware issue on the system or network.
· Then check if the DNS check of the Domain controller has an SRV.(Jeff Petters, 2019) 




Worksheet 2:
1. Investigate the minimum password complexity requirements required as part of modern Network Operating System implementations.

Answer:
The Password must resemble complexity requirements policy situation determine whether password must obey a string of rule that are considered crucial for a strong password. Enabling this policy situation needs password to follow the following requirements:
· Password may not contain user’s sabAccountName or entire display name. Both are not case sensitive
· The password must contain three kinds of characters from these categories. Which are uppercase letters, Lowercase letter, decimal digits or special characters. 

2. State the advantages and disadvantages of using Groups in Active directory.
Answer:
 Advantages:

· It is convenient to manage, administrate and control.
· Creating and maintaining user accounts is not needed.
· It is  more secure than other directory
· You can manage your network from one point.
· It is also convenient to manage and use. 

Disadvantages:

· Maintenance cost is expensive.
· Cost of the infrastructure could be high as well.
· It is prone to being hacked.
· If active directory goes down, then your network will go down as well.
· You need to have a good planning to set up properly.
  
Worksheet 3:
1. Discuss the two types of permissions in use within windows network environments.
Answer:

· NTFS and share permissions are mutually used in Microsoft Windows environments. 
· While NTFS and share permissions based on the same intension preventing unauthorized access.
· NFTS which is ‘New Technology File System’. NFTS is a standard file system for Microsoft Windows
· You can set both the permission ALLOW and DENY to control access to NFTS.
· It has got some basic types of permissions. I.e. Full control, modify, Read and execute, Read etc. 
· Whereas share permission can access to folders shared over the network, share permission don’t apply to users who log on locally, there are three types of share permission Read, change, Full control.

2. Evaluate the benefits of NTFS File system in comparison with other network operating system’s file system
Answer:
Here are some benefits:
· NTFS system do apply to user who log in locally
· NTFS permission are configured on the security tab in file properties
· User can write to a file and add files to directories
· We can run executable files.
· Main advantage is this NTFS affects both local users and Network users.

3. Identify the main benefits of using groups in an Active Directory domain
Answer:
· One of the main benefit of the group in an Active Directory domain is time and cost saving. 
· All the configuration setting will be apply automatically during user login and computer setup.
· A big advantage for administration is that they can apply group policies to different users located in OU or in whole domain, from centralized location.
· It enhances productivity.
· And increases security.
  


4. Discuss the benefits of using groups policy and Organisational Units to manage a domain’s resources  

Answer:
Organizational Units are helpful when you wish to install group policy settings to a split of users, groups, and computers inside your domain.

It can be beneficial for some administrative tasks such as Managing users, Managing groups, Modifying group membership, Managing group policy links, Resetting passwords on user accounts. 

OU also let you to hand over admin jobs to users or groups without having to create him/her an administrator of the directory.











Worksheet 4:
1. State some principal advantages of using DHCP service in network infrastructures.
Answer:
There are plenty of advantages of using DHCP service in network infrastructure but here some of them principal advantages are mentioned below:
IP address management, Centralized network client configuration, Support of BOOTP clients, Support of local clients and remote clients, Network booting, large network support.


2. With the aid of diagrams, explain the 4 stage process involved with assigning DHCP clients with IP addresses. You should describe the stages that both clients and sever enter, and the processes involved.
Answer:

This process has four steps which are given below:

·  DHCPDISCOVER : To discover the DHCP server on the local network, from DHCP Client to DHCP Server

·  DHCPOFFER : To offer the  various IP parameters, from DHCP Server to DHCP Client

·  DHCPREQUEST: Providing a demand to find the offered IP Parameters, From DHCP Client to DHCP Server.

·  DHCPACK: Providing guarantee to use the offered IP parameters, From DHCP server to DHCP Client.
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3. What are some potential threats/dangers that could occur when using DHCP service?

Answer:

DHCP is an automated configuration protocol for Internet Protocol networks.
This service also keeps record of how many devices connected to the network and it makes sure that every single device has own unique IP Address.
As everything has their own pros and cons, DHCP offers some beneficial functions with some drawbacks of utilizing the system as well.
           Here they are:
· Security Issues
· Failure
· Additional Configuration
· Windows server 2003.






Worksheet 5:
1. Describe how the Recursive query and Iterative Query Processes resolve DNS Client Request?
Answer:

Recursive

· This query happens when DNS client requests information from a DNS server that is set to query consequent DNS servers unless and until the perfect respond is returned to the client. 
· The queries made to consequent DNS servers from the first DNS server are iterative queries
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Iterative

· These queries are ones in which a DNS server is queried and gives an answer without making any query to other DNS servers, even if it cannot give a ultimate respond.
·  These queries are also called non-recursive queries.
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