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Abstract 

Modern organisations are facing a greater risk of cyber-attacks than ever due to the uptick in 

cloud computing, AI, IoT, remote working and outsourced IT services. AeroLink Logistics 

(ALL) is grappling with a data breach, weak governance, fragmented security management, 

and failure to comply with standards. The objective of the report is to evaluate leading 

information security frameworks and integrate security governance framework to ensure 

operation and regulatory compliance of ALL.  

The study takes a critical look at recognised frameworks, notably NIST Cybersecurity 

Framework (CSF) 2.0, ISO/IEC 27001, COBIT 2019, ITIL 4 and the Zero Trust Security 

Model, as well as associated UK regulations and governance practices. An integrated 

governance model is proposed aimed at enhancement of risk management, compliance, 

vendor security, incident response and business continuity. The outcome indicates that 

continuous monitoring complemented by regulatory updates and continual improvement 

being more effective and resilient than single controls or one-off compliance activities, as 

highlighted in the finding. 
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1. Introduction 

1.1 Background 

The pandemic has rapidly changed how businesses work with digital technologies to improve 

operational efficiencies and business agility. IoT technologies highlight the remote working 

model which is outsourcing to third-party service providers across organizations, now 

dependent on cloud computing. These innovations have greatly amplified the scope for 

cyberattacks, raising vulnerability to ransomware, data loss, inside men, and supply chain 

assaults. Therefore, organisations need to establish strong information security governance, 

risk management and compliance to protect critical assets and build stakeholder trust. 

1.2 Problem Statement 

AeroLink Logistics (ALL) is confronted with significant information security and governance 

problems due to the dependencies on the cloud, IoT, AI, and outsourcing of IT infrastructure.  

 

Figure 1: Cybersecurity Threats 

(Source: Deep Strike, 2025) 

The organization has faced multiple incidents of data breaches that compromised access to 

shipping data along with other PII [24]. In addition, organisations are taking on more risk due 

to the lack of a consolidated security framework, weak governance processes, poor vendor 

management and lack of compliance with standards such as GDPR and ISO/IEC 27001 [25]. 

The limited incident response capability, security responsibilities inconsistencies, and 
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ineffective business continuity planning further weaken ALL’s ability to protect information 

assets and comply with regulations. 

1.3 Aim 

The aim of this report is to critically evaluate security framework information for developing 

an integrated governance, risk management and compliance framework for AeroLink 

Logistics. 

1.4 Objectives 

●​ To review modern security frameworks 

●​ To analyse organisational risks 

●​ To design security governance model 

●​ To recommend compliance improvements 

●​ To evaluate importance of continuous updates 

1.5 Report Structure 

 

Figure 2: Diagram of Digital Transformation 

(Source: Self-developed) 

This report critically appraises the need for updating security rules and standards on a 

continuous basis, with practical recommendations, and closes with means to strengthen 

organisational resilience against cyber threats.  
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2. Case Analysis 

2.1 Company Overview 

AeroLink Logistics (ALL) is a multinational facility that offers real-time tracking, storage 

and global distribution services. In order to improve efficiency and customer satisfaction, the 

company significantly relies on cloud computing, IoT devices, and AI-powered analytics 

[34]. About 88% of the IT infrastructure is outsourced through IaaS and SaaS providers [52]. 

The organisation encourages a remote workforce spread across the geography which can be 

accessed remotely. Operating in several countries, ALL handles customer and shipment data 

that is sensitive in nature. Consequently, information security, governance and regulatory 

compliance are a must. 

 

Figure 3: Company Overview 

(Source: Self-developed) 

2.2 Key Security Challenges 

AeroLink Logistics is susceptible to operational, financial, and regulatory risks due to several 

security vulnerabilities. The failure shows repeated data breaches involving customer 

shipment information that access controls to monitoring an inadequate PII [8]. The supply 

chain lessens rely on third-party vendors to provide a service or product which control over 

outsourced systems can increase security risks [2].  
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A formal risk management process contributes to limited accountability that highlights a lack 

of a cohesive governance framework for decision-making. Furthermore, the organisation's 

evolving with cyber threats comes from poor observance of standards across deficient 

business continuity planning material [4]. 

2.3 Assumptions 

A number of assumptions related to AeroLink Logistics are made to support the proposed 

security framework. The organisation is presumed to be a medium-to large-sized 

multinational company based in the UK and governed by UK GDPR, the Data Protection Act 

2018 and other relevant laws [26]; [37]. It is presumed to run a Microsoft Azure cloud 

environment with a modest cyber security budget and a hybrid workforce accessing from 

anywhere. Moreover, the organisation is considered to have a low to medium security 

maturity (i.e. Level 2) which means that while the basic security controls are in place 

governance, compliance, risk management and continuous monitoring processes are mostly 

informal and inconsistent [15]. 

Assumption Description 

Size Medium to large company 

Headquarters United Kingdom 

Regulatory  UK GDPR 

Data Protection Act 2018 

ISO/IEC 27001  

Budget Investment in cybersecurity initiatives 

Cloud  Microsoft Azure cloud infrastructure 

Model Hybrid and remote workforce  

Security Maturity Repeatable security practices 

Table 1: Assumptions 

(Source: Self-developed) 
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Figure 4: Security Investment Priority 

(Source: Self-developed) 

11 



3 Research on Information Security Frameworks 

3.1 Overview of Security Governance 
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Figure 4: Security Governance Framework 

(Source: Self-developed) 

Managing cyber risks and regulatory requirements when security strategies are aligned with 

the organization’s objectives. The GRC model refers to the integration of oversight by 

executives, management of enterprise risk, and compliance with the law into decision 

making. In the UK, organisations are increasingly turning to GRC (governance, risk and 

compliance) practices in order to comply with legal requirements, including the UK GDPR, 

Data Protection Act 2018, and ISO/IEC 27001 [26]. For example, British Airways suffered a 

data breach highlighting the organisation strengthened its governance and compliance 

practices with the aim of improving accountability and data protection in 2018 [13]. This 

highlights that an effective governance can lessen cyber risk, help organizations maintain 

resilience and comply with regulations. 

3.2 NIST Cybersecurity Framework 2.0 

 

Figure 5: NIST Cybersecurity Framework 

(Source; Self-developed) 

NIST Cybersecurity Framework CSF 2.0 has six core functions such as Govern, Identify, 

Protect, Detect, Respond, and Recover that helps an organisation to manage the risks [19]. 
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The framework has been accepted by Microsoft and other major infrastructure providers to 

enhance cyber resilience. Flexibility, risk-based decision-making, and compatibility with 

other standards, ISO/IEC 27001 are among its strengths [35].  

3.3 ISO/IEC 27001 and ISO 27002 

 

Figure 6: PDCA Cycle for ISO/IEC 27001 

(Source: Self-developed) 

Establishing an Information Security Management System (ISMS) by using standards 

ISO/IEC 27001 are recognized in the world [29]. The Annex A is highlighting ISO/IEC 

27002, which provides guidance on implementing the controls specified to the work [36]. A 

third-party standard requires risk assessments in using the PDCA cycle to highlight risk 

treatments along with continual improvement such as HSBC maintains ISO/IEC 27001 
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certification [28]. For everyone, an advanced security management system such as ISO/IEC 

27001 is a great framework for establishing this system [29]. 

3.4 COBIT 2019 

 

Figure 7: COBIT 2019 Governance Components 

(Source: Self-developed) 

A key performance measurement highlights the successful strategy decision making for 

launching good governance processes for COBIT 2019, which is developed by ISACA, as a 

governance and management framework that aligns IT business objectives [7]. Barclays’s 

governance frameworks to strengthen IT governance are implementing COBIT principles 

along with operational accountability [10]. COBIT 2019 can enhance executive oversight 

across cybersecurity initiatives which highlight a high documentation that highlights the 

implementation complexity can inflate organizational cost. 
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3.5 ITIL 4 

 

Figure 8: ITIL 4 Service Value System 

(Source: Self-developed) 

ITIL 4 is a global IT service management framework that is used in support of service 

delivery that uses practices like incident management change enablement problem 

management availability management continual improvement and more. The UK National 

Health Service (NHS) to improve service reliability by using ITIL principles which are 
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adopted by organisations efficiency [23]. The standardization of service processes improves 

the incident-handling process for business continuity and highlights that ITIL not cyber 

security governance as it focuses on service management [38]. ITIL 4 would enhance 

operational resilience, reduce service disruptions, and strengthen incident and change 

management processes in outsourced environments for everyone [14].  

3.6 Zero Trust Security Model 

 

Figure 9: Zero Trust Model 

(Source: Self-developed) 

The zero trust security model developed by John Kindervag works on the principle of “Never 

Trust, Always Verify” [49]. Zero trust security enforces continuous authentication, least 

privilege access, verification of identity and micro-segmentation with every user regardless of 

location. Due to the growth of remote working, Google and other organisations switched to 
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the Beyond Corp Zero Trust architecture to secure its employees without a corporate network 

[16]. Although identity management technologies must be applied, Zero Trust considerably 

reduces insider threats and un-authorised access [50]. Zero-Trust has enhanced access control 

and identity verification to ensure the delivery of sensitive logistics data at ALL, which has a 

globally distributed workforce and unmanaged devices. 

3.7 Shared Responsibility Model (Cloud) 

 

Figure 10: Cloud Security 

(Source: SNYK, 2024) 

The Shared Responsibility Model distinguishes between cloud provider and customer 

security obligations. Cloud service providers like Amazon Web Services (AWS), and 

Microsoft Azure secure the cloud infrastructure which includes physical facilities, 

networking and hardware with customers remaining responsible for accessing management, 

data protection, application security to access control. Not understanding these 

responsibilities is a key factor in data breaches involving exposed data storage services in the 

cloud [46]. IT infrastructure is outsourced to IaaS highlighting the 88% of AeroLink 

Logistics across SaaS vendors. The organization must adopt the Shared Responsibility Model 

which will clarify accountability, enhance vendor governance, and reduce the risk of 

cloud-related security events. 
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3.8 Comparative Evaluation 

There is no singular framework that comprehensively covers ALL’s requirements for 

governance, operations and compliance. The NIST CSF 2.0 offers full-fledged cyber risk 

management, while the ISO/IEC 27001 is a certified Information Security Management 

System and enables regulatory compliance [13]. The ITIL offers informative practices for IT 

services management [44] [21].  Zero Trust helps with identity-centric security issues around 

remote workers and the cloud [33]. Thus, the combined use of these frameworks will lead to 

greater organisational resilience than the use of either one alone. This strategy which 

combines hybrid helps enhance governance at All, reduce cyber risks and ensure ongoing 

compliance with regulations. 

Framework Primary Strength Limitation Impact on 

ALL 

NIST CSF 2.0 risk management  organisational maturity  High 

ISO/IEC 27001 ISMS certification Certification High 

COBIT 2019 Strong governance Extensive documentation  High 

ITIL 4 Service management Limited focus  Medium 

Zero Trust 

Security Model 

Strong protection,  High implementation cost  High 

Table 2: Comparative Evaluation across Security Frameworks 

(Source: Self-developed) 
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4 Design of an Integrated Security Governance Framework for AeroLink 

Logistics 

4.1 Proposed Integrated Framework 

 

Figure 11: Security Governance Framework 

(Source: Self-developed) 

The framework establishes a governance structure to be followed in a top-down manner by 

the Board to provide strategic oversight. The Security Governance Committee, CISO, risk, 

compliance, operational and incident response functions will support. Constant monitoring 

will help achieve further improvements.  In developing this–a comprehensive Cybersecurity 

and Risk Management framework, a specific methodology was adopted [39]. Rather than 

relying upon a single framework, ISO/IEC 27001 for ISMS, NIST CSF 2.0 for a 

cybersecurity risk management, COBIT 2019 for governance, Zero Trust for a persona or 

identity-centric security, and ITIL 4 for and service management has been integrated into the 

model [48]. Organisations like Microsoft and IBM use a similar system approach to enhance 

governance; strengthen resilience; and ensure regulatory compliance. 

20 



4.2 Governance Structure 

 

Figure 12: Organisation Chart 

(Source: Self-developed) 

The proposed governance structure for ALL clarifies responsibilities from the strategic level, 

through managerial and operational, to external stakeholders. CISO manages cybersecurity 

operational oversight and highlights the Board, which ensures governance oversight to CIO 

oversees technology strategy [45]. The SOC provides continuous monitoring for managing 

via legally-embedded service level agreements the DPO ensures compliance with the UK 

GDPR as a third parties [54]. Governance structures similar to those recommended in 

ISO/IEC 27001 and COBIT 2019, and which are widely employed by organisations such as 

the National Health Service (NHS), enhance accountability, regulatory compliance, and 

organisational resilience. 

Role Primary Responsibility 

Board of Directors Focused on governance  

CIO Strategy for digital transformation 

CISO Leadership  
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DPO GDPR compliance  

SOC Continuous monitoring  

Vendors Security obligations 

Table 3: Roles and Responsibilities of Governance 

(Source: Self-developed) 

4.3 Security Policies 

 

Figure 13: Security Policy Flow 

(Source: Self-developed) 

Illustration 12 shows the hierarchical structure of governance policies, which are discussed in 

more detail, followed by Standards, procedures and operational guides. Every business needs 

to develop and implement security policy which should include acceptable use policy, 

password policy, data classification policy, encryption policy, remote working policy, mobile 

device security policy, and Bring Your Own Device (BYOD) policy [6]. These policies 

provide for secure remote access as per ISO/IEC 27001 Annex A controls and the UK 

National Cyber Security Centre (NCSC). Similar policy frameworks are in place at 

organisations like Barclays and HSBC to ensure security practices, comply with regulation 

and efficiently protect the organisation’s information. 
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4.4 Risk Management Process 

 

Figure 14: Risk Management Cycle 

(Source: Self-developed) 

As figure 13 shows, based on ISO/IEC 27005, the risk management cycle enables ALL to 

identify, assess, prioritise, treat and monitor cybersecurity risks [3]. Risk assessments must 

examine Cloud infrastructure, IoT devices, third-party suppliers, remote access and 

confidential customer data [3].  

 

Figure 15: Cyber Threats 

(Source: We Forum, 2025) 
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Continually monitoring all threats as they arise and controls remain effective. The adoption of 

ISO/IEC 27001 highlights the roles and responsibilities of the organisation which supports 

proactive decision-making in continual improvement [29].  

4.5 Compliance Strategy 

The Data Protection Act 2018 highlights different stranded which include ISO/IEC 27001, 

the NIS Regulations, Cyber Essentials Plus, and PCI DSS for ALL’s security programme 

which also comply with UK GDPR, [47]. Lower regulatory risk highlights the layered 

compliance system helps to achieve legal accountability. UK sectors use various frameworks 

to show resilience in these organisations working due to stakeholder confidence in ongoing 

compliance updates. 

4.6 Protection Mechanisms 

Depicted is a hypothetical example of a Defence-in-Depth architecture, as per the NIST 

document [51].  Microsoft Azure and AWS customers implement similar layered security 

architectures to minimise attack surfaces and improve organisational resilience. 

4.7 Vendor and SLA Management 

A vendor risk lifecycle begins with the supplier assessment and progresses through auditing, 

contractual governance, performance monitoring and continuous review. Given that ALL 

outsources around 88% of its IT infrastructure, vendor governance must be strong. The part 

of Service Level Agreements (SLAs) highlights the security requirements which highlight the 

standards with breach notification deadlines that indigate audit rights across compliance 

obligations [42]. Establishing key performance indicators (KPIs) reduces accountability in 

conducting regular third-party security assessments as supply chain risk [5]. The guidance of 

ISO/IEC 27036 highlights that organisations governance of third-party security following 

NIST Supply Chain Risk Management to adopt similar practices [40].  

4.8 Incident Response 

In accordance with the NIST Cybersecurity Framework, an incident response process was 

proposed. The process starts with preparation, followed by threat detection, containment, 

eradication and recovery, before lessons learned for better future resilience. Every 

organization should set up its own CSIRT with underlying SIEM technologies, detailed 

communication plans, and frequent simulation exercises. Organisations like the UK National 
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Cyber Security Centre (NCSC) recommend a structured process to deal with incidents to 

minimise the disruption of operations, reduce financial losses and improve organisational 

readiness against hackers [18].  

4.9 Business Continuity 

As outlined in Figure 18, the business continuity framework proposed contemplates that ALL 

must be able to conduct essential logistics operations in the event of cyber incidents and 

systems collapse. The establishment comprises a Business Continuity Plan (BCP), Disaster 

Recovery Plan (DRP), Recovery Time Objectives (RTOs) and Recovery Point Objectives 

(RPOs). They also incorporate cloud backup and conduct disaster recovery testing. These will 

be ISO 22301 Business Continuity Management compliant and are already being followed by 

cloud service providers with critical missions [17]. Constant testing enhancement for 

impending interruptions will help the organization sustain effectiveness and client 

satisfaction. 

5 Critical Discussion: Continuous Updates to Regulations and Standards 

Continuous updates are good practice as Cyber threats keep changing all the time with things, 

like ransomware attacks that use intelligence, new weaknesses that nobody knows about yet 

and problems that come from the supply chain. Regular updates help make sure that security 

methods work well against ways that hackers try to break in instead of just defending against 

old problems. 

Emerging technologies have significantly expanded organizational attack surfaces like AI, 

IoT, and cloud computing, as well as anticipated quantum computing [13]. Cross-border data 

protection challenges are rising adoption of cloud-native architectures highlight the 

third-party platforms has posed more supply chain risks [34]. From the governance 

perspective it need to do as, ISO/IEC 27001:2022 recommends continual improvement of the 

ISMS framework through the PDCA cycle while the NIST CSF 2.0 recommends continuous 

governance, monitoring and risk management. 

The NIS2 Directive has increased the cybersecurity requirements of some essential and 

important entities in Europe (such as hospitals, telecommunications providers), increasing 

supply chain security, governance accountability, and incident reporting requirements. 

Similarly, changes to UK GDPR guidance require organisations to keep re-assessing privacy 

controls as technology and processing change [19]. All organizations must integrate threat 

25 



intelligence, regulatory monitoring and periodic assessment of risks into governance 

processes to ensure compliance, strengthen organization resilience and address existing and 

emerging cyber threats. 

 

Figure 16: Continuous Compliance Improvement Cycle 

(Source: Self-developed) 

One-off compliance gives a snapshot of the security posture of the organisation and doesn’t 

help with the dynamic nature of Cyber Threats. Adapting security controls that continuously 

evaluates risks verifies trust not just as a periodic compliance audit according to the 

Continuous Adaptive Risk and Trust Assessment (CARTA) model [1]. In 2024, the need for 

continuous monitoring in rapid recovery in a CrowdStrike software update incident that 

disrupted the services worldwide shows that vendors can expose organizations to operational 

risk [18].  

6. Recommendations 

The guidelines presented in ISO/IEC 27001 should form the basis of the organisation’s 

Information Security Management System (ISMS) to create governance, risk and continual 

improvement (Humphreys, 2025).  
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Companies like HSBC maintain ISO/IEC 27001 certification to enhance information security 

and show compliance with regulations [43]. A zero-trust architecture that secures remote 

users and unmanaged devices should be implemented. A good example of this is Google’s 

BeyondCorp which has successfully replaced the perimeter with identity. Due to ALL’s 

massive outsourcings, vendor security audits must occur regularly.  

Both Microsoft Azure and Amazon Web Services (AWS) have undertaken similar 

undertakings to evaluate their vendors all the time [53] [8]. Setting a Security Operations 

Centre (SOC) (24) will allow continuous monitoring and quicker response to incidents, 

similar to the operational models of the UK National Cyber Security Centre (NCSC) and 

major banks [41]. Training employees regularly on security awareness and conducting 

phishing simulations like  

Barclays will greatly reduce the human aspect of cyber risk [11]. The UK GDPR, ISO/IEC 

27001 in cyber are essentials which will promote continual improvement to enhance 

stakeholder confidence through effective governance [20].  

7. Conclusion 

This report appraises the leading information security framework and demonstrates the 

outcome of the integration of the framework to enhance the cyber security governance of 

AeroLink Logistics. According to the research, NIST CSF 2.0 along with ISO/IEC 27001, 

COBIT, ITIL 4 and Zero Trust Security model gives complementary capabilities for 

managing cyber risks, achieving business objectives and regulatory compliance. Drawing on 

these results, an integrated security governance framework was designed for diverse 

organisational oversight, risk assessment, protection mechanisms, vendor governance, 

incident response, and business continuity planning.   

As the report further said, compliance must always be a continuous process given technology 

innovations, the emergence of new cyber threats and changing regulatory requirements. By 

applying continual improvement, carrying out periodic risk assessments, proactive 

governance and applying security standards which are recognized at the global level. 

AeroLink Logistics can significantly enhance its cyber-resilience protective information 

assets which are critical, maintain stakeholder or investor confidence and ensure continued 

compliance with regulations over the long term. 
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