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Dissertation Presentation 

 

My dissertation is about securing autonomous AI agents when they are connected to tools such as 

databases, files and support systems. 

The main idea is very simple: an AI agent can understand a request and ask to use a tool, but that 

does not mean the action should be executed automatically. 

My research places an independent Zero Trust security layer between the AI agent and the 

enterprise tools. This layer checks identity, permissions, risk and policy before an action can 

continue. 

In this presentation I will explain the problem, the proposed framework, the Python prototype, the 

evaluation, the main findings, and the limitations. 



2 

 

I will keep the presentation in six simple parts. First I will explain the problem and why an AI agent 

with tool access creates a different security risk from a normal chatbot. 

Then I will explain the research aim, the gap I identified, and the research methodology. 

After that I will show the proposed Zero Trust framework and the Python prototype. I will then 

explain how I evaluated the prototype using different users, permissions and actions. 

Finally, I will discuss what the research contributes, its limitations, and how it can be improved in 

future work. 
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The problem starts when an AI agent can do more than generate text. A normal chatbot may give a 

wrong answer, but a tool-enabled agent can use a database, delete a file, create a ticket or access a 

report. 

That means a wrong or manipulated decision can become a real system action. Prompt injection or 

agent hijacking can influence the agent, but even without an attack, the agent may misunderstand a 

request or select a sensitive operation. 

Traditional authentication is still important, but it is not enough. A known user may still request an 

action that is outside their role or too risky. 

So the core problem in my dissertation is the lack of an independent security decision between the 

AI agent and the tool it wants to use. 
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The aim of the study was to design, implement and evaluate an Adaptive Zero Trust Framework for 

AI-agent tool execution. 

I divided this into five objectives. First, I reviewed the main security threats, especially unauthorised 

tool execution. Second, I examined Zero Trust ideas such as explicit verification and least privilege. 

Third, I designed the framework. Fourth, I implemented it as a Python prototype with an AI Agent, 

identity and RBAC, risk engine, policy engine, decision engine, logger and tool manager. 

Finally, I evaluated the framework using different users, requested actions, permissions and 

predefined risk levels. These objectives keep the work focused on runtime security around tool 

execution. 
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This slide summarises the literature review in three simple parts. 

First, previous research explains why agentic AI creates a new security problem. Agents can plan, 

use tools and complete multi-step tasks, so a wrong or manipulated decision can become a real 

action [1], [6], [7], [8]. 

Second, the literature identifies the main risks. NIST describes agent hijacking as a form of indirect 

prompt injection [2]. Other studies show that unsafe tool use, external content and privilege 

boundaries are important runtime risks [3], and safe tool use needs enforceable controls outside 

the model [9]. 

Third, the literature gives the security direction. NIST Zero Trust requires explicit verification and 

policy-based access [4]. Research on autonomous agents also combines identity, risk, policy and 

auditability [5], while runtime Zero Trust approaches aim to constrain tool execution [10]. 

So my gap is not that these ideas do not exist. My research brings them together in one simple 

request-by-request security layer at the AI-agent-to-tool boundary. 

A simple way to explain this slide is: previous research tells us what the risks are and what controls 

are useful. My dissertation does not claim these ideas are new. The contribution is to combine them 

into one clear enforcement workflow and test that workflow in a Python prototype. 
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I used Design Science Research because the dissertation produces a working cybersecurity artefact: 

the Adaptive Zero Trust Framework and its Python prototype. 

The process starts with problem identification from the literature. Then I define the security 

requirements and design the framework. After that I implement the design in Python and 

demonstrate it using enterprise-style actions. 

Finally, I evaluate the prototype using controlled scenarios. 

This methodology fits the project because I am not only discussing a security idea. I am building 

something that can be observed and tested. The evaluation then gives evidence about how the 

artefact behaves within the limits of the prototype. 
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This is the core architecture of my dissertation. The user sends a natural-language request to the AI 

Agent. The agent identifies the requested action, but it does not execute the tool directly. 

The request enters the Adaptive Zero Trust Layer. First, the user identity is checked. Then the 

system checks whether that user has permission for the requested action. If those checks pass, the 

Risk Engine assigns a predefined action risk and the Policy Engine applies the relevant policy. 

The Decision Engine returns the outcome. The framework supports Allow, Require Approval and 

Deny. The Tool Manager is the final enforcement point. 

The Security Logger records the request and decision. The most important design principle is that 

AI-generated intent is not the same as execution authority. 
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The decision flow is intentionally simple and easy to follow. First, the AI Agent identifies the 

requested action. Then the Zero Trust system checks identity. 

If the username is unknown, the request is denied immediately. If the user is recognised, the system 

checks whether the action exists in that user’s permission list. A permission failure is also denied 

before the normal risk stage. 

Only requests that pass identity and permission checks continue to the Risk Engine and Policy 

Engine. 

The policy can produce Allow, Require Approval or Deny. In the framework, Require Approval 

means the operation should not execute automatically, although the current research does not 

implement a complete human approval workflow. 

Important events are recorded by the Security Logger. 
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The prototype is written in Python and divided into separate modules. The main application 

coordinates the workflow. 

The AI Agent converts the user’s natural-language request into a predefined action. The identity 

module stores the test users, roles and permission lists. The Risk Engine assigns the action risk. The 

Policy Engine produces the security outcome. The logger records events. 

The Zero Trust Decision class coordinates these security checks. After a decision is produced, the 

Tool Manager acts as the enforcement point and routes permitted operations to the simulated 

Support, Database or File tools. 

This modular design makes the prototype easier to understand and also means that simple 

components could later be replaced with more advanced enterprise services. 
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The AI Agent in this dissertation is deliberately simple. It is a Python class that checks keywords and 

phrases and maps the request to a predefined action. 

For example, a request containing customer or client together with export, download or extract is 

mapped to Export Customer Data. A request about deleting or removing a file is mapped to Delete 

File. 

Other mappings cover employee records, database access, financial reports, password reset, 

support tickets and security logs. 

This is not a full LLM planner. That is a limitation, but it creates a controlled environment for testing 

the security layer. 

Most importantly, the agent only identifies what action appears to be requested. Authorisation 

happens later in the Zero Trust system. 
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The identity component contains three predefined users for the prototype: admin, employee and 

data_manager. 

The administrator has the broadest permissions. The support employee has only routine 

permissions, such as creating a support ticket and reading employee records. The data manager has 

selected data-related permissions. 

This demonstrates least privilege. A recognised user does not automatically have access to every 

action. 

For example, the employee can create a support ticket because that action exists in the permission 

list. But if the employee requests customer-data export, identity verification succeeds while the 

permission check fails. The request is denied before normal risk evaluation and tool execution. 

This separation between identity and authorisation is an important Zero Trust principle. 



12 

 

The Risk Engine gives each supported action a predefined numerical score. The purpose is to 

represent relative impact inside the prototype. 

Creating a support ticket has a low score of 10. Reading employee records is 50. Viewing security 

logs is 60, password reset is 70, financial report access is 80, customer-data export is 90, and file 

deletion is 100. 

These numbers are not a formal enterprise risk calculation. They are demonstration values so that 

the policy layer can treat routine and sensitive operations differently. 

The Policy Engine is reached only after identity and permission checks succeed. It can return Allow, 

Require Approval or Deny. This adds another control after basic authorisation. 
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The evaluation was performed in a controlled local environment. No real company systems or 

organisational data were used. The enterprise operations were simulated. 

I divided the scenarios into three groups. First, legitimate requests, such as creating a support ticket. 

Second, unauthorised requests, such as an employee attempting customer-data export or an 

unknown user requesting a sensitive action. Third, high-risk operations such as finance access, data 

export and file deletion. 

For each case, I considered five things: whether identity was handled correctly, whether 

permissions were enforced, whether the predefined risk was correct, whether the policy produced 

the expected decision, and whether the final tool action was actually controlled. 

That last point is important because a security decision is only useful if the enforcement point 

applies it. 
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The prototype demonstrates several clear behaviours. A legitimate support-ticket request from an 

employee can pass the identity and permission stages because the action belongs to that role. 

A different result appears when the same employee requests customer-data export. The employee 

is a recognised user, but the permission check fails, so the decision engine returns Deny - Permission 

Failed. 

An unknown username is handled differently. The request stops at the identity stage and returns 

Deny - Unknown User. 

These scenarios show that identity and authorisation are separate. The risk values also give the 

framework a way to distinguish routine and high-impact actions. 

I deliberately did not report numerical success percentages because the complete observed test set 

was not available. Reporting assumed values would have been misleading. 
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The main contribution is the security boundary itself. The framework treats the AI Agent output as a 

request, not as automatic authority to act. 

It also combines several controls in one workflow: identity verification, RBAC, action risk, policy 

evaluation, logging and final enforcement. The Python prototype makes the idea practical rather 

than purely conceptual. 

At the same time, the limitations are important. The AI Agent is keyword-based. The risk model is 

static. The users and tools are simulated. There is no enterprise identity provider, MFA or large-

scale evaluation. 

The framework also does not directly detect every prompt-injection attack. It mainly controls the 

resulting action at the point of execution. So it should be viewed as one layer in a wider defence-in-

depth architecture. 
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To conclude, I want to leave three main messages. 

First, the ability of an AI agent to request an action should not be treated as authority to execute 

that action. Second, Zero Trust principles can be adapted to the AI-agent tool boundary by checking 

identity, permissions, risk and policy before execution. Third, the final enforcement point is 

essential because a decision only protects the system if it is actually applied before the tool runs. 

The next step would be to integrate a real LLM-based agent, use contextual risk, connect to 

enterprise identity and MFA, implement a real human approval workflow, and run larger adversarial 

evaluations. 

Within the limits of the prototype, the study demonstrates a practical way to separate AI-generated 

intent from execution authority. Thank you, and I am happy to answer questions. 
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