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Introduction
This report documents the implementation of Assignment 2 using the network topology from Assignment 1. The focus is on Active Directory Domain Services, Routing, VPN, DHCP, IIS, File Sharing, and Remote Desktop Services using Windows Server 2019.
Swansea Network Configuration
Routing and Remote Access Service
RRAS was installed and configured to allow routing and VPN connectivity. Firewall rules were updated to allow ICMP traffic.


Active Directory Domain Services
A forest named mybusiness.local was created successfully.


User Account Creation
Users were created following the required naming convention.


Disk Sharing
Second disk mounted as D:\SwanseaFiles with NTFS and share permissions.


DHCP Configuration
DHCP scope configured with range 172.16.1.10 – 172.16.1.20.


IIS Configuration
IIS installed and website webs.reyhaneh.acca configured with Windows Authentication.


Welcome Page
Authenticated users are presented with the message 'Welcome to Swansea Website'.


Remote Desktop Services
RDS deployed with RD Web Access using HTTPS.




Cardiff Network (Linux – Theory Only)
The Cardiff network was planned using a Linux-based environment. Due to time and environment limitations, the Linux configurations were not implemented practically. However, the concepts and configurations are discussed theoretically to demonstrate understanding, as permitted by the assignment guidelines.
2.1 Routing and ICMP (Linux)
In Linux systems, routing is enabled by activating IP forwarding. ICMP traffic is allowed through firewall rules to enable network diagnostics such as ping.
2.2 Site-to-Site VPN (Linux)
A site-to-site VPN can be configured in Linux using IPsec or OpenVPN to create a persistent encrypted tunnel between networks.
2.3 Child Domain (Linux)
A child domain in a domain tree allows hierarchical domain management. In Linux-based environments, this can be integrated using directory services such as Samba AD.
2.4 DHCP Services (Linux)
Linux DHCP services are commonly configured using ISC DHCP server to allocate IP addresses dynamically within a defined range.
2.5 Client Join and IP Assignment
Linux clients can join a domain and obtain IP addresses automatically using DHCP and domain authentication services.


1.5 Routing and Remote Access Service (RRAS) – Evidence
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Figure: Configuration evidence


1.6 Active Directory Forest Creation – Evidence
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Figure: Configuration evidence


1.7 DNS Records Configuration – Evidence
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Figure: Configuration evidence
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Figure: Configuration evidence


1.8 User Account Creation – Evidence
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1.9 Disk Mounting and Sharing – Evidence
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1.10 DHCP Configuration – Evidence
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1.11 ClientS1 Domain Join & IP Assignment – Evidence
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4. File Sharing Permissions – Evidence
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5.2 IIS Windows Authentication – Evidence
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5.3 Welcome Page – Evidence
[image: ]


6. Remote Desktop Services (RDS) – Evidence
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