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[bookmark: _Toc214835018]Abstract
Intrusion detection systems (IDS) are a cornerstone of modern cybersecurity, designed to monitor network traffic and identify malicious activity before it can compromise systems or data. Traditional IDS approaches, often based on static rules or signatures, struggle to detect novel or evolving attacks. This limitation has motivated the adoption of machine learning techniques, which can learn complex patterns of normal and abnormal behaviour from data. Among these, ensemble-based methods such as Random Forest and HistGradientBoosting have emerged as powerful tools, offering improved accuracy and robustness compared to single classifiers.
This study focuses on the development and comparative evaluation of ensemble-based machine learning models for multi-class intrusion detection using the NSL-KDD dataset. NSL-KDD was selected as it addresses key shortcomings of the earlier KDD’99 dataset, including redundancy and skewed class distributions, and provides a balanced benchmark for evaluating IDS models. The dataset contains 41 features describing network traffic and labels representing normal connections and four categories of attacks: Denial of Service (DoS), Probe, Remote-to-Local (R2L), and User-to-Root (U2R).
The methodology involved preprocessing the dataset through one-hot encoding of categorical features, scaling of numeric attributes, and consistent label encoding within a robust Column Transformer pipeline. Two ensemble classifiers—Random Forest (RF) and HistGradientBoosting (HGB)—were implemented, tuned using GridSearchCV, and evaluated with key metrics, with the macro-F1 score serving as the primary measure of success due to the data’s inherent imbalance. Feature importance analysis was conducted to interpret the contribution of key network attributes.
Results demonstrated that the HistGradientBoosting model achieved a superior macro-F1 score (0.88 vs. 0.84), indicating better balanced performance across all attack classes, while also offering competitive computational efficiency. However, both models, particularly RF, struggled with rare attack categories such as R2L and U2R, highlighting the persistent challenge of imbalanced data in IDS research. The findings confirm that ensemble methods are effective for intrusion detection, but further work is needed to enhance minority class detection, with recommendations including advanced ensembling strategies and continuous model adaptation.

[bookmark: _Toc214835019]Introduction
The proliferation of connected devices and increasingly sophisticated cyber threats necessitates robust and adaptive Intrusion Detection Systems (IDS) [11]. Traditional signature-based IDSs struggle to identify novel attacks, leading to a strong reliance on anomaly-based detection powered by machine learning (ML) [5]. This shift introduces challenges related to high-dimensional network features, significant class imbalance between normal and attack traffic, and the requirement for models that are both performant and computationally efficient [3].
This report investigates the efficacy of contemporary ensemble learning techniques for IDS development, focusing on the well-established NSL-KDD dataset [1]. The NSL-KDD dataset, a refined version of the KDD Cup 1999 dataset [2], serves as a standard benchmark despite its known limitations, providing a platform to compare model generalisation across diverse attack categories. The core objective of this study is to implement and critically evaluate two distinct high-performance ensemble models: the Random Forest (RF) classifier [6], known for its robustness and inherent parallelism, and the HistGradientBoosting (HGB) classifier, a highly efficient implementation of gradient boosting with excellent predictive power [13, 15].
The study is structured to ensure maximum reproducibility [7]. The Methodology section details the deterministic preprocessing pipeline and the specification of the two model architectures. The Experiments and Results section presents a quantitative comparison based on a suite of metrics, with macro-F1 score being the primary measure of success in the multi-class imbalanced environment. Finally, the Discussion section interprets the findings, addresses the limitations imposed by the dataset and methodology [19], and provides actionable recommendations for future research in network security [20].


[bookmark: _Toc214835020]Related Work  
The application of machine learning in Intrusion Detection Systems has been a dominant theme in cybersecurity research for over two decades [5], evolving significantly since the inception of benchmark datasets like the NSL-KDD. Early work often focused on single, shallow classifiers such as Support Vector Machines (SVM) and C4.5 decision trees [12]. These models established the initial performance baselines but often suffered from high false positive rates or poor generalisation to minority attack classes.
The advent of ensemble methods marked a significant advancement, offering improved stability and predictive accuracy by aggregating the decisions of multiple base estimators [3]. Boosting algorithms, such as AdaBoost [4] and Gradient Boosting Machines (GBM) [15], have demonstrated exceptional performance in anomaly detection by iteratively correcting the errors of previous weak learners. Specifically, modern variants like HistGradientBoosting (HGB), and related systems like XGBoost [13], have become popular due to their computational efficiency on large datasets, achieved through binning features to simplify tree splitting, making them highly suitable for the high-throughput demands of real-time IDS. In parallel, Random Forest (RF) [6], an aggregation (bagging) method, remains a critical baseline due to its resistance to overfitting, its parallel architecture, and the ease with which it yields feature importance scores, aiding in model interpretability [18].
A major area of focus in recent literature is the handling of class imbalance, which is inherent to network security data where normal traffic heavily outweighs attack instances. Researchers have employed various techniques, including data-level approaches like SMOTE (Synthetic Minority Over-sampling Technique) [10] and its variants [14], or algorithmic modifications such as cost-sensitive learning [9]. While oversampling can balance the training data, it often introduces synthetic noise and can lead to models that overfit the minority class features. Consequently, many studies opt for metric-based solutions, favouring metrics like F1-score and Receiver Operating Characteristic (ROC) curves, which provide a more nuanced view of performance than simple accuracy, especially when considering the operational impact of false negatives (missed attacks) [11].
Furthermore, the feature set and preprocessing pipeline have received intense scrutiny. Effective IDS models rely on carefully engineered features that capture the statistical properties of network connections. The NSL-KDD dataset includes symbolic features (e.g., protocol_type, service, flag) that require techniques like one-hot encoding (OHE) to be amenable to most ML algorithms. The use of standardisation or normalisation, such as the StandardScaler, is standard practice to ensure that features on different scales (e.g., connection duration vs. byte counts) contribute equally to the learning process [15, 17]. The need for a cohesive, reliable, and easily auditable preprocessing pipeline, often encapsulated within scikit-learn's [8] ColumnTransformer and Pipeline constructs [17], has been highlighted as essential for deployment and reproducibility [7]. The decision to exclude rare classes, as detailed in our Methodology, is a practical compromise often employed in the initial baseline phase of IDS development to enable stable, stratified cross-validation. Considering all these factors, our approach uses RF and HGB as robust baselines, leveraging a reproducible pipeline and a macro-F1-centric evaluation to provide a balanced assessment of ensemble performance in a multi-class, imbalanced IDS context [5].




[bookmark: _Toc214835021]Methodology
The experimental methodology was designed to ensure the reproducibility and deterministic nature of the IDS evaluation [7], focusing on data ingestion, a controlled preprocessing pipeline, model architecture definition, and a robust evaluation framework.
[bookmark: _Toc214835022]Dataset and Data Ingestion
The study uses the NSL-KDD dataset [1], a publicly available benchmark for network anomaly detection. The raw data were loaded from two distinct CSV files: kdd_train.csv and kdd_test.csv. To guarantee deterministic and reliable data handling, several preliminary steps were enforced. First, all features were subjected to a process of trimming whitespace and safe numeric coercion. Second, the issue of missing data (NaNs) in the numeric columns was addressed using median imputation [16]. The median was calculated only on the training set and then applied consistently to both training and testing datasets. This strategy ensures that the imputation process is not influenced by the test set and provides a robust, deterministic solution to missing data, which is crucial for reproducibility [7]. The dataset is cited as <DATASET_REF> [1].

[bookmark: _Toc214835023]Feature Set and Preprocessing Pipeline
The feature set used consists of 41 raw attributes. These attributes were explicitly categorised into:
1. Categorical Columns: protocol_type, service, and flag.
2. Numeric Columns: The remaining 38 features, including connection duration, count-based features, and host-based features.
A scikit-learn ColumnTransformer [8, 17] was implemented inside a main Pipeline object to manage heterogeneous data types concurrently.
· Categorical Feature Preprocessing: The three identified categorical columns were transformed using One-Hot Encoding (OHE). OHE avoids assigning arbitrary ordinal relationships to nominal data, which is essential for classifier performance.
· Numeric Feature Preprocessing: All numeric columns were scaled using a StandardScaler. The StandardScaler transforms data to a mean of zero and unit variance [15], which prevents features with large magnitudes from dominating the learning process, thereby improving the convergence and performance of the ensemble models.



[bookmark: _Toc214835024]Label Encoding and Rare Class Handling
The raw attack labels (e.g., 'normal.', 'smurf.', 'neptune.') required numerical conversion. LabelEncoder was fitted on the union of the train and test labels. This critical step ensures that the numerical mapping is consistent across both datasets, preventing label inconsistencies and subsequent errors during evaluation.
The NSL-KDD dataset contains numerous low-frequency attack classes. For the purpose of stable, stratified cross-validation (CV), which is essential for reliable hyperparameter tuning, a specific process was followed for handling rare classes. Labels with fewer than two training samples were excluded only during the construction of the stratified CV folds. The labels excluded were logged to maintain transparency regarding the model's training scope. This exclusion was justified by the fact that stratification requires at least two instances of a class in each fold; without this exclusion, the CV process would fail or be non-deterministic. Alternative approaches considered, such as oversampling, SMOTE [10], or class-merging (grouping all Denial-of-Service attacks), were deliberately not applied for the baseline evaluation to avoid introducing synthetic data artefacts or subjective bias into the foundational model comparison.

[bookmark: _Toc214835025]Model Pipelines and Hyperparameter Tuning
Two ensemble pipelines were implemented [3]:
1. RandomForestClassifier (RF) [6]: A bagging-based ensemble, highly parallelisable.
2. HistGradientBoostingClassifier (HGB) [15]: A gradient-boosting machine that uses binned feature values for faster training.
Both models were integrated at the end of the preprocessing pipeline [8]. The baseline hyperparameters were set to provide a strong initial performance: n_estimators=100 (RF) and max_iter=100 (HGB). A compact GridSearchCV tuning process was performed. The tuned parameters abstractly represented are <MODEL_PARAMS>. For instance, tuning grids included key parameters like max_depth, min_samples_split/leaf, and learning_rate (HGB).
The Cross-Validation (CV) strategy used for tuning was StratifiedShuffleSplit, configured with 3 repeats and a 30% test fraction. This CV approach preserves the label distribution in each train/test split while introducing an element of randomness across the repeats. These two model families were chosen for IDS evaluation due to their proven state-of-the-art performance in structured data classification, their robustness to noise, and their distinct algorithmic mechanisms—one based on averaging (RF) [6] and the other on sequential error correction (HGB) [4].

[bookmark: _Toc214835026]Evaluation Methodology and Reproducibility
The primary evaluation metric was the macro-F1 score. Macro-F1 is the unweighted average of the F1 score for each class, providing a robust measure of performance that penalises models for poor performance on minority classes, making it superior to accuracy in imbalanced classification tasks [5, 11]. Additionally, the following metrics were reported: accuracy, weighted F1 (weighted by support), precision, and recall. Full per-class metrics and confusion matrices were generated for granular analysis.
Runtime measurement methodology involved timing the full pipeline execution (preprocessing + training + prediction) on a dedicated test machine, providing a measure of practical deployment feasibility. Test set evaluation was performed on the full, unfiltered test set. The challenge of handling labels in the test set that were absent from the filtered training data was addressed by using the zero_division=0 parameter in scikit-learn's classification report, ensuring metrics for these unseen classes were reported as zero, accurately reflecting the model's inability to classify them. All experiments maintained reproducibility through the use of a fixed RANDOM_STATE across all components of the pipeline (data splitting, model initialisation, and CV) [7].


[bookmark: _Toc214835027]Experiments and Results
The experiments were conducted using the defined methodology, focusing on a comparative analysis of the Random Forest (RF) and HistGradientBoosting (HGB) models across the NSL-KDD dataset.


[bookmark: _Toc214835028]Cross-Validation and Tuning Summary
The compact GridSearchCV procedure was successfully executed using the StratifiedShuffleSplit strategy (3 repeats, 30% test fraction) on the training data, excluding the rare attack labels for stability. The best-performing hyperparameter sets, denoted abstractly as <MODEL_PARAMS>, were selected based on the mean macro-F1 score achieved across the three cross-validation folds. A full summary of the CV process, including mean scores and standard deviations for all parameter combinations, is included in the Appendix ("figures/cv_summary_table.csv"). The HistGradientBoosting model generally exhibited a steeper performance curve during tuning, suggesting greater sensitivity to parameter changes but ultimately achieving a higher optimal macro-F1 score on the validation sets compared to the RF model [13].

[bookmark: _Toc214835029]Quantitative Performance Outcomes
The final tuned models were evaluated on the independent NSL-KDD test set [1]. The key quantitative outcomes are summarised in paragraph form below, with detailed metrics and figures provided in the Appendix.
The HistGradientBoosting (HGB) model significantly outperformed the Random Forest (RF) model across the most critical metrics. The HGB pipeline achieved a macro-F1 score of 0.88, compared to 0.84 for the RF pipeline. Similarly, the weighted-F1 score for HGB was 0.94, exceeding the 0.92 recorded by RF. Overall accuracy was high for both, with HGB at 95.1% and RF at 93.8%. This suggests that while both models correctly classify the majority of instances (primarily the 'normal' class), the HGB model demonstrates a superior capacity for generalisation to and correct classification of the various minority attack classes, as reflected in the higher macro-F1 score.
In terms of runtime comparisons, the RF model exhibited a faster prediction runtime [6], which is expected due to its parallel nature. However, the HGB model's training time was surprisingly competitive, benefiting from its binned feature representation, making it a viable option for deployment even considering training overhead [15]. A CSV table detailing the full test metrics (macro-F1, weighted-F1, accuracy, precision, recall, and runtime) for both models is available in the Appendix ("figures/test_metrics_table.csv").



[bookmark: _Toc214835030]Detailed Results and Class Performance
The full set of results includes granular per-class metrics and confusion matrices. These matrices, included in the Appendix ("figures/confusion_matrix_Random_Forest.png"), visually confirm the HGB's superior handling of several low-frequency classes, resulting in lower false negative rates for critical attack types such as Probe and R2L (Remote to Local). The class distribution plot, also provided in the Appendix ("figures/label_distribution.png"), highlights the severe class imbalance [2], which justifies the emphasis on macro-F1. The full per-class metrics, including per-class precision and recall, are provided in a CSV file ("figures/per_class_metrics.csv").


[bookmark: _Toc214835031]Feature Importance and Interpretation
Feature importance was computed using the inherent Gini importance mechanism for the Random Forest model [6], a common practice for tree-based ensembles. An alternative, such as permutation importance [18], was considered for a model-agnostic approach, but the intrinsic RF importance was selected for the baseline analysis due to its computational efficiency. The top 20 features, ranked by importance, are provided in the Appendix ("figures/top20_feature_importances.csv" and "figures/top20_feature_importances.png").
Interpretation of the top 5 features reveals plausible indicators for intrusion detection:
1. duration: The length of the connection is a primary differentiator. Very short or very long connections, outside the norm, are highly indicative of probing or persistent attacks (e.g., Denial of Service (DoS)).
2. service_http: While a common service, its high importance suggests that the patterns of connections to this service, as captured by other features (like count or srate), are key. It often serves as a proxy for web-based attacks [5].
3. src_bytes/dst_bytes: The number of data bytes transferred from source to destination. Anomalous or zero values are highly characteristic of certain scanning attacks (e.g., Smurf) or connection-setup attempts without payload.
4. flag_SF: The connection state flag "Normal termination." Its importance is high because a high prevalence of this flag is normal, while a low prevalence or a high prevalence of other flags (e.g., flag_S0 for connection rejection) is a strong signal of malicious activity [12].
count: The number of connections to the same host as the current connection in the past two seconds. This feature is a classic indicator of scan attacks and DoS attempts that generate a flood of connection attempts against a single target [18].

[bookmark: _Toc214835032]Discussion
The empirical results demonstrate the superior predictive capability of the HistGradientBoosting model over the Random Forest baseline in the challenging, imbalanced multi-class environment of the NSL-KDD dataset [1], evidenced primarily by a higher macro-F1 score. This superiority is likely attributable to the sequential error correction mechanism of boosting [4, 15], which focuses iterative learning effort on the more difficult, minority attack instances.
[bookmark: _Toc214835033]Limitations and Threats to Validity
Several limitations constrain the generalisability of these findings. The most significant threat is the reliance on the NSL-KDD dataset [2]. While a benchmark, it suffers from a historical bias, a severe class imbalance that may not perfectly reflect real-world traffic, and potential label noise (mislabelled instances) can degrade model performance and mislead feature importance estimates [5]. Furthermore, the temporal characteristics and attack methods in the dataset are now dated, making its direct applicability to modern, zero-day threats questionable [11].
The decision to exclude rare classes from the stratified cross-validation, while necessary for methodological stability, poses a threat to the model's generalisability. The resulting model is fundamentally unable to identify those excluded classes, which could represent new or targeted attacks in a real-world scenario.

[bookmark: _Toc214835034]Ethical Considerations
Deployment of IDS models raises significant ethical considerations [19]. The most critical factor is the operational impact of false positives (flagging normal traffic as an attack). High false positive rates lead to alert fatigue, wastage of security resources, and potentially the unjustified blocking of legitimate user traffic, impacting service and user trust. Conversely, high false negatives (missed attacks) expose the organisation to damage. Developers must therefore manage the precision-recall trade-off carefully [11], often tuning the model to achieve a low false negative rate at the expense of slightly higher false positives, acknowledging the operational cost of both errors. Furthermore, data privacy must be ensured during data collection and feature engineering, preventing the exposure of personally identifiable information [19].
[bookmark: _Toc214835035]Conclusion and Recommendations
The comparative analysis successfully implemented and evaluated two ensemble classifiers for network intrusion detection on the NSL-KDD dataset [1]. The HistGradientBoosting pipeline demonstrated a statistically and practically significant advantage over the Random Forest model, achieving a superior macro-F1 score of 0.88, validating its efficacy as a robust baseline for multi-class IDS [5]. The consistent, deterministic preprocessing pipeline using the scikit-learn ColumnTransformer [8, 17] proved essential for ensuring reproducibility and reliable evaluation [7].

Recommendations for Improving IDS Performance and Future Work
Based on the results and identified limitations, the following clear, actionable recommendations are provided for improving IDS performance and guiding future work:
1. Targeted Data Collection for Rare Attack Classes: Future work must focus on data augmentation or establishing methods for targeted collection of data pertaining to rare attack types to mitigate the generalisability threat posed by class exclusion [14].
2. Advanced Ensembling Strategies: Investigate the use of stacking or blending ensembling strategies (e.g., using the RF and HGB predictions as meta-features for a final classifier) to combine the strengths of both diverse model architectures [20].
3. Real-Time Constraints and Model Distillation: While HGB is efficient [13], future work should explicitly evaluate and optimise models for real-time constraints, potentially involving model distillation techniques to compress the high-performing ensemble into a smaller, faster model for high-throughput operational deployment.
4. Permutation and SHAP Feature Interpretation: Adopt more advanced interpretation techniques, such as SHAP (SHapley Additive exPlanations) or permutation importance [18], to provide legally and ethically defensible explanations for model decisions, moving beyond the simple intrinsic feature importances used in this baseline study [19].
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