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Research report of IPv6 benefits and deployment issues
The IPv6 deployment project in any network is a big step towards the future and there we must not take risks. IPv6 is not the same as IPv4. It is inconceivable to properly plan the project, and obviously its subsequent execution, without having properly trained and not only in a theoretical or virtual way, but with “on-site” professionals, with experience in this type of networks, and with deep technical knowledge as well as in standardization, operation of networks, good practices and policies https://www.afrinic.net/blog/411-ipv6-for-governments-and-enterprises-impact-and-implementation-in-12-steps-2 .
IPv4 provides for a maximum 4.29 billion 32-bit addresses, which seemed like more than enough addresses when IPv4 became a standard in 1980. There were about 4.5 billion people on Earth at the time, so even if every person on the planet needed one IPv4 address, it seems like that should have been enough www.nanog.org/archives/presentations, the North American Network Operators’ Group (NANOG) meeting presentation archives.
Different institutes and businesses like , schools, homes, cafés, and airports have allocated their own addresses for the users they have. A daily routine of any citizen may not be as simple as anyone thinks for their technology such as their smartphone. While they travel around the city all day to places such as school, café, library, shops, gym and home their mobile phone switches to a different IP address every time it connects to a network.   
A much greater reason why we need so many more IP addresses is the amount of devices per person connected to the Internet and the number of people who also need Internet access. Many devices that have links to the Internet are obvious: computers, laptops, cell phones , and tablets. But then there are devices that a lot of people don't know have recently launched IP addresses, such as vehicles, TVs, microwaves and other smart devices.
Although this may be fine for established organisations, due to the depletion of IPv4 address space a new organisation may find it difficult to obtain a public IPv4 block. Also, several companies are now switching (e.g. Facebook) or will eventually migrate to IPv6. This means that a lot of services (which you need access to) will eventually only be accessible via IPv6. If you do use IPv4, you may not be able to access such services, or at the very least, it may affect the quality of access.
There is a general lack of comprehension of IPv6, as it is a entirely new variant of IP (not an extension) from IPv4 and is not backward compatible with IPv4. Because of this, many companies aren't prepared to rock the boat. Education and preparation will help people move beyond the fear.
Beginning in 2016, statistics compiled by Chetan Sharma Consulting showed that U.S. Internet service providers (ISPs) connected more new cars to their networks than they did new mobile phones.1 We will examine this more closely later in this chapter  www.nanog.org/archives/presentations, the North American Network Operators’ Group (NANOG) meeting presentation archives. 
IPv6 provides more addresses than IPv4. As mentioned earlier, IPv4, with its 32-bit address space, provides for 4,294,967,296, or 232, addresses. In comparison, the 128-bit IPv6 address space provides for 340 undecillion addresses! How large is 340 undecillion? It equates to 340,282,366,920,938,463,463,374,607,431,768,211,456, or 2128. As you can see, IPv6 provides a tremendous—almost unimaginable—number of addresses  www.nanog.org/archives/presentations, the North American Network Operators’ Group (NANOG) meeting presentation archives.
Many existing IPv4 enterprise networks do not have BGP with their Internet providers, but rely closely on NAT, and even other methods or approaches that are not approved, because they have harmful consequences that can be obscured in the case of IPv4.
In the case of IPv6, however, there are no NAT or private addresses and thus the use of BGP is not only a reasonable idea, but it is also necessary because we wish to provide an individual provider addressing and therefore stop renumbering all of our network as we change our provider, as standard, per 'n' year, in the case of government contracts, or in other situations for competition purposes.
On switching from IPv4 to IPv6, there are a couple other things to remember. Routing is the first to appear on the list. As IPv4 had a static, normal, and dynamic routing, IPv6 supports both of these routing types too. The routing protocols we are familiar with from IPv4 are also available for IPv6 including OSPFv3 and EIGRPv6, in terms of complex routing.
Safety is also another concern. There is a misconception that IPv6 is better than IPv4 but that is not generally accurate. IPsec was initially mandatory for IPv6 but no longer; now it is voluntary. That means IPv6, just like IPv4, must also be made stable. The same protection methods apply: IPsec, ACLs, state of the art firewalls, etc. 
Many people have been doubtful about the need for IPv6. The proponents of IPv6 have been preaching the need to move to IPv6 since the mid-1990s. And yet, after all these years, many people still don’t see the need for IPv6 www.nanog.org/archives/presentations, the North American Network Operators’ Group (NANOG) meeting presentation archives.
It's normal for us to use a text document or spreadsheet in IPv4 for the addressing scheme, if not a notebook. The IPv6 address space and network development possibilities make the usage of these methods prohibitive and compel us to follow IP addressing management techniques, called IPAM (IP Address Management), which can be OpenSource, commercial applications, or even apps.
The IPV6 process is stateless, whereby the Internet user or the host immediately acquires the address. IPV6 also enables the use of multicasting technologies in packet transmission, making it easier for multimedia material to be transmitted. IPV6 uses jumbo grams that are up to 232-1 byte packets opposed to IPV6 (216-1) and greatly increase network performance. The IPV6 is improved because it inherits some features from IPV4 and retains them. The header consists of a fixed section length in fixed but the presence of extension headers provides more opportunities for sending large data packets, improving security and routing possibilities.
Despite the great features IPV6 contains, it has certain weaknesses to it. This is to a larger degree related to the packet header dimension. "The bigger headers require more space in buffers and tables. The extension approach to headers may be a challenge in hardware implementation because information is not stored at a defined offset from the beginning of the packet except for the first header.' (The Wong, 2002) It may take a lot of time for the entire process, before the receiver can identify payload content. Despite this downside, IPV6 is supposed to be a huge success, but many problems will occur when it comes to deployment issues. 
When auditing the hardware that makes up the network itself, the routers, the infrastructure of the device, the operating systems, etc., it appears to be simplistic, assuming that it is appropriate for the vendor to say "supports IPv6."
This is a serious mistake, as there is no clear definition that it is "IPv6 support," as this ultimately depends solely on the context in which the device or operating system will be used. That is, what RFCs are needed to comply with at each particular point of the network according to their location and functions.
The strategies to be adopted to switch from IPV4 to IPV6 are a major issue which causes a great deal of concern. That is where it predicts a lot of expenses both directly and in terms of network efficiency. Things such as settlement of addresses pose the toughest obstacle. There must be a specified way to ensure that users switch from IPV4 to IPV6 without having any impact on network capacity, service quality and the most serious loss of valuable user data. It is also expected that the issue with the existing equipment suppliers would pose some significant concerns. Unique network hardware fabrications need to be in place that can support IPV6 adequately. 
IPV4 is an effective protocol that has been in use for quite some time, but it is vital that internet users follow IPV6 due to the fact that the available addresses may be limited. IPV6 is planned to resolve much of the IPV4 problems and restrictions. The daunting part is about integration strategies, and how consumers can react to the changes anticipated. The fact that certain internet users use the protocol shows the preparation and suitability of the system.
After countless proclamations that the IPv4 sky is falling, however, finally a more mature IPv6 is being deployed at an increasing rate. On any major host operating system, including Windows, Mac OS and Linux, IPv6 is now supported by default. All mobile operating systems, including Google Android, Apple iOS, and Windows Mobile, are also allowed to IPv6. The mobile carriers are leading the way in IPv6 deployments, due to the large number of mobile devices. For example, World IPv6 Launch measurements revealed that over 75 per cent of Verizon Wireless's total traffic over IPv62.T-Mobile phones is IPv6-only; when communicating with IPv4-only devices, they use a special protocol translation technique.
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	Subnet Name
	Needed Size
	Allocated Size
	Address
	Mask
	Dec Mask
	Assignable Range
	Broadcast

	School of Applied Computing:

	704
	1022
	172.16.0.0
	/22
	255.255.252.0
	172.16.0.1 - 172.16.3.254
	172.16.3.255

	
School of Automotive Engineering: 

	337
	510
	172.16.4.0
	/23
	255.255.254.0
	172.16.4.1 - 172.16.5.254
	172.16.5.255

	School of Architecture, Built and Natural Environment: 

	285
	510
	172.16.6.0
	/23
	255.255.254.0
	172.16.6.1 - 172.16.7.254
	172.16.7.255

	School of Engineering, Manufacturing and Logistics: 

	278
	510
	172.16.8.0
	/23
	255.255.254.0
	172.16.8.1 - 172.16.9.254
	172.16.9.255


IP addressing scheme for Faculty of Architecture, Computing and Engineering.
School of Applied Computing:
	Subnet Name
	Needed Size
	Allocated Size
	Address
	Mask
	Dec Mask
	Assignable Range
	Broadcast

	Open Access
	245
	254
	172.16.0.0
	/24
	255.255.255.0
	172.16.0.1 - 172.16.0.254
	172.16.0.255

	Lab 308
	120
	126
	172.16.1.0
	/25
	255.255.255.128
	172.16.1.1 - 172.16.1.126
	172.16.1.127

	Lab 410
	60
	62
	172.16.1.128
	/26
	255.255.255.192
	172.16.1.129 - 172.16.1.190
	172.16.1.191

	Lab 301
	50
	62
	172.16.1.192
	/26
	255.255.255.192
	172.16.1.193 - 172.16.1.254
	172.16.1.255

	Lab 306
	40
	62
	172.16.2.0
	/26
	255.255.255.192
	172.16.2.1 - 172.16.2.62
	172.16.2.63

	Lab 412
	36
	62
	172.16.2.64
	/26
	255.255.255.192
	172.16.2.65 - 172.16.2.126
	172.16.2.127

	Lab 302
	30
	30
	172.16.2.128
	/27
	255.255.255.224
	172.16.2.129 - 172.16.2.158
	172.16.2.159

	Lab 303
	30
	30
	172.16.2.160
	/27
	255.255.255.224
	172.16.2.161 - 172.16.2.190
	172.16.2.191

	Lab 411
	30
	30
	172.16.2.192
	/27
	255.255.255.224
	172.16.2.193 - 172.16.2.222
	172.16.2.223

	Staff
	25
	30
	172.16.2.224
	/27
	255.255.255.224
	172.16.2.225 - 172.16.2.254
	172.16.2.255

	Lab 305
	20
	30
	172.16.3.0
	/27
	255.255.255.224
	172.16.3.1 - 172.16.3.30
	172.16.3.31

	Test Centre
	18
	30
	172.16.3.32
	/27
	255.255.255.224
	172.16.3.33 - 172.16.3.62
	172.16.3.63


School of Automotive Engineering: 
	Subnet Name
	Needed Size
	Allocated Size
	Address
	Mask
	Dec Mask
	Assignable Range
	Broadcast

	Lab 301
	80
	126
	172.16.4.0
	/25
	255.255.255.128
	172.16.4.1 - 172.16.4.126
	172.16.4.127

	Lab 206
	55
	62
	172.16.4.128
	/26
	255.255.255.192
	172.16.4.129 - 172.16.4.190
	172.16.4.191

	Lab 102
	35
	62
	172.16.4.192
	/26
	255.255.255.192
	172.16.4.193 - 172.16.4.254
	172.16.4.255

	Lab 103
	30
	30
	172.16.5.0
	/27
	255.255.255.224
	172.16.5.1 - 172.16.5.30
	172.16.5.31

	Lab 101
	25
	30
	172.16.5.32
	/27
	255.255.255.224
	172.16.5.33 - 172.16.5.62
	172.16.5.63

	CAD Lab
	20
	30
	172.16.5.64
	/27
	255.255.255.224
	172.16.5.65 - 172.16.5.94
	172.16.5.95

	Lab 205
	20
	30
	172.16.5.96
	/27
	255.255.255.224
	172.16.5.97 - 172.16.5.126
	172.16.5.127

	Staff
	20
	30
	172.16.5.128
	/27
	255.255.255.224
	172.16.5.129 - 172.16.5.158
	172.16.5.159


School of Architecture, Built and Natural Environment: 
	Subnet Name
	Needed Size
	Allocated Size
	Address
	Mask
	Dec Mask
	Assignable Range
	Broadcast

	Lab 409
	60
	62
	172.16.6.0
	/26
	255.255.255.192
	172.16.6.1 - 172.16.6.62
	172.16.6.63

	Lab 201
	54
	62
	172.16.6.64
	/26
	255.255.255.192
	172.16.6.65 - 172.16.6.126
	172.16.6.127

	Lab 410
	45
	62
	172.16.6.128
	/26
	255.255.255.192
	172.16.6.129 - 172.16.6.190
	172.16.6.191

	Lab 404
	35
	62
	172.16.6.192
	/26
	255.255.255.192
	172.16.6.193 - 172.16.6.254
	172.16.6.255

	Staff
	32
	62
	172.16.7.0
	/26
	255.255.255.192
	172.16.7.1 - 172.16.7.62
	172.16.7.63

	Lab 203
	30
	30
	172.16.7.64
	/27
	255.255.255.224
	172.16.7.65 - 172.16.7.94
	172.16.7.95

	Lab 205
	28
	30
	172.16.7.96
	/27
	255.255.255.224
	172.16.7.97 - 172.16.7.126
	172.16.7.127

	Lab 408
	28
	30
	172.16.7.128
	/27
	255.255.255.224
	172.16.7.129 - 172.16.7.158
	172.16.7.159

	Lab 202
	25
	30
	172.16.7.160
	/27
	255.255.255.224
	172.16.7.161 - 172.16.7.190
	172.16.7.191


School of Engineering, Manufacturing and Logistics: 
	Subnet Name
	Needed Size
	Allocated Size
	Address
	Mask
	Dec Mask
	Assignable Range
	Broadcast

	Lab 208
	90
	126
	172.16.8.0
	/25
	255.255.255.128
	172.16.8.1 - 172.16.8.126
	172.16.8.127

	Lab 206
	50
	62
	172.16.8.128
	/26
	255.255.255.192
	172.16.8.129 - 172.16.8.190
	172.16.8.191

	Lab 101
	35
	62
	172.16.8.192
	/26
	255.255.255.192
	172.16.8.193 - 172.16.8.254
	172.16.8.255

	Lab 102
	30
	30
	172.16.9.0
	/27
	255.255.255.224
	172.16.9.1 - 172.16.9.30
	172.16.9.31

	Lab 103
	30
	30
	172.16.9.32
	/27
	255.255.255.224
	172.16.9.33 - 172.16.9.62
	172.16.9.63

	Lab 105
	25
	30
	172.16.9.64
	/27
	255.255.255.224
	172.16.9.65 - 172.16.9.94
	172.16.9.95

	Staff
	18
	30
	172.16.9.96
	/27
	255.255.255.224
	172.16.9.97 - 172.16.9.126
	172.16.9.127
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