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1. Introduction
The protection of computer networks is known as Cybersecurity. This is a relatively new field born out of a need for increased security on computer networks as their proliferation and complexities increase. Wireless Sensor Networks are becoming more and more common in the face of Internet of Things, and the exponential growth in number of wireless devices it has caused. Due to this growing number of wireless networks, there is a greater number of targets for criminals to exploit, and hence a greater need for protection of said networks against these attacks. 

As such, this project focuses on Wireless Sensor Networks, the various attacks used by criminals to exploit them, and the methods that can used to prevent their exploitation. The project will explore various types of attacks, simulations of the attacks, and using said simulations, the prevention strategies for said attacks.  

2. Aim of Research
The aims of this research task are as follows:
· To implement a Wireless Sensor Network consisting of various nodes and sensors.
· To select a sample of diverse attacks based on prior research and use them to attack the network.
· To attempt to mitigate these attacks
· To simulate these attacks and compare results to those produced by the real network.

3.  Research Justification and Background
To fully prepare for this project, a project proposal is necessary. This involved conducting in-depth research on the various aspects of the topic. One such topic is WSN, or Wireless Sensor Networks.

The need for such a study comes from the continued exponential growth of WSNs over the last decade and into the future. A report by Grand View Research from February 2018 found the global Industrial Wireless Sensor Market to be worth 2.64 billion USD in 2016, with a predicted growth to 8.67 billion USD by 2025. [1] Due to this continual growth, research into extending the lifetime of sensor nodes and addressing the security concerns associated with the technology is appropriate and justifiable.

WSN’s are a network of various sensors connected together. They share a topology with Ad-Hoc Networks – latin for “for this only”, which are a collection of “nodes” (e.g. computers, smartphones, sensors, etc.) that are connected in a point-to-point architecture with no central connection-point between nodes. As such, nodes are required to function as routers, handling traffic that may not relate to itself. The nature of such a network means that the topology is subject to constant change of which nodes are connected together. [2] WSNs are very similar, but differ in their connection method, as they typically utilise broadcast communication to connect all sensors together. As such, the logical topology is again subject to constant change. [3]

A WSNs will typically consist of multiple small sensors charged with the duty of collecting, processing and transmitting data that are networked together. This will typically work by way of a sink used to store and often process the data. [4] These sinks are nodes that act as a gateway between the WSN and a wider network such as a LAN that feeds the processed data back to the user. Additionally, they will often function as a central control centre to monitor and modify sensor behaviour. [5] These networks will typically be deployed in rural locations, which presents additional challenges to the maintenance of such a network, often to the point that retrieval of sensors is impossible. [4] Some examples of these challenges are represented below. 

3.1. Network Vulnerabilities
The main issue with Wireless networks is the vast number of entry points for hackers to infiltrate. A traditional wired network can be easily isolated from the wider internet or any other network via an air gap. This is clearly incompatible with WSNs due to their usage of wireless networks in their core functionality. As WSNs often see use in military and mission-critical applications, [3] it is of particular concern that any data collected does not fall into the wrong hands.

The task of securing a WSN is made significantly more difficult by the limited hardware capabilities of sensor nodes and the realities of WSN deployment (e.g. power saving) Some examples are; the need to keep costs as low as possible. WSNs can be made up of hundreds of sensor nodes, so hardware cost must be kept low.  Additionally, the security methods are limited, with commonplace asymmetrical key cryptography placing too large of a strain on the power consumption of nodes. As such, symmetric cryptography is a more realistic (albeit inferior) alternative. Sensor nodes are also susceptible to attacks at the physical layer. They are susceptible to DDoS (Distributed Denial of Service) attacks due to their communication being based in RF and Due to the Ad-hoc topology of WSNs, they can be passively monitored or attacked using link attacks, which could target the connection between any 2 nodes. [3]   

3.2. Power Consumption
Due to the remote distribution of Wireless Sensor Networks, the sensor nodes typically rely on a battery as a power source, which necessitates either replacement or recharging after a time. This can become inconvenient or impossible dependent on the placement of sensor nodes. As such, a method of power generation that utilises “environmental energy sources” such as thermal energy, which offers a higher degree of reliability than other alternatives such as solar, [6] which has an energy output directly tied to the presence of sunlight shining on it.

The alternative and more traditional approach is to reduce the power consumption of the sensor nodes themselves. The most power-hungry component of wireless sensors is usually the RF module used for communication between sensor nodes and the sink node. The energy consumption from the transmission of 1 bit of data can be as much as that used to process thousands of bits internally. [7] A possible solution (assuming that all nodes are synchronised and performing synchronised tasks) is to utilise a form of MAC layer protocol known as Duty Cycling. [8] This allows nodes to wake and sleep periodically relative to when tasks are required to run. [9] This works by utilising aggregated packet transmission, which transmits a batch of packets in a single cycle, as opposed to single-packet transmission, which transmits a single packet per cycle. [10] Since this type of workload is one of many performed by WSNs, other solutions are needed. Another form of power saving is in changing the modulation scheme, packet size, amplification power, and several other details that can be tweaked. [7] 

4. Common Forms of Attack and Prevention (Document Review)
As the project focuses on attacking the Wireless Sensor Network and then mitigating those attacks, the below research focuses on the current understanding of attacks and prevention to provide an understanding of what results should be expected.

Wireless networks are, in general, subject to broadcasting attacks (and this applies to WSNs too). Attacks can be outsider (e.g. not from a node within the WSN) or insider (where a node within the WSN is compromised). There are passive attacks, which are listening to an existing data stream, and active attacks, which either exploit an existing stream of data or fabricate a false one. There are attacks that modify data while in transit to provide the sink with false information. [3] Since physical layer attacks are foiled through physical security methods common to the protection of all physical things, (e.g. a guarded perimeter, locks on all gates, etc) this will not be covered. With all this in mind, there are a number of different attacks that can be used to infiltrate a wireless network.

As mentioned above, attacks fall into 2 major categories; passive and active. The main characteristic of a passive attack is that it does not impede the functionality of the network that is being infiltrated. Some examples are eavesdropping (the capture of data while in transit) and traffic analysis/monitoring, which are the capturing and analysis of messages sent over a network to determine a pattern of communication. This is in contrast to an active attack, which disrupts the day-to-day functionality of the network. Some examples are DoS (Denial of Service), jamming and man-in-the-middle. [11]


4.1. DoS Attack
DoS attacks fall into the latter category, as their purpose is to break correct functioning of the network. The attack works via a source computer that has access to the victim network (whether internally, or via the internet). This source computer is then used to generate thousands of ping packets to a particular target (either the network as a whole or a particular device e.g. a server). This overwhelms the network devices/end device and causes legitimate users to go unserved by the network/device. [12]

There are several types of DoS attack. One type is Denial of Sleep attack, which prevents a sensor node radio from entering low power mode, causing a large increase in power consumption of the nodes, and reducing battery lifespan significantly, shortening years of lifetime under normal operation to as little as several days). [12] [13] 

Another type is a UDP (User Datagram Protocol) Flood Attack. This works due to the unacknowledged, connectionless function of the UDP protocol, meaning that packets can be sent indefinitely without requiring permission. [12]

[bookmark: _GoBack]Finally, another common form of DoS attack known as SYN Flood. SYN (short for Synchronise) is the first part of the 3 way handshake of the TCP protocol. It is used to send data from 1 host to another. First, a SYN request is sent from one host to another. Host 1 then sends a SYN ACK (Synchronise Acknowledgement) to Host 2 to confirm receiving the SYN, Host 1 then sends an ACK (Acknowledgement) to Host 2 to confirm receipt of the SYN ACK. The connection is then established, and the data is transferred. [14] This attack takes advantage of this process by sending multiple SYN packets to keep the connection to the device open, preventing any other devices from accessing it. [12]

4.2. DoS Attack Prevention
When handling DoS attacks on WSNs, the approach is to identify them as they happen and rectify the issue. [12] Preventing DoS attacks on standard wireless networks is fair straight forward with multiple tools available. [15] However, WSNs have a very limited processing power, and must limit the amount of power being used to avoid prematurely draining their battery. As such, these traditional solutions are not an option, and attacks must be handled on a post-event basis. [16]

One solution is to utilise an array of dedicated control node that is used solely to monitor the network traffic. By placing one in the path of network traffic, it can detect suspicious traffic in order to detect an infected node. [16]

4.3. Jamming Attack
Jamming is the deliberate disruption of wireless networks via the transmission of interfering wireless signals used to decrease the SNR (signal-to-noise-ratio). It differs from interference, which is the accidental disruption of wireless networks. This is typically done with the intention of preventing communication between devices on a network, however, it has been used successfully to prevent eavesdropping attacks. Generic “Elementary” Jammers can be sorted into 2 categories, Proactive and Reactive. [17] 

Proactive Jammers will transmit wireless signals constantly, and on 1 channel. These can be sorted into 3 types. Constant Jammers, which transmit a continuous stream of random bits with no regard to CSMA protocol. This form of Jammer is very easy to detect as a result. Another type is a “Deceptive Jammer”, which transmits (continuously) ordinary data packets. This makes it far more difficult to detect, as nodes detect it as a legitimate transmission, and therefore stay permanently in receiving mode in order to receive its data transmission (which continuously transmits, meaning that the network is disrupted until the Jammer is no longer active). The final type of Jammer is known as a Random Jammer, which alternates between transmitting legitimate packets and random data. It also features power saving, alternating between sending packets and a sleep state. This does however make it less effective than the other 2 types of continuous Jammers. [17]

Reactive Jammers are the opposite of Proactive, in that they actively monitor a given wireless network for activity on all channels, and only transmit jamming signals when activity is detected. This makes them significantly harder to detect than Proactive Jammers but does mean that they use significantly more power. Reactive Jammers can be separated into 2 types, and only differ based on the type of network transmission that causes them to begin jamming. These are Reactive RTS/CTS Jammer and Reactive Data/ACK Jammer. [17]

The Reactive RTS/CTS Jammer works by monitoring the network for an RTS (Request To Send) transmission. It then immediately sends a jamming signal. This means that when the RTS-receiving node sends an ACK to the sender, it is not received, and transmission does not occur. Reactive Data/ACK Jammer works by monitoring the network for an ACK transmission, it then either transmits a jamming signal, corrupting the data packets, leading the receiver to request the packets again or waits and emits a later jamming signal to corrupt the ensuing ACK packet from the receiver after data transmission is complete. In both cases, the sender will transmit the packets again. [17]

4.4. Jamming Attack Prevention
Proactive Jamming works via bottlenecking network bandwidth. As such, carrier sensing can be used to detect these jammers. At which point, nodes can utilise JAM (Jammed Area Mapping) protocol to map the jammed area in a matter of seconds by detecting a jammer, and then broadcasting that information to neighbouring nodes. At which point, all nodes then broadcast a message of JAMMED or UNJAMMED, allowing traffic to be routed around the jammed area. [17] 

In the case of Reactive Jamming, jammers can be detected through the monitoring of packet delivery, SNR (Signal-to-Noise Ratio) and signal strength for unusual values, at which point, the countermeasure is no different to proactive jamming, as mentioned above. [17]

4.5. Man-In-The-Middle Attack
A Man-In-The-Middle attack is exactly as it sounds. It consists of 2 victims with a communication channel between them, and an attacker that accesses said communication channel in order to alter the messages that are sent between them. It is one of the most prolific and successful methods of gaining access to data due to the over-the-air nature of wireless networks. They can be divided into 4 types of attack. [18]

The first are spoofing-based attacks (To Spoof: to fool by a hoax [19]) which attempts to intercept and alter network traffic without the knowledge of victims by spoofing hosts. There are several types such as DNS spoofing (by spoofing network devices between end-points), ARP spoofing (spoofing as the end-device e.g. router or victim device). However, the general concept of impersonation is the same. [18]

The next form of MITM (Man-In-The Middle) attack are SSL (Secure Socket Layer) and TLS (Transport Layer Security) attacks. In this case the attacking device acts as a relay between the 2 end devices, establishing an SSL/TLS connection with both victim devices and allowing the traffic to be captured and/or modified before it is sent to the intended recipient. [18]

The third form of MITM attack is a BGP (Border Gateway Protocol) attack. This works similarly to spoofing-based attacks and is known by another informal name that better illustrates it: IP Hijacking. Border Gateway Protocol is used by networks to reach other networks by alerting of their presence, this is done by exchanging network-reachability information. It is a crucial part of internet routing and is used to determine the shortest path. [18]

The attacker takes advantage of this information by hijacking a BGP router between 2 autonomous systems and announcing that it has the shortest route to a particular network. This information is then added to routing tables and all traffic intended for said network is sent to the compromised router instead of the correct route. As BGP is authentication less, it is almost impossible to prevent this type of attack. The far reaching nature of this attack can cause it to have lasting consequences. [20]

The final form of MITM attack is an FBS (False Base Station) Attack in which the attacking device acts as a transceiver base station and impersonates a legitimate network. It can be used to broadcast BTS signals and act as a real BTS. By blocking the legitimate BTS, it can force users to connect to the fake BTS by convincing the device that it is the intended network. At this point, the attacker can manipulate the traffic of the victim device. [18]

4.6. Man-In-The-Middle Attack Prevention
In the case of ARP spoofing, a specific node designed to act as an IDS (Intrusion Detection System) would be the best option. It would need to act in a proactive manner, periodically checking the network (as a reactive system would drain its battery too quickly). [21]

The best way of preventing SSL/TLS attacks is to use Certificate Transparency to create a central store of HTTPS certificates. Independent services such as ICSI Certificate Notaries Service collect certificates from various internet sources, and any certificates encountered by the network can be compared against this, giving the best chance of detecting forged certificates. [21]

Next is BGP attacks, which due to their authentication-less nature, can’t be efficiently prevented. As such, the focus is on detection, the best of which is victim-centric detection i.e. the intended network detects the hijacking of its IPs. [21]

Finally, FBS attacks, which are prevented through better and more frequent authentication that is more difficult for attackers to impersonate. However, this is difficult to implement in WSNs due to its large power usage. [21]

5. Research and Development Methods
The hypothesis of this project is: “The actual results will match those of the simulation.”

The research task involves setting up a real Wireless Sensor Network in order to perform attack experiments on it. It is a deductive approach due to the development of a hypothesis and theory, and tests to confirm or deny. and will produce quantitative data. As such, it falls squarely in the category of Positivistic research. 

5.1. Philosophy, Generalisability and validity
The experiment will consist of real and simulated testing of attacks, and the collection of data on whether attacks were successful and how successful, followed by a comparison of the results. As this will be done using well-known and investigated attacks and utilise standard nodes and sensors (the type and manufacturer of which will be recorded), the results should be very generalisable and reliable. 

The results should also be valid, as they will be obtained from a real Wireless Sensor Network, repeated several times to ensure the results are representative of normal operation and compared against accurate simulation software.

5.2. Data Collection Methods
The project is an experiment, so that will be the source of data to fulfil the aims of the experiment set out above. This will involve constructing a Wireless Sensor Network with several nodes and sensors, which will be an array of temperature, sound, humidity and many other sensors as would be seen in a real, deployed WSN. Next, the network will be attacked via 5 well-known and diverse attacks. This will include an ARP spoofing attack, an SSL/TLS attack, A Reactive Data Jammer Attack, A Proactive Random Jammer and a Denial of Sleep Attack. These have been chosen for their diverse range of attack methods and considerable effect on WSNs in particular. Their effectiveness on the network will then be recorded.

Finally, to fulfil the final aim the preventative methods for these attacks will be implemented and the effectiveness recorded. The effectiveness of attack and prevention will then be compared to data obtained from simulating the same network, set of attacks and preventative methods.



5.3. Risks, Limitations and legal and ethical issues
There is no real limitation, risk or ethical consideration involved with this experiment as it is being performed on a network set up solely for this purpose and has no involvement from outside entities or individuals who could suffer emotional or physical trauma as a result of this experiment.

However, as one of the attacks utilises a jamming function, there is a risk of jamming other networks in the nearby area. However, as this will most likely be deployed within the School of Applied Computing, there should be no networks belonging to outside entities in the range of the jammer, and so the chance of a legal issue is negligible.

6. Resources and Planning

6.1. Resources Required
To perform this experiment, a real Wireless Sensor Network is required to ensure validity, a such, an array of various sensors and nodes are required in order to set this up. In addition to this, several pieces of equipment are required for the attacking of the network, such as a computer to launch the attack and a Proactive Random Jammer and Reactive Data Jammer for performing the jamming attacks.

Aside from hardware, software will be needed that allows the attacks to be performed, such as a live Linux distribution, however free options exist for this purpose (such as Kali Linux, a popular Linux distribution for penetration testing [22]).

6.2. Project Tasks and Timescale
To produce a list of tasks to be completed and a schedule for when said tasks should start and end, a Gantt chart is an effective tool. The one below was prepared in Microsoft Project 2016.
[image: ]
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The Software and Hardware research consists of finding and acquiring various sensors, nodes and software needed to carry out the experiment, followed by Testing and Familiarity, which speaks for itself. This is followed by conducting the attacks in a simulation followed by a real Wireless Sensor Network (with and without preventative measures)
, and then sorting the data into a format that allows it to be analysed properly, followed by the analysis.

7. Conclusion
Having completed the project proposal, it seems that this project is justifiable based on the industry size and continued growth. It is also apparent that due to the wealth of academic literature in the form of conference proceedings and journals, as well as standard websites, it is likely that the project will be relatively straight-forward to implement. Finally, it appears that the resources required and ethical and legal obligations are not large obstacles in the way of the project’s success.

However, conducting additional research into software tools used to perform the attacks rather than just the attacks themselves would have provided a more realistic idea of the resources required. Despite this, the project proposal appears to set a sufficient and illustrative starting point for the project. 
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8. Appendix
A Mind Map produced prior to the project proposal outlining aspects that could have been included:
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