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This report has been produced to provide an insight into smart cities and their development, along with providing a simulation of a smart campus to show how an effective infrastructure can benefit the environment, the company or industry, and our species. The justification of the implemented simulation outlines the requirement for companies to use such sensor networks.

[bookmark: _Toc27136801]Smart Devices
In recent years, a person’s everyday life and in the world of business has further been influenced by “Smart” devices to perform automated tasks. There is currently a wide variety of smart devices. This section will briefly discuss some of these.

[bookmark: _Toc27136802]Smart Meters
Smart meters for utilities that can not only measure consumer’s energy consumption and help reduce annual cost, but also monitor and control home appliances, collect diagnostic information about user appliances and the distribution grid (assisting with outage response times), and can communicate with other smart meters [1], [2].

[bookmark: _Toc27136803]Temperature and Humidity Sensors
Temperature and humidity sensors that can be used to maintain the temperature of a room in a home, or even a data centre [3] by various methods like switching on/off heating or aircon, or opening and closing windows automatically (with additional modules such as a stepper motor) - a proposed system by Sharmila et al [4]. 

[bookmark: _Toc27136804]Detection Sensors
Detection sensors (PIR, ultrasonic, cameras, etc..) are currently used for home automation such as lighting control [5], in the case of a sensor detecting a user’s presence it could turn on lighting, or used as alarm systems [6] to detect intruders and perform the relevant processes. 

[bookmark: _Toc27136805]Smart Wear Devices
Smart wear devices such as smart watches that can keep track of the wearers daily steps, heart rate, altitude climbed, sleeping patterns, etc… that can contribute to and promote the health of the user by encouraging them to be more active [7], [8]. 



[bookmark: _Toc27136806]Wireless Sensor Networks
A wireless sensor network (WSN) is a spatially dispersed network that consists of multiple nodes which comprise of a radio transceiver, a microcontroller and sensors [9].  These autonomous nodes utilise the sensors to monitor either physical objects or environmental data where the sensor lies, and organise the collected data at the intended database storage centre [10]. A WSN can be used to monitor conditions such as temperature, humidity, sound, pressure, motion and pollutants [11], with the core benefits being that they are small, efficient and can be relatively low priced [12]. 
Some examples of the different areas of which a WSN can be implemented are:
· Military (surveillance [13], self-healing landmines, soldier detection and anti-submarine warfare [14]),
· Healthcare (patient tracking, disease detection and medication adherence [15, pp. 37–41]), 
· Agriculture (irrigation, fertilisation, pest control, animal and pasture monitoring and horticulture [16]), 
· Natural disaster detection (earthquakes [17] and landslides [18])
 
[bookmark: _Toc27136807]Security
Information security management (ISM) is principal to any system to ensure data security. The definition of ISM encompasses confidentiality (the limiting of data to authorised personnel only), integrity (maintaining accurate and complete data) and availability (assuring the information is available for the process that is required) [19].  
Due to the types of industry that these systems can be implemented in, it is critical that security is considered as a priority due to not only potential data loss, but perhaps loss of life which was discovered as a potential rise in the case of exploitation of pacemakers in the first quarter of 2019 [20].
	Different attacks can occur on different layers of a WSN as shown in table 1 (including the relevant means of security). There have also been some standards produced surrounding IoT such as ISO/IEC 30141 [21] and a framework from the IoT Security Foundation [22] to assist with threat mitigation.

Table 1 - WSN Attacks and defence strategies [23]
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[bookmark: _Toc27136808]Smart Cities
The development of cities and advances in technology of the last millennium have taken many forms, and now they have led to the creation of smart cities [24]. Smart cities have taken the concepts of smart devices and wireless sensor networks and applied them onto a larger scale. Smart city planning is one of the fastest growing topics in urban sustainability currently [25].
The main features of a smart city include a pervasive integration with information technology and an application of data resources which should allow cities to make better use of its services and resources, and to create a sustainable and greener city by dealing with problems such as energy shortages, congestion and environmental pollution [26]–[30].

[bookmark: _Toc27136809]Smart City Examples
Though there are no best practices for smart city development, there are some promising innovations. Some examples of current cities that are progressing toward a smart city [31] are:
· Songdo, Korea
· Amsterdam, The Netherlands
· San Francisco, USA

[bookmark: _Toc27136810]Songdo, Korea
Songdo is currently achieving green building ratings on new builds, has specifically designed smart neighbourhoods, a robust public transport system, a highly rated water recycling system and it is wired with ample broadband internet connections. Though Songdo is progressing with new areas and buildings, it could benefit from retrofitting older areas to help increase their sustainability.

[bookmark: _Toc27136811]Amsterdam, The Netherlands
The operational aim of the Amsterdam smart city project is to help achieve sustainability targets set by Europe. Though technology is not the main principle behind the smart city approach by Amsterdam, there has been an integration of smart city technologies [31].

[bookmark: _Toc27136812]San Francisco, USA
San Francisco is spearheading smart city strategies as a matter of importance to assist with sustainable urban building. The city is renowned for its Silicon Valley and being a global trendsetter for technology. There are several methods in place such as a large number of free public Wi-Fi hotspots, real-time parking information, and providing status updates for electric vehicle charging stations [31].



[bookmark: _Toc27136813]Smart Campus
A piece of a smart city would be a smart campus. By utilising some of the smart device, WSN concepts, IoT sensors, proper planning, investment and management, it is possible to implement a smart campus to help with not only the running costs or building/facility maintenance but can also help in reducing the carbon footprint of said campus, allowing for a greener future [32]. In papers produced by Hentschel et al [33], Bandara et al [34], Alghamdi and Shetty [32] and Bawa and Selby [35] some examples of the use cases for a WSN implementation were to assist with:
· Monitoring/maintaining room temperature
· Monitor for free meeting rooms
· Perform a census check on room occupancy
· Develop a parking system to map parking areas
· Water and waste management

[bookmark: _Toc27136814]Room Lighting 
A combination of sensors can provide ample results in order to control lighting in a room. An example of such selection could be either a motion or a sound sensor. If a room is not occupied, there will be no motion or sound coming from that room.
	There will be some circumstances where these will not be applicable, such as an exam in progress – there will not be much movement or sound, however it is possible to set a delay on the lights so they wouldn’t go off straight away and would remain on for ‘x’ minutes / hours.

[bookmark: _Toc27136815]Room Temperature 
It is possible to regulate temperature of a room using a temperature sensor and combining it with a heating and cooling element. Desired temperatures can either be hardcoded, or some form of user interaction via a control system in the room or a web dashboard/interface.

[bookmark: _Toc27136816]Car Park
A WSN to assist staff and students with a campus car park could be highly beneficial to allow users to see if and where a space is available. It could contribute to a lower emission as the user will not have to keep driving around looking for an empty space, and information gathered about usage could be beneficial to the facilities and/or scheduling departments.
	This could be implemented by utilising ultrasonic sensors and LED’s to detect whether a vehicle is in a space and change the LED colour from red (for taken) to green (for available). This information can also be shown on a digital display at the front of the car park to allow users to see which space is free, and it can also be used on a web interface for people to check their smart devices and possibly allow them to mark which bay their car is parked in so they do not forget.

[bookmark: _Toc27136817]Outdoor Lighting
It may be beneficial to include sensors that can regulate outdoor lighting more reliably than just a timer, as relying on a timer it’s not always guaranteed that the sunset or sunrise will be at that specific time.
	By using a sensor such as an LDR, it would be possible to only allow the outdoor lights to switch on if it is dark, as the values from an LDR depend on the intensity of light that falls upon it. This could be coupled with a timer just to make sure there isn’t just a shadow or obstruction covering the LDR.

[bookmark: _Toc27136818]Waste Management
Sensors can be used for smart waste management by connecting an ultrasonic sensor to an MCU that can detect the quantity of waste deposited into the waste bin, for example if it was at the top of the bin and faced down it could continuously monitor the level of waste and alert the facility team that the bin is full. One other way this could be interpreted is having a timer also onboard or connected to the control unit and if after 2 days or so, if the bin hadn’t already been changed then it could again alert facilities to perform this action. 

[bookmark: _Toc27136819]Room Occupancy 
A simple sensor system can be implemented to count the numbers of people entering or exiting a room. This could be implemented by using two sets of trip sensors that could detect when the line of sight had been broken, keeping a count, and depending on which sensor was triggered second it could calculate if someone had entered or exited the room.



[bookmark: _Toc27136820]Implementation
A simulation of a smart campus has been created in Cisco Packet Tracer which includes smart sensors for various tasks, such as the ones discussed in the Smart Campus section. This section will discuss the implementation of these sensor systems justifying their use case and design.

[bookmark: _Toc27136821]Room Lighting 
Attached to the MCU there is a sound sensor and motion sensor [Figure 6-1]. Depending on whether the system detects an input on either sensor it will automatically switch the lights on if the input is high [Figure 6-2], or switch the lights off if the input is low [Figure 6-1].
	A speaker was simulated to provide a tone to test the sound sensor, and by using alt + mouse, this can simulate movement which tests the motion sensor. The code for the MCU turns the light off straight away once the motion or sound detection stops as it is a proof of concept, but this can be easily modified to keep the lights on for a period of time in the real world.
	The justification for this system would be that the lights wouldn’t be on for a longer period than they need to be which would return in a lower environmental impact and electricity cost output. 

[image: ]
Figure 6‑1 Room lighting off
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Figure 6‑2 Room lighting on

[bookmark: _Toc27136822]Room Temperature
An MCU that automatically controls the temperature in a room has been implemented. The desired temperature has been hardcoded and depending on the temperature values from the temperature sensor [Figure 6-3], it will regulate the temperature by activating the cooler if the room is too warm, or by activating the heater if the room is too cold.
	The higher and lower desired temperatures have been hardcoded currently, but future development could include an interface where the user could set the desired temperatures.
	By utilising these sensors, it could be possible to reduce the energy cost of the campus.

[image: ]
Figure 6‑3 Room temperature cooling down

[bookmark: _Toc27136823]Car Park
An idea of utilising ultrasonic sensors, or pressure plates to detect whether a car is in a space was the initial plan, however due to Packet Tracer limitations this was not implemented. Instead a motion sensor was used to simulate a vehicle entering a parking bay, and a toggle switch to lock the state. An attempt was made to set up a custom API for the MCU to display the status of the car park space on the IoT monitor, but unfortunately this was not completed.

[bookmark: _Toc27136824]Outdoor Lighting
For outdoor lighting, an LDR was used that detects the amount of light in the environment. Depending on whether the output is high or low, it will control the LED [Figure 6-4 & 6-5].
	As daylight is not possible to simulate in Packet Tracer, two other light sources were used to influence the environment light values. 
	Again with lighting it could be possible to lower environmental impact and reduce energy costs.

[image: ]
Figure 6‑4 Light is high, so LED is off
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Figure 6‑5 Light is low, so LED is on

[bookmark: _Toc27136825]Network Layout
The WSN implementation has followed the zone-based structure network layout as it has low overheads and is easily scalable. The nodes are independent of each other and not connected to a centralised server, but this could be implemented for a central monitoring station or similar.

[bookmark: _Toc27136826]Conclusion
The world of smart cities has potential to reduce energy use, therefore helping to mitigate global warming and produce a better quality of life and environment for everyone moving into the next century and beyond. If sensor networks such as the ones described in this report are implemented across every building, it will have a much larger impact than on a single campus. 
There are privacy and ethical concerns surrounding data collection, along with potential security problems, and with the rapid growth of IoT devices these concerns, and potential risks grow at a constant rate. These will need to be taken into consideration for future development of smart cities, though it is a viable topic to ensure the progress and future of our species.
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