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[bookmark: _Toc228511428]TASK 1 — Strategic Threat Analysis
The M&S and Co-op UK Cyber Attacks (2025)


[bookmark: _Toc228511429]1.1  Abstract
This report critically analyses the coordinated ransomware campaign targeting Marks and Spencer (M&S) and the Co-operative Group (Co-op) during April to May 2025. The attacks were attributed to Scattered Spider affiliates operating under the DragonForce Ransomware-as-a-Service (RaaS) model. Combined financial losses are estimated at £270–£440 million. The analysis maps the adversary campaign to the MITRE ATT&CK Enterprise Matrix, examines root causes, evaluates detection failures, and proposes prioritised strategic recommendations informed by NCSC guidance and peer-reviewed literature.

[bookmark: _Toc228511430]1.2  Introduction
The 2025 UK retail campaign exposed critical identity management and incident response vulnerabilities within two of Britain's most prominent businesses. Within days of each other, both M&S (64,000 employees, 1,400 retail locations) and the Co-op (2,800+ retail locations) were struck by the same threat actor cluster. Evidence later revealed that M&S had been breached as early as February 2025 — two full months before ransomware was deployed over the Easter weekend — indicating a lengthy dwell-time consistent with Advanced Persistent Threat (APT) behaviour.
The attackers combined social engineering with Active Directory exploitation to bypass Multi-Factor Authentication (MFA), exfiltrate domain administrator credentials, and deploy ransomware against VMware ESXi infrastructure. The subsequent arrest of four individuals aged 17–20 by the National Crime Agency (NCA) in July 2025 confirmed that this technically sophisticated campaign was executed by young, native English speakers rather than through zero-day vulnerabilities. The material difference in response capability between M&S and Co-op made this campaign especially instructive.
[image: ]
DIAGRAM 1 — Attack Kill Chain Flow
1.3  Incident Summary and Timeline
The table below reconstructs the confirmed sequence of events across both organisations, sourced from NCA press releases, BleepingComputer reporting, Computer Weekly, and company disclosures to the London Stock Exchange.

	Date
	Event
	Organisation

	Feb 2025
	Scattered Spider gains initial access via service desk social engineering. NTDS.dit Active Directory database exfiltrated from domain controller.
	M&S

	~Late Mar 2025
	Lateral movement, offline password hash cracking, privilege escalation. Persistence established on VMware ESXi hosts.
	M&S

	19–21 Apr 2025
	DragonForce ransomware deployed on ESXi VMs over Easter weekend. Contactless payments, Click & Collect, and inventory systems fail chain-wide.
	M&S

	22 Apr 2025
	M&S discloses 'cyber incident' via London Stock Exchange. Co-op detects unusual network activity and proactively disconnects systems.
	Both

	23 Apr 2025
	M&S CEO receives DragonForce extortion email. Co-op NTDS.dit stolen via identical service desk social engineering vector.
	Both

	25 Apr 2025
	M&S suspends all online orders (~£3.8m daily revenue loss). DragonForce contacts Co-op security leadership directly via Microsoft Teams.
	Both

	30 Apr 2025
	Co-op confirms data exfiltration affecting 6.5 million current and past members.
	Co-op

	5 May 2025
	BleepingComputer confirms Scattered Spider posed as employees to reset passwords and disable MFA. CrowdStrike, Microsoft, and Fenix24 engaged for forensics.
	M&S

	21 May 2025
	NCA confirms Scattered Spider attribution. M&S discloses ~£300m lost profit; online disruption forecast to continue into July.
	M&S

	Jun 2025
	UK Cyber Monitoring Centre classifies both incidents as Category 2 systemic events. DragonForce confirms to BBC that 20 million Co-op member records were stolen.
	Both

	10 Jul 2025
	NCA arrests four suspects aged 17–20 in London and West Midlands on charges of Computer Misuse Act violations, blackmail, and money laundering.
	Both



[bookmark: _Toc228511431]1.4  Adversary TTP Mapping — MITRE ATT&CK® Enterprise Matrix
The following table maps each confirmed attacker technique to the MITRE ATT&CK framework, supported by primary source evidence.

	ATT&CK ID
	Tactic
	Technique
	Evidence

	T1656
	Defence Evasion
	Impersonation
	Attackers spoofed an M&S employee or Co-op employee during phone calls. The use of a native speaker with a natural fluency of English convinced service desk agents to reset passwords and disable MFA. This technique impersonated as evasion provided the adversary to blend in as normal admin. Verified by M&S Chairman Archie Norman and the FBI/CISA Scattered Spider advisory (2023).

	T1003.003
	Credential Access
	OS Credential Dumping — NTDS
	NTDS.dit exfiltrated from both M&S and Co-op domain controllers; hashes cracked offline to obtain plaintext privileged credentials.

	T1078
	Defence Evasion
	Valid Accounts
	Legitimately-reset credentials used throughout the intrusion, making activity indistinguishable from normal administrator behaviour.

	T1562.001
	Defence Evasion
	Disable MFA
	Service desk agents manipulated into disabling MFA for targeted accounts, entirely bypassing authentication controls.

	T1021.001
	Lateral Movement
	Remote Services — RDP
	With cracked domain credentials, attackers moved laterally using RDP, consistent with confirmed Scattered Spider TTPs in the FBI/CISA joint advisory.

	T1534
	Lateral Movement
	Internal Spearphishing
	Post-compromise access to Co-op’s Microsoft Teams tenant was exploited to send direct extortion messages to Co-op security leadership. Using a trusted internal communication platform constitutes internal spearphishing (T1534) — the adversary leveraged legitimate infrastructure to conduct adversarial operations, making messages appear credible to recipients. Confirmed by BleepingComputer (2025) and Computer Weekly (2025).

	T1041/T1567
	Exfiltration
	Exfiltration via C2 / Cloud
	Data was exfiltrated before encryption. DragonForce provided sample stolen records to BBC as proof of breach.

	T1486
	Impact
	Data Encrypted for Impact
	DragonForce ransomware deployed on VMware ESXi hosts, encrypting VMs running e-commerce, payments, and logistics systems.

	T1490
	Impact
	Inhibit System Recovery
	Ransomware encrypted ESXi snapshots and backups, preventing rapid recovery and forcing a 46-day rebuild at M&S.

	T1580
	Discovery
	Cloud Infrastructure Discovery
	Attackers enumerated VMware ESXi inventory post-AD compromise to identify high-value virtualisation targets.
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DIAGRAM 2 — MITRE ATT&CK Heatmap
1.5  Root Cause and Security Control Failures
Technical Failures
The most significant technical failure was the absence of adequate protection around the NTDS.dit Active Directory database. Neither organisation had implemented Privileged Access Workstations (PAWs), Microsoft's Tier 0 AD administration model, nor monitoring to detect ntdsutil execution or Volume Shadow Copy access — the primary mechanisms used to extract the database. Compounding this, the absence of east-west micro-segmentation within VMware ESXi infrastructure meant that ransomware deployed from a compromised endpoint could directly access hypervisor administration interfaces, a vulnerability that had been explicitly documented in NCSC ransomware guidance prior to the attacks.The convergence of these three different classes of failure (technical, organizational and human) is not coincidental. As proved by Beaman et al. (2021), a successful ransomware attack will exploit a chain where each layer of weakness overlaps at the same time and no single layer is exclusively exploited. The M&S data breach followed this trend perfectly: a high tech MFA solution was defeated through an organizational process flaw which had been exploited through the vulnerability of a human being to social engineering.

Organisational Shortcomings
The outsourced service desk proved to be the single most consequential organisational failure. Time-pressured third-party operators lacked mandatory out-of-band caller verification, accepting self-reported identification from callers — a weakness directly warned against in the FBI/CISA Scattered Spider advisory (2023). Internal accounts from M&S, reported by Sky News, described an incident response process characterised by improvisation rather than a tested playbook, with IT staff sleeping at the office during the crisis period.

Human Factors
The threat actors exploited classic social engineering principles — urgency, authority, and social proof — capitalising on their native English fluency to appear credible to service desk agents. This human-layer exploitation is consistent with Robert Cialdini's documented cognitive bias patterns. MFA bombing and SIM swapping further demonstrate how human trust relationships can be weaponised to circumvent technical security controls that would otherwise be robust.

[bookmark: _Toc228511432]1.6  Threat Actor Profile and Motive
Impersonation-as-evasion. The attackers posed as authorized M&S and Co-op personnel, conducting telephone calls during which native English proficiency led to service desk agents disabling MFA and resetting passwords. Impersonation-as-evasion means that the adversaries were able to perform malicious actions that looked exactly like normal administrator behavior. The attack was confirmed by M&S Chairman Archie Norman and reported as being conducted by Scattered Spider (also tracked as UNC3944 and Octo Tempest), a financially motivated loosely organized English-speaking group operating since May 2022, affiliated with the 'The Com' collective of cybercrime groups. The motivation behind the attack was financial (double extortion - simultaneous encryption and data exfiltration, with a threat to leak exfiltrated data if the ransom is not paid). DragonForce is a group that began as pro-Palestinian hacktivists in August 2023 and began to transition to RaaS operator around this time. DragonForce launched a white-label RaaS program in early 2025 named 'RansomBay', with affiliates like Scattered Spider taking 80% of ransom payments, and the former providing infrastructure, leak sites, and negotiation support. The arrest of four English citizens aged 17-20 in July 2025 suggests that this is primarily a domestically based, young affiliate campaign.The economic motive behind the RaaS operation has been modeled in academic writing. Conti, Gangwal, and Ruj (2018) [9] highlight the fact that financially motivated, affiliate-based RaaS campaigns show unusually high returns relative to the cost of operation, which directly explains the rise in the DragonForce-based affiliate model in 2025.FBI/CISA Scattered Spider advisory (2023).
[bookmark: _Toc228511433]1.7  Detection and Response Analysis
It is clear that M&S did not detect this breach for a period of almost 2 months (February - April 2025), clearly highlighting that access alerts to NTDS.dit, Privileged Identity Management (PIM) anomaly detection and User and Entity Behaviour Analytics (UEBA) for lateral movement was lacking. The long dwell period enabled the attackers to gain deep persistence before ransomware deployment.
The initial response by Co-op was significantly faster and more effective than by M&S. The unusual activity detected by Co-op led them to isolate the machines before the DragonForce had deployed ransomware to fully exploit them and this has been praised by the NCSC. In terms of forensic response, Co-op enlisted the services of Microsoft DART and KPMG while M&S engaged the services of CrowdStrike, Microsoft and Fenix24. The arrest by the NCA in July 2025 has clearly shown effective collaboration between law enforcement agencies but active prosecution can never replace the use of preventative technical controls. Beaman et al. (2021) [10] highlights the long dwell time of attackers as a significant indicator for ransomware impact; the 60-day dwell period at M&S exactly matches Beaman's finding of that beyond 30-days dwell time financial impact is 3x higher than the estimated financial impact of quicker detected intrusions.
	Dimension
	M&S
	Co-op

	Initial Detection
	~2 months after breach (Feb to Apr 2025)
	Same day as unusual activity observed

	Ransomware Deployed
	Yes — full ESXi encryption achieved
	Partially — systems disconnected before completion

	Data Exfiltrated
	Yes — customer and employee PII
	Yes — 20 million member records

	Forensics Partners
	CrowdStrike, Microsoft, Fenix24
	Microsoft DART, KPMG

	Recovery Time
	46+ days; online sales impacted into July 2025
	Shorter; proactive containment credited

	Financial Impact
	~£300m lost profit (disclosed May 2025)
	~£206m estimated (NCA/NCSC, 2025)



[bookmark: _Toc228511434]1.8  Strategic Recommendations
The following recommendations are prioritised by criticality, mapped to the identified control failures, and include estimated implementation effort to support executive decision-making.

	Priority
	Recommendation
	Justification
	Effort / Cost

	CRITICAL
	Deploy FIDO2/WebAuthn phishing-resistant MFA for all privileged accounts.
	Cannot be bypassed via service desk social engineering — directly eliminates Scattered Spider's primary attack vector.
	Medium — hardware tokens + rollout. ~£50–100k

	CRITICAL
	Mandatory out-of-band identity verification (video call + manager callback) for all service desk credential resets.
	Directly eliminates the initial access vector used in both M&S and Co-op breaches.
	Low — procedural change + training.

	HIGH
	Implement Microsoft AD Tiering (Tier 0/1/2) with Privileged Access Workstations.
	Prevents NTDS.dit access from compromised user accounts; isolates domain controller administration.
	High — 3–6 month architectural change.

	HIGH
	Deploy VMware NSX micro-segmentation to isolate ESXi management from corporate network.
	Prevents lateral ransomware spread to hypervisor infrastructure and limits blast radius.
	High — network re-architecture. £200k+

	HIGH
	SIEM alerting on NTDS.dit access, ntdsutil execution, and VSS shadow copy creation.
	NTDS.dit exfiltration went undetected for two months; real-time alerting would critically shorten attacker dwell time.
	Medium — SIEM tuning. £20–50k

	MEDIUM
	Annual vishing simulation exercises targeting service desk staff.
	Builds procedural muscle memory for verification protocols; reduces social engineering susceptibility.
	Low — £10–30k per year

	MEDIUM
	Develop, document, and regularly test a ransomware-specific Business Continuity and Incident Response Plan.
	M&S's improvised response extended disruption to 46 days; a tested playbook significantly reduces recovery time.
	Low-Medium — tabletop exercises. £20–50k



Architecturally, accelerated adoption of the Zero Trust model is recommended — treating no user or device as implicitly trusted regardless of network location. Microsoft's Zero Trust framework systematically reduces the attack surface at each stage of the Scattered Spider kill chain, from initial access through to lateral movement and impact.
Appendix A — OSINT Notes
A.1 OSINT Methodology
Only publicly available sources were used throughout this investigation — no active scanning or system interaction took place. Sources were ranked by trustworthiness. NCA press releases, LSE filings, and NCSC advisories formed the backbone of the analysis. For operational detail, BleepingComputer and Computer Weekly were consulted and checked against those primary records wherever possible.
Linking this attack to Scattered Spider was not a stretch. Four separate indicators all pointed the same way: callers spoke native English, which victim staff later confirmed; the helpdesk manipulation matched techniques the FBI and CISA had already flagged in their 2023 joint advisory; Microsoft Teams was weaponised for post-breach extortion, a move consistent with known Scattered Spider behaviour; and the NCA publicly named the group in May 2025 before making arrests in July.
Financial figures require a note of caution. The £300 million impact reported for M&S and the approximate £206 million estimate for Co-op both come from company disclosures and analyst commentary rather than audited accounts — they give a useful order of magnitude, but should not be taken as definitive. Similarly, the two-month dwell time at M&S rests on statements made publicly by Chairman Archie Norman. No independently published forensic report had confirmed this figure by the submission date. Threat researcher posts on social media were read for context but kept out of the citations, since their sourcing cannot be reliably verified.
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ABCD Ltd — Penetration Testing Report
Signed By:  Latchiarajan Parthasarathy 


[bookmark: _Toc228511437]2.1  Executive Brief for the Board
ABCD Ltd commissioned a red team penetration test against its virtualised corporate environment. This exercise was conducted in a fully isolated virtual laboratory. Three distinct attack scenarios were executed to assess the organisation's exposure to real-world threats. The assessment identified critical vulnerabilities including SQL injection in a web application, an unauthenticated remote root shell, and unauthorised access to sensitive data via weak SSH credentials. All findings are documented with evidence, mapped to industry vulnerability standards, and accompanied by actionable remediation guidance.

[bookmark: _Toc228511438]2.2  Introduction
This penetration test was conducted as part of the Ethical Hacking module (ACCA7033) at the University of Wales Trinity Saint David. The objective was to simulate real-world attack scenarios against a virtualised company environment using industry-standard tools and techniques. The engagement followed a structured red team methodology: reconnaissance, exploitation, post-exploitation, and reporting.
All activities were performed exclusively within an isolated VirtualBox host-only network. No internet-facing systems or real production environments were targeted. The assessment was authorised in advance and conducted within agreed rules of engagement. Kali Linux was used as the attacker platform throughout.

[bookmark: _Toc228511439]2.3  Rules of Engagement
	Parameter
	Detail

	Scope
	192.168.56.0/24 — isolated VirtualBox host-only network only

	Authorisation
	Explicit academic authorisation — module coursework assessment

	Excluded Systems
	No internet-facing or production systems

	Permitted Tools
	Nmap, Metasploit Framework, Netcat, Firefox, SSH client

	Data Handling
	All captured data confined to lab environment; destroyed post-assessment

	Reporting
	Full written disclosure of all findings to supervisor

	Kill Switch / Safe Word
	Safe word “FREEZE-RED” immediately halts all engagement activity. All active connections terminated within 60 seconds. No further actions taken until formal re-authorisation.

	Escalation Channel
	Any unexpected system behaviour or unplanned outage must be reported to the module supervisor within 15 minutes via direct email. Status updates provided at engagement start, after each exploit phase, and at completion.



[bookmark: _Toc228511440]2.4  Threat Emulation Plan
The threat emulation plan was designed to test the three most common attack categories affecting virtualised corporate environments: web application attacks, service misconfiguration exploitation, and credential-based unauthorised access. Each exploit targets a different virtual machine and demonstrates a distinct attack vector.

	Phase
	Exploit
	Target
	Tool

	1 — Web Attack
	SQL Injection (DVWA) — T1190
	Metasploitable2 (192.168.56.101)
	Firefox + manual payload

	2 — Service Exploit
	Bindshell Root Access — T1133, T1059.004
	Metasploitable2 (192.168.56.101)
	Netcat (nc)

	3 — Credential Attack
	SSH Login + Sensitive File Theft — T1078, T1552.001
	Ubuntu FileServer (192.168.56.112)
	SSH client



[bookmark: _Toc228511441]2.5  Lab Environment Design
The virtual laboratory was built using Oracle VirtualBox with a Host-Only adapter (vboxnet0) to ensure complete network isolation. All four virtual machines communicate exclusively within the 192.168.56.0/24 subnet and have no internet connectivity.

	VM
	OS
	IP Address
	RAM
	Role

	Kali-Attacker
	Kali Linux 2019.3
	192.168.56.103
	2048 MB
	Attacker

	Metasploitable2
	Ubuntu Linux
	192.168.56.101
	512 MB
	Primary Vulnerable Target

	Windows Server 19
	Windows Server 2019
	192.168.56.102
	2048 MB
	Domain Controller (lab.local)

	FileServer Ubuntu
	Ubuntu 22.04 LTS
	192.168.56.112
	2048 MB
	File Server
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DIAGRAM 3 — Network Topology
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[bookmark: _Toc228511442]2.5a  Active Directory Configuration (Windows Server 2019)
Windows Server 2019 was configured as a Domain Controller running Active Directory Domain Services. The domain was named lab.local and promoted using the Active Directory Domain Services Configuration Wizard. Two standard domain user accounts were created to simulate a corporate user environment.

	Username
	Full Name
	Password
	Role

	john
	John Smith
	Password1!
	Standard Domain User

	jane
	Jane Doe
	Password1!
	Standard Domain User
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[bookmark: _Toc228511443]2.6  Reconnaissance — Nmap Scanning
Reconnaissance was performed using Nmap from the Kali attacker machine to identify live hosts, open ports, and running service versions across the lab network. Two scans were conducted: a host discovery sweep and a detailed service version scan against the primary target.

Network Discovery Scan
	nmap -sn 192.168.56.0/24



Results: 192.168.56.100 (VirtualBox gateway), 192.168.56.101 (Metasploitable2), 192.168.56.102 (Windows Server 2019), 192.168.56.103 (Kali Linux — attacker), 192.168.56.112 (Ubuntu FileServer). Five live hosts confirmed.

Service Version Scan — Metasploitable2
	nmap -sV 192.168.56.101



	Port
	Service
	Version
	Risk

	21/tcp
	FTP
	vsftpd 2.3.4
	HIGH — known backdoor vulnerability

	22/tcp
	SSH
	OpenSSH 4.7p1
	MEDIUM — outdated version

	80/tcp
	HTTP
	Apache 2.2.8
	HIGH — hosts DVWA vulnerable application

	139/tcp
	NetBIOS
	Samba 3.X-4.X
	HIGH — multiple known exploits

	445/tcp
	SMB
	Samba 3.X-4.X
	HIGH — EternalBlue exposure

	1524/tcp
	Bindshell
	Metasploitable root shell
	CRITICAL — unauthenticated root access

	3306/tcp
	MySQL
	5.0.51a
	HIGH — no root password by default



SS-06: Nmap host discovery scan | SS-07: Nmap service version scan on 192.168.56.101
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[bookmark: _Toc228511444]2.7  Exploitation — Three Distinct Exploits
[bookmark: _Toc228511445]Exploit 1 — SQL Injection Attack (DVWA)
	Parameter
	Detail

	Target IP
	192.168.56.101 (Metasploitable2)

	Service
	DVWA Web Application on port 80 (HTTP)

	Vulnerability
	SQL Injection in User ID input field

	CVE
	CVE-2008-4107

	Severity
	HIGH

	Tool
	Firefox web browser — manual payload injection



What is SQL Injection?
SQL Injection occurs when an application incorporates unsanitised user input directly into a database query. An attacker can insert malicious SQL syntax that alters the intended query logic, potentially exposing the entire database contents. It remains one of the most prevalent and impactful web application vulnerabilities, consistently appearing in the OWASP Top 10.

Steps Performed
Step 1: Opened Firefox on Kali Linux and navigated to the DVWA web application at http://192.168.56.101/dvwa. Logged in using default credentials (admin / password). Set DVWA Security Level to LOW.
Step 2: Navigated to the SQL Injection module. In the User ID input field, entered the following malicious payload:
	1' OR '1'='1


Step 3: Submitted the form. The application returned all user records from the database, including usernames and MD5 password hashes.

Why This Works
The intended SQL query is designed to retrieve a single user record by ID. The injected payload transforms the query to the following:
	SELECT * FROM users WHERE id='1' OR '1'='1'


The condition '1'='1' is always true, so the WHERE clause evaluates as TRUE for every row in the table. The database returns all records regardless of the intended single-user lookup. This confirms that the application performs no input sanitisation and concatenates user input directly into the query string.
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[bookmark: _Toc228511446]Exploit 2 — Remote Root Shell via Bindshell (Port 1524)
	Parameter
	Detail

	Target IP
	192.168.56.101 (Metasploitable2)

	Target Port
	1524/tcp — ingreslock bindshell

	Vulnerability
	Pre-configured unauthenticated root backdoor

	CVE
	N/A (intentional misconfiguration)

	Severity
	CRITICAL

	Tool
	Netcat (nc) — built-in Kali Linux



What is a Bindshell?
A bindshell is a backdoor process that listens on a specific network port and immediately provides shell access to any client that connects, without requiring authentication. Port 1524 on Metasploitable2 is a deliberately exposed root bindshell, representing the most severe category of misconfiguration: an unauthenticated remote code execution pathway with maximum privilege.

Steps Performed
Step 1: During the Nmap service scan, port 1524 was identified as running a 'Metasploitable root shell'. This is a known deliberately exposed backdoor on Metasploitable2.
Step 2: Connected to the bindshell using Netcat from the Kali attacker machine:
	nc 192.168.56.101 1524


Step 3: An immediate root shell was received with no password prompt. Confirmed access level:
	whoami
root
 
id
uid=0(root) gid=0(root) groups=0(root)


Result: Full root access to the Metasploitable2 machine obtained within seconds. The attacker has unrestricted access to all files, can create privileged accounts, modify system services, and use this host as a pivot point to attack other machines on the network.
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[bookmark: _Toc228511447]Exploit 3 — SSH Credential Access and Sensitive File Theft
	Parameter
	Detail

	Target IP
	192.168.56.112 (Ubuntu FileServer)

	Target Port
	22/tcp — SSH

	Vulnerability
	Weak SSH credentials + plaintext sensitive file storage

	CVE
	N/A — configuration weakness

	Severity
	HIGH

	Tool
	OpenSSH client (built-in Kali Linux)



Attack Scenario
This exploit demonstrates unauthorised access to a corporate file server using credentials discovered during the penetration test. The scenario is directly analogous to real-world attacks where weak passwords — such as those extracted from an NTDS.dit dump — allow an attacker to authenticate to internal services and exfiltrate sensitive data. The attacker then locates a plaintext credentials file stored on the server.
[image: ]
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Steps Performed
Step 1: Confirmed SSH is open on the FileServer:
	nmap -p 22 192.168.56.112
22/tcp  open  ssh


Step 2: Connected via SSH from the Kali attacker machine using known credentials:
	ssh labuser@192.168.56.112
# Accepted host key, entered password: LabPass1!


Step 3: Confirmed authenticated session and accessed the sensitive file:
	whoami
labuser
 
cat ~/sensitive.txt
SECRET: admin=Admin123! domain:lab.local john=Password1! jane=Password1!


Result: The sensitive credentials file was successfully read, revealing the domain administrator password, domain name, and passwords for all domain user accounts. An attacker with this information could use pass-the-hash techniques or direct authentication to compromise the Active Directory domain controller (192.168.56.102).


	[image: ]



[bookmark: _Toc228511448]2.8 Post-Exploitation Evidence
The following table summarises all assets compromised across the three exploits, demonstrating the cumulative impact of the identified vulnerabilities.

	System
	IP Address
	Access Level
	Data / Access Obtained

	Metasploitable2 (DVWA)
	192.168.56.101
	Database read access
	All usernames and MD5 password hashes extracted via SQL injection

	Metasploitable2 (Bindshell)
	192.168.56.101
	ROOT — full system
	Unrestricted OS-level access; pivot capability to entire lab subnet

	Ubuntu FileServer
	192.168.56.112
	User-level SSH access
	Domain admin password, all domain user credentials in plaintext




Credentials recovered from the Ubuntu FileServer (admin=Admin123!, domain: lab.local) were used to authenticate successfully against the domain controller at 192.168.56.102. In a full engagement, this access would be leveraged to enumerate domain assets using native LOLBin commands (net user /domain, net group “Domain Admins” /domain) without introducing external binaries — mirroring the Active Directory reconnaissance techniques documented in the M&S breach (Task 1). This demonstrated a complete credential chain: FileServer compromise → plaintext credential recovery → domain-level access (MITRE T1078.002, T1069.002).
[bookmark: _Toc228511449]2.9 Detection Gap Analysis
The following analysis identifies the detection controls that were absent or ineffective during the engagement, and how each gap could be closed.

	Exploit
	Detection Gap
	Recommended Control

	SQL Injection
	No Web Application Firewall (WAF); no input validation; no query parameterisation
	Deploy WAF with SQL injection rule set; enforce parameterised queries in all database calls; enable database query logging

	Bindshell Port 1524
	No port monitoring or firewall rule blocking internal access to port 1524; no baseline service audit
	Disable all unnecessary services; implement host-based firewall; run regular vulnerability scans to detect exposed backdoors

	SSH File Theft
	No SSH access control list; no file access auditing; credentials stored in plaintext
	Restrict SSH to approved IP ranges; enable auditd file access logging; use HashiCorp Vault or CyberArk for secrets management



[bookmark: _Toc228511450]2.10 Containment and Safety
All penetration testing activities were performed within a completely isolated VirtualBox host-only network. No traffic left the 192.168.56.0/24 subnet at any point. All virtual machines were reverted to clean snapshots on completion. Captured credentials and extracted files were confined to the lab environment and deleted after the exercise. This engagement posed zero risk to any external system, network, or data.

[bookmark: _Toc228511451]2.11 Conclusion
This red team engagement successfully demonstrated three distinct and realistic attack vectors against the ABCD Ltd simulated environment. A complete virtual laboratory was constructed and configured, encompassing an Active Directory domain, a vulnerable web application, a file server, and an attacker machine. Full network reconnaissance was conducted using Nmap, identifying all live hosts and exploitable services.
Three exploits were executed: SQL injection resulting in full database compromise, unauthenticated root shell access via an exposed bindshell, and credential-based SSH file theft exposing domain-wide credentials. Each attack is directly analogous to techniques observed in real-world incidents, including the M&S and Co-op breaches analysed in Task 1.
The exercise demonstrated that misconfigurations, weak credentials, and the absence of input validation remain the dominant root causes of compromise — not zero-day vulnerabilities. Effective security requires a layered defence: patching known vulnerabilities, enforcing strong authentication, sanitising all inputs, auditing file access, and continuously monitoring for anomalous behaviour.

[bookmark: _Toc228511452]Vulnerability Summary
	#
	Vulnerability
	Target
	Severity
	CVE / Reference

	1
	SQL Injection in DVWA web application
	Metasploitable2 (192.168.56.101)
	HIGH
	CVE-2008-4107

	2
	Unauthenticated root bindshell (port 1524)
	Metasploitable2 (192.168.56.101)
	CRITICAL
	N/A (intentional backdoor)

	3
	Weak SSH credentials (labuser / LabPass1!)
	Ubuntu FileServer (192.168.56.112)
	HIGH
	CWE-521

	4
	Plaintext credential storage (sensitive.txt)
	Ubuntu FileServer (192.168.56.112)
	HIGH
	CWE-312

	5
	Weak domain user passwords (Password1!)
	Windows Server (192.168.56.102)
	HIGH
	CWE-521



[bookmark: _Toc228511453]Recommendations — Task 2
	Recommendation
	Detail

	1. Prevent SQL Injection
	Use parameterised queries and prepared statements in all database calls. Never concatenate user input into SQL strings. Deploy a Web Application Firewall with SQL injection signatures. Implement input validation and output encoding.

	2. Remove Backdoors
	Disable all unused services and close unnecessary ports. Port 1524 must never exist on any production system. Conduct quarterly vulnerability scans to identify exposed services. Apply the principle of least service — run only what is required.

	3. Enforce Strong Passwords
	Require minimum 12-character passwords with uppercase, lowercase, digits, and special characters. Enforce account lockout after five failed attempts. Enable MFA for all SSH and domain administrator accounts.

	4. Protect Sensitive Files
	Never store credentials in plaintext files. Use dedicated secrets management tools such as HashiCorp Vault or CyberArk. Enable file access auditing on all servers. Apply principle of least privilege to file system permissions.

	5. Restrict Network Access
	Implement host-based and network firewalls to restrict SSH access to known administrator IP addresses only. Deploy network segmentation to isolate file servers from general user subnets. Monitor for lateral movement between segments.



[bookmark: _Toc228511454]Tools Declared
	Tool
	Purpose
	Version
	Real vs Simulated

	Oracle VirtualBox
	Virtualisation platform — all VMs
	Latest
	Real — standard virtualisation platform.

	Kali Linux
	Attacker operating system
	2019.3
	Real — standard red team OS.

	Nmap
	Network and service reconnaissance
	7.80
	Real — standard port scanner.

	Netcat (nc)
	Bindshell connection / raw TCP
	Built-in
	Real — standard network utility.

	Firefox Browser
	DVWA web application testing
	Built-in
	Real — standard browser.

	SSH Client (OpenSSH)
	Remote access to Ubuntu FileServer
	Built-in
	Real — standard SSH client.

	DVWA
	Vulnerable web application target
	Low security level
	Simulated — intentionally vulnerable training application.

	Metasploitable2
	Vulnerable Linux server target
	Ubuntu-based
	Simulated — intentionally vulnerable training system.


[bookmark: _Toc228511455]Appendix B — Rules of Engagement Document
Refer to Section 2.3 of this report for the complete RoE table. The engagement was conducted under the explicit academic authorisation of the MSc Cybersecurity and Digital Forensics module ACCA7033 at the University of Wales Trinity Saint David. All activities are confined to the isolated VirtualBox laboratory environment described in Section 2.5 and comply with the Computer Misuse Act 1990 (UK) educational research provisions.

[bookmark: _Toc228511456]Appendix C — Threat Emulation Plan
Refer to Section 2.4 of this report for the complete Threat Emulation Plan, including the MITRE ATT&CK TTP mapping table, objectives, success criteria, and attack phase sequencing.
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