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I. INTRODUCTION

This report is based on network security and it is consist of three parts. Firstly, conducting a research on top ten of Open Web Application security Project (OWSAP). Secondly, conducting penetration testing and lastly, building a simulation network. Conducting a research on OWSAP is to understand how these methods works to infect web applications and networks. In order to provide solution to OWSAP attacks, author is going to use various tools to provide recommendations to those attacks. Requirements of this assignment is to use various tools to run pen testing (TCCPL) website to produce potential security risks and vulnerabilities. After conducting web application vulnerability testing, author is going build a simulation network and implement different types of security methods to secure the network from unauthorized accesses. Nowadays, significant need of web application in order to facilitate the transactions to be secure from source to the destination. This will challenge the developers to provide secure communication to ensure the confidential information are secure from unauthorized access. Whereas, the hacker always trying to find a way to gain access to user data whether through connection of internet or any other method that allows them to collect information [1].
II. research/related works
A. Injection 
The OWSAP injection is a method of an attacker try to send data through web application and aiming to change the meaning of commands that going to interpreter. Various types of common injection within OWSAP used to infect website. There are lot of interpreters in web environment such as Structure Query Language SQL and Lightweight Directory Access Protocol (LDAP) [2]. The way the exploitation of SQL injection works is that, attacker must have the access to a parameter of a web application through malicious SQL commands. This will allow to flows via the input data from the client to an application. This when developer creates dynamic database queries that include the user input. The successful injection exploit can enable the attacker to modify, read, delete and update sensitive data[3]. 
For example, if the sender says send 100 then the attacker can able to modify to add 0 to make it 1000. This is how the injection works. The “SQL variables could come through GET request, a POST request, HTTP Cookies or HTTP headers” [3]. The LDAP is also attack that web based application, which based on user input to exploit malicious injection to collect sensitive information. LDAP statement could have modified through local proxy. The LDAP attack uses same advanced techniques in SQL injection [4].  
To defense against SQL injection, developer must write database queries which is simple and easy to understand than the dynamic queries. Development of code that inforce to define all SQL code then pass to each parameter to be identified such as by user ID. Smart configuration of Database Management System (DBMS) with techniques of development to define different users with different privileges to assist and mitigate the risk of SQL injection [3].
B. Broken authentication & Session Management
It is type of weakness that allowing hackers to bypass or capture to access to information through web application. Break attack (BA) means that credentials are not secure to unauthorized accesses, which let hackers to expose into URL to either rewrite, logout, unencrypt or get the same privilege as account user [1].
To secure broken authentication and session management. Failure of user/password response must not indicate that which part of authentication is wrong. Inforce account to disable after limited number of attempts. Implementation of multi-factor authentication to deny brute force and credential data attacks. Apply complex password and rotation policies to reduce attacks. Decrease login delay failed attempts and brute force to alert when there is failure. Use encryption method to protect credentials data during the transit. Ensure the system designed to detect users accessing to list of sites. As part of session and authentication, data must not submitted as GET or POST.
These all about managing active sessions and authentication is critical aspect of process that enable to preventing hackers from getting into such as a website [1].
C. Sensitive Data exposure
The sensitive data exposure is when an application, program or web browser does not have the capability to protect user data. Data include such as password, user name, phone number, payment information and any other personal information that accessed without the authorization of a user. The figure -1, show how the process of encryption and decryption works between two source and destination [1].
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Figure 1 - Re-encryption model for outsourced Cloud data [5]
To defense against exposure, author must identify what information would be sensitive and then find solutions to protect it. According to the report, “to protect data privacy, sensitive cloud data have to be encrypted before outsourced to the commercial public cloud” [5]. The encryption is randomized algorithm keys that used to encrypt plaintext before the sender input it and decrypt output in order to be read by receiver. The cryptography is in place to encrypt message exchange between end users [6]. “The risk-based security report said that, number of leaked sensitive data records has increased dramatically in the past few years” [7]. This let the developer to implement fuzzy fingerprint technique to enhance data privacy during data leak detection operation. This approach is based on one-way computation sensitive data such as documents, records and emails [7]. The service provider should perform detection on their customer to protect their sensitive data. 
In addition, ensuring strong passwords with hashing functions and encrypt all data in transits are with secure protocols such as cipher prioritization by servers. Make sure the strong standards algorithms up-to-date. Installation of Secure Shell Layer (SSL) to secure data transmission from site to site. Ensure the search engines are flagged when the site does not have SSL, also apply HTTPS which might improve the engine visibility. 
D. XML external Entity
The XML injection is method of intercepting and modifying messages between two users. The target of this attack is to search for vulnerabilities on service side to execute malicious commands to gain access to unauthorized information. According to the report, “XML validation and processing cause significant performance overhead”[8]. This let the service providers and service consumers to build Simple Object Access Protocol (SOAP) over XML to achieve interoperability between heterogeneous applications. 
Solutions to protect XML injection, a system must have built with fault tolerance techniques to make sure the correct operation in place to detect errors, even under faults. Also best practice is to use software testing and standards in order to analyze and prevent vulnerabilities either on a system or trying to gain access into it [9]
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Figure 2 - Security threats & Vulnerabilities [9]
E. Broken Access Control
The Broken Access Control (BAC) is authorization and authentication filtering method that allows some users to access content and functions. The rapidly development of Global Information Grid and Service Oriented Architecture is built to provide sharing different platforms and users.  The “demand of different security levels of information processing and sharing has become particularly important” [10]. According to the report, hackers much interested in wireless sensor networks (WSN) because access control is a critical security service to prevent unauthorized access to network resources whereas, WSN field directly to access data at the sensor nodes [11]
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Solutions to protect against (BAC) is conducting pen testing, and other testing methods would use to detect unauthorized access. Consideration of access control requirements in web application security policy to ensure required rules applied to prevent any suspicious access. It will maintain testing to discover any broken access control.  

F. Security Misconfiguration

Security misconfiguration (SM) is method of when security settings are not implemented, defined and maintained correctly. This will include web server, application database server and platform. Misconfiguration could allow the hacker to gain access to confidential information through   such as open port, firewall or incorrect setup [12]. Misconfiguration not only for security risk, it is also leads the communication between internal devices would be unreachable too. For example, adding a user to incorrect domain will not be able to gain access to the required information. This is one of the common mistake of the misconfiguration [13].
Solutions against misconfiguration attacks, it requires number of techniques and methods to provide security. Firstly, ensure the configurations are configured correctly.  Secondly, make sure the firewall rules set to filter in and out traffics. Thirdly, use intrusion detection system to eliminate the risk that accessing into a system. Fourthly, implement security policies to the users to agree with those rules to reduce the risk that coming into the system. Lastly, use security features application that has capability of preventing vulnerabilities to minimize the risks [12][1]. 
In addition, use of proxy also allows preventing user abuse. Figure -3 scenario implemented to allow any request from user to be called to proxy before it goes outside. Proxy placed between the user and firewall to alarms to the admin when there is suspicious activities. This figure shows how the proxy works to monitors in and out traffics [14].
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Figure 3 - Internet access stages [14]
G. Cross-Site Scripting

The Cross-Site Scripting (XSS) is a code injection that allows the attackers to execute malicious JavaScript to a user browser to access unauthorized data through web application. Attacks in XSS are injected through payload which is malicious code on the client side to a website and its normally targets on contents to execute to infect the website [15]. In this case, the victims are website visitors as the website already exploited with vulnerabilities and when a user visit website, the JavaScript will look like legitimate. According to the report, “XSS can be classified into three XSS stored, reflected and DOM based XSS “[16].  Stored attack is persistent or type 1 and its script inserted by the attacker into a blog or forum.  Reflected attack is Non-persistent or type 2 and its script is part of the Hypertext Transport Protocol (HTTP) request is sent to the server and reflect back to response which includes the payload.  DOM is type 0 and its attacks are executed on client side to gain access to sensitive data on their computers [16]. 
Solution of preventing XSS injection is to make sure the safety of the applications come first. According to the report, “to detect XSS vulnerabilities, use HtmlUnit instead of Firefox or Internet Explorer to prevent accesses”. The reason is that, some attacks only works on specific browser whereas, HtmlUnit has possibility of simulating multiple browser personalities [17]. The researchers use statistics and analysis based on techniques to provide protection of XSS vulnerabilities. XSS is one of the most serious malicious injection in web application. Inbound and outbound handling in XSS can prevent by validating and encoding all user input when a user search on website and a website receive it and ensure scripts generates to keep secure from malicious.  This is by using set of predefined rules to prevent vulnerabilities executing in source code [18]. 
H. Insecure Deserialization

Insecure deserialization (ID) is process of converting such as file, socket of network or stream data into an object. The ID is method of trying to find the way to bypass and execute code to attack remotely. It is creation of data structure that suitable for application [19]. This could be succeeding by the use of programming language such as python to allow hackers to format information. Insecure deserialization vulnerability occurs when untrusted data used to infect an application by sending malicious infections such as Denial of Service attack. Infections will enable the hacker to access to information without the knowledge of user.
Solutions to detect against insecure deserialization attacks. Implementing Java serialization securely, will protect the vulnerabilities as Java use indirectly by subsystem such as remote method innovation to prevent danger as deserialization directly used by applications [20]
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· Ensure serialized object do not accept untrusted sources.

· Process must be encrypted to avoid creation of object.

· Limit the access permissions and monitors the serialization process to assist to prevent vulnerabilities. 

· Use firewall to detect any malicious or unauthorized accesses 
I. Using Component with known Vulnerabilities 

The component with known vulnerabilities are the use of pre-existing ones such as apps instead of coding them from scratch. This will let the existing malicious can infect the applications to enforce some, which use open-source components. This means that, components already contain the vulnerabilities and spreads widely when they are pre-used. According to the report, “it is very challenging to monitor vulnerabilities in network security related weaknesses in software system that reported by third party” [21]. Third parties, which depend of the organization software system. Organization must keep up the challenge in order to reduce vulnerabilities spreading into a system.
To detect against known vulnerabilities, company must be awareness to do such as risk assessment. Risk assessment will include apps developers and users to monitor continuously to detect or protect any vulnerabilities. Use of intrusion detection and monitoring system to monitor incoming traffics [1]. In addition, user have option not to use components that such did not write. Use vulnerability analysis framework to alert known vulnerabilities [22]. Use of illustration of vulnerability checker would assist to check services and alert when a user input data then checker takes role to ensure extract dependency data recognized and match to known vulnerabilities. All the mentioned methods used to helps to provide protection to a system from being infected by known vulnerabilities [22]
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J. Insufficient Logging & Monitoring

It is a method of attacker rely of lack of monitoring on a network in order to gain access. Many hackers are trying to get access to sensitive data through web application through connection of the internet. Attackers use scans through common password to take over a user account. This happens due to the lack of good practice and security mechanism. Developers always try different method to prevent from happening, but hackers also try to find a way to exploit malicious into a system in order to gain access. 
Solutions is that, loggings and monitoring must have exposed internally. This will be the best practice to prevent any determination from outsider. The main important thing is to ensure the system architecture in place to handle monitoring and all logging for every application and ensure the system kept efficiently [12]
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K. Viruses 
Virus is a programming language that used to infect other programs. Virus works in different ways to infect a system. Through connection of internet or sending a message or emails [24]. For example, if someone send an email that contains malicious code and when the victim opens or clicking it will spread to infect the system or files. The aim of the attacker is to alter data to transform to corrupt such files, folders or a program [25]. 
Solution to detect viruses from infecting a system or files. System must have anti-virus software installed to prevent any malicious. Antivirus use will run scanning all activities before accepting the program to ensure virus free [24]. Enable Firewall to filter untrusted traffics accessing network. In addition, intrusion detection system would help to reduce virus infection [25].
L. Phishing   
Phishing is a social engineering attacks that used to obtains private information [26]. “According to the report, phishing can be performed different ways [27]”. Email-to-email, email-to-website, website-to-website or browser-to-browser. All these methods used by criminals to sends such as an email or an advert that look like come from trustworthy such business or bank and asking to request information verification urgently or risk for consequences. Sent email that contains hyperlink to clone the web site and request victim’s sensitive data. This is by tricking the web site user to make it the website look legitimate. For example, when a user send money online it redirects and capture transactions. Targeted individual is communicated through someone that impersonating as a legitimate [27]
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Solution to phishing, “anti-phishing tools are developed with intent to identify phishing content in website and email “[27]. Below tools are used to prevent a user from being a victim to phishing.
Envelope Content Splitting (ECS), is a tool that used to prevent phishing artist from impersonating. It prevents mail recipient from spoofing and phishing [27]. 

Phish tank, is a community based anti-phishing site that used by web browser to detect phishing. Suspicious websites reported to phish tank to ensure there is no phishing website [27]. 
Web of Trust (WOT), it is website rating tool which installed on a browser add-on to show user reputation and data from other sources [27]. 

Spam Assassin, is a computer program that used to filter spam email by using spam techniques to ensure detection of such domain name system and fuzzy-checksum [27].
Pineapp mail-secure, is a platform anti-spam tool could be integrated with email servers, email clients and workstation to prevent phishing [27].  
M. Rootkit  

The rootkit is a type of malware that designed to exercise remote and influence a system. This method is one of the most dangerous tools used by cybercriminals to alters a system through injection of code [31]. 
Solutions to the rootkit infection, use of KRGuard to detect kernel rootkit. This method will monitor real-time system behaviors from start to end time [32]
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[image: image4.png]



Figure 4 - Threat model[35]
N. Ransomware 
Ransomware is a type of malware that restrict access to files or computers system to request ransom payment [36]. It is classified into two types. Locking and cryptographic ransomware. Locking attack is used to prevent victims to be denied from accessing their account. Cryptographic attack is used to infect the user devices, files/folders and services to prevent the victims from being interacted with the system [37]
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Solutions against ransomware attacks. Ensure that, “all workstations and servers have recent updated operating system”[39]. Antivirus software must have installed to protect when it connects to the internet. Use Fix management to ensure proxy arrangement to refresh database and blocks emails benefits with well-known malware [39].
O. Trojan Horse
Trojan is a program that used to infect a system through harmful code to control a system or do damages. The way the Trojan Horse works is that, insert code to convert communication channel between the attacker and victim in order to redirect sensitive data [40]. In this case, data will redirected to the attacker instead of communicating between the victim and service [36]. There are various types of Trojans. Covert channel, HTTPS, Proxy server, Mobile, Botnet, remote access Trojans and more. They all works same way to infect network services either through web application or through connection of internet [41][42]
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Solutions to detect against Trojan horse, use of destructive and nondestructive techniques to prevent damages [40]. In destructive, Hardware Trojan (HT) used to destroy the Integrated Circuits (IC) as IC, which is reverse engineer for Trojan detection according the report [40]. The nondestructive method is classified into invasive and noninvasive [40]. This method used to change and modifies for Trojan detection by side channel analysis and side channel signals in order to prevent infection [40].   

P. Black and White Box testing

The black box testing is software-testing method that used to test software without the knowledge of internal structure. This done through code or programming language. The testing techniques focuses on internal system mechanism and software functionality. In black box testing, implementation does not require to carry out testing. Way the testing works is that, tester select a set of valid and invalid input code then execute to check for valid output response [44]
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Whereas, the white box testing is a method of software testing that used to conduct penetration testing with the knowledge of internal structure which being known to the tester. This could be such as network diagram, application or operating system. In white box testing, implementation required to conduct testing. The way the white box testing works is same as the black box testing. Tester select valid and invalid input to check before output response through execution of codes [44]
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Figure 5 - Black & White box prioritization approach [45]
Overall, OWSAP attacks all uses web application to exploit malicious to gain access to unauthorized information on a website. Attacks happens through connection to the internet. To defense against OWSAP attacks, developers must develop secure development to prevent sensitive data on web applications. Secure development would assist to define security requirement, secure database access and enforce access control. Development is to monitors all logging to ensure any suspicious are denied from accessing any sensitive data. 
III. Detailed contingency policy
In order to conduct testing on a website to find vulnerabilities, first step is to make a plan and identify the requirements. Defining requirement will help to make clear planning to conduct testing without affecting operations.  This when something goes wrong then there is backup plan somewhere to continue services without affecting users. The author use contingency policy to eliminate any possible risks during testing without disrupting operations such as services and web users. This policy in place to avoid downloading, modifications, copying, uploading malicious into the website and any other form that may affect operations or network.  
· Requirement of tools

· Responsibilities and roles

· Backup strategies

· Testing schedules 

· Respect to the system and platforms

Various tools will be used for this testing after conducting a research on each one. In term of responsibilities, the author will be responsible for not rules that provided on the assignment brief.  Each bullet point must have followed to ensure penetration testing maintains within those rules.
IV. Implementations
1. Penetration testing 
A. Framework

The author decided to use 0.59 penetration testing framework. This because provides a good structure to conduct penetration testing. This help to gather as much information in order to understand the network.  
Discovery and Probing is to provide various tools to determines such as operating systems and TCP/IP stack fingerprinting on remote host to discover as much information of the network as possible. Understanding more about the network will help to what vulnerabilities going to look for. 
Next steps of framework used to helps the author discover different types of testing such as ftp, open ports and fingerprinting of servers. In conclusion, author decided to conduct passive testing. It is just opposite the active testing. In passive, tester not interact with direct company software. Whereas, active method is more used for intrusive and might attempt of DNS zone. It is directly executes testing activities to examine such as software. 

B. Types of attacks
· Network Scanning 
· Port Scanning

· Web Vulnerability Scanning
The author conducting these types of attacks and aiming to discover vulnerabilities on the network and then provide recommendations how these could have secured. 
C. List of vulnerabilities targeted 
· Open ports
· Website vulnerabilities 

· Usernames and passwords

· Internal IP addresses 

D. Attack tools used
· SmartWhois – is used to discover network domain name or IP address 
· OWASP Zed Attack Proxy (ZAP) – is used to scan website vulnerabilities
· Nmap – is used to discover such as open ports
· Hydra – aiming to find username or password 
· Maltego – used to discover network blueprint
· WPscan – is used to can website to discover vulnerabilities 
· Nikto – is used to conduct scan on ports for vulnerabilities  
· Acunetix Web Vulnerability Scanner – is used to target for network blueprint and inside IP addresses
E. Protocols involved in the attack
· Transmission Control Protocol (TCP/IP)
· Hypertext Transfer Protocol (HTTP/HTTPS)

· File Transfer Protocol (FTP)

· Secure Socket Layer (SSL)

F. How the attack was launched?
The attacks was conducted by using Kali Linux operating system through its various scanning tools to carry out attacks on Teven Cyber Corps Limit company website and try discovering vulnerabilities. The author provides screenshots of results findings with its brief explanation. 
A.  SmartWhos
In order to begin Tevel Cyber Corps network pen-testing, author uses SmartWhois to find IP address. The author enters www.tevelcyber.com into SmartWhois search engine, which discovers IP address for this particular network as it shows on figure - 6.
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Figure 6 - SmartWhois
B. OWASP Zap

In this part, the author use OWASP Zed Attack Proxy (ZAP) tool to conduct vulnerability testing. This attack was not successful, but it found some vulnerabilities.
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Figure 7 - ZAP scanning
C. Nmap

The Zenmap was conducted to examine open ports. According to results findings on the figure - 8, 1000 ports are scanned, 978 are closed, 20 opens and 2 filtered. Author could use one of the open ports to conduct future testing, but accroding to the assignment rules the author could not take any future actions. Any open port can allow to gain access to the network by using different tools with itas technigues.      
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Figure 8 – total of port scanned
The figure - 9, is showing opens and filtered ports. The port 22 & 1720 circulted with reds are filtered and the rest are open ports as it shows on the figure. 
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Figure 9 - filtered ports
Figure - 10, showing Zenmap scanning has completed. During this scan, 4093 raw packets sent and 4070 received which means 23 packets has lost as result of underlined red.
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Agaressive 05 quesses: Oracle Virtualbox (36%), QEMU user mode network gateway (92%)
PR No_exact 05 matches for host (test conditions non-ideal)
sip Network Distance: 2 hops

domain

s TcP_Sequence Prediction: Difficulty-17 (6ood luck!)
Ip 10 Sequence Generation: Increnental
ssh Service Info: Host : 055 Linux; CPE: cpe:/o:redhat:enterprise Linux:6

TRACEROUTE (using port 80/tcp)
HOP RTT  ADDRESS
1 2.70 ns 10.0.2.2
2 272ms (192.185.39.52)

NSE: Script Post-scanning.
Initiating NSE at 17:58
Completed NSE at 17:58, 0.00s elapsed
Initiating NSE at 17:58
Completed NSE at 17:58, 0.00s elapsed
Read data files fron: /usr/bin/../share/nmap
05 and Service detection perforned. Please report any incorrect results at
subnit/ .
Nnap done: 1 TP address (1 host up) scanned in 550.77 seconds
Raw packets sent: 4093 (183.224KB) | Rcvd: 4070 (163.572KB)

Filter Hosts. |

S & O B () roc





Figure 10 - Packets sent and received
Solutions to Zenmap attack is to close all unused ports, use website firewall setting to shut down any open port to prevent any accesses through those ports. Ensure all unused ports to be locked from being seen by externals or internals. 
A. Hydra

In this part, the author conducted test by using hydra and aiming to find a username or password. After conducting test Zenmap, which discovers open ports. This let the author to decide to conduct brute force attack through ftp port by using Hydra tool. Figure - 11, shows with red circles L = login, P = password and ftp is the target port through network IP address.
[image: image11.png]root@kali:~# hydra'-L)'/root/Desktop/usernames.txt''-P)'/root/Desktop/passlist.txt' 192.185.39.52 ftp
Hydra v8.6 (c) 2017 by van Hauser/THC - Please do not use in military or secret service organizations, or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2018-12-01 01:45:33

[DATA] max 16 tasks per 1 server, overall 16 tasks, 113716953111 login tries (1:86771/p:1310541), ~7107309570 tries per task
[DATA] attacking ftp://192.185.39.52:21/

[STATUS] 32.00 tries/min, 32 tries in 00:01h, 113716953095 to do in 59227579:45h, 16 active

[STATUS] 32.00 tries/min, 96 tries in 00:03h, 113716953048 to do in 59227579:43h, 16 active

[STATUS] 29.71 tries/min, 208 tries in 00:07h, 113716952936 to do in 63783547:20h, 16 active

[STATUS] 29.87 tries/min, 448 tries in 00:15h, 113716952696 to do in 63458120:56h, 16 active

[STATUS] 29.94 tries/min, 928 tries in 00:31h, 113716952216 to do in 63312239:56h, 16 active

[STATUS] 29.79 tries/min, 1400 tries in 00:47h, 113716951744 to do in 63627342:03h, 16 active

[STATUS] 29.71 tries/min, 1872 tries in 01:03h, 113716951272 to do in 6378354
[STATUS] 29.70 tries/min, 2346 tries in 01:19h, 113716956798 to do in 63822386:26h, 16 active
[STATUS] 29.73 tries/min, 2824 tries in 01:35h, 113716950320 to do in 63757733:01h, 16 active
[STATUS] 29.73 tries/min, 3300 tries in 01:51h, 113716949844 to do in 63750411:17h, 16 active
[STATUS] 29.67 tries/min, 3768 tries in 02:07h, 113716949376 to do in 63880274:66h, 16 active
[STATUS] 29.71 tries/min, 4248 tries in ©2:23h, 113716948896 to do in 6380070 1h, 16 active
[STATUS] 29.69 tries/min, 4720 tries in 02:39h, 113716948424 to do in 63845320:38h, 16 active
[STATUS] 29.69 tries/min, 5196 tries in ©2:55h, 113716947948 to do in 63832646:34h, 16 active

ah, 16 active





Figure 11 - showing attack commands
Figure – 12, shows the test runs for 64 hours and 31 minutes and login tries of 113716838346 in that period. This would be succesful, but there is no much time to continue running this test. 
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Figure 12 - showing time & tries
Solution to brute force attacks through hydra tool.  Use of complexity passwords and ensure change it regularly to avoid being hacked by hydra. Limit login attempt to lockout when brute force guessing reach to the limits. 
B. Word Press

 The author conducted vulnerability scanning by using WordPress tool. Figure - 13, shows scanning of www.tevelcyber.com which is circulated with red. The purpose of using this method is to discover security issues. Below figures shows the security issues found during this scans. 
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Figure 13 - shows target URL
Figure – 14, shows that their plugin is not up to date. According to the result, they use Yoast SEO <= 9.1 which is older version.
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Figure 14 - plugin vulnerability
Solution to plugin is to update to 9.4 which is newer version of plugin to prevent from being vulnerable. 
C. Cross-Site-Scripting

In this part, author use Cross-Site Scripting (XSS) to conduct website testing. The purpose of this test is to find any vulnerabilities on the website. According to the assignment breif rules, the author will not be able to inject malicious in oder to intercept Tevel Cyber Corps website. 
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Figure 15 - shows scanning tool
Figure - 16, shows scan summary and findings. After completion of this scan, there is no vulnerabilities found according to the below figure. This means that, the Tevel Cyber Corps website is secure from XSS vulnerabilities.  
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Figure 16 - showing summary & findings
D. Maltego

The maltego tool is used in this part and aiming to find inside IP addresses. Figure - 18, identify the steps that taken to find inside IP addresses. As this figure is not showing all details clearly, so this let the author to provide figure 19 to show inside IP addresses clearly. Below steps are used to conduct this test. Firstly, entered www.tevetcyber.com, then clicking next domain until find inside IP addresses. In fact, all IP address begin as 192.185.39.1 and end with 192.185.39.12 that link to domain name.
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Figure 17 - Network Topology
Figure - 19, identify inside IP addresses which belong to Tevel Cyber Corps network. As it follows the range from 192.185.39.1 – 12.  This could be one of their partner domain addresses if not their main ones.  
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Figure 18 - Showing inside IP addresses
Solution to maltego tool finding inside IP addresses. This is by changing privacy setting on firewall to create new rules to allow securing it. In addition, use of antivirus software. In addition, changing to dynamic IP address would help to secure IP addresses from being found by hackers.  
E. Nikto

Nikto tool used for purpose of testing web server in order to find any problems. Scan took about 10 minutes from start to finish according to the results findings on the figure - 20. The target was port 80 which is secure socket layer (SSL) and it identify server name as nignx/1.14.1 as it shows on the below figure. 
[image: image19.png]root@kali:~# nikto 192.155,39.52 -p 80 ssl
- Nikto v2.1.6

+ Target IP 192.185.39.52

+ Target Hostname:  192.185.39.52
+ Target Port: 80

+ Start Time

+\server: nginx/1.14.1
+ The anti-clickjacking X-Frame-Options header is not present.

+ The X-XSS-Protection header is not defined. This header can hint to the user agent to protect again
st some forms of XSS

+ The X-Content-Type-Options header is not set. This could allow the user agent to render the content
of the site in a different fashion to the MIME type

+ Root page / redirects to: /404.html

+ ERROR: Error limit (20) reached for host, giving up. Last error: error reading HTTP response

+ Scan terminated: 20 error(s) and 3 item(s) reported on remote host

+ End Time 2018-12-18 16:41:29 (GMTO) (574 seconds)

2018-12-18 16:31:55 (GMTO)
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Figure 19 - Port scan
Solution is that, ensure firewall features used to shut down open ports to protect from finding open ports. Without knowing the port, this test would not run in this way. Figure 20, shows that, the author targeted specific port conduct attacks to the network. 
F. Acunetix Web Vulnerability Scanner

This tool is used to conduct pen testing on Tevel Cyber Corps (TCC) website and aiming to discover any vulnerabilities. Figure - 21, show 54 alerts found in the completion of this test. 20 mediums, 32 low and 2 information alerts according to the result findings, which is on the top right corner of the screen. According to the result findings, this website is a bit secure. This is because, there is no high alerts, which is medium and low ones only. 
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Figure 20 - alerts vulnerabilities
Solutions to vulnerabilities and security alerts, it requires number of methods and technigues to allows to eliminate any risk.  Set up windows firewall features to filter in and out traffics and blocks an suspicious activities. Switch on antivirus protection. Set up two-factor authentications to ask a user to enter second verification to allows them to gain access to online services. 
2. simulation network 

In this part, author built a simulation network which consist of devices and media cables. This network built with, layer 2 and 3 switches, routers, servers, printers, access points and end devices. Author provide a working network that all the devices are configured to ping each other successfully. DHCP used to provides IP addresses for this network.
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Figure 21 - Blueprint of simulation network 
This simulation implements with console, virtual terminal line VTY 0 - 4 through 5 – 15 commands on default. This used to prevent access to the devices without entering correct password. Author recommend to use leased line and point-to-point as backup. This is because when network connection fails, leased line will take over to maintain the services. Also, the author recommending of using port security configuration to eliminate anyone trying to plug cable into a port should have denied.  
Firewall configured with security level set 0 for outside, 50 for DMZ and 100 for inside network according to the results findings on below figure.
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Figure 22 - Firewall security levels
Leased line and Point-to-Point would be used in real life scenario network for backup is case of when something goes wrong then these methods should take over to maintain the services.
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Login details

In order to gain access to router and switches, must enter username and password to allow access. 

· username = cisco

· password = cisco and class
In conclusion, author could implement various security mechanisms into the network. However, due to the time limitation could not be able implements more into this network. 

V. recommended solutions 
The author provides some recommendations that could help to protect security breaches to the network. In term of configuration changes that could made to the webservers would protected by using various methods and techniques. 
Enhance security features through use of secure shell (SSH) key authentication methods. The SSH use cryptographic keys to authenticate to the SSH server. This is an alternative password based login. 
Use firewall to controls services by restricting or blocking access to the entire ports and accepting all the ports that should be available to the public. 
In term of software and hardware, ensure the newer version of software updated to latest ones in order to protect any weakness that allowing outsiders to gain access to a system. Use antivirus software to detect life infection when the network connected to the internet.
In term of defense strategy, Developer must write simple and easy database queries code instead of dynamic to inforce to define all SQL code before it pass to parameters. 

Use cryptography to ensure plaintext encrypted between the source and destination to secure message exchange.

A system must have built with fault tolerance techniques to maintain operations to detect errors, even under faults.
Make sure all the software and hardware up to date and apply latest features to eliminate risk-gaining access to a system.
Use Virtual Private Network (VPN) to provide secure connection to certain servers and users. This will come with cost as VPN is not free, but it depends on the business. In addition, there are number of network have VPN through their service providers without costing extra money.
A. Cost of replacing software, hardware or fixing including hourly rate 
After conduction of penetration testing and result findings. The author come with conclusion that the cost is not limited as its varies. If the testing conducted in full that would be different, but due to the assignment brief limitation author could not conduct full testing to access inside network.  During penetration testing, there were some vulnerabilities found WordPress requires an update and open ports. Updating WordPress cannot cost any, but the person going to update will cost hourly rate as same as shutting down open port too. Due to the limitation, the author could not get exact hourly cost, because could not access into the network that would be against assignment brief rules. This let, the author to come conclusion to evaluate hourly rate of £70 per hour. This is because as being a security company it’s very important to protect their customers, organizations and user’s confidential information from outsiders. 
VI. Conclusion

In conclusion, it is very surprising to see that there are vulnerabilities on Tevel Cyber Corps website as it is being a security company. The author has learnt various things during vulnerability testing. The Cyber Security is most difficult to protect even the security companies that which are responsible for protecting millions of their customers and users struggling to keep up with it. Cybercrime growing on daily basis as hackers finding ways to gain access while security experts trying to protect any violation. This means that, there is always space that require expertise in term of cybersecurity. At the end, author hoping this report helps the company to secure their weaknesses. 
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