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Review complex types of internet-dependent crimes
In this essay I am going to review different types of complex crimes which are dependent on the internet. The impact of the introduction of the internet cannot be underestimated, with most people on the planet having access to it every day. However, with so many people using the internet on a regular basis, it has brought the introduction of a new wave of criminality. I will explore the difference between “Internet Enabled Crime” and “Internet Dependant Crime”, and outline a number of internet-dependant crimes and the impact they can have. 
The internet is an enormous group of networks which interlinks billions of devices all around the world (Dennis and Khan, 2019). The introduction of the internet to the mainstream population in the early 1990’s changed the daily lives of people throughout the world and has grown to be an essential part of the modern day life, with over 4.5 billion people having access to it (Dennis and Khan, 2019). One of, if not the, main reasons why the internet has had the astronomical impact it has, is because it can be used for practically anything and has become the main method of communication for people (Dentzel, 2014). As well as people staying connected with each other, no matter where they are in the world, the internet has many other positive features, including:
· Due to the sheer size of the internet, in the modern day, it has massively increased the access to education (Bhadury, 2020). Whether it be the enabling for students to access copious amounts of books, articles, journals and other educational literature (Asianet Broadband, 2018), or people sharing knowledge with each other (Dentzel, 2014), the internet has made learning far easier than it was before (Bhadury, 2020)
· Keeping up to date with the news and what’s going on in the world at any given time, rather than waiting for the daily news or even a physical newspaper (Asianet Broadband, 2018).
· Gaining employment and organisations advertising for employees is easier than it’s ever been, with the majority of jobs now advertised online (Asianet Broadband, 2018).
· Day to day life has been made easier by the use of the internet, with people able to check their bank balance at the push of a button; as well as shop from thousands of retailors from the comfort of the sofa (Asianet Broadband, 2018).
Whilst there are many benefits which mean that the majority of the world’s population access the internet for one reason or another, every single day, there are also negatives that come with this; such as:
· As the internet can be used for almost any aspect of modern life, may people have become addicted to it. This has many negative impacts on the day to day life of those people for many reasons, including them neglecting other parts of their life.
· Too much time spent online is believed to have a negative effect on a person’s cognitive development. Research shows that excessive internet usage can lead to people processing information at a slower rate, having a reduced ability to read, losing the ability to think logically, suffering harmful impact on their memory, as well as a shorter attention span.
·  Whilst the internet allows people from all corners of the globe to be able to connect and communicate with each other at will, research has shown that people being used to talking to people over the phone, on facetime, or via text has had a detrimental effect on people’s in-person communication. 
(Quaglio and Millar, 2020)
· New and increasing types of internet based, and dependant, crime (Bhadury, 2020)
As society has adapted and become increasingly dependent on using the internet, criminality has also changed; and criminals are using and depending on the internet, now more than ever, to commit their illegal activity. 
The phrase “cyber-crime” is used as an umbrella term for the abundance of criminal offences that are committed with the use, and sometimes even dependence, of the internet and modern technology (Bryant and Bryant, 2019, pp. 502). Whilst the internet can play various roles within criminality, there are two main ways it can be prevalent in the commission of criminal offences, these are: Cyber/Internet-enabled crime and Cyber/Internet dependant crime (Bryant and Bryant, 2019, pp. 502). Although both use the internet in order to facilitate criminal activity, crime that is enabled by the internet is slightly different to crime which is dependent on it.
Cyber/Internet-enabled crime is a term used for criminality that enlists the use of technology and the internet, however these crimes are able to be committed without it (McGuire and Dowling, 2013b). There are a wide variety of crimes that can be aided by the use of the internet, these include but are not exclusive to:
· Stalking
· Fraud
· Harassment
· Blackmail
· Racial Abuse
(Bryant and Bryant, 2019, pp. 502)
Whilst these crimes may be “traditional” in nature, the use of modern technology can make it easier to carry them out, as well as make it increasingly more difficult for the perpetrator to be identified. This is why the use of technology within criminality is prevalent to the point where it is rare that any crime in the 21st century could not use the internet in at least one way (Bryant and Bryant, 2019, pp. 502). 
Even though it also includes the use of the internet, rather than the crime being aided by technology, Cyber/Internet-dependant crime is exactly what it sounds like; a crime dependant on the use of the internet (McGuire and Dowling, 2013a). This type of criminality has become increasingly common and has become more serious for its victims (Maimon and Louderback, 2019); and it is because of this that internet-dependant crime is often investigated by specially trained people, both nationally and locally (Bryant and Bryant, 2019, pp. 502). Just like internet-enabled crime, there are various forms of internet-dependant crime. Let’s explore these further:
Malware is an umbrella term used for any form of software that has been designed to maliciously exploit and harm software and/or networks (AVG, 2015). Malware is designed to be able to decipher passwords, penetrate compute systems and spread it’s way through networks; as well as prevent the user access to files (AVG, 2015), and even in some cases, cause files to be deleted (McGuire and Dowling, 2013a). In layman’s terms, Malware is computer software designed with the intent of causing harm to computer devices and software (Bryant and Bryant, 2019, pp. 502). Malware can be present in different appearances such as:
· The most common form of Malware is Viruses. A virus is coding, or a program designed to replicate itself and spread between devices which are connected to the same network (Johansen, 2020). The virus can cause no problem until the infected file or program is run by a user (McGuire and Dowling, 2013a); but once the virus infested file has been opened, the virus will: cause computer files to be corrupted, destroy data and cause general annoyance to the computer user (AVG, 2017).
· Another type of Malware is Trojans. There are many different actions of Trojans and all play a slightly different role in apprehending control of a computer system, however that is exactly what they are designed to do (Norton, 2019b). Trojans are designed to control a computer system by disguising itself as a genuine and authentic programme with the ability to steal data (McGuire and Dowling, 2013a), allow unauthorised persons access to the infected computer and it’s files, and even enable the perpetrator to have full control of the computer (Norton, 2019b).
· Spyware is a form of Malware that conceals itself within the computer system in order to reconnoitre the user’s computer activity and collect the data. This data often includes personal information such as: passwords and financial data (AVG, 2015).
· A Worm is similar to a virus, in that it replicates itself throughout a computer network (Bryant and Bryant, 2019, pp. 502). However, unlike a virus, a Worm “can spread without a host file” (AVG, 2015). Worms can change and even delete files; as well as adding more Malware onto the infected computer (Norton, 2019a).
· Ransomware is a type of Malware that, once infiltrated into the computer system/network, blocks the user’s access to the network and demands a ransom fee to be paid in return for the decryption of the network (ProofPoint, 2021).
A high profile, local, example of how Malware can be used, was when the Sinclair Motor Group’s computer network got infected with Malware in 2017. The computer network of the biggest car dealership in Wales was locked and they weren’t able to access any of their files; with the attackers demanding a ransom in exchange for access to the network (Lewis, 2017).
The other main type of internet-dependant crime is Hacking; this is when access is intentionally gained to a computer without the authorisation of it’s principal user (Bryant and Bryant, 2019, pp. 504). Hacking is basically trespass via the internet (McGuire and Dowling, 2013a) with the aim of the attacker retrieving personal data. It’s not just lone computer users who are at risk of being hacked; companies with large computer networks are also at risk of getting their information infiltrated (Williams, 2019). This being said, not all hacking is illegal. There are people who are classed as hackers, however, their motivation isn’t to conduct illegal activity. Hacking only becomes illegal when it is being performed without the knowledge and permission of the owner (Norton, 2016). Those people responsible for hacking often fall into the following three categories:
· A black-hat hacker is what most people think of when a hacker comes to mind. These types of hackers are habitually motivated by their own personal, and often financial, gain and will maliciously hack both individuals and business in order to achieve this (Ot, 2020).
· A white-hat hacker are those people who fall into the legal hacking category. They have the permission of the system and network user and white-hat hackers can even be employed by businesses to attempt to hack into their software in order to find any potential holes in their online security (Norton, 2016).
· In the middle of the black and white-hat hackers, are the grey-hat hackers; and it probably doesn’t come as a surprise to find out that they fall somewhere in the middle of those that hack for their own personal gain and those that do it legally. Grey-hat hackers use parallel unmoral and illegal approaches as their black-hatted peers, in terms of gaining unauthorised access to a system/network (Ot, 2020), however their intentions aren’t fundamentally malicious and often informing the user of the hole in their security system and offering to fix it for them (Norton, 2016).
The financial impact of internet-dependant crime is growing year on year and $600 billion is believed to be lost as a result of this criminality every year (Lewis, 2018). As a result of these vastly growing types of internet-dependant crime, legislation was brought in to incorporate this new wave of criminality; The Computer Misuse Act 1990 (Bryant and Bryant, 2019, pp. 510). 
The use of technology and the internet are playing a greater and more prevalent role in the commission of crime than ever before. Whilst there are more “traditional” crimes that can be facilitated by the use of the internet, there are newer, more modern crimes that are solely dependant on the internet in their commission. Within this essay I have reviewed the two main crimes that are entirely reliant on the internet; Malware and Hacking. These are ways for attackers to illegally gain access to a computer or a network of computers and perform various tasks, all with the same objective; to gain personal information on the person/business and use it for criminal activity, whether it be ransom or a more traditional offence such as fraud. The financial impact of internet-dependant crime is catastrophic and shows no sign of slowing down any time soon.
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Assess the role of community policing in fostering and maintaining community cohesion
Historically the relationship between Police and their communities have been anything but cohesive. However, having a positive and cohesive relationship with the community is an integral part of policing in the 21st century, and has many benefits; both for the police and the communities alike. This essay will explore why tension has previously existed between the Police and the public, as well as looking at what cohesion is, why it is important for police to build cohesion between themselves and their community, and how Police can build and maintain cohesion between themselves and their communities. I will also assess the role that community policing plays in fostering and maintaining this cohesion. 
Cohesion is the bond between people which brings them and keeps them together whilst bringing positive results in mutual goals (Casey-Campbell and Martens, 2009). When cohesion exists within a community, it allows those within it to have a feeling of belonging and creates a feeling of safety and positivity (National Policing Improvement Agency, n.d.). Often, the primary reason for cohesion not to exist is as a result of conflict (Kozlowski and Ilgen, 2006); and for a long time, in England and Wales, the relationship between The Police and the public has been anything but cohesive (Delsol and Shiner, 2006).
In 1981, cohesion between the police and black communities within the UK was at an unprecedented low, with the start of the infamous Brixton Riots; where many people revolted, as a result of large pockets of the black community in London feeling discriminated against and unjustly treated by the police (BBC, 2019). These riots have been described as the “first serious riots of the 20th century” and were solely instigated by tension between the police and the black community (Brenton, 2019), with the unrest in Brixton escalating into various other riots throughout the country in 1981 (Rodrigues, 1981). During the Brixton riots, over 300 people, consisting of Police Officers and members of the public, were injured and an approximated £7.5m worth of damage caused (BBC, 2019). Following the riots, the government commissioned Lord Scarman to lead the enquiry into the uproar, and his report directed the police to work with their communities, rather than against them (Brenton, 2019).
Despite Scarman’s direction, a handful of years later saw another major case where tensions between the police and their communities became fraught; the miner’s strike. In 1984 Britain had over 190,000 people working in collieries and the then-Prime Minister’s plans to close coal mines, saw thousands of coal miners throughout the UK go on strike in opposition (Pruitt, 2020). Margret Thatcher ordered Police to take action against those on strike, which quickly turned violent and people nationwide believed the police were on the side of Thatcher; this resulted in tensions becoming incredibly high between police and the local working-class communities. There are certain mining communities within the UK that still don’t trust the Police as a result (Johnson, 2015).
These are just two, of many, examples of how there have been fierce tensions between the Police and their communities in recent history, which have brought about distrust and ill-feeling towards those upholding the law. These landmark events have brought about changes in how policing is executed in the UK, with a major focus being put onto community policing and building relationships and cohesion between the Police and their local communities.
The Policing Vision 2025 brands community policing, and the cohesion between the Police and the public as the “bedrock of British Policing” (National Police Chief’s Council, 2016), and there is good reason for this. Successful community policing is an effective aspect of modern-day British policing as it is flexible and adaptable, based on the particular community it is working in, and can interlink with other aspects of policing to get desired results (College of Policing, 2017). Some of the benefits of Community policing include, but are not exclusive to:
· More frequent and more accurate intelligence from the local community
· Increased crime and disorder deterrence 
· A greater feeling of safety within the community
· Vulnerable people get more support and protection
· Improved confidence in the police
· Reducing the demand of repeat calls/callers
(College of Policing, 2017). 
In order for community policing to be successful, and for cohesion to be fostered and maintained, there needs to be engagement between police and the communities they serve. This engagement can take many forms, it isn’t pigeon-holed into one particular method, and can be often used in conjunction with each other to maximise the benefit to all parties (College of Policing, 2020). Positive community engagement is vital in creating and preserving public confidence in the Police, and this can play a vital role in fostering, as well as maintaining, community cohesion, as the majority of public opinion on the police is based on their interaction with them (Hu and Lovrich, 2019; College of Policing, 2018). But how do the Police know who to engage with and when? Is it random? Is all engagement with the Police the same, wherever you live? Or can Police take a more bespoke engagement approach to suit each community?
Communities and neighbourhoods are words that are often confused with each other in this aspect of policing but they do differ from each other; in that a community is basically a group of people who are bonded by similar interests or beliefs, where as a neighbourhood is a geographical area comprising of various different communities (Chaskin 1997; DifferenceBetween.com, 2013). “Community mapping” is a term used for gathering local information and knowledge of a specific area or neighbourhood, in order to better understand what communities are within it and their particular needs (College of Policing, 2020). There may be some communities that aren’t as prevalent within a neighbourhood, as others and community mapping is a method that can be used to identify these; as well as specific locations that communities use to gather i.e. Community Centres, town centres, places of worship (College of Policing, 2020). This knowledge means that engagement can then take a more targeted approach for their engagement. 
One way Police can engage with their communities is by providing a high visibility presence with activities such as foot patrol. High visibility foot patrol gives the police the opportunity to speak to and engage with their community; this will enable them to have conversations with members of the public, which will help them gain a better understanding of the problems within the community, as well as develop connections within the community and gather vital intelligence directly from members of the public that they would not have gained otherwise (College of Policing, 2020). Other benefits of high visibility patrols are they, more often than not, act as a deterrent and lead to reduced crime, disorder and anti-social behaviour (Myhill, 2006); as well as providing the public with reassurance (College of Policing, 2020). 
Engagement between the police and members of the public can be both formal and informal (College of Policing, 2020). Like the before-mentioned, informal engagement can occur with activities such as high visibility foot patrol, where Police can have casual conversations with members of their community; however, there are also more formal methods of engagement that Police regularly undertake, such as public meetings (College of Policing, 2020). A PACT meeting is a common type of public meeting and stands for Partnerships and Communities Together. The essence of a PACT meeting is to gather partner agencies together, along with members of the community, to discuss the issues that are having an adverse effect on the community. Once all of the issues have been discussed, the three most problematic matters are created into priorities for the forthcoming month and each partner agency will focus on the these in order to rectify them (Wales Online, 2007). These types of meetings have proved to be a good way of both fostering and maintaining cohesion between local communities and the police, as it shows the public that the police are listening to them and working towards resolving their issues.
Before I joined as a Police Constable, I was a Police Community Support Officer (PCSO), and there was a major focus on my role in relation to using social media for a policing purpose. As stated in (Crump, 2011), over recent years there has been a surge in UK police forces using social media sites, such as Twitter to promote their work and engage with their communities. When you consider that nearly 4.5 billion people, worldwide, use social media on a regular basis (Dean, 2021), it is no surprise that Police forces have began using it as a key method in engaging with their communities and to promote the work they do, as it allows for them to engage with a larger audience and can be done at any time. The public seeing the positive work the Police undertake also plays a major role in creating and preserving public confidence.
PCSO’s were first introduced into a role within the police umbrella as part of the Police Reform Act 2002, and whilst at first it was unclear what their role would be, since their inception they have had a “significant impact” on the way the Police now engage with their communities (O’Neill, 2014). PCSO’s don’t have the same powers and appointments of their warranted colleagues and are often seen as the “friendly side of policing”. Whilst they do have certain police powers, which means they can help reduce low level crime and anti-social behaviour, the main role of a PCSO is to be the vital link between the police and the local community; they conduct many of the community engagement methods that I’ve previously mentioned, with the aim of gaining the trust of their communities in order to foster and maintain community cohesion (College of Policing, n.d.). Being able to provide the high visibility presence, the regular community engagement, and the reassurance they offer the public, means that PCSOs have been able to foster new relationships and cohesion within communities; whilst also being accessible and approachable in order to maintain it.
There have been several high-profile cases of where the Police have clashed with the communities they serve, which have resulted in tension and a lack of trust between them. However, the introduction and focus on community policing over the last few years has had a major impact on breaking those barriers down and regaining and maintaining cohesion between the police and their communities. I have spoken heavily on the umbrella term of “community engagement” and its importance in fostering and maintain the desired Police-Community cohesion, but it really can’t be understated how vital each aspect is in developing cohesion. There are many methods that the police have introduced to allow them to be able to engage with, and in turn, understand their communities and their needs. One of, if not, the most significant reasons for cohesion existing in between communities and the police in 2021, is the role of Police Community Support Officers. Cohesion between the Police and their communities is arguably on an upward trajectory, and PCSOs have played noteworthy role in the fostering and maintaining of police-community cohesion that exists today.
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