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1. [bookmark: _Toc30588127]Introduction
When creating websites and web pages there are a number of key issues which need to be taken into consideration at the design and implementation stage. These include issues concerning:
· Security – how safe is the website for users?
· Scalability – does the structure of the website support growth in the future?
· Accessibility – is the website suitable for all users including those with additional needs?
· Usability – can users of the website achieve their tasks and are they satisfied with their visit?
Best practice and guidelines concerning these issues should be followed and included in all functional websites. This report will attempt to outline the main areas of concern with these issues and identify how they have or have not been considered in the design and implementation of the Student Nosh website.

2. [bookmark: _Toc30588128]Security
The continuing growth of the Internet has created more vulnerabilities that cybercriminals seek to exploit. New and sophisticated methods of cyber-attacks mean that website security should be of paramount importance.
The National Cyber Security Centre (NSCS) [1] explain that it is often necessary to balance security together with other factors including usability, functionality and cost. They go on to suggest that creators of websites should focus on “making them as secure as necessary, rather than as secure as possible” [1]. This suggests that different methods of security are applicable to different types of websites e.g. an ecommerce website would require different security controls to a news website. The NSCS go on to summarise that the issue of securing websites will require a continuous process of updating and evolving. This is further supported by the PHP Group who state that “a completely secure system is a virtual impossibility” [2]. Examples of security vulnerabilities can include:
[bookmark: _Toc30588129]2.1 SQL Injection Attacks  
According to W3Schools [3], SQL injection attacks involve the input of malicious code in SQL statements, normally on web pages where there is user input such as registering new user details. SQL injection attacks can potentially be used to access all records of a database table and even delete a table in its entirety. This can cause severe disruption to an organisation that depends on the database and to the users that frequent the website.
Fortunately, the risk of SQL injection attacks can be mitigated in PHP by the use of prepared statements, which is essentially a template for the SQL statement that replaces the values of the statement with parameters which are labelled with a question mark “?” instead [4].
Prepared statements have been used throughout the Student Nosh website for all user input fields. An example used to add the details of a new member to the database can be seen in Figure 1:
[image: ]
[bookmark: _Ref30454533][bookmark: _Ref30454525][bookmark: _Toc30579699]Figure 1: Prepared statement to register a new member

On line 109, the values section of the statement is represented with question marks. Lines 111 to 116 make up the structure of the prepared statement function in PHP. Line 114 shows that each value of the statement are strings, meaning they contain only text characters, and the corresponding value is retrieved and inserted into the database table from the variables represented by dollar signs. 

[bookmark: _Toc30588130]2.2 DDoS Attack
A Distributed Denial of Service (DDoS) attack aims to send multiple repeated requests to a website with the intention of exceeding the websites capability and bringing it down. DDoS attacks begin with computers and other internet enabled devices being infected with malware, which effectively turns them into a robot or “bot”. The attacker aims to create a group of “bots” which can then be instructed to launch a DDoS attack simultaneously. The growth in internet enabled devices and the Internet of Things (IoT) has given attackers more opportunities to launch cyber-attacks [5].
Kapersky [6] suggest that a prime target for these types of attacks are ecommerce sites. Although the Student Nosh website is an informational website only with limited functionality, the risk of a DDoS attack should not be dismissed. Preventative tools to prevent against an attack if the website were to go live could include firewalls, network monitoring software, anti-virus and anti-malware programs. 

[bookmark: _Toc30588131]2.3 Secure Sockets Layer (SSL)/Digital Certificates
Norton [7] explain that an SSL certificate is a digital certificate and a method of securing and encrypting communications between a device and a website so it remains private. SSL certificates are issued from Certification Authorities and can come in different formats depending on the requirement of the website.  They are frequently used on websites that require users to enter sensitive information such as personal details. Web pages are structured using the HTTP protocol, however secure web pages that are using SSL encryption are represented by HTTPS. In a browser, this would be visible in the address bar and provides reassurance to the users that their data is submitted securely.  If the Student Nosh website were to go live, it would need to acquire SSL protection as users of the website are required to enter their personal information at registration. It would also provide a safeguard for potential future expansion and functionality of the website. 

[bookmark: _Toc30588132]2.4 Spambots
Spambots are automated programs that are designed to find input form code on web pages. The aim is to automatically populate the forms and submit fake information to the website. Whilst this may not have the capability to bring down the website, it could have a detrimental effect to the user experience.
Spambots do present a risk to the Student Nosh website as there are input forms which require users to enter data to be uploaded to the website. These include forms for new member details, submitting a recipe and submitting a rating for a recipe. If the website were to go live, there would need to controls in place to mitigate the risk of spambots. Once such control could be a CAPTCHA test. CAPTCHA aims to determine if a user is really a human or a bot by presenting questions that a bot would not be able to answer such as distorted text [8]. An example of a CAPTCHA test can be seen in Figure 2:
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[bookmark: _Ref30577451][bookmark: _Toc30579700]Figure 2: An example CAPTCHA test [8]
Fortunately for the Student Nosh website, basic CAPTCHA protection is available free of charge from the CAPTCHA website. However, it is suggested that machine learning has advanced to such a level that CAPTCHA is now becoming easier for spambots to solve and it is being replaced with image recognition, checkboxes, and general user behavior assessments [9].

3. [bookmark: _Toc30588133]Scalability
As the popularity of a business or organisation grows, demands on their website will increase. There are issues concerning the scalability of websites in order to cope with increased demands. Such issues can include:

[bookmark: _Toc30588134]3.1 Speed/Performance
An increase in demand will result in an increase in web traffic. The reputation of an organisation can be affected if the performance of the website that represents them is not sufficient. The website will need to have minimal downtime and robust procedures in place to recover from system failures and disruptions. In addition, the website must be responsive with minimal latency to enable fast transmission of data.

[bookmark: _Toc30588135]3.2 Site Hosting
For smaller websites, hosting on the web can be facilitated by a managed host. This allows the process for managing security, server configuration and redundancy, amongst others, to be outsourced to specialist operator in this area. This enables the organisation to focus on the content and functionality of their website. A downside to this approach is the possibility of having to share servers with other sites which may impact on the performance of your website. The Student Nosh website would be most suited to using a managed host if it went live given its small-scale nature. Larger, more complex websites which attract greater web traffic and offer many features and would need to consider moving to a dedicated hosting model which would allow exclusive use of a server and its resources

[bookmark: _Toc30588136]3.3 Redundancy
In case of failure of part or all of the website, there should be a plan in place to enable operations to continue. One such method is redundancy, where data is stored on more than server and sometimes in more than one place e.g. a full website and database backup. If the primary server should fail, the redundant server can take over and ensure continuity. 
If the hosting of the website is controlled by a managed host, then the issue of redundancy may already be resolved. However, it is critical that an organisation ensures that this is the case, or they would need to implement additional measures to make it happen. ITPro [10] point out that the level of the risk needs to be weighed up with the associated costs and depends on the nature of the website. The Student Nosh website will need some form of redundancy in place, as backups of the website and backend database will need to be made on a regular basis.  

4. [bookmark: _Toc30588137]Usability
W3C [11] explain that the issue of usability of websites can cover things such as being effective, efficient and satisfying. There is a distinction made between the accessibility and usability of a website in that usability does not necessarily concern the impact on people with disabilities.
The University of South Florida [12] suggests that a website that has considered usability issues will result in visitors having their expectations met or exceeded and that they are able to complete their task with ease. They go on to give some areas that need to be considered:
· Responsiveness – how does the website appear across different platforms and on different devices?
· Search Engine Optimisation – are users of the website able to find it easily through search engines?
· Content and Messaging – is the content concise and relatively easy to understand? Can users see the answers to their questions?
· Layout and Navigation – how easy is it to navigate the website? Are the methods used effective and are users able to find what they are looking for?
· Errors and effectiveness – how effective is the website for its users? Do they encounter many errors whilst trying to accomplish their tasks? 
· Task time and expectations – does the time taken to complete a task meet the expectations of the user? [12]

There are some areas that need to be considered by the Student Nosh website if it were to go live. Firstly, the website will need to be responsive. Users are likely to access it from many different devices and it needs to appear consistently and smoothly across all of them. The content of the website needs to be clear and easy to understand so that users can find what they are looking for. 
The colour scheme used adopts a lighter background to bring focus to the text on the page. Coloured and bold text is used sparingly and designed to draw the user’s attention to key points on the page.
The layout of the website has been considered and adopts a simple approach with a clear navigation bar at the top of each page for familiarity and consistency, as seen in Figure 3:
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[bookmark: _Ref30502260][bookmark: _Toc30579701]Figure 3: Student Nosh page layout and navigation

Another factor of usability that need to be considered will be the need to test the website thoroughly before it is deployed. Every aspect including things such as broken links, the login process and user registration will need to be checked so that there are minimal issues experienced by users which could affect the reputation of the website.

5. [bookmark: _Toc30588138]Accessibility
It is suggested that as people become more reliant and dependent on technology and the Internet, there is a risk of excluding some groups that have disabilities and additional needs. Issues surrounding accessibility of websites to users of all backgrounds has been deemed to be so significant that it is covered by the Equality Act 2010. To support compliance of the law, the World Wide Web Consortium (W3C) [13] provides a comprehensive set of resources on its website to assist web designers in planning accessibility of the their website to all those with additional needs. Accessibility can cover areas such as:
· Visual Impairments and blindness – this can include colours and contrast used on webpages, size of text, font choice, screen magnification, audio descriptions, using alt tags for images and title tags for links to enable compatibility with screen readers
· Deafness and hearing loss – this can include using subtitles to support audio content, or ensuring access to sign language for video content
· Limited mobility – assistive devices provided to support those with motor-skill disabilities will often depend on using the keyboard to interact with the website. Therefore, the website should be able to be functional from a keyboard alone. It also helps to consider the lack of precision that may be experienced by these users, so it is beneficial to ensure that any input forms are tolerant of errors with clear signposting of errors made and how to correct them, as well as requesting confirmation before completing a task to ensure it is the intended action.

The W3C [14]  also provide a checklist for web designers to assess if their web pages are meeting the very minimum standards expected for accessibility. These have been used to assess the Student Nosh website and the following issues have been identified:
· Image text alternatives – not all of the images on the website are equipped with alternative text “alt text”.  An example can be seen in Figure 4, where Line 65 would need to be amended to include an “alt” tag that identifies what should be displayed if the image fails to load for any reason.
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[bookmark: _Ref30521565][bookmark: _Toc30579702]Figure 4: Displaying an image - "alt text"

· Contrast ratio “colour contrast” – whilst the users web browser may allow colour settings to be changed, the website itself should work with these  and ideally provide a set of colour changing options for users.
· Text resizing – most web browsers will allow text size to be changed, however this was not considered when the individual web pages were designed and this could result in pages not displaying correctly e.g. sections overlapping, space between lines moving. All pages would need to be checked to ensure they are compatible.
· Keyboard access and visual focus – keyboard focus was not considered in the design stage of the website and would benefit those users who cannot use a mouse to interact with it. Keyboard focus needs to be visible and follow a logical order. Any input fields which the user is required to complete should also be highlighted on focus to assist the user.
· Basic structure check – this is a broad overview check to see how a web page appears without its preset images, styles and layout. The premise is to find out how the page functions when it is “linearised” i.e. structured into one column and the presentation changed to a basic view. Screen readers start from the top of a web page and read downwards. If headings, page text or images are not identified correctly, it can lead to a disorganized page and potentially confusing experience for the user . The Student Nosh website makes use of a CSS style sheet so would need to undergo this check to ensure the structure is correct.






6. [bookmark: _Toc30588139]Conclusion
This report has highlighted a number of areas of concern that would need to be addressed if a website was to be made live on the Internet. Designers of the website will need to consider which areas are relevant and applicable to them, and this will largely depend on the scale and scope of the website. At the very minimum level there are issues regarding security that must be adhered to in order to keep the website and the data stored in any databases safe. There will also be issues regarding accessibility of the website which will help it to reach out and appeal to as many different groups of users as possible. This will also enable the website to meet the requirements of the law and there are many helpful resources available to ensure compliance.
At the design stage, consideration will need to be given to the future scalability of the website and measures put in place to enable growth to be feasible in the future. Whilst at the front end, designers will need to consider usability aspects to ensure the website meets the needs of users and allows them to complete their tasks with ease.
Obviously, there are costs associated with all of these issues. Addressing all of them can be a costly process and fledgling websites such as the Student Nosh website are unlikely to have the financial means or possibly even the technical expertise to fully resolve every issue identified. This is where a balance will need to be drawn between the functionality required and the associated cost to find the most suitable combination.
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$query="INSERT INTO users (username,password, firstname, surname,email)
VALUES (2,2,2,2,2)";

Sstmt=mysqli_stmt_init($link);//link to db
mysqli_stmt_prepare ($stmt, Squery) ;

mysqli_stmt_bind param($stmt,"sssss”,$un, Spwl, $fn, Ssn, Sem) ;

mysqli_stmt_execute ($stmt) ;
mysqli_close ($1ink) ;
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‘Welcome to Student Nosh

Student Nosh is the perfect place to find a wide variety of
healthy, budget-friendly and delicious meals you can make
yourself. No matter what tickles your taste buds, you are
guaranteed to find something that you will want to try. Most
important of all - every dish on our website has been added
by students just like youl Take a look around and start
‘hunting for delicious dishes!

Use the link at the top of the page to log in to your account.

Not yet registered? Create a free account with us today.

Create account
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echo

"<h3>'.$r["recipename”]." ".'<br/><br/></h3>';

2><form action="raterecipe.php" method="post">

<input type="hidden" value="<?echo $r["recipeid”];?>" name:
<input type="hidden" value="<?echo S$r["recipename”];?>" name="recipename">
<input type="submit" value="Rate this Recipe!" style="float:right">
</form><?

echo '<p><b>Average Rating: </b>'.$r2["averagerating”].” ".'<br/></h3>';
echo '<p><b>Category: </b>'.$r["category”]." ".'<br/>';

echo '<p><b>Difficulty: </b>'.$r["difficultylevel™].” ".'<br/>';

echo '<p><b>Serves: </b>'.Srl"serves"].” ".'<br/><br/>

echo '<b>Time: </b>'.$r["time"].” ".'<br/><br/>';

echo '<b>Method: </b><br/>'.$r["method"]."<br/><br/><br/><br/>";

echo '<img src = '.S$r["image”].' height="400" width="500"><br/><br/><br/>';




