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[bookmark: _Toc513192755]Introduction
With the advent of cloud computing, new ways of provisioning platforms for application software to run on have become available. Historically, organisations have deployed their application software on servers, which are physically under their control. Cloud provisioning companies have begun to offer Infrastructure as a Service (IaaS), where organisations can deploy their software on the infrastructure of the cloud provisioning company, usually on a virtual machine (VM) or a container, e.g. a Docker container. A newer type of platform offered by some cloud provisioning companies is Function as a Service (FaaS), where application developers can deploy their code without having to consider Operating Systems, the development framework (e.g. Node.JS or .Net) or provisioning for availability.
There are many considerations for using one of these platforms over the other, such as different charging models, difference in provisioning support, difference in control of anything apart from the application code, size of deployments and difference of response times due to the start-up time of FaaS application code. This project proposes to conduct research into the quantifiable differences between these two platforms and, where possible and appropriate, measure some of the key metrics of performance and cost to provide an understanding of when one platform is more appropriate to use than the other is.
[bookmark: _Toc513192756]Industrial Context
This project proposal was formed with a specific real world problem of their employer, the Driver & Vehicle Licensing Agency (DVLA).
The DVLA has used IaaS services since 2015 and is currently experimenting with the FaaS platform AWS Lambda [1], but has not run any in depth comparisons between FaaS platforms and IaaS platforms. This means that there is no set direction for where FaaS or IaaS would be the better platform for different types of applications. This project will seek to provide quantifiable data and recommendations to enable DVLA to make data driven decisions for its platform strategy.
While this research will not link directly to any current or future project run by the DVLA, the DVLA has committed to funding the costs incurred in the provisioning of cloud services for testing up to the value of £200. The use of this funding will be limited to the use of AWS or Azure cloud providers as there are already commercial agreements in place with these companies.


[bookmark: _Toc513192757]Background Literature
This section will consider current literature and research that:
· looks at the drivers for cloud adoption in general
· defines IaaS and FaaS platforms
· looks at the advantages and disadvantages of each platform and the drivers for their adoption
· looks at the use cases and limitations for each platform
· has undertaken the capture of quantitative data relating to either or both platforms
Cloud computing can be an effective computing model a range of personal and corporate use cases. The number of cloud based services is growing due to the ability to provision and decommission cloud based services on-demand [2].
Cloud Computing can provide advantages in cost, scalability and flexibility [3]. Other advantages which are factors for adoption include ease of use and speed of development [4].
Two of these cloud platforms are Infrastructure as a Service (IaaS) and Function as a service (FaaS). Both platforms allow for the deployment of application code, although that deployment may be quite different.
IaaS is the provision of computer resources where a consumer is able to run arbitrary software. While the consumer is not responsible managing the physical infrastructure, they can manage the operating systems [5] and therefore install the operating system and runtime environment of their choice. This means that the consumer is responsible for installing updates and patches to the operating system and any runtime environment.
FaaS (sometimes described as Serverless) is a compute provisioning capability for event driven, short running, stateless applications that scale up and down instantly and only charges for actual usage [6]. This has impacts on the types of applications that can be run on a FaaS platform. 
FaaS abstracts the underlying infrastructure, including the operating system away from the developer deploying applications to it [7]. On FaaS platforms, the consumer is reliant on the cloud provider for the runtime environments available. This means that the consumer is not responsible for the overhead of updating and patching operating systems and runtime environments.
As FaaS platforms only host stateless applications, any form of state must be held outside of the FaaS platform, either in a backend application such as a database or in a session on the client side.
Another concept that could affect the design and implementation of relevant tests is the inability to invoke FaaS applications from outside of the hosting cloud platform. An example of this is AWS Lambda, where the cloud provider AWS recommends routing external calls through their API Gateway product [8]. This would mean adding an additional component to route an invocation from outside the cloud platform, which could possibly add to latency.
The lack of ability to invoke FaaS applications without an intermediary component and the inability of FaaS applications to maintain state suggest that some use cases for FaaS applications is as part of a larger system that combines FaaS applications with other cloud platforms such as Software as a Service (SaaS). Such a system is described in ‘Smart ticketing system for railways in smart cities using software as a service architecture’ [9].
While the term Function as a Service suggests that FaaS can only host small single function applications, the limits of run time and codebase size provided FaaS providers such as Amazon Web Services (AWS) suggests that application on a FaaS platform can be more substantial than a single function. For instance, AWS defines the max run time of an invocation of a FaaS application on their Lambda service to be five minutes with a maximum size of a compressed deployment package of 50 MB [10].
There are currently no universally accepted standards for FaaS platforms [6] and different cloud providers enforce different event handlers [11]. As event handlers are specific to different FaaS vendors, any application code run in a FaaS environment would need to be wrapped in an event handler in the format specified by the FaaS provider.
As FaaS platforms dictate the use of event handlers, it is likely that there will have to be subtle differences between the code in applications to be tested on IaaS platforms and applications to be tested on FaaS platforms.
The charging model for IaaS and FaaS are quite different. To make an application available on an IaaS platform, the VM or container has to be running and there is a cost to have that VM or container running. To have the application highly available, it is unlikely that the infrastructure being charged for will ever be used at full capacity. IaaS platforms manage elasticity as the VM level, which often results in either over-provisioning, which incurs increased costs, or under-provisioning, resulting in poor application performance [12].
FaaS platforms, on the other hand, only charge for the time the application code is running [13] and providers of FaaS platforms do not charge for idle time [14].
FaaS appears to have several advantages over IaaS in the context of the advantages of cost, scalability and speed of development. However, the drawbacks include limited use cases, potential for vendor lock-in and a limitation of the runtime environments available to develop applications on.
A previous study of benchmarking cloud IaaS services described in Patterns in the Chaos – a Study of Performance Variation and Predictability in Public IaaS Clouds [15] noted that the performance of IaaS services varied by cloud provider and region. This study used the benchmarking framework Cloud workbench. The study collected data on instance processor speed (CPU), (combined) disk read/write speed (IO), and (combined) memory read/write speed (MEM). One of the study’s conclusions was that user should benchmark IaaS instances based on their own individual use case.
The paper The SPEC Cloud Group's Research Vision on FaaS and Serverless Architectures [16], published in 2017, states that there was no systematic benchmark for evaluating FaaS platforms at the time of writing.
Another benchmarking study of FaaS platforms run in 2017 was reported in Benchmarking Heterogeneous Cloud Functions [17]. This study developed two benchmarking frameworks for FaaS platforms, one based on the Serverless Framework and one based on HyperFlow. In this study, data was recorded for execution time, both from a binary deployed with the application code that run within the FaaS application and execution time from a client calling the application. 
There is an obvious difference in the measurements that have previously been recorded in academic research into benchmarking of IaaS & FaaS cloud platforms. A chapter titled Serverless Computing: Current Trends and Open Problems [13], in the book Research Advances in Cloud Computing, notes that the decision to use FaaS platforms will likely be based on non-functional requirements. It also notes that different FaaS platforms can be differentiated by certain characteristics, which include:
· Cost – the amount charged for time and resource e.g. allocated CPU
· Performance and limits – varies between providers, but can include number of concurrent requests, maximum amount of CPU allocable and maximum size of code base (including libraries)
· Programming languages – the types and versions of the programming languages supported
· Monitoring and logging – support for debugging (using print statements) and log recording/viewing
The author could not find any academic research that attempted to provide quantitative data for the purpose of making a decision on to what type of cloud platform to deploy an application. However, there is research that attempts provide data to make a decision between cloud providers for both IaaS and FaaS platforms and research that considers what reasons there are to use a FaaS platform over an IaaS.
The research conducted indicates that the metrics that need to be captured, when comparing applications running on IaaS and FaaS platforms, are primarily based on typical non-functional requirements such as availability under different loads and response times under different loads. Cost of running the application is also a factor, as this appears to be one of the driving forces for cloud adoption overall.
[bookmark: _Toc513192758]Aims and Objectives
The aim of this study is to produce quantifiable information that compares the performance and limits of an application on IaaS and FaaS platforms of different specifications and extrapolate the price of those platforms for a given period based on arbitrary usage estimates.
To achieve this aim, several objectives will need to be achieved. These are:
1. Research the potential limits of FaaS and IaaS deployments that would eliminate being able to run tests of certain types of applications on one or both platforms.
2. Investigate Cloud providers that offer both IaaS and FaaS platforms and choose one provider to run the tests on.
3. Choose or create applications of different sizes within the limits of both platforms and deploy on both the IaaS & FaaS platforms of the chosen cloud provider.
4. Research how benchmarking can be achieved for both platforms (e.g. external or internal), what metrics can be captured and chose and appropriate method of capturing that information (e.g. benchmarking software or application logs provided by the cloud provider).
5. Run performance and load tests against the chosen application on both the IaaS & FaaS platforms of the chosen cloud provider, then collate and analyse the results. 
By the end of this project, it is expected that a set of quantitative data will have been gathered showing how the performance of IaaS and FaaS platforms compare when running similar applications, with costs associated to different performance requirements.
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This section describes the research methodology that will be followed in terms of the philosophy, approach and strategies that will be employed for this proposed research and why they are suitable for this research.
[bookmark: _Toc513192760]Philosophy
The Author has chosen to use a Positivism philosophy for this research.
Definition of Positivism from the Oxford Dictionary [18]:
“A philosophical system recognizing only that which can be scientifically verified or which is capable of logical or mathematical proof, and therefore rejecting metaphysics and theism."
This research project will be collecting quantitative data to compare two computing platforms and therefore showing measurable differences (or similarities) between data sets for each platform, the Positivism philosophy is best suited to this projects aim.
[bookmark: _Toc513192761]Approach
This project will use a deductive approach. Jonathon Wilson describes the deductive approach in his book Essentials of Business Research: A Guide to Doing Your Research Project [19] as:
“…developing a hypothesis (or hypotheses) based on existing theory, and then designing a research strategy to test the hypothesis.”
This approach works well with the Positivism philosophy. The purpose of the testing is to prove that there will be measurable differences in performance and cost between IaaS and FaaS platforms.
[bookmark: _Toc513192762]Strategies
This project aims to undertake conclusive research as its main aim is to provide findings that can be used in decision-making. To achieve this aim, three relevant research strategies will be used.
· A document review to understand what prior research has been done previously in this area that can be built upon as well as inform the research of circumstances where documented evidence negates the necessity for testing, e.g. where limits set by cloud providers make testing of some application software over both platforms impossible.
· Software development will be required as the testing will based on the performance of software on a given platform. Several applications will be required with different resource requirements (e.g. processing requirements, size of codebase, etc). To achieve this, it may be possible to adapt existing open source software.
· Finally, experiments will be conducted, that measures the performance of the applications on both IaaS and FaaS platforms. This will produce the required metrics to achieve the aim of this project.
[bookmark: _Toc513192763]Development Methodology
This project will use the feature-driven development (FDD) development methodology.
Stephen R. Palmer says in his book A Practical Guide To Feature-Driven Development [20] :
“Feature-driven development … combines the key advantages of agile methodologies with model-driven techniques…”
Feature-driven development consists of five activities as shown in Figure 1 – FDD Process Life Cycle below.

[bookmark: _Toc513192771]Figure 1 - FDD Process Life Cycle [21]
FDD has advantages for this project, where only the author will be conducting the research, over agile methodologies. Primarily, it does not prescribe several roles (e.g. SCRUM) or working in collaboration with others (e.g. Extreme Programming).
As an agile methodology, it will allow the project to refine its requirements throughout the lifecycle of the project, meaning that less time will be required on initial planning stages and allow the project to be more adaptive to change if the project encounters any problems.
If not carefully managed, the scope of research and testing could become too large to complete within the required timeframe. FDD’s model driven approach will allow the author to conceptualise all of the required features at the start of the project and ensure that the scope and number of the features is not so great as to endanger not finishing the project in the required timeframe. Features can be prioritised, so a minimum viable product can be envisaged and built, without necessarily de-scoping other features that may not be part of the minimal viable product, but would enrich the value of the research if they could also be built.
[bookmark: _Toc513192764]Risks
The primary risk is the cost incurred with running these tests on cloud platforms. While some cloud providers offer free trials, they are usually limited in some of the following ways:
· Time period (e.g. one month)
· Limited use of services (e.g. some IaaS services not available as part of the free trial)
· Limited spend in time period (e.g. free trial may run for twelve months, but with each month having an individual limit)
Using a free trial offers may affect the scope of tests that can be carried out, as well as when they can be carried, e.g. all in one month or spread out over twelve.
The funding commitment from DVLA offers some scope to avoid the limitations of free trial offers, but limits the prospective cloud providers to two. There is also the possibility of receiving educational credits from cloud providers, but this cannot be guaranteed and may itself impose limitations of the use of cloud services.
Using the funding from DVLA, would mean limiting the candidate cloud provisioning companies to two, namely AWS or Azure, but this may not necessarily be an issue.
To avoid extra costs, tests will be run incrementally, so costs are understand. This will ensure that no costs, above free trial usage and funding from DVLA, are incurred. There is therefor a linked risk that the scope and number of tests is curtailed because of spend limit.
Other risks that may influence the research are:
· Unavailability of research supervisor
· Lack of time to complete the research due to poor time management or external influences such as work commitments
· Inability to compare both platforms in a meaningful way through one of the following:
· Wrong/poor choice of application software to test
· Wrong/poor choice of metrics to compare
· Wrong/poor choice of benchmarking tool(s) to produce metrics
· Setting unrealistic goals that cannot be met
The author will take several actions to mitigate these risks.
The author will arrange with the research supervisor to have regular meetings to discuss the research and its progression at agreed dates and times. These meetings will be planned well in advance to ensure that the research supervisor and author can find mutually acceptable times to meet.
Using Feature Driven Design, an overall model will be developed to understand the scope of the whole project and the dependencies of each feature on other features to develop a cohesive project plan. Each choice for application software, metrics and benchmarking software will be treated as a feature with appropriate time given to research and selection taking into consideration other choices, e.g. choice of application software could influence the choice of benchmarking tools. 
Each feature will have a definition of done to ensure the deliverable is understood before starting work on the feature and each feature will be time-boxed to ensure that the time it takes to complete does not affect the time required for following features.
The author will ask the research supervisor to review the overall model and feature list and ensure that unrealistic goals are not set, and the author will act upon any feedback given.
Because testing will be undertaken on the IaaS & FaaS platforms of one cloud provider, there is a risk that the data collected will not be representative of other cloud providers. At this stage, this limitation will be accepted as to not over scope the project in a way that its deliverables cannot be met. However, should time and resources allow, then the project will undertake the same tests, or at least a sub set of the tests on the platforms of a second cloud provider as this could provide insight as to how relevant the test results are to other cloud providers.
To provide a fair comparison, the testing will be run on individual instances and not on any load-balanced configurations. The author recognises that this may not be typical of applications deployed at an enterprise scale, but will clearly state this limitation in the final documentation.
As FaaS applications cannot be invoked directly from outside the hosting cloud platform, there is a risk that the tests for the FaaS platform will be skewed by an external component such as an API Gateway. To mitigate this risk, the project will investigate the possibility of invoking the applications through an API Gateway, for both the IaaS and FaaS platforms. This will ensure that both platforms are treated equally.
The author has not identified any legal or ethical issues at this stage. The only data that will be collected are performance metrics; therefore, no personal or corporately sensitive information will be collected or held throughout the project life cycle.
[bookmark: _Toc513192765]Analysis and Deliverables
The primary deliverable for this project will be a set of performance metrics that show how IaaS and FaaS platforms compare to each other for a set of given applications. For completeness, this will cover a range of sizing provisioning for each platform. These metrics will likely be in relation to typical non-functional requirements such as availability and response times (max and mean) under different loads. The data collected will be used to project costings for a period of one year.
The analysis of this data will be in comparing the results of testing applications deployed on FaaS and IaaS platforms and showing how cost is affected by meeting different non-functional requirements on both platforms and possibly exposing the limitations of one or both platforms.
The minimum success criteria for this project will be ability to use the data collected to recommend one platform over the other, based on the non-functional requirements of an application.
[bookmark: _Toc513192766]Physical Resources
Access to both a suitable IaaS and FaaS platform will be required. This will require relevant subscriptions/accounts and a method of accessing those platforms, which will be through a computer (desktop or laptop) with an internet connection.
Data collected will be stored both in cloud storage (accessible to only the author) and on a local machine for the purpose of analysis.
Relevant benchmarking software will also be required for collecting the required data.
Access to suitable research literature will also be required, this can be achieved by either physically using the UWTSD Library, or accessing its resources online.
[bookmark: _Toc513192767]Human Resources
The only human resources required, will be that of the research supervisor to advise the author throughout the project.
[bookmark: _Toc513192768]Timeline
The project will begin with a Literature Review. After this is completed, the project will follow an agile methodology, Feature-Driven Design. This methodology states that the first task will be to develop an overall method. The next stage will be to build the features list followed by a planning stage.
From then on, the project will be composed of two-week sprints that will incorporate the design, build and documentation of individual features.
Features will be prioritised using the MoSCoW method, where features are categorised by Must do, Should do, Could do and Won’t do.
Below is a proposed timeline for the project in the form of a Gantt chart (Figure 2 – Proposed Timeline for Research Project).
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