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With the growing dependence on digital infrastructure in both personal and professional settings, the security of home and office networks has become a critical issue. Cyber threats, including malware infections, unauthorized access, and data breaches, pose significant risks not only to corporate environments but also to individuals managing personal networks. As networks become more interconnected and increasingly reliant on cloud and Internet of Things (IoT) technologies, the line between personal and enterprise cybersecurity is becoming less distinct [1].

Penetration testing, commonly known as pen testing, is a proactive cybersecurity practice aimed at identifying and addressing vulnerabilities before malicious actors can exploit them. By simulating real-world cyberattacks, penetration testing offers a realistic evaluation of a system’s security posture, highlighting potential weaknesses in configuration, software, and user behaviour. The primary aim of penetration testing is to identify vulnerabilities, assess potential impacts, and recommend actions to mitigate risks. 

In office networks, where sensitive corporate data and critical operations are at risk, security breaches can lead to financial losses, legal repercussions, and damage to reputation [2]. However, home networks, which are often neglected in formal security assessments, are becoming increasingly complex and high-risk. This is largely due to the widespread use of smart devices and the rise of remote work environments [3].

Modern home networks typically include wireless routers, personal computers, smartphones, smart TVs, IoT enabled appliances, printers, and surveillance systems. Many of these components are set up with default or insufficient security settings, which increases the potential for attacks. The rise of IoT devices has introduced various vulnerabilities, largely due to inconsistent firmware updates, weak authentication methods, and a lack of centralized management [4]. Despite these risks, residential networks often receive little attention regarding security, making them attractive targets for attackers who seek to compromise personal data or use the home network as a pathway into larger systems [5].

This project aims to explore penetration testing as a vital tool for assessing and enhancing the security of home and office networks.  Tools such as Nmap, Nessus, Wireshark, and Burp Suite, will be considered in this research to simulate various cyberattacks, including brute-force authentication attempts, port scanning, service enumeration, and resource exhaustion tests. The methodology combines passive reconnaissance, active scanning, and controlled exploitation to identify misconfigurations and evaluate vulnerabilities based on performance.

The study highlights the educational and preventative benefits of penetration testing in residential settings. As remote work and digital learning increasingly merge personal and organizational networks, home networks have become crucial in the realm of cybersecurity. Therefore, both individuals and organizations need to understand the risks associated with personal network configurations, especially for those relying on secure remote access solutions.

[bookmark: _Toc203257392]1.2	Aim

The main aim of this project is to assess the security posture of a typical home network by conducting a structured penetration test, namely White Box Penetration Testing. The outcome of the penetration test goal is to identify potential vulnerabilities and to undertake mitigation to address these security risks to assess its effectiveness.  

[bookmark: _Toc266447526][bookmark: _Toc371255530][bookmark: _Toc201093434][bookmark: _Toc203257393]1.3	Objectives

· To conduct a comprehensive literature review to identify the main theories and related work. 
· To outline the research methodology that will be used. 
· To detect and identify vulnerabilities in network services and configurations using White Penetration Testing tools. 
· To test and evaluate the effectiveness of White Penetration Testing to eliminate vulnerabilities in a home computer system.  
· To provide a written report about the effectiveness of White Penetration testing and propose improvements/recommendations, taking into account any need to further to mitigate any risks associated with the vulnerabilities identified. 
[bookmark: _Toc201093435][bookmark: _Toc203257394]1.4	Structure of the project

Chapter 1:	Introduction
This chapter provides an overview of the project’s background, the growing importance of penetration testing in the context of modern cybersecurity, and the project’s specific aim and objectives. It also explains the motivation for undertaking this research and outlines the structure of the report, offering a roadmap for the reader.

Chapter 2:	Research and Review of Literature
This chapter provides a comprehensive overview of the existing literature, which includes academic research, industry standards, and case studies on penetration testing.  The chapter delves into fundamental concepts, techniques, and approaches such as vulnerability assessment, ethical hacking, and exploit development [6], [7].  It identifies research gaps and demonstrates the importance of this effort in solving current cybersecurity concerns.

Chapter 3:	Research Methodology
This chapter outlines the research approach used for the project, including penetration testing strategies and ethical considerations [8].  The methodology section describes the tool choices (such as Nmap), as well as the testing environment setup, data gathering process, and reasoning for using a structured testing framework.

Chapter 4: 	Design & Implementation
This chapter outlines the workflow for penetration testing, which includes threat modelling, reconnaissance, vulnerability scanning, exploitation, and post-exploitation analysis [9].  The implementation section documents the hands-on processes used to carry out the tests, ensuring that the testing process is repeatable and ethical.

Chapter 5:	Testing and Evaluation.
This chapter focuses on the execution and outcomes of penetration testing exercises.  Test scenarios are evaluated against stated objectives, and found vulnerabilities are investigated and rated according to risk levels using industry standards like CVSS (Common Vulnerability Scoring System) [10].  The chapter also discusses the efficacy of Nessus and Nmap.

Chapter 6:	Conclusions and Recommendations
This chapter summarizes the project's general findings and gives conclusions based on test data and observations.  Recommendations for strengthening system security posture, as well as proposals for future study, are made considering current cybersecurity trends [11].

Chapter 7:	Reflections
This chapter provides a reflective account of personal and academic improvement that occurred during the project.  It highlights problem-solving tactics, obstacles experienced, lessons learned, and professional skills acquired through ethical and systematic penetration testing. Refection is considered as particularly important to make sense of fundamental issues and help us make sense of what is most effective [12].
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[bookmark: _Toc203257396]2.1	Introduction to Research

In today's ever-changing digital landscape, firms that want to protect sensitive data and retain operational integrity must prioritize information security.  Cyber-attacks have expanded in complexity and frequency, emphasizing the importance of proactive security strategies rather than just reactive defences.  One of the most successful preventive approaches used in modern cybersecurity is penetration testing (pen testing), also known as ethical hacking. This is a controlled and methodical procedure for evaluating an information system's security posture by simulating real-world attacks [13] and has become an essential element in the field of cybersecurity.  
The need for robust security testing methods becomes more pronounced in line with the increasingly dependence on digital systems within organisations. Penetration testing involves simulating cyberattacks on a system, application, or network to identify security vulnerabilities that could be exploited. 
This literature review explores the current body of knowledge surrounding penetration testing, focusing on methodologies, tools, applications, and challenges within modern IT infrastructures with the goal of better understanding how systematic evaluations might boost system security.  The study also looks at how penetration testing fits into the larger picture of security frameworks and risk management processes in both enterprise and residential network settings [14]. 

[bookmark: _Toc203257397]2.2	Definition and Importance of Penetration Testing

The significance of penetration testing lies in its ability to proactively identify and address security flaws before they can be exploited by attackers. It identifies security vulnerabilities under controlled circumstances so that they can be eliminated before there is any opportunity for them to be exploited [15]. By simulating real-world attack scenarios, pen testing provides valuable insights into the effectiveness of existing security measures and helps organizations implement necessary improvements. According to Chacko and Hayajneh [16], penetration testing assists organizations identifying security flaws in software configurations, flaws with system setups, and potential user behaviour that may compromise security. It provides valuable insights that inform the development of better defence mechanisms. This approach is essential for maintaining the integrity, confidentiality, and availability of sensitive data [17].  
The role of penetration testing in security compliance and governance is viewed as significant. The concept of penetration testing is well-documented in academic and professional literature as a critical component of information security.   It is a proactive approach that also assists organizations in demonstrating compliance with security regulations [15].  According to Scarfone and Souppaya et al [18], penetration testing enhances traditional security procedures by providing practical validation of system vulnerabilities under actual situations.  Their research underlines the need of penetration tests as both diagnostic and preventive measures, providing security professionals with actionable knowledge. Organizations subject to regulatory requirements such as PCI DSS, HIPAA, and ISO/IEC 27001 often rely on penetration testing to meet audit requirements and demonstrate due diligence in protecting sensitive data [18].
Historically, penetration testing gained prominence in the 1990s when organizations began to formalize information security programs. Since then, it has become a best practice for organizations subject to regulatory standards such as HIPAA, PCI DSS, ISO/IEC 27001, and NIST guidelines [18]. These frameworks often mandate or recommend periodic penetration testing as part of risk management and security assessment strategies.  Organizations that neglect security assessments risk financial losses, reputational damage, and legal consequences. Studies indicate that cybercrime is projected to cost the global economy over $10 trillion annually by 2025, underscoring the necessity of proactive security measures, including penetration testing [19].  

[bookmark: _Toc203257398]2.3	Methodologies in Penetration Testing

A cyber penetration process is a complex activity with standards, frameworks, tools, and techniques that varies from enterprise to enterprise [20].  When carrying out penetration testing of any sort, a systematic approach needs to be applied to document the outcomes and supply the findings to the relevant departments within any organisation [15]. The process of penetration testing typically follows structured methodologies to ensure consistency and thoroughness.  One widely adopted framework is the Penetration Testing Execution Standard (PTES), which outlines seven stages: pre-engagement interactions, intelligence gathering, threat modelling, vulnerability analysis, exploitation, post-exploitation, and reporting [21].  PTES emphasizes clear communication between testers and clients and ensures that engagements are tailored to specific business objective [22].  
Another popular methodology is the Open-Source Security Testing Methodology Manual (OSSTMM), which emphasizes measurable and repeatable processes. It provides a scientific approach to penetration testing by categorizing tests into five operational security areas: human, physical, wireless, telecommunications, and data networks, enabling testers to evaluate the complete security posture of an organization [23].  The NIST SP 800-115 guide also contributes to standardizing security assessments, offering a comprehensive methodology providing recommendations for planning, executing, and analysing penetration tests in federal information systems [18].
Research analysis highlighted in [22] shows when comparing automated and manual penetration testing methodologies such as Penetration Testing Execution Standard (PTES), (OSSTMM), (NIST), results show that automated testing is the easiest way to figure out whole vulnerabilities in the system by implementing a tool that has some patterns to find the vulnerabilities. Outlined by [24] Figure 1 highlights the three stages to penetration testing: 
1. Test preparation
2. Test implementation
3. Test analysis 

[image: A diagram of a test preparation process
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[bookmark: _Toc203069980]Figure 1 Phases of penetration test [15].

Other methodologies highlighted in Figure 2 utilised such as PTES outline different phases, but the similarities are observed.  
[image: A diagram of a process
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[bookmark: _Toc203069981]Figure 2 Penetration Testing Execution Standard [22]

In test preparation the relevant documents are collected, finalised and legal documentation are signed by both parties.  Within this stage things such as the objective of the test, duration and times are identified [15]. This is like the pre-engagement stage in PTES which highlights it is in this stage of pre-engagement that the tools to be used are prepared [22]. 
The second stage of the test implementation phase has 3 steps. Information gathering which identifies all relevant information to identify vulnerabilities and can be undertaken by using automated or manual testing tools, or both [15]. Like the intelligence gathering and threat modelling stage outlined in the PTES model [22].  
The vulnerability step within this phase involves the tester receiving the challenge to evaluate and detect security defects from the target.  Particular attention is required to ensure all steps are followed and this model of penetration testing can expand into two main procedures, namely code analysis to find security flaws by source code and vulnerability analysis which will educate those to learn how to detect, eliminate and potentially avoid vulnerabilities within software products prior to shipping [15].  This is the exploitation phase in PTES model [22] and will highlight vulnerabilities contained. The post-exploitation stage explores the exploitation process even deeper and can utilise vulnerabilities such as password guessing, which is a simple method when hackers know something about those who have access [22]. 
Fig 3 provides a model which encompasses the principle included in whichever model is applied: 
[image: A diagram of a process
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[bookmark: _Toc203069982]Figure 3 Logical model of a penetration test process [15].

This comprehensive approach to penetration testing to protect systems is based on Code analysis in addition to Vulnerability analysis equalling the total vulnerability [15]. 
The final step being exploitation looks to take advantage of vulnerabilities discovered in the analysis step [15].  This step can help evaluate solutions and the impact of vulnerabilities and can require further analysis depending on any unintended behaviour which may occur, Denial of Service (DoS) being a prime example.  
The final stage consists of completing reports which outline a summary, assessment findings, an indication of risk level, advisories, cost and timescales [15]. This information is likely to be shared with technical staff in addition to management.  The report needs to have three major sections so that the relevant section can be shared with the relevant personnel [24]. 
These methodologies standardize the pen testing process and improve the reliability and reproducibility of findings. Figure 4 highlights The Pan Do Check Model, which is applied and highlighted by [15] to ensure that there is structure to the process and how information is weaknesses and then inform the risk assessment and recommendations.  
[image: A diagram of a process
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[bookmark: _Toc203069983]Figure 4 Plan- Do-Check-Act (PDCA) model [15].

[bookmark: _Toc203257399]2.4	Tools Used in Penetration Testing

A wide array of tools exists to support penetration testing across various platforms. Penetration testers employ a variety of tools, both open-source and commercial, to conduct assessments. The selection depends on the testing scope and environment. Tools such as Metasploit, Nmap, Wireshark, Burp Suite, and Nessus are frequently cited in academic and industry literature. The penetration tester needs to utilise appropriate and updated tools to review the vulnerabilities [20].  
Tools for penetration testing: 
· NMAP – also referred to as Network Mapper which develops network services and maps.  This tool sends crafted packs to the target host and then provides an analysis of the found responses [15]. As it is used to discover hosts and services on a computer network, it also aids reconnaissance and enumeration phases. 

· BoEF - which is the Browser Exploitation Framework which focuses on the web browser and investigates web browsers in terms of its exploitability [15].  

· Metasploit - is used for testing weaknesses in operating systems and applications, running a set of codes on the target [15]. Metasploit is a widely used penetration testing framework that provides a suite of exploits and payloads for testing system vulnerabilities [25]. 

· Nessus - A vulnerability scanner evaluates systems for misconfigurations and known vulnerabilities [26]. This tool acts as a remote security scanner and is classed as the world’s most popular scanner as it provides a lot of control compared to others [15].  

· Cain and Abel - a tool used for password cracking, utilising various attacks methods exclusively for Microsoft operating systems.  Password cracking penetration targets an individual’s profile and applies various tools to break password protected files [15]. 

· Wireshark - an open-source application used for network traffic inspection, helping testers detect anomalies and insecure protocols. As a tool it can capture Ethernet live-data and inspect USB data [20].

· KaliLinux - In most cases, it is considered as a default penetration. OS is a reliable pen-testing tool on the platforms of desktops, mobile devices, virtual machines, Docker, and Windows or Linux-based subsystems. This tool supports vulnerability scanning and digital forensics operations and can be used as a sniffing tool for LAN and WAN. In addition, it is used for 16-bit brute force password cracking [20]. 

· Intruder - is another common tool used in the banking and government sector to scan vulnerabilities of the system. Highted by [20] it performs auto analysis and develops a vulnerability list based on the risk priority and it can work with cloud systems: AWS, Google Cloud, and Azure.

Other specialized tools include Hydra (for brute-force attacks), SQLmap (for SQL injection), Nikto (for web server vulnerabilities), and OWASP ZAP (for dynamic application security testing) [27].  Whilst the choice of tool is guided by the testing phase and target system, most professionals use a combination of reconnaissance, scanning, exploitation, and post-exploitation tools.
[bookmark: _Toc203257400]2.5	Categories and Types of Penetration Testing
Penetration testing is a valued assurance assessment tool that benefits both businesses and its operations.  When undertaking penetration testing, consideration to both strategy and type is needed.  Penetration tests are categorized based on scope and access level.  Figure 5 highlights the three types of penetration strategies: black box, white box and gey box [28] outlined in the available literature.  
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[bookmark: _Toc203069984]Figure 5 Penetration testing methods [15].
These models of Penetration testing encompass various approaches tailored to specific security needs based on knowledge scope:
· Black Box Testing: According to Jayasuryapal [29], in black box testing, testers simulate an attack without any information about the infrastructure. In this way, the testers discover all vulnerabilities using their methods and tools. This means that the testers use several real attack techniques such as social engineering and remote access. For example, the testers obtain the IP address of the network without any other information. Then, the testers simulate all attack techniques to find all known and unknown vulnerabilities in the network. This approach helps identify vulnerabilities that an outsider might exploit and is similar to the blind test strategy [15].  As this strategy simulates an external attack with no prior knowledge of the internal network, it essentially tests how well a system defends against an outsider [30]. Figure 6 shows some important black box testing techniques. 
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[bookmark: _Toc203069985]Figure 6 Different forms of black box testing techniques [30].
Some of the techniques such as equivalence partitioning allow data to be separated to determine test cases, whilst cause and effect enable visual data results to establish cause and effect of the four basic symbols [30]. 
· White Box Testing: The tester has complete access to the system's architecture, source code, and network details, allowing for an in-depth security evaluation [15]. The testers simulate the attack with complete information about the infrastructure, operating system details, IP address, and some passwords. It is designed to allow the testers to perform the attack using familiar knowledge about the target system of organizations such as the personal details of an internal employee. This preserves the integrity of the organization’s network infrastructure and reduces the risk of an internal attacker, such as a disgruntled employee [29]. It is considered most effective when internal documentation and code are available, allowing for a more thorough search for system defects and is also known as targeted testing due to the collaboration of the tester and the organisation [15].  It essentially provides full access to internal structures and source code, allowing testers to find deeper vulnerabilities [26]. Figure 7 shows some important techniques of white box testing are illustrated below.  
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[bookmark: _Toc203069986]Figure 7 Different forms of white box testing techniques [30].
Figure 7 highlights how the use of control flow testing associated with white box testing allows the testing to opt for a simpler path, whist branch testing allows a true or false option to every test option [30].
· Gray Box Testing: A hybrid approach where the tester has partial knowledge of the system, replicating an insider threat with limited access to sensitive information.  This approach often requiring additional information prior to testing being able to be conducted [15]. Gray box testing eliminates the internal or external security issues that can be exploited by attackers [31]. This strategy offers partial knowledge and is often used to simulate insider threats [27]. Figure 8 shows some important testing techniques associated with grey box testing. 
[image: ]
[bookmark: _Toc203069987]Figure 8 Different forms of grey box testing techniques [30].
Matrix testing techniques for example show the status report of the project and pattern testing verifies the positive application of the architecture and design [30]. 
In terms of application, penetration testing can be network-based, application-based, physical, or social engineering-focused. For example, application penetration testing targets the security of web and mobile apps, while network penetration testing evaluates the strength of internal and external network defences [32]. The aim of the penetration testing will determine the type of testing applied given the benefits and limitations highlighted below. Some of these features are summarised in Figure 9, highlighting the advantages and limitations of each technique.  
[image: ]
[bookmark: _Toc203069988]Figure 9 A Summary of Black-Box vs Grey-Box vs White-Box [31].

Depending upon what the objective of the testing relates would determine whether internal or external testing strategies are utilised [15].  Should it wish to be known how far an outside attacker can get once access is gained then external testing is utilised. Outlined by [33] this usually starts with accessing publicly available information before targeting externally visible services and network devices such as firewall or Web servers. 

Internal testing strategies are performed within the technical environment inside a system, and as outlined by [33] involves imitating an attack that could be undertaken by an authorised user and described as the “what if” scenario for a network.  Its focus is establishing an understanding of the consequences of an authorised user and the potential damage caused for certain access privileges [15].  

Blind test strategies aim at simulating an attack in a real time environment [33].  As highlighted by [15] this is similar to the black box testing as the tester is supplied with either no or very limited information and needs to use the information available in the public domain.  The Double-Blind Pen testing strategy us an extended version of this strategy however as outlined by [33], only a few people within the organisation will be aware of the testing activity.   

Targeted Pen testing involves the organisation’s IT department and as a result it can be cost effective and enable a greater focus on the aspects of the network design.  This strategy is often beneficial if relation to time and resource costs [33]. 

As established the testing focus often determines the strategy which is adopted.  Some of the testing focuses are detailed as follows: 

· Network Pen Testing: Evaluates LANs, WANs, firewalls, routers, and wireless access points [34]. When using firewall penetration, it will reveal any vulnerabilities across the firewall security software, configuration settings and operating system [15].  This will assist in assessing the effectiveness of how well security policies are implemented within organizations and eliminate any as necessary.  There is also application penetration to consider that check for code related or back-end vulnerabilities [15].  
· Web Application Pen Testing: Targets web applications to find flaws like XSS, CSRF, and authentication issues [35].
· Mobile Application Pen Testing: Focuses on Android/iOS apps, analysing client-side storage, APIs, and transport security [36].
· Social Engineering Testing: Evaluates human susceptibility to phishing, baiting, and impersonation [32]. Social engineering is an attack that occurs due solely to human error, often argued one of the most dangerous attacks due to them being less predictable [15].  
· Physical Pen Testing: Tests physical security measures like locks, access control, and surveillance systems [37].
Routers are used to direct network traffic, therefore router penetration tests the misconfiguration of the router for any vulnerabilities, as any compromise will impact the entire network traffic [15].  Intrusion Detection System penetration (IDS) attempts to penetrate from both inside and outside to take advantage of weak security policies.  The strategy applied in this instance bypasses the common IDS configuration which should help identify loopholes [15].  As the research shows, Penetration includes different tools and techniques for examining the vulnerabilities of the physical environment, client-side machines, Wi-Fi architecture, devices, web applications, and network services, as well as peripheral devices and media [20]. 
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[bookmark: _Toc203069989]Figure 10 Penetration overview [20].

Figure 10 demonstrates how the strategies and tools are applied, dependant on the initial goal of the penetration test and how the different strategies can be applied to the various environments.  The outcome being a published report of the findings and recommendations reviewing existing security measures and how an organization can implement necessary improvements to reduce their vulnerabilities.   

Organisations of all types and sizes are required to adhere to standards of information security management (ISMS).  The aim being to minimise assets risks and ensure business continuity [38].   Organisations select testing types based on asset criticality, compliance mandates, and threat landscape.

[bookmark: _Toc203257401]2.6	Challenges in Penetration Testing 

Despite its benefits, penetration testing has several limitations and challenges. One concern is the potential for system disruption during testing. Improperly executed tests may crash systems, corrupt data, or expose sensitive information [34].
Another issue lies in the scope and frequency of testing. Limited budgets often restrict organizations from conducting frequent and comprehensive penetration tests. A penetration test will never identify all the vulnerabilities within an environment- tool limitations, bounded scopes, and time boxed testing all play into this [24]. Additionally, the dynamic nature of IT infrastructures, especially with the rise of cloud computing, mobile platforms, and IoT devices, mean the demands continue to require more agile and adaptable testing methodologies and knowledge of the tester [24]. 

There is specific code of conduct to follow laid by professional bodies and to assist with decision making there are often additional ethical and technical training required [15].  In addition, there are professional standards, the common ones being the EC council 2010 or ISC2 code of ethics, and any testers are required to keep up to date knowledge. Such Ethical and legal considerations present challenges. Testers must obtain proper authorization and ensure data privacy and integrity throughout the testing process [36].  Recent development has sought to improve Industry standards and testing focus on integration with DevSecOps pipelines, enabling continuous security testing throughout software development lifecycles [32], OWASP Testing Guide [39] and NIST guidelines [18], have codified the stages of penetration testing, which include information collecting, threat modelling, vulnerability finding, exploitation, and reporting. Tools like Gauntlt and OWASP ZAP can be integrated into CI/CD workflows to automate scans and enforce security checks [32]. These resources emphasise the need of an organised approach to penetration testing, which ensures reproducibility, accuracy, and legal compliance. 

Automation in penetration testing has emerged as a response to the increasing scale and complexity of digital infrastructures. Automated tools can accelerate reconnaissance, scanning, and vulnerability assessment. AI and machine learning (ML) are now enhancing penetration testing tools by identifying patterns in threat behaviour and adapting attack strategies dynamically. Kotenko and Ulanov proposed an AI-driven multi-agent system that simulates adversarial behaviour and evolves during engagement [40]. In a study by Antunes and Vieira [39], vulnerability assessment technologies were compared to manual penetration testing to determine their usefulness in real-world circumstances.  The authors found that, while automated techniques are useful for finding known vulnerabilities, manual penetration testing is required to detect complicated logic problems, privilege escalation vectors, and zero-day exploits.  The results showed that whilst automated testing is the easiest way to figure out whole vulnerabilities in the system, implementing a tool that has some patterns to find the vulnerabilities is advantageous.  Cloud-native penetration testing is another growing area, addressing the unique vulnerabilities in cloud environments. Researchers have highlighted the need for tailored testing strategies that align with shared responsibility models and account for platform-specific configurations [24]. 

[bookmark: _Toc203257402]2.7	Related Work
Among the various penetration testing methodologies, white-box testing stands out for its structured and thorough approach. This is due to the fact it allows the tester comprehensive knowledge of the internal systems, including architecture, source code, and configuration files [13].
White-box penetration testing in home networks involves comprehensive security assessments where the tester possesses complete access to the system’s internal architecture. This includes router configurations, firmware, settings of IoT device, firewall regulations, and credentials for any connected endpoint. In addition to allowing the tester comprehensive knowledge, this methodology facilitates a deeper analysis of vulnerabilities compared to external testing models. The advantages of which is that it is particularly effective for uncovering concealed threats can be identified in the increasingly intricate landscape of smart home environments that might remain hidden in black-box or grey-box approaches.

Yaacoub et al. [41] argue that ethical hacking techniques, particularly white-box testing, are essential for safeguarding personal networks and their research emphasises that white-box testing enables testers to simulate insider threats with high precision.  Due to an increasing number of households adopting IoT and remote-access technologies, users frequently misconfigure routers or utilise outdated firmware, rendering white-box testing a useful method for identifying vulnerabilities that black-box methods would overlook.  However, they also note that this method requires significant resources and expertise.

Vandolph [42] proposes a structured guideline for conducting white-box penetration testing in secured wired environments, which is particularly relevant and applicable to home networks where static devices (such as desktops, smart TVs, and NAS systems) are prevalent. His framework encompasses physical access assessment, device enumeration, and firmware scrutiny, providing a model that can be tailored to residential networks.

From a software perspective Pei et al. [43] introduced DeepXplore, a white-box testing framework designed for deep learning systems, highlighting that as AI-based devices (like smart assistants such as Alexa or Google Home) become more popular within home networks, they too require internal testing. White-box strategies facilitate testing that extend beyond mere network-level scanning, diving into algorithmic behaviours and system interactions. Software testing is also highlight as necessary by [44] acknowledging we all make mistakes.  White box testing is considered as a thorough method due to covering all paths of code and this study advocates this approach being used in the initial stages and throughout the development of software application. However, the concerns surrounding availability of skilled testers and the preparation costs are acknowledged.  It also highlights if the test is large then exhaustive testing will not be possible. 

In the context of application-level testing, Belhadi et al. [45] highlighted that in their evaluation of contemporary API’s embedded in smart home hubs, both white-box and black-box fuzzing were employed to GraphQL APIs. Their research illustrates that familiarity with the API’s schema and internal logic and demonstrated that white-box techniques achieved higher code coverage and significantly improved fault detection—a valuable technique when assessing smart home applications linked to lighting, HVAC, or security systems.

From an industry perspective white-box methods are particularly effective for validating firmware, access control policies, and wireless encryption schemes in home routers and IoT devices. The white box testing approach historically had limited uptake in industry as its usefulness in a practical sense was queried.  Whilst there is evidence to indicate it leads to clear improvements within quality metrics such as code coverage and tools such as static code analysers and configuration validators. These are deemed most effective when system credentials and access paths are fully known, research undertaken by [46] indicates that improvements are necessary before such methods can be widely adopted and concluded that whilst generating high coverage test cases will not automatically result in an improvement in the ability to test software.  

Sahi et al. [47] map various testing approaches and conclude that automated tools integrating white-box principles (e.g., source code and configuration analysis) are highly effective for environments with repetitive device types, as in home automation setups. These tools can help non-expert users identify misconfigurations and outdated protocols.  Their research highlighted whilst these tools offer faster turnaround times and reduce human error, though they may struggle with interpreting more complex business logic.

On the academic front, Akinyemi et al. [48] emphasize that white-box methods are vital in regulated domains with research consisting of a systematic literature review whereby over 50 penetration testing papers where synthesized, resulting in white-box methods being highlighted as best suited for regulated environments such as healthcare and finance due to their auditability and detailed reporting features. That said, their benefits can extend to private settings where users seek enhanced control and understanding of their own digital environments. Home users can simulate insider attacks—such as guests accessing private data or children bypassing content filters—more realistically with full access testing. 
Risk analysis is done based on the threat modelling results. Research undertaken by [49] demonstrates how penetration testing with threat modelling frameworks like STRIDE (Spoofing, Tampering, Repudiation, Information disclosure, Denial of service, Elevation of privilege) can be beneficial. Their findings suggest that threat-informed testing greatly improves vulnerability prioritization.  In a white-box context, this means assessing not only exposure to external threats but also flaws in device trust boundaries and default configurations.

While powerful, white-box testing does present challenges in the home network space. Happe and Cito [50] note that it requires a higher level of technical skill from testers, which may be a barrier for average consumers unless simplified tools or professional services are used.  Their research also highlights other practical challenges—such as outdated documentation, limited automation tools, and confidentiality concerns.  All of which can hinder the adoption of white box testing in agile environments.

The literature available provides a consensus that white-box testing provides more accurate and comprehensive results, especially when used alongside other testing models. However, its resource-intensive nature often restricts its use to high-security environments or during development stages when full access to systems is available.

[bookmark: _Toc203257403]2.8	Conclusion

Penetration testing, specifically White Box Penetration Testing, provides a critical means of identifying and mitigating vulnerabilities before they can be exploited. Through a range of methodologies, tools, and testing types, penetration testing continues to evolve alongside emerging technologies. The reviewed literature strongly supports penetration testing as a necessary and evolving practice for securing modern networks and applications. As cyber threats become more sophisticated, ongoing research and innovation in penetration testing will play a pivotal role in maintaining robust security postures. This is essential to adapt to changing threat landscape.  Penetration testing is a cornerstone of modern cybersecurity strategy, although challenges persist, particularly in scalability, automation, and legal compliance, the practice remains indispensable in protecting digital infrastructure. 
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[bookmark: _Hlk197790081][bookmark: _Toc200996233][bookmark: _Toc201093446][bookmark: _Toc203257404]Chapter 3	RESEARCH METHODOLOGY 
[bookmark: _Toc201093447][bookmark: _Toc203257405]3.1	Introduction

White box penetration testing of a home computer involves a structured security evaluation using full access to the operating system, network configuration settings, installed applications, network behaviour, firmware, and credentials. This method aims to uncover vulnerabilities and misconfigurations that could lead to compromising the system's security.  This methodology is particularly relevant for identifying exploitable flaws that may exist due to default settings, unpatched firmware, or a misconfigured firewall.

People undertake research to find things out in a systematic way, thereby increasing their knowledge [51].  Research usually starts with an observation, which is further explored to enhance understanding or reach an explanation, leading to a conclusion, thus furthering one’s own knowledge or skill base.  As discussed by Kumer [52], it is more than a skill set, it is a way of thinking.    
                                                            
[bookmark: _Toc201093448][bookmark: _Toc203257406]3.2	Research process

There are 5 key stages of the research process identified by [53]; however, even when the process steps vary, most research typically follows a similar process and includes the main headings.  This project follows a similar cycle to that shown in figure 11 [54], which outlines a typical research process involving 6 steps.  
[image: The Research Process – Research as Conversation and Communication]
[bookmark: _Toc203069990]Figure 11 The research Process [54]

The stages can be broken down more explicitly into specific sections to better understand requirements following the project aims, around white box testing techniques for a home computer network.  

[bookmark: _Toc201093449][bookmark: _Toc203257407]3.2.1	System Profiling and Configuration Review
The initial step in white box testing of a home computer will be undertaking a full inventory of the computer’s hardware, software and operating system version and user accounts.  Next stage will be defining the scope and objectives, which will include identifying both the services and devices on the home computer.  Configuration files are then required to be examined to identify weak security practices such as disabled firewalls, lack of antivirus protection, or administrator accounts without passwords [55].  Full documentation of firmware versions and network topology, and credentials are then collected [56].  This initial step will be undertaken within this research project.  


[bookmark: _Toc201093450][bookmark: _Toc203257408]3.2.2	Static and Dynamic Analysis
With access to the system, static analysis tools like Nmap (for Linux) and (NESSUS) Windows are used to assess system security posture. Additionally, dynamic monitoring tools such as Wireshark are employed to observe real-time behaviour, including unauthorized outbound connections or privilege escalation attempts [57]. Similar assessments for system security are tools will be emulated within this project as the tools identified for use include both Nmap and NESSUS.  

[bookmark: _Toc201093451][bookmark: _Toc203257409]3.2.3	Vulnerability Scanning
Automated vulnerability scanners such as OpenVAS or NESSUS are configured with administrative credentials to undertake authenticated scans. These tools can identify patching gaps, open ports, insecure services (e.g., SMBv1, Telnet), and known vulnerabilities like EternalBlue (CVE-2017-0144) that target unpatched Windows systems [58]. White box testing eliminates the need for traditional strategy as detailed internal information is already available.  This allows for direct inventory of open ports, enabled services (e.g., UPnP, SSH, HTTP), and wireless configurations (e.g., WPA2, MAC filtering) [59]. Tools such as Nmap and Fing are then utilised alongside router interface data to identify insecure services or outdated firmware [60].  Vulnerability scanning will be undertaken as part of this research to identify the vulnerabilities outlined with the use of the tool Nmap to provide details on all existing vulnerabilities found. NESSUS will be used to undertake authenticated scans.  

[bookmark: _Toc201093452][bookmark: _Toc203257410]3.2.4	Reporting and remediation 
After the testing phase is completed, all vulnerabilities found will be categorized by severity rating, likelihood of exploitation, and impact. This enables recommendations to be tailored and may include firmware updates, password hardening, service disabling [57]. This process step will be followed within this research process as it will contribute to testing the hypothesis and the effectiveness of white pen testing on a home computer system. The vulnerabilities found will be categorized by using the Common Vulnerability Scoring system (CVSS).  

[bookmark: _Toc201093453][bookmark: _Toc203257411]3.2.5	Retesting and hardening 
After remediation steps are applied to address the vulnerabilities, retesting is conducted.  This is an important stage to verify that patches or mitigations are effective and that no new issues have been introduced. This step ensures the system is secured against previously identified threats and the risks are mitigated.  Finally, the network is then hardened.  This can be undertaken in various way examples of which could be the application of firewall rule, disabling remote administration interfaces, enforcing strong passwords, updating software and disabling unused services [57]. This process step will be undertaken as part of this research design as it will be an important step in providing data when assessing the efficiency in line with testing the hypothesis. 
Such research processes can be expanded into fuller frameworks to achieve quality results and link research process to research philosophy which is explored further in the next section.  Figure 12 referred to as the ‘The Research Onion’ illustrates this link.  
[image: A diagram of scientific research
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[bookmark: _Toc203069991]Figure 12 The Research Onion [61].



[bookmark: _Toc201093454][bookmark: _Toc203257412]3.3	Research methodology   
  
Research methodology is a systematic way to solve a problem [62].  Essentially, the procedures by which researchers go about their work of describing, explaining and predicting phenomena are called research methodology. Research methodology refers to the step-by-step research process; the selection of the most efficient ways to collect, analyse and present data whilst maintaining academic rigour. When deciding on a methodology you will need to select the following:

· A philosophy
· An approach
· Strategies

[bookmark: _Toc201093455][bookmark: _Toc203257413]3.3.1	Methodological Choice
The are two main research methodologies which can be applied to research. These methodological choices are, qualitative and quantitative.  

· Qualitative- Qualitative research is concerned with qualitative phenomenon 
involving quality. It is non-numerical, descriptive, applies reasoning and uses
words [63]. It involves the collection of (soft) data that are open to interpretation, for example, people’s opinions which cannot be generalised in numerical terms to understand the “why and “How”.  

· Quantitative-is based on the measurement of quantity or amount. Here a process is expressed or described in terms of one or more quantities [63]. Research that produces statistics (hard data) allowing the researcher to understand the “What” and “How”. 

Regardless of the choice, the data collected as a result are analysed for meaning.  A mixed methodology can be applied to research when the research spans both quantitative and qualitative methodologies.  

The methodical choice used in this project is quantitative since white box testing of a home computer will generate statistical data for analysis by following the steps outlined in the previous process section.  

[bookmark: _Toc201093456][bookmark: _Toc203257414]3.3.2	Philosophy	
Depending upon the data you generate for analysis the research philosophy will be determined as shown in Figure 13 [64].

[image: A diagram of a scientific research

Description automatically generated]
[bookmark: _Toc203069992]Figure 13 Research Philosophy [64]

Due to this project generating statistical analysis, a Positivist philosophy is adopted as an objective experiment being performed to observe these phenomena.  The quantitative paradigm is based on positivism. 

Four Modern philosophical approaches can be seen in Figure 14 detailing a brief description of what each approach aligns.  

[image: A diagram of different types of words
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[bookmark: _Toc203069993]Figure 14 Philosophical Approaches [65].

Science is characterized by empirical research: all phenomena can be reduced to empirical indicators representing the truth [62].  The methodological choice of data collection for statistical analysis which is relevant to this research aligns with post-positivism.  This is because it will test hypothesis and enable theory to be applied to practice.  It will also determine the approach applied, which is outlined in the following section.  

[bookmark: _Toc201093457][bookmark: _Toc203257415]3.3.3	Approach   
There are two main approaches which can be applied. These are: 

· Deduction- involves developing a theory and hypothesis and designing a research strategy to test that hypothesis.  It is considered a scientific method whereby the conclusions are built from an initial premises.  It is considered the most reliable approach [66].  

· Induction- This involves collecting data, analysing it, then developing theory. Considered the opposite to Deduction in that general conclusions are drawn, whereby the findings are only considered probable as opposed to factual [66].  

A deductive approach will be employed within this project, beginning with a review of existing literature of White Box Penetration testing, followed by the development of a specific hypothesis or framework tailored to test vulnerabilities. The research will then test this hypothesis through the implementation and evaluation of the proposed testing method and collating quantitative data.  The deductive approach is chosen for its structured nature, allowing for a clear progression from theory to practice [67]. 

[bookmark: _Toc201093458][bookmark: _Toc203257416]3.3.4	Strategies
This research will employ two primary strategies: a literature review and an experiment. 

· [bookmark: _Toc176384228]Literature Review

Undertaking a Literature review to build your research on existing knowledge is argued by [68] to be the starting point for all research activity and should be a priority for the researcher. The literature review for this project will focus on identifying existing research and theories of Penetration testing, with a particular focus on White Box Penetration Testing to ensure any findings can support or contradict previous studies undertaken. This will act as a foundation for building knowledge and applying theory to practice [68].

· Experiment

Experimentation examines the relationship between two factors (or variables) by manipulating one whilst measuring changes in the other. Experiments are used to determine if a causal relationship exists by testing a Hypothesis, measuring the effectiveness of White Box Penetration testing in identifying and addressing vulnerabilities in a home computer system.  

The Independent variable (IV), as referred to by [69], is what the researcher changes or manipulates or the changes that occur independently.  In the case of the experiment being undertaken as part of this project, this refers to the software that will be applied to test for vulnerabilities within the system and the mitigation that is applied as a result.    

Dependent variable (DV) is effectively the changes that occur because of the changes of the IV.  This is referred to by [69] as the ‘response variable”.  The effect of the changes is what is going to be measured to capture the effectiveness of the applied mitigation and how many vulnerabilities that exist in the software following any re-test undertaken.  

The changes applied in the software (IV) will likely vary the outcome measured in DV.  

3.4	Data collection, Research Design and Evaluation 
Data in this project will be collated from an experiment running vulnerability tests on a home computer system.

The Hypothesis in this research is: 
· White Box Penetration is an effective way of mitigating over 90% of vulnerabilities found on a home computer system.  

The test to prove or disprove this hypothesis will be:
· To apply White Box penetration techniques to identify: patch testing. open ports and insecure services to reveal vulnerabilities.
· Measure outcomes using a scoring system to identify vulnerabilities found.
· Compare results following remediation steps. This will validate or reject the hypothesis.  

The data will be collated following the use of a vulnerability scanning platform, namely NESSUS.  Once the vulnerability scanning is completed a report will be produced, detailing each vulnerability identified [59] and providing a scoring indicating the severity of each vulnerability by using a colour coding and CVSS [57]. 

Nmap scanning tool will be used in this research as a tool to identify open ports which indicate services which are potentially accessible and therefore vulnerable.    This does not generate a report in the same way NESSUS does but gives an instant notification detailing this information.  

The statistical data analysis generated from using both NESSUS and Nmap will be captured as screenshots to demonstrate each process followed within the experiment process. 

The vulnerabilities identified will then be mitigated by taking various actions appropriate in resolving said vulnerabilities.  This again will be demonstrated via the use of screen shots to demonstrate the steps taken.  

Once the mitigation has been applied then the scanning will be re-run to test the home computer. This will evidence any further issues identified but will also highlight how effective the white pen testing techniques have been in identifying vulnerabilities and effecting solutions to resolve and mitigate them [57].  

To prove or disapprove the hypothesis a percentage will be calculated and reported as a measure of the success of white pen testing.  Recommendations and future work will be suggested considering any results in a written analysis.  

[bookmark: _Toc201093459][bookmark: _Toc203257417]3.5	Risks and limitations 

There is an assumption that individuals will seek to confirm their hypothesis [70]. To overcome this, it is important to undertake thorough research and actively consider all evidence available.  Logging all actions as they are completed will help mitigate these risks.  Researchers often fall in love with the data- rich results and assume that the results are projectable. The results will not provide researchers with definitive conclusions, but only with enough information to establish a firm basis for decision making [62].  It is important to recognise that home systems typically contain fewer components and are less complex in their architecture, so therefore the results may only generate low level security concerns.  The fact that a virtual machine is being used within this research will minimise a lot of the security and privacy risks associated with this method. 

[bookmark: _Toc201093460][bookmark: _Toc203257418]3.6	Research Considerations
 
Ethically there are no considerations in relation to this research project. There are no privacy or confidentiality rights to adhere to.  This experiment will be undertaken on a virtual machine and whilst the results could be generalised to personal and business use, there is no identified organisational data breach or reputational risk to consider.  

The research will document all processes and methodologies in detail, allowing other researchers to replicate the study in similar contexts.  Reliability will be ensured by using standardized data collection and analysis procedures, which will allow the research to be replicated which will result in a different researcher being likely to generate the same results.  

[bookmark: _Toc201093461][bookmark: _Toc203257419]3.7	Resources and planning

[bookmark: _Toc201093462][bookmark: _Toc203257420]3.7.1	Hardware Resources
The research will use a virtual machine to enable the required scanning and fixes to be applied to ensure the relevant findings can be produced.  No specialized hardware is anticipated to be required.   
[bookmark: _Toc176384244]
[bookmark: _Toc201093463][bookmark: _Toc203257421]3.7.2	Software Resources
The research will utilise Microsoft Windows operating system as the base for testing and running the experiment for data analysis.  Specialized software in the tools identified, namely NESSUS and Linux to run Nmap network scan will be used.  

[bookmark: _Toc176384245][bookmark: _Toc201093464][bookmark: _Toc203257422]3.7.3	Information Resources
Data will be sourced form academic journal articles, and case studies. These resources will be accessed through online databases such as IEEE Xplore, ACM Digital Library, and Google Scholar [71]. This has assisted in determining research process steps and which scanning tools to use.  Further research will be accessed if required to enable appropriate solutions and mitigation to be applied.   

[bookmark: _Toc176384247][bookmark: _Toc201093465][bookmark: _Toc203257423]3.8	Project plan
The project plan was broken down into key phases of the research, including planning & Proposal, Research & Review of Literature, Research Methodology, Design and Implementation, Testing & Evaluation, Reflection, Submission and Final Viva. Milestones include the submission of interim reports in May, the completion of data collection, the final report submission in July and the final viva in September. This is illustrated using a Gantt chart and proposed timeline as shown in Appendix 1.  
This approach ensures that the project remains on track and allows for any adjustments based on the progress and any challenges encountered. Should any delays be encountered, a revised chart will be produced. 

[bookmark: _Toc201093466][bookmark: _Toc203257424]3.9	Conclusion

This research project follows a typical process which outlines the key steps. It demonstrates by systematically applying a structured methodology—from system profiling to retesting—the experiment will seek to validate the hypothesis that white box testing can address over 90% of security issues identified during the initial assessment. Tools such as Nmap and NESSUS will be utilised in the research to uncover a range of vulnerabilities, including open ports, unpatched software, and insecure services. These will then be resolved through tailored remediation steps and re-evaluated to confirm mitigation effectiveness.

The use of a quantitative methodology, underpinned by a positivist philosophy and deductive approach, provides a robust framework for empirical analysis. The experiment will not only measure the immediate impact of remediation but will also highlight the broader applicability of white box testing for personal and small office security practices. Importantly, the research will adhere to ethical standards; by operating within a virtual machine environment risk will be minimised and the research can be replicated through detailed documentation.
While the limited scope of a home system may constrain the generalisability of results to more complex enterprise networks, the findings strongly support the utility of white box testing as a preventive security measure and reinforces the value of proactive security assessments.   
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[bookmark: _Toc201093467][bookmark: _Toc203257425][bookmark: _Toc341174561][bookmark: _Toc121041633][bookmark: _Toc202288167][bookmark: _Toc266447548]Chapter 4	Design & Implementation
[bookmark: _Toc201093468][bookmark: _Toc203257426]4.1	Introduction

In an increasingly connected digital world, ensuring the security of the home PC has become critically important. With the continued increase of smart devices and the reliance on remote access, the potential entry points for exploitation and therefore potential cyber threats continues to expand [72]. This project simulates a basic penetration testing scenario using a virtual environment to identify potential vulnerabilities in a home PC setup.  
Within this experiment a laptop is used as the host machine, on which virtualization software is installed to create two virtual machines: a home PC (Windows 11) and a Linux. The virtual home PC mimics a typical home PC, and Linux with cybersecurity tools, namely Nmap. The vulnerability assessment process begins with the installation of the cyber security tool Nessus onto the home PC. Nessus, a widely used vulnerability scanner, performs a comprehensive analysis to detect software flaws, misconfigurations, and outdated components [73]. Subsequently, Nmap, a powerful network scanning tool, is used from the Linux environment to perform initial checks and port scanning. This allows the identification of open ports, running services, and potential security weaknesses that could be exploited [74].

Once vulnerabilities are discovered through Nessus and Nmap, appropriate mitigation strategies will be implemented to secure the home PC. These may include patching outdated software, closing unnecessary ports, disabling vulnerable services, and strengthening configuration settings. This proactive approach ensures that the identified threats are addressed, reducing the attack opportunities and enhancing the overall security of the system [75].
This controlled environment serves as a practical exercise in understanding the vulnerabilities that attackers can exploit to gain unauthorized access. It highlights the importance of regular vulnerability assessments and network monitoring to maintain a secure computing environment. By combining active and passive scanning techniques, the experiment underscores the necessity of implementing proactive cybersecurity strategies, even on a small scale.  


[bookmark: _Toc201093469][bookmark: _Toc203257427]4.2	Problem formulation

The problem formulation for white box penetration testing on a home PC involves analysing the network structure, detecting possible vulnerabilities, and employing testing methods that utilize in-depth knowledge of the system’s internal components and software mechanisms. White box penetration testing is essential as it not only assesses the system's external defences but also seeks to identify flaws within source code or configuration settings that may be exploited by malicious users. As previously outlined, this comprehensive approach allows testers to gain insights that are not visible during black-box testing, which only considers external behaviours [76], [77].
Given the increasing prevalence of cyber threats, ensuring a home PC's security through such rigorous testing is paramount. Many white box techniques directly correlate with contemporary practices in software testing, which advocate for automated test generation to adequately cover code and validate security controls [78], [77]. Conducting a structured white box penetration test allows for systematic identification and remediation of vulnerabilities, ultimately strengthening the overall security of the home PC. This then enables a percentage to be obtained to measure the effectives of addressing the vulnerabilities highlighted through the testing employed. 
[bookmark: _Toc201093470][bookmark: _Toc203257428]4.3	Design

The process begins with a “Host PC”, which serves as the main system for running virtual environments. An Oracle Virtual Machine (VM) is deployed on the host system to simulate different operating systems for testing and vulnerability assessment. This virtual environment includes two VMs: one running “Home PC “and the other running Linux.
On the “Home PC” VM, Nessus is installed and used for vulnerability scanning. Nessus is a widely used vulnerability assessment tool that can identify vulnerabilities that could be exploited by malicious actors to gain unauthorized access to networked systems, operating systems, applications, and devices connected to the network. It scans the system and generates alerts if it finds weaknesses that attackers could exploit [73].
Nessus conducts in-depth vulnerability scans, systematically probing target systems for known security misconfigurations, missing patches, default credentials, and other exploitable weaknesses. Upon discovering vulnerabilities, Nessus generates alerts, providing critical insights into the security posture of the scanned PC. Nessus is known for its ability to scan computers and raise alerts upon discovering vulnerabilities that could be exploited by attackers [73].
Nmap operates from the Linux environment, Nmap provides the initial understanding of "what's out there" in terms of active hosts, open ports, and services [74], which then guides Nessus in asking "what specific vulnerabilities do these identified services or hosts possess?" This represents a standard and logical workflow in security assessments, where scanning naturally precedes deeper analysis.
The deployment of Nmap on Linux and Nessus on Home PC is not random but reflects common operational considerations. Linux is frequently the preferred operating system for network utility tools and command-line operations, aligning well with Nmap's capabilities. Conversely, Windows OS is a prevalent platform for graphical user interface (GUI)-based security tools like Nessus, and it also represents a common target environment for which Nessus is highly effective. This strategic placement of tools demonstrates practical deployment strategies which can then be simulated and considered in real-world security operations. The bidirectional arrow between the home PC and Linux VMs shown in Figure 15 confirms that these systems are networked, enabling cross-platform scanning activities. 
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AI-generated content may be incorrect.][bookmark: _Toc203069994]Figure 15 Experiment Design Flow chart.

This combined use of tools, each with its distinct strengths—Nmap for broad network mapping and service identification [73], [28], and Nessus for deep, specific vulnerability checks [74], [26]—ensures a more thorough and accurate assessment than either tool could achieve alone. This multi-tool approach provides a more complete picture of the security posture of the virtualized network.
The culmination of the experimental process, following the execution of Nmap and Nessus scans, is the generation of a "Report of Vulnerabilities" is highlighted in Figure 15. This report represents the tangible and most critical outcome of the entire assessment. It serves as a consolidated document, detailing the identified weaknesses, their assessed severity, and often includes recommendations for their remediation.
The production of a comprehensive report is paramount for transforming the raw scan data into information that action can be taken to address the noted vulnerabilities. It functions as a formal record of the assessment, enabling the user of the home PC to clearly understand the security posture of the scanned system. This understanding is vital for prioritizing remediation efforts and allocating resources effectively.
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[bookmark: _Toc201093471][bookmark: _Toc203257429]4.4	Penetration testing lifecycle

The penetration testing lifecycle can be visualized in a structured manner as demonstrated in Figure 16. The process begins with information gathering, a phase aimed at collecting data relevant to the target system or network. Tools such as Nmap and Nessus are often utilized to perform this task, helping identify open ports, running services, firewall configurations, and vendor-specific information [74], [73].
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[bookmark: _Toc203069995]Figure 16 Penetration Testing Life Cycle
Once sufficient information is gathered, the next step involves vulnerability assessment, where the home user analyses the collected data to determine if any exploitable vulnerabilities exist. This analysis includes reviewing potential misconfigurations, outdated software versions, and weak protocols [26]. If no vulnerabilities are identified, the process concludes with no further action needed.
However, if vulnerabilities are detected, the process proceeds to recommendation or solution development, where suitable mitigation strategies are proposed. These may include patching systems, disabling vulnerable services, or reconfiguring security parameters [79].
Following the implementation of the mitigation measures, the tester must verify the effectiveness of these solutions. This is accomplished by conducting a second round of information gathering, essentially repeating the initial assessment to check whether the vulnerabilities have been successfully resolved or not.  
In a real-world scenario if vulnerabilities persist, the cycle returns to the recommendation phase for further adjustments. This loop would continue until all identified vulnerabilities are mitigated, upon which the process reaches the termination stage. This iterative approach ensures continuous improvement and verification of security posture, aligning with industry best practices for proactive cybersecurity management.
It is important to note for the purposes of the experiment being conducted as part of this research project, the process will conclude after a second vulnerability scan in order to test the hypothesis.  
[bookmark: _Toc201093472][bookmark: _Toc203257430][bookmark: _Hlk202478189]4.5	Implementation

The primary objective in the implementation stage is to simulate real-world cybersecurity scenarios using virtual machines to assess vulnerabilities on a home PC setup.
A Windows 11 virtual machine was deployed to represent the target system (Home PC), while a Linux Ubuntu virtual machine was used to conduct testing procedures such as network scanning and vulnerability detection, Nessus was installed on the (Home PC) to identify security flaws, and connectivity between the two systems was established using IP-based communication.
This implementation lays the groundwork for further testing and evaluation, providing a secure and functional environment to execute penetration testing tasks in line with the project's objectives.
[bookmark: _Toc201093473][bookmark: _Toc203257431]4.5.1	Host PC
The process involved setting up a controlled virtual environment to conduct vulnerability scanning activities. This began with configuring a Host PC, this was equipped with the necessary resources to support virtualization as shown in Figure 17. 
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[bookmark: _Toc203069996]Figure 17 Host PC System
[bookmark: _Toc201093474][bookmark: _Toc203257432]4.5.2	Host PC and VirtualBox Setup
Oracle VirtualBox was installed on the Host PC as per Figure 18, providing the platform necessary to run multiple virtual machines concurrently.
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[bookmark: _Toc203069997]Figure 18 Oracle Virtual box
[bookmark: _Toc201093475][bookmark: _Toc203257433]4.5.3	Installation of Virtual Machines
Two virtual machines were created using VirtualBox:
· A Windows 11 VM, representing the Home PC, this shows the necessary resources to support virtualization as highlighted in Figure 19.
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[bookmark: _Toc203069998]Figure 19 Shows the Home Pc (Win 11) installation on Oracle
· A Linux Ubuntu VM, used to test ports and service and Figure 20 shows the necessary resources to support virtualization.
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[bookmark: _Toc203069999]Figure 20 Shows the Linux Ubuntu install on Oracle VM
[bookmark: _Toc201093476][bookmark: _Toc203257434]4.5.4	Nessus Setup on the Home PC
Nessus was installed on the Windows 11 Home PC as shown in Figure 21. 
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[bookmark: _Toc203070000]Figure 21 Installing Nessus on the Home PC
An account was created to activate and use Nessus as illustrated in Figure 22. This tool enables comprehensive scanning to detect vulnerabilities in the system.
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[bookmark: _Toc203070001]Figure 22 Creating an account on Nessus
[bookmark: _Toc201093477][bookmark: _Toc203257435]4.5.5	Network configuration and Testing
Each VM was assigned a unique IP address:
· Windows 11 (Home PC): 169.254.90.99 as seen in Figure 23.
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[bookmark: _Toc203070002]Figure 23 The IP address of the Home PC 169.254.90.99
· Ubuntu (Linux): 169.254.128.160 as seen in Figure 24.
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[bookmark: _Toc203070003]Figure 24 The IP address of Linux 169.254.128.160
Both VMs were configured to operate on the same virtual network to enable direct communication.
To ensure proper network connectivity, the Home PC successfully pinged the Linux system Figure 25. 
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[bookmark: _Toc203070004]Figure 25 Pinging from Home PC to Linux
Figure 26 shows that the Linux system returned the communication by pinging the Home PC.  
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[bookmark: _Toc203070005]Figure 26 Pining from Linux to Home PC
Confirming that both machines were on the same network and could interact is a prerequisite for vulnerability testing. With both systems operational and networked, the implementation phase was considered complete, setting the stage for initiating the vulnerability assessment and penetration testing.

[bookmark: _Toc201093478][bookmark: _Toc203257436]4.6	Conclusion
This demonstrates what needs to be in place to simulate a basic white-box penetration testing scenario on a home PC within a virtualized environment to identify potential vulnerabilities. By utilizing a Host PC to run a Windows 11 virtual machine (Home PC) and a Linux virtual machine, the setup allowed for the application of specialized cybersecurity tools like Nessus and Nmap.

The problem formulation emphasized the importance of white-box testing, which goes beyond external defences to examine vulnerabilities and configuration settings, offering insights not visible in black-box testing [41]. Detailed knowledge of the software system architecture proved crucial for simulating various attacks and revealing deeper vulnerabilities in addition to ensuring the approach is robust.  
The design involved deploying Nessus on the Home PC for in-depth vulnerability scanning, identifying misconfigurations, missing patches, and exploitable weaknesses. Nmap, operating from the Linux environment, provided initial network mapping and service identification, guiding Nessus's deeper analysis. This combined, multi-tool approach ensured a more thorough assessment of the virtualized network's security posture [13], [42].
The penetration testing lifecycle is an incremental process that begins with information gathering, proceeds to vulnerability assessment, and if vulnerabilities are found, moves to recommendation development and verification of solutions. The generation of a report is highlighted as a critical outcome of the process as it will translate technical findings into actionable intelligence.  This will allow for home user to prioritize remediation efforts and enhance overall security.
Ultimately, the successful implementation stages demonstrated a practical, proactive approach which will enable the identification and subsequent mitigation of security weaknesses within a controlled environment in line with the aims of objectives of this experiment. 


[bookmark: _Toc371255560][bookmark: _Toc203257437]Chapter 5	Testing and Evaluation  
[bookmark: _Toc203257438]5.1	Introduction
As cyber threats continue to evolve, maintaining updated systems is crucial for mitigating risks associated with software vulnerabilities. Penetration testing can assist in identifying such vulnerabilities and ensuring mitigation is then applied.  With the necessary software now installed, testing of the hypothesis to assess the effectiveness of white box penetration testing on a home PC can commence.  

Following the initial vulnerability scan carried out the home PC (IP: 169.254.90.99), several critical security patches were observed. The vulnerability assessment was carried out using Nessus, which was configured to perform an advanced scan of the home PC.  The results identified missing Microsoft updates and associated common vulnerabilities and exposures. Nmap was then used to scan for ports and other vulnerabilities on the home PC.  The results following use of both tools will be reported on and the findings following the suggested mitigation will also be reported. This essentially will prove or disprove the hypothesis.
[bookmark: _Toc203257439]5.2	Nessus Findings and Analysis
The first penetration testing tool to be run on the Home PC was Nessus.  Nessus undertakes an in—depth scan for vulnerabilities and generates a report to indicate any vulnerabilities that could be exploited [73]. 
[bookmark: _Toc203257440]5.2.1	Nessus: Home PC Overview
The report details an overview of the home PC, providing these initial details of the operating systems and network identifiers as below: 
Host Name: 		HOME-COMPUTER
HP Address: 		169.254.90.99
Operating System: 	Microsoft Windows 11 Education Build 26100
MAC Address: 	08:00:27:3D:BB:B9 / 08:00:27:7D:FA:AD
[bookmark: _Toc203257441]5.2.2	Nessus: Vulnerabilities
The report provides a breakdown in accordance with severity of the vulnerabilities found.  This is displayed in table and colour coded form as detailed in Figure 27. 

Severity			Count
Critical				3
High				8
Medium			6
Low				0
Info				217

In addition to colour coding the vulnerabilities are distinguished on severity rating and the report also references findings for information purposes which require less attention.  
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[bookmark: _Toc203070006]Figure 27 Summary of vulnerability colour coded
When selecting the Host, a further break down of the report is shown in Figure 28 below.  This enables detailed information to be obtained around what each vulnerability relates to.  
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[bookmark: _Toc203070007]Figure 28 Nessus report breakdown
The vulnerability scan conducted on the Home PC identified several security risks that required immediate attention, this being those classified as Critical, High and Medium. Below is an overview based on these described severity ratings:
5.2.3 [bookmark: _Toc203257442]Nessus Critical Vulnerabilities
· 210851 - KB5046617: Windows 11 Version 24H2 / Windows Server 2025 Security Update (November 2024). 
This highlights the absence of security updates (KB5046617 and Hot Patch 5046696) on Windows 11 Version 24H2 and Windows Server 2025, which exposes the system to several vulnerabilities.  Specifically, it outlines the vulnerabilities related to Windows Kerberos, NT OS Kernel, and Telephony Service that could lead to remote code execution and elevation of privilege attacks, as identified by their CVE listings detailed within Appendix 2.  The report indicates that a security update 5046617 or Hot Patch 5046696 needs to be applied as a solution to the identified vulnerability.  
· 212224 - KB5048667: Windows 11 Version 24H2 / Windows Server 2025 Security Update (December 2024)
The Home PC is missing security update 5048667 or hot patch 5048794. It is, therefore, affected by multiple vulnerabilities. This highlights the significance of security update KB5048667 for Windows 11 Version 24H2 and Windows Server 2025, which addresses critical vulnerabilities, including remote code execution and privilege escalation. The vulnerabilities listed in Appendix 2, such as CVE-2024-49079, CVE-2024-49090, and CVE-2024-49112, emphasize the importance of patching systems to mitigate security risks.  The recommended mitigation is to apply Security Update 5048667 or hotpatch 5048794.  
· 214124 - KB5050009: Windows 11 Version 24H2 / Windows Server 2025 Security Update (January 2025)
The necessity for applying security update KB5050009 for Windows 11 Version 24H2 and Windows Server 2025 is due to multiple identified vulnerabilities. Specifically, it highlights critical issues outlined in Appendix 2 such as remote code execution and elevation of privilege vulnerabilities, as well as information disclosure risks associated with Windows BitLocker.  
[bookmark: _Toc203257443]5.2.4	Nessus High Vulnerability
· 208302 - KB5044284: Windows 11 Version 24H2 / Windows Server 2025 Security Update (October 2024)
Provides a contextual basis for understanding the security implications of the vulnerabilities listed in the update KB5044284 for Windows 11 Version 24H2 and Windows Server 2025. The Home PC is missing security update 5044284. It is, therefore, affected by multiple vulnerabilities.  Appendix 2 highlights the nature of these vulnerabilities, including issues related to the ASN1 parser in libcurl (CVE-2024-6197) and the Remote Desktop Client (CVE-2024-43599), which can potentially lead to remote code execution and system compromise. By mentioning the exploitation indicators and the consequences of these vulnerabilities, the reference emphasizes the urgency for users to apply the security update to mitigate risks associated with their exploitation.  
· 216132 - KB5051987: Windows 11 Version 24H2 / Windows Server 2025 Security Update (February 2025)
The report indicates that the remote Windows is affected by multiple vulnerabilities due to missing security update 5051987 or hotpatch 5052105. It provides information that underscores the significance of the security update 5051987, which addresses critical vulnerabilities affecting Windows 11 and Windows Server 2025. These vulnerabilities include multiple Remote Code Execution (RCE) exploits related to the Windows Routing and Remote Access Service and the Windows Telephony Service.  The mention of various references (MSFT, CISA, and IAVA) in Appendix 2 suggests a recognition of these vulnerabilities in known exploit databases, highlighting their relevance in cybersecurity discourse. 
· 232616 - KB5053598: Windows 11 Version 24H2 / Windows Server 2025 Security Update (March 2025)
This supports the summary of security vulnerabilities related to Windows 11 and Windows Server 2025 associated with update KB5053598. It highlights the consequences of missing the update, which exposes the systems to various threats including unauthorized code execution and privilege escalation. Specifically, it addresses the unauthorized access risks in Remote Desktop Client (CVE-2025-26645) and the vulnerabilities in Remote Desktop Services (CVE-2025-24035, CVE-2025-24045). Moreover, it signifies that the listed issues should be addressed as the affected Synaptics audio drivers are at End-of-Life status, emphasizing the importance of moving systems to supported products to enhance security as detailed in Appendix 2.
· 234033 - KB5055523: Windows 11 Version 24H2 / Windows Server 2025 Security Update (April 2025)
Security updates relevant to Windows 11 Version 24H2 and Windows Server 2025, specifically address vulnerabilities that might affect the system if the update KB5055523 is not applied. The report outlines significant risks, including a privilege escalation vulnerability (CVE-2025-26687) and issues with remote code execution (CVE-2025-27481), as well as another elevation of privilege vulnerability (CVE-2025-27740) as outlined in Appendix 2. 
· 235839 - KB5058411: Windows 11 Version 24H2 / Windows Server 2025 Security Update (May 2025)
Such an update supports the task by providing official identifiers and classifications related to the vulnerabilities described in the summary detailed within Appendix 2. It links to known exploited vulnerabilities and additional advisories, thus validating the identified issues in the Windows 11 update. This context reinforces the urgency of addressing the vulnerabilities associated to security update 5058411 and highlights ongoing security risks associated with unaddressed software flaws present in the specified systems. 
· 193266 - Security Updates Outlook for Windows (April 2024)
This highlights the critical security update needed for Microsoft Outlook on Windows, which addresses a spoofing vulnerability that could allow attackers to exploit users by manipulating email connections to untrusted locations. Appendix 2 shows how this can result in leaking sensitive Net-NTLMv2 hashes, enabling authentication impersonation of victims by attackers [80]. 
· 214274 - Security Updates for Microsoft .NET Framework (January 2025)
This indicates that the Microsoft .NET Framework installation is missing a vital security update as of January 2025, which exposes it to various denial of service vulnerabilities, specifically a remote code execution issue (CVE-2025-21176) as outlined in Appendix 2. This information highlights that attackers could exploit the vulnerability to execute unauthorized code.
[bookmark: _Toc203257444]5.2.5 	Nessus Medium Vulnerabilities
The scan detected a high number of medium-risk vulnerabilities that exist due to outdated software, missing patches, and insecure configurations. These may not pose immediate threats but could be exploited in conjunction with more severe issues.
· 51192 - SSL Certificate Cannot Be Trusted
The report shows that the server's X.509 certificate cannot be trusted. This situation can occur in three different ways, in which the chain of trust can be broken.   Durumeric et al. [81] addresses these three critical issues related to SSL certificate trustworthiness.  These include unrecognized certificates, invalid time frames, and unverifiable signatures. Any break in the chain not only hinder user verification of a web server's authenticity but also expose the server to potential man-in-the-middle attacks, thereby requiring immediate remediation to ensure security compliance as detailed in Appendix 2.
· 57582 - SSL Self-Signed Certificate
 SSL certificates that are self-signed or issued by unrecognized certificate authorities have associated security implications.  As highlighted in Appendix 2, such certificates can lead to vulnerabilities like man-in-the-middle attacks, particularly if the service is publicly accessible in a production environment [82]. The mention of various identifiers suggests it relates to recognized security advisories or updates, underscoring the importance of employing valid, trusted certificates to mitigate these risks.  
· 104743 - TLS Version 1.0 Protocol Detection
The vulnerabilities associated with TLS 1.0 and the broader context of security compliance regarding cryptographic protocols highlights that TLS 1.0 has inherent cryptographic design flaws and that the migration to TLS 1.2 or 1.3 is essential for improved security [82]. Additionally, the reference underscores regulatory requirements, stipulating that TLS 1.0 must be disabled to comply with PCI DSS standards as of June 30, 2018, except for certain exceptions. Appendix 2 emphasises that this supports the task by highlighting the need for updated security measures and the implications of outdated protocols on service functionality with modern web browsers.
· 157288 - TLS Version 1.1 Deprecated Protocol
This highlights the deprecation of TLS 1.1 due to its inability to support modern cipher suites, and the risks associated with its continued use, as outlined in Appendix 2. Specifically, it indicates that as of March 31, 2020, endpoints not upgraded to TLS 1.2 or higher will face compatibility issues with major web browsers and vendors, underscoring the urgency for updates to secure connections effectively [82]. 
· 166555 - WinVerifyTrust Signature Validation CVE-2013-3900 Mitigation (EnableCertPaddingCheck)
This risk highlights that the remote system may be in a vulnerable state to CVE-2013-3900 due to a missing or misconfigured registry keys.  
The mitigation for the CVE-2013-3900 vulnerability, specifically emphasizing the importance of the configuration settings related to the EnableCertPaddingCheck registry entries. As detailed in Appendix 2, the absence or improper configuration of these settings can expose a system to exploitation by an unauthenticated remote attacker who could execute arbitrary code. Furthermore, while the reference provides various links and information regarding the exploitation risks, it underscores that tools like Nessus have not verified these vulnerabilities through testing but rather depend on the application's reported version, highlighting critical gaps in vulnerability assessment methods.  
[bookmark: _Toc203257445]5.3	Nessus vulnerability mitigation 
The Nessus report not only indicates and scores the vulnerabilities found but also provides the mitigation and solutions that are required to secure the home PC as detailed in Appendix 2.  The below recommendations were referred to mitigate those vulnerabilities that were scored critical, high or medium:
· Windows Update.
· .NET Framework.
· SSL certificate / TLS.
· Add Registry keys
[bookmark: _Toc203257446]5.3.1	Nessus Windows Update
Patching a PC is a critical component of cybersecurity and system maintenance, aimed at addressing known vulnerabilities, enhancing functionality, and ensuring system stability. Security patches are typically released by software developers in response to known flaws that could be exploited by others to gain unauthorized access, deploy malware, or disrupt services. Failure to regularly apply patches leaves systems exposed to known threats and increases the risk of successful cyberattacks. According to research, over 60% of security breaches result from unpatched vulnerabilities that had available fixes, demonstrating the urgent need for timely patch management [83]. Moreover, patching not only mitigates security risks but also improves performance and compatibility with other software and hardware. It plays a foundational role in regulatory compliance and is a best practice endorsed by security frameworks such as NIST. Therefore, it is argued that regular patching is essential for maintaining the integrity, confidentiality, and availability of computer systems in both home and enterprise environments.
By opening the DOS prompt and typing in “wmic qfe list brief” it displays the hotfixes currently installed on the home PC. Figure 29 shows all the hotfixes currently installed on the home PC. 
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[bookmark: _Toc203070008]Figure 29 Home PC Windows Patch List
As seen in the diagram above Figure 29, and as outlined in the vulnerabilities detailed in Appendix 2, the home PC is lacking a Windows update /patching.  Based on the research outlining it essential to mitigate such a risk, this will need to be addressed.   Enabling the Windows update is best practice for any home PC that is committed to cybersecurity and operational integrity. To apply this mitigation the "Check for update" tab was selected enabling the relevant updates to be downloaded and installed as outlined in Figure 30.
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[bookmark: _Toc203070009]Figure 30 Home PC performing Windows Update
After running the windows update, a history of what has been installed is shown in Figure 31. This demonstrates successful installation of the suggested updates required.  
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[bookmark: _Toc203070010]Figure 31 Home PC Update History
[bookmark: _Toc203257447]5.3.2	.Net Framework
The .NET Framework is important because it provides a consistent, language-independent platform for building robust and scalable Windows applications across various domains, including desktop, web, and cloud-based services [84]. Moreover, the .NET Framework enhances security and performance by utilizing managed code execution, automatic memory management which help prevent common issues such as memory leaks [84]. The platform also simplifies deployment and versioning [85]. These characteristics have made the .NET Framework a vital technology for enterprise software, ensuring that critical business applications are stable, maintainable, and easily integrated into diverse IT ecosystems [84], [85].  Such features are also required for security in Home PCs.   
[bookmark: _Toc203257448]5.3.3	SSL certificate / TLS
An SSL certificate is important because it enables secure, encrypted communication between a Home PC and a server. It protects sensitive data — such as login credentials and payment details and does so by preventing eavesdropping and data tampering during transmission [86]. Furthermore, SSL certificates authenticate a server's identity, ensuring that users connect to the intended and legitimate website rather than a malicious impersonator [87]. They also enhance user trust, as browsers often mark websites without a valid SSL certificate as “Not Secure,” potentially deterring visitors and reducing credibility [86]. Finally, adherence to data security regulations and standards (e.g., GDPR, PCI DSS) often requires proper encryption through SSL certificates, making them vital for legal compliance and safeguarding personal data [87].   OpenSSL was downloaded and installed in order to create a certificate as part of the suggested mitigation. 
[bookmark: _Toc203257449]5.3.4	Register Keys
An attacker could add a malicious code to a signed file without invalidating its signature and then trick a user into executing it. Successful exploitation could allow full control of the home PC. Strict verification behaviour can help protect against this but must be enabled manually [88].
As indicated by the Appendix 2 these tow keys were added to the registry.
· HKEY_LOCAL_MACHINE\Software\Microsoft\Cryptography\Wintrust\Config\EnableCertPaddingCheck
· KEY_LOCAL_MACHINE\Software\Wow6432Node\Microsoft\Cryptography\Wintrust\Config\EnableCertPaddingCheck
[bookmark: _Toc203257450]‌5.4	Nessus Mitigation Scan - post mitigation 
Below is the screen shot of the Nessus report after the above mitigation was applied Figure 32, for the number of vulnerabilities found in accordance with severity category and in colour coded format. 
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[bookmark: _Toc203070011]Figure 32 Mitigation summary of vulnerability colour coded
This provides a further break down of the mitigation report as seen in Figure 33. This enables detailed information to be obtained around what each vulnerability relates to as shown in Appendix 3.  
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[bookmark: _Toc203070012]Figure 33 Nessus mitigation report breakdown

· [bookmark: _Hlk201341413]Windows Update - This vulnerability was mitigated by performing windows update.
· .NET Framework - This vulnerability was mitigated by performing windows update.
· Registry keys – It was not possible to mitigate the vulnerability despite manually adding the two keys into the system registry. 
· SSL / TLS – The vulnerability was not mitigated despite downloading and installing OpenSSL and creating a certificate. 

In determining how effect the mitigation has been it is necessary to measure its success in line with the hypothesis.  Nessus alone had 17 vulnerabilities classified as critical, high or medium in the first instance.  Following mitigation being applied Nessus had only 3 vulnerabilities within these categories.  As a percentage this shows Nessus as being a successful tool in reducing vulnerabilities by 82.35%.   
[bookmark: _Toc203257451]5.5	Nmap
Nmap scanning tool is utilised as part of this research as a tool to identify open ports.  This indicates services which are potentially accessible and therefore vulnerable and will enable possible mitigation to be applied to address such vulnerabilities and make the Home PC secure [74].    
[bookmark: _Toc203257452]5.5.1	Nmap: Checking for Firewall 
With the advancement in networking services, network security contributed significantly to the home PC. The term network security constitutes prevention of network and network resources by ceaseless monitoring and thereby denying certain services from unauthorized users [89]. Firewalls are one such network security system that monitors the inbound and outbound traffic of the network, this observation relies on two principal factors, Stateless and Stateful firewalls [89]. 
The Stateless firewalls track the source and destination address of every incoming and outgoing data packets, whereas the Stateful firewalls track each packet in the network by reading the entire header and thus it can read the type of data being transmitted [89].
When using Nmap to scan for a firewall status of the home PC the following command was used:
 Sudo Nmap -sA 192.254.90.99.
Figure 34, the output of the command is showing as “unfiltered”.  This suggests no filtering, meaning packets pass through freely there is no firewall active on the Home PC.
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[bookmark: _Toc203070013]Figure 34 Results of fire wall status
The absence of a firewall exposes a system or network to unauthorized access, malware infections, and various cyberattacks. To resolve this issue, it is crucial to deploy and properly configure a firewall suited to the network environment. Administrators should install either a host-based firewall on individual devices or a network-based firewall at the perimeter of the network. Configuration should include defining rules that allow only necessary traffic while blocking unauthorized connections. Furthermore, regular updates and audits of firewall policies are essential to adapt to evolving security threats. As highlighted by S. Krit et al., implementing an effective firewall solution significantly reduces attack surfaces and enhances the overall security posture by enforcing strict access controls and monitoring traffic for anomalies [89].  
[bookmark: _Toc203257453]5.5.2	Nmap: Port scanning
Port scanning is a technique used to identify open ports and services on a target system or network by systematically sending packets to specific ports and analysing the responses. It is commonly employed in both security assessments and by malicious attackers to discover potential points of entry for exploitation. 
Port scanning provides insight into the network's exposure and helps administrators identify unnecessary services that may pose security risks. Techniques such as TCP connect scans, SYN scans (half-open scans), and UDP scans are frequently used depending on the level of stealth and detail required. Port scanning is argued to be an integral part of the information gathering phase in penetration testing and vulnerability assessment, offering a preliminary map of the system's accessible services and possible vulnerabilities [90].
When using Nmap to scan for Ports on the home PC the following command was used:
Nmap -p- 169.254.90.99 –min-rate 1000 -v
Figure 35, demonstrates how this generates information on the open port listed and services on the home PC.
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[bookmark: _Toc203070014]Figure 35 Open port and services
As seen above, the scan shows SMB & Remote Access Weaknesses which would need to be resolved to reduce vulnerabilities on the Home PC successfully.
[bookmark: _Toc203257454]5.5.3	Nmap: Applying Mitigation
To apply mitigation in relation to the Firewall vulnerabilities found, it was necessary to enable Fire wall settings within the Home PC Figure 36.
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[bookmark: _Toc203070015]Figure 36 Home Pc Firewall active
To check whether mitigation had been effective, Nmap to scan for a firewall status of the home PC was re-run using the same command:
 Sudo Nmap -sA 192.254.90.99.
Figure 37 shows how the status has changed from unfiltered to filtered, indicating the mitigation applied was successful in addressing the vulnerability in this instance.  
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[bookmark: _Toc203070016]Figure 37 Status change from Unfiltered to Filtered
To address the vulnerabilities found in relation to open ports the following steps were applied: 
· Disable SMB
· Disable Netbios
· Firewall rule to block the following port 135, 445, 7680, 49668.
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[bookmark: _Toc203070017]Figure 38 No open port showing
Figure 38 highlights that by applying the suggested mitigation, Nmap did not identify any open ports, indicating that this had been successful in addressing potential vulnerabilities associated with open ports should they have remained.  
Nmap as a tool successfully highlighted vulnerabilities within the Home PC. The applied mitigation was 100% effective in addressing these. 
[bookmark: _Toc203257455]5.6 	Results: Validate or Reject Hypothesis 
The experiment was seeking to prove or disprove whether the white box penetration testing was as an effective way of mitigating over 90% of vulnerabilities found on a home computer system.  
The steps taken to prove or disprove this hypothesis has included applying White Box penetration techniques, namely Nessus and Nmap to identify patch testing. open ports and insecure services to reveal vulnerabilities.  Outcomes have been measured by using a scoring system in the case of Nessus to identify vulnerabilities found and then scoring vulnerabilities found following mitigation by the same scoring system which has shown to successfully address and mitigate 82.35% of the vulnerabilities found.  Nmap has identified open ports and a firewall which mitigation has in this instance been 100% successful.    A combined average of the White Box Penetration tools applied as a percentage is 91.17%.  Therefore, the results following the remediation steps validate the hypothesis.  

[bookmark: _Toc203257456]5.7	Best practice
White box penetration testing, which provides the tester with full access to the internal structure and components of the target system, is a crucial approach for comprehensively assessing the security status of a home PC [91].  Best practices for effective white box testing begin with maintaining a detailed inventory of all software, hardware, and network configurations installed on the home system [91].  This step has been followed as part of this experiment by detailing an overview of the Home PC which ensures the tester has an accurate understanding of the attack surface before commencing the assessment. Additionally, the tester should not solely rely on self-reported version information provided by applications, as this can lead to overlooking potential vulnerabilities [91]. Instead, a combination of automated scanning tools and manual verification techniques should be employed to validate the findings and identify any discrepancies.  This best practice principle has been applied by using Nessus and Nmap.  
Furthermore, the white box testing process should go beyond just generating a catalogue of known vulnerabilities but should also evaluate the exploitability of the system's configurations, permissions, and network settings [91]. This holistic approach can uncover security flaws that may have been missed by more narrowly focused assessments. Finally, thorough documentation of the testing process and its limitations is essential to provide clear guidance for remediation efforts and inform future security improvements [91]. By integrating these best practices, individuals can enhance the effectiveness of white box penetration testing on their home PCs, leading to a more secure and resilient computing environment.
[bookmark: _Toc203257457]5.8	Conclusion
The findings from the white box penetration testing on the Home PC highlight the critical need for ongoing vulnerability assessment and mitigation.  The use of Nessus revealed multiple high and critical vulnerabilities caused by missing security patches and misconfigurations, such as untrusted SSL certificates and the absence of registry settings that protect against known exploits like CVE-2013-3900 detailed within Appendix 2. Similarly, the Nmap scans identified a lack of firewall protections and open ports vulnerable to SMB and remote access-based threats, demonstrating the ease with which attackers can exploit improperly secured endpoints [89].
Mitigation efforts showed partial success. Windows and .NET Framework vulnerabilities were resolved through updates [83], [84], yet SSL/TLS-related issues and registry key mitigations remained unresolved, emphasizing the complexity of securing all aspects of a system. These challenges affirm that while automated tools like Nessus offer valuable insights, they must be supported by manual validation and best practices such as disabling legacy protocols (e.g., TLS 1.0/1.1) and enforcing strong network segmentation policies [82], [87].
Moreover, the testing supports the value of white box penetration testing, which offers comprehensive visibility into the system’s structure, enabling deeper analysis beyond what black box or grey box methods allow [91]. It was evident that a combination of structured documentation, regular patch management, and layered defence mechanisms forms the cornerstone of a resilient security setup. Whilst in this instance it was applied to a Home PC, this approach aligns with industry best practices and regulatory expectations, reinforcing that white box testing is a powerful tool for both detecting and reducing attack surfaces in home environments [91], [83].
In conclusion, this evaluation confirmed that consistent application of white box penetration testing principles significantly strengthens system security, mitigates exploitable vulnerabilities, and ensures better preparedness against emerging threats.  This is evidenced by the results validating the hypothesis and demonstrating the effectiveness of White Box Penetration testing as an effective way of mitigating over 90% of vulnerabilities found on a home computer system.  








[bookmark: _Toc203257458]CHAPTER 6		CONCLUSIONS AND RECOMMENDATIONS
[bookmark: _Toc203257459]6.1	Summary
The research conducted affirms the critical role of white box penetration testing in enhancing cybersecurity, particularly within home and small office environments.  The literature review findings reinforce how Penetration testing remains a fundamental strategy for identifying and mitigating vulnerabilities prior to exploitation, which evolves in line with emerging threats and technologies. Despite challenges relating to scalability, automation, and regulatory compliance, it is widely endorsed within literature as indispensable to modern security frameworks. 
This research applied a structured methodological approach, guided by a positivist philosophy and deductive reasoning, wherein tools such as Nessus and Nmap were employed to detect security flaws including open ports, outdated software, and insecure services to test the hypothesis.  The research design clearly outlined the experimental setup within a virtualized environment, illustrating how white box testing—through its internal visibility—enabled deeper vulnerability discovery compared to traditional black box techniques whilst ensuring that the testing process was both ethical and documented to ensure others can accurately replicate the desired outcome or action.  
Finally, the testing outcomes were presented, which revealed multiple critical vulnerabilities due to missing updates and insecure configurations. While mitigation efforts successfully addressed some issues, others, particularly those involving SSL/TLS and registry settings, remained unresolved, highlighting the complexity of comprehensive system security. 
Collectively, the findings underscore that white box penetration testing, when implemented through a rigorous and ethical framework, serves as an effective mechanism for proactively strengthening system defenses and mitigating the evolving landscape of cyber threats.
[bookmark: _Toc203257460]6.2	Conclusion
In conclusion, this research has demonstrated the critical importance of white box penetration testing as an effective strategy for enhancing the security posture of home computing environments. Building upon the theoretical foundation outlined in the Literature Review, which emphasized the evolving relevance of penetration testing in the face of increasingly sophisticated cyber threats, the study employed a structured methodology grounded in quantitative analysis. 
The implementation phase successfully simulated real-world scenarios within a virtualized environment, utilizing tools, namely Nessus and Nmap, to uncover a range of system vulnerabilities. These tools enabled comprehensive vulnerability discovery, particularly relating to outdated software, insecure services, and configuration weaknesses. 
The findings were presented, confirming the presence of critical vulnerabilities using a standardized scoring system with recommended remediation.  Having applied the necessary mitigation, the test results demonstrated partial success in remediation efforts, thus validating the hypothesis that white box testing can address a significant proportion of security issues. 
Whilst some limitations were observed, especially in addressing SSL/TLS and registry-based vulnerabilities, the results affirm that white box penetration testing, when applied systematically, offers deep visibility into system weaknesses and provides actionable insights for remediation. 
This study not only supports the practical value of white box testing for individual users but also reinforces its broader applicability as a proactive and essential component of modern cybersecurity strategies. 
[bookmark: _Toc203257461]6.3	Recommendations for further research
While this study has demonstrated the effectiveness of white box penetration testing in identifying and mitigating vulnerabilities within a home computing environment, several areas merit further exploration. First, future research should expand the scope beyond single-system configurations to include more complex home networks comprising multiple devices, IoT systems, and wireless routers to assess scalability and interoperability of penetration testing methodologies.
Further investigation is needed into the integration and automation of remediation processes, particularly for unresolved vulnerabilities such as SSL/TLS misconfigurations and registry key exploits, which remained persistent despite manual efforts. Research could also explore the comparative effectiveness of white box testing versus black box and grey box methods across diverse threat scenarios, thereby enhancing the generalizability of findings to enterprise environments.
Given the ethical and legal challenges noted in the literature, a comprehensive study into frameworks that balance effective penetration testing with data protection and legal compliance in residential contexts would be valuable. Finally, in line with emerging technology incorporating machine learning-based vulnerability detection or AI-assisted scanning tools may offer enhanced accuracy and predictive capabilities, thus presenting a promising direction for future cybersecurity research.
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Chapter 7	Personal Reflection	
At the outset of this project, I experienced a degree of uncertainty regarding the selection of a suitable research topic. Through liaison with individuals aligned to support me in this research project and some guided reflection, ideas for possible focus were generated. I eventually decided the focus would be on penetration testing; this was as an area of particular interest and the possible area most aligned to the subject topic. Due to work-related limitations that prevented access to a real-world environment for testing, I was required to adapt my approach and design an experiment independently. This led to the decision to focus specifically on White Box Penetration Testing, which aligned well with both the available resources and the scope of the study.
Once the project aim had been clearly established, namely assessing the security of a home PC using white box techniques and evaluating the effectiveness of identifying and mitigating vulnerabilities, the pathway became more defined. Developing appropriate objectives, however, required further consideration, particularly in aligning the methodology with feasible steps that would enable the successful completion of the aim.
The literature review proved to be the most demanding section of the project, largely due to the vast quantity of academic and industry sources available on the subject. While this abundance of literature was beneficial in terms of theoretical grounding, it required significant effort to identify, interpret, and apply the most relevant and credible sources to the project’s specific focus on white box testing in a home network environment. Despite being time-consuming, this process provided valuable insights and contributed significantly to the academic foundation of the research.  
The literature review helped support and inform the methodology utilised within the project and these were clearly identified in line with undertaking the experiment and focus of this research.    The design phase was more intuitive. With a clear understanding of the experiment’s intended flow, I was able to draft an initial structure that was later refined into a logical and efficient testing cycle. This included the development of scanning procedures and experiment flowcharts, informed by both practical requirements and academic research.
Technical limitations presented a significant early challenge. My personal laptop, with only 8GB of RAM, was insufficient for running multiple virtual machines. To overcome this issue, I was fortunately able to loan a work-issued laptop with greater capabilities. However, since it was a corporate device, I had to reinstall Windows to prepare the system for the VMware environment. Once this was resolved, the installation of the necessary tools—including VMware, Nessus, and Linux—was straightforward. While I was already familiar with Nessus, I needed to undertake additional research to effectively use Nmap. This was achieved by engaging with online tutorials and documentation, which enhanced my technical understanding and practical capability with the tool.
Running the experiment itself went smoothly. The virtual environment was stable, and the tools functioned as intended. The data collection and vulnerability scans were completed without major issues. A notable limitation arose during the remediation of SSL/TLS vulnerabilities. Despite researching the use of digital certificates and viewing relevant tutorials, I was unable to fully resolve this issue. This area has been earmarked for future research and development to enhance my competence.
Overall, I assess the project to be a success in that it met the aims and objectives set out and the hypothesis could be tested effectively. I found undertaking this project to be rewarding on an intellectual and personal level. It has been challenging to undertake around full-time employment and a busy home life.  Having to ensure I secured sufficient time to complete this work and apply my learning has strengthened my ability to plan, design, and implement a structured cybersecurity experiment within a controlled environment. Furthermore, it has deepened my understanding of white box penetration testing and enhanced my confidence in using industry-standard tools such as Nessus and Nmap. The challenges encountered, particularly those relating to resource limitations and technical troubleshooting, have provided valuable learning experiences. This project has not only contributed to my academic and personal development but has also enhanced my practical skill set on a professional level in preparation for future roles within the cybersecurity domain.
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Project management the proposed timeline:
Tasks						Month
· Planning & Proposal				(Jan - Feb)
· Research & Review of Literature		(Feb - July)
· First Viva					(May)
· Research Methodology			(May - Jun)
· Design & Implementation			(May - July)
· Testing & Evaluation				(June - July)
· Reflection					(July)
· Submission					(July)
· Final Viva					(Sept)
Gantt chart using this timeline:[image: A screenshot of a graph
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Nessus vulnerability Report. Vulnerability Operations Report
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Nessus Mitigation Report:  Nessus Mitigation Report
Appendix 4
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P User@bynixcTest: -

User@Lynix-Test:-$ sudo nmap 192.254.90.99

Starting Nnap 7.94SVN ( https://nnap.org ) at 2025-06-23 10:30 UTC
Nmap scan report for 192.254.96.99

Host is up (0.0018s latency).

ALL 1000 scanned ports on 192.254.99.99 are in ignored states.
Not shown: 1000 filtered tcp ports (no-response)

Nmap done: 1 IP address (1 host up) scanned in 6.53 seconds
User@Lynix-Test:-$ [

aaa
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" User@Lynix-Test:

User@Lynix-Test:-$ sudo nmap -p- 169.254.90.99 -min-rate 1000 -v
Starting Nnap 7.94SVN ( https://nmap.org ) at 2025-06-23 11:40 UTC
Initiating ARP Ping Scan at 11:49

Scanning 169.254.90.99 [1 port]

Completed ARP Ping Scan at 11:40, 6.07s elapsed (1 total hosts)
Initiating Parallel DNS resolution of 1 host. ot 11:40

Completed Parallel DNS resolution of 1 host. at 11:48, 6.01s elapsed
Initiating SYN Stealth Scan at 11:48

Scanning 169.254.90.99 [65535 ports]

SYN Stealth Scan Tining: About 23.26% done; ETC: 11:42 (0:01:43 remaining)
SYN Stealth Scan Tining: About 46.69% done; 2 (0:01:11 remaining)
SYN Stealth Scan Tining: About 68.98% done; ETC: 11:42 (0:00:41 remaining)
Completed SYN Stealth Scan at 11:42, 131.19s elapsed (65535 total ports)
Nnap scan report for 169.254.90.99

Host is up (0.0014s latency).

ALL 65535 scanned ports on 169.254.99.99 are in ignored states.

Not shown: 65535 filtered tcp ports (no-response)

MAC Address: 68:00:27:7D:FA:AD (Oracle VirtualBox virtual NIC)

Read data files fron: /usr/bin/../share/nmap

Nnap done: 1 IP address (1 host up) scanned in 131.45 seconds
Raw packets sent: 131071 (5.767M8) | Revd: 1 (288)

User@Lynix-Test:-§
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