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[bookmark: _Toc26724225]Abstract
This report will highlight the various Encryption Standards used, their abilities based on encryptions and decryptions. This report will also discuss the standards individually. 
[bookmark: _Toc26724226]Introduction
This report will go into the different standards of encryption. The standards highlighted in this research report include: RSA, SHA, AES and DES. This report will look into their capabilities in two areas encryption and decryption, this report will also highlight the different features of the standards. 
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RSA encryption can also be referred to as Rivest-Shamir-Adleman encryption is an encryption that comes under the public-key cryptography. RSA was named after its creator’s whist at the campus of the Massachusetts Institute of Technology, Ronald L. Rivest, Adi Shamir and Lenard M. Adleman.  As stated previously RSA is a public-key encryption. RSA is used as a data encryption, an example of the type of data it encrypts includes email, but can be used in a number of ways over the internet. [1]  According to techopedia.com “The RSA algorithm is based on the difficulty in factoring very large numbers. Based on this principle, the RSA encryption algorithm uses prime factorization as the trap door for encryption.” [2] 
tutorialspoint.com also suggests and adds that “Once the key pair has been generated, the process of encryption and decryption are relatively straightforward and computationally easy.” [3]
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SHA also known by its full name, Secure Hash Algorithm is a standard of encryption designed and developed by the National Security Agency and later published by the National Institutes of Standards and Technology. [4] Sadly, despite being published it became evident that SHA came with problems. Particularly in its encryption methods. Soon after SHA-1 was released and came with stronger security. [4]  According to techwalla.com “SHA-1 has been found to be more robust than SHA-0, but leaves room for improvement. A mathematical analysis of SHA-1 results demonstrated a method by which SHA-1 encryption could by broken 2,000 times faster than would be theoretically possible by checking all 10^48 possible combinations of its output.” [4]
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The Advanced Encryption Standard also known as AES is a symmetric block cipher. According to searchsecurity.techtarget.com AES has been “chosen by the U.S. government to protect classified information and is implemented in software and hardware throughout the world to encrypt sensitive data” [5]  Secret key ciphers use the same key for encrypting and decrypting. This means that the recipient and the sender must have knowledge of the key to ensure that the data stored below the encryption is accessible. Again, according to searchsecurity.techtarget.com “AES has proven to be a reliable cipher, and the only practical successful attacks against AES have leveraged side-channel attacks on weaknesses found in the implementation or key management of specific AES-based encryption products.” [5] 
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DES, also referred to as Data Encryption Standard again is a standard published by the National Institute of Standards Technology. DES uses the Feistel cipher. [6] Out of the many standards discussed DES is one of the older encryption standards. As clearly stated by searchsecurity.techtarget.com DES was “Originally designed by researchers at IBM in the early 1970s.” [7] Over the year’s cryptanalysts have found a number of weaknesses with DES, weak keys being highlighted as the main issue.   
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In comparison with each other DES can only support 56-bits whereas AES is able to support lengths up to 128-bits. RSA’s block size however the largest with a bit size of 512. Despite RSA’s uses unfortunately just like DES they have their faults which would result in a security risk. RSAs algorithm is asymmetric [8] whilst both DES and AES are symmetric [7]. In conclusion, SHA, RSA and DES have a number of issues which would cause concerns to businesses and / or security breaches which are issues in themselves. AES trumps SHA, RSA and DES and would be the most effective to implement. 
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