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ABSTRACT
This project focused on the comparison of IPv4 and IPv6, the first steps taken within this report involve research into IPv4 and IPv6. There are multiple key differences between IPv4 and IPv6, the primary areas compared included the structure of the protocols. IPv4 uses numbers as an IP address whereas IPv6 utilizes hexadecimal which then increases the addressing space. The IP headers were also compared, the results from the research determined that because IPv6 has a simplified header it was more efficient than its predecessor. The disadvantages of IPv4 were also discussed and compared to the advantages of IPv6, this showed that many of the issues IPv4 faced were not a factor within IPv6, for example IPv4 requires a DHCP server within a larger network, and IPv6 does not since it utilizes stateless address auto-configuration (SLAAC). The research clearly demonstrated that IPv6 is superior to IPv4 in multiple areas.
The research methodology was the next step within this project, this begun by researching the research onion and determining the best course of action to gain accurate results, it was concluded that positivism was a key path because it’s primarily used to generate a hypotheses. Before the implementation process begun it was key to choose whether to use a simulation or a real world implementation, from the information gathered the benefits of the simulation outweighed the benefits of the real world application. Once choice to use a simulation was made next was deciding upon a simulation software. From all the software’s discussed the one that stood out was Riverbed Modeler academic edition, this was chosen due to it being used throughout similar experiments found and its ability to output data efficiently. 
The choice of network design was also key to this experiment, depending on which network was chosen may vary the results. The designs chosen were a small network to gain a basic result as a comparison, an enterprise network which simulated 1000 devices and an enterprise network connected to a smaller network via a WAN. Each network design would be run with two different scenarios, the first using IPv4, the second using IPv6. The three network designs all ran TCP, HTTP, voice and video traffic throughout the network. The results were based upon the average throughput, utilization and packet loss of a link connecting to a router within the networks. The results were inconsistent at best, the smaller network worked normally with IPv6 having a slightly higher throughput and utilization, packet loss was zero for both IPv4 and IPv6 which was caused by the limitations within Riverbed Modeler academic edition. The enterprise networks results were drastically different, the results showed a massive drop in performance within the entire network, although the performance had dropped the difference between IPv4 and IPv6 was much clearer, IPv6 had a 20% improvement over IPv4 when comparing utilization and throughput. Packet loss was once again zero in this scenario. The final simulations results were simply unusable due to issues with the network design, the results showed IPv4 had 100,000x higher throughput over IPv6, the utilization was also much higher when IPv4 was implemented within the network. The packet loss was once again zero. From the results shown it is still unclear which protocol performed better that is why more testing is required to determine a final conclusion.
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Chapter 1 – Introduction 

1.1 Introduction

This study is designed to pen IPv4 (Internet Protocol version 4) and IPv6 (Internet Protocol version 6) against one another to determine the key differences and which performances to a higher standard. The reason why this experiment is necessary is due to the limitations of IPv4, IPv4 simply does not have as many IP addresses as IPv6. The difference between the two is enormous, IPv4 holds 232 or 4,294,967,296 IP addresses, this is a massive difference to IPv6 which has 2128 or 340,282,366,920,938,000,000,000,000,000,000,000,000 IP addresses [1]. As it stands IPv4 is still the most used protocol, although to use IPv4 not all devices can have their own specific IP address. The IPv4 addresses are broken up into two IP addresses public and private addresses, the private addresses are given to each device within a network and the public address then represents each device when connecting to the internet, this is made possible through Network Address Translation (NAT). NAT translates public address into the specific private addresses given to device throughout the network allowing these devices to communicate with the internet but with the use of only a single IP address being used [2].

This study will not only include the resulting performance of IPv4 and IPv6 but also a literature review which will give valuable information into the key details of these protocols. This review will involve firstly gaining a greater knowledge of these protocols, beginning with their origins and why they are such an integral part to networking. Then moving onto differences between the two, this will be discussed in great detail. This will range from the basics such as size to the more advanced area such as security. The review will also look at an in depth analysis of other studies of IPv4 and IPv6 performance, this will allow the results of this experiment to be compared to other similar studies. 

To complete this study, a network simulation software will be used, the software being used is Riverbed Modeler academic edition. The software chosen will allow the use of IPv4 and IPv6 on a network and demonstrate the results in the form of simplified graphs. The two protocols will be tested within the same network infrastructure to keep the results fair; the testing will also be carried out multiple times. The results found will be compared as a group and then compared to groups of other experiments using similar designs. 
1.2 Aim

To compare IPv4 and IPv6 protocols performance to gain an understanding of how the two will differ.

1.3 Objectives

· Gain an in-depth knowledge of IPv4 and IPv6 

· Analyse studies which test IPv4 and IPv6 performance  

· Design and simulate a network which will be used to compare IPv4 and IPv6 Performance

· Compare and contrast the results of the network simulation testing

· Come to a conclusion of the IPv4 and IPv6 results

1.4 Structure Of The Project

This project essentially has 4 primary parts, first of which details back round research into IPv4 and IPv6, the same section also holds a literature review comparing others finding through doing the same experiments. The second section details how the experiment will be carried out, the detail of how the comparison will work. The third part will explain the choices behind the designs to the implementation of the experiment. The final section will hold a detailed review of the findings from the experiment and its comparison to the finding of other experiments.

Chapter one illustrates an overview of the report.  It details the aims and objectives that once achieved will bring success to this research. 

Chapter two focuses on the research of IPv4 and IPv6, it also holds the back-round research of other similar experiments to be used for comparison.
Chapter three discusses the research behind the different possible methods for this experiment and which are the most appropriate for this test.

Chapter four holds the methodology behind this experiment and how it was carried out.
Chapter five reviews the findings from the experiment and the comparison they have on other experiments findings.

Chapter six summarises the project while also giving a final conclusion along with recommendations for further research.
Chapter seven discusses the author’s ideas to improve any future experiments, the benefits this experiment has given the author along with the project plan that was used.
Chapter eight holds the references used within this report.

 Chapter 2 - RESEARCH & REVIEW OF LITERATURes

1.5 What is IP/TCP?

A basic definition of an internet protocol (IP) is a connection-less protocol which is used for transmitting and receiving data between hosts over a network [2], [3]. The original IP was designed in 1973 and was documented through RFC 675. [3]. The IP protocols work with the transfer control protocol (TCP) to deliver data across a network, TCP is used to transfer packet data. An IP is responsible for the logical addressing otherwise known as an IP address.  The use of TCP/IP and its related protocols form a complete system which defines how data should be processed, transmitted and received. A system of related protocols, for example the IP protocols is otherwise known as a protocol suite [4].

1.6 what is IPv4?

Internet protocol version 4 (IPv4) as its name suggests is the fourth version of the IP, it has been in use since 1983, during this time IPv4 was deployed on the Advanced Research Projects Agency Network (ARPANET), which was the predecessor to the internet. The internet is mostly based around IPv4, which to this day is still the most widely used network layer protocol. IPv4 was designed to have low overhead, it has only the most basic functions to deliver packets across a network. The protocol was not designed to track and manage the flow of packets across a network, these functions if necessary are performed by other protocols at other layers [4].
1.7 IP Address Classes

An IP address is a unique 32-bit identifier usually shown as four decimal values. Each decimal notation is one octet, this then represents the range which is 0 to 255. Conceptually each IP address has two part, the first is “netid” the second is “hostid”. These two parts are used for two different forms of identification “netid” is used to identify the network and “hostid” is used to identify nodes or the host within a particular network. 

IPv4 addresses can be broken down into 5 ranges or classes as they are known as, these classes can be seen in table 1.
Table 1 – IP Address Classes

	Class
	Theoretical Address Range
	Binary Start
	Used for

	A
	0.0.0.0 to 127.255.255.255
	0
	Very large networks

	B
	128.0.0.0 to 191.255.255.255
	10
	Medium networks

	C
	192.0.0.0 to 223.255.255.255
	110
	Small networks

	D
	224.0.0.0 to 239.255.255.255
	1110
	Multicast

	E
	240.0.0.0 to 247.255.255.255
	1111
	Experimental


Source: http://www.sqa.org.uk/e-learning/WebTech01CD/page_11.htm [5]
Of the 5 addresses shown in table 1 only A, B and C are considered primary addresses [6], [7]. The use of public and private IP addressing is also widely used now due to the lack of IP addresses from IPv4. The private address space which is specified in RFC 1918 is defined by three address blocks. The first private address range is from 10.0.0.1 to 10.255.255.254 which has 24 host bits that can be used, the second ranges from 172.16.0.1 to 172.31.255.254, the third and final private IP ranges from 192.168.0.1 to 192.168.255.254 [8], [9].  Public addresses are assigned by InterNIC and consist of class-based network IDs or blocks of CIDR-based addresses, these addresses are guaranteed to be globally unique to the internet [9], [10], [11], [12].

1.8 IPv4 Address Transmission Types

1.8.1 Unicast (One To One)

The use of multiple address types means that IPv4 can determine who receives what packets. There are 3 different address types the first is unicast, unicast is the most basic. A packet is a unicast address if it has only one source address and one destination address [13].

1.8.2 Multicast (One To Many)

The second address type is called a multicast address, this address type is much more complex than its unicast counterpart. With a multicast address there is still only a singular source address, however there can be multiple destination addresses. A packet that is using multicast will carry a list of destination address [13], [14].

1.8.3 Broadcast (One To All)

The third and final address type is broadcast. Broadcasting is accomplished by using an address that directs all data to all aspect of the network or subnet. Each IPv4 network has a broadcast address which is the last numerical address before the next network [13], [14].

1.9 Variable length subnet masking (VLSM)

The use of Variable length subnet masking (VLSM) is also regularly used within the design of a network when more than one subnet is required. VLSM is used to calculate the range of IP addresses within a network. By using the amount of hosts required it is simple to determine the subnet. A VLSM is a highly efficient use of address spaces. Please see Table 2 for an example of a VLSM [14].

Table 2 – VLSM Example

	No. of Hosts
	Network Address
	First Address
	Last Address
	Broadcast Address
	Subnet/CIDR
	Math

	20
	192.168.1.0
	192.168.1.1
	192.168.1.30
	192.168.1.31
	255.255.255.224/27
	2^5 = 32

	40
	192.168.1.32
	192.168.1.33
	192.168.1.95
	192.168.1.96
	255.255.255.192/26
	2^6 = 64

	100
	192.168.1.97
	192.168.1.98
	192.18.1.224
	192.168.2.225
	255.255.255.128/25
	2^7 = 128


Source: Made in word by author of this paper
Table 2 breaks down how a VLSM is used, for example depending on the number of hosts will depend on the amount of IP addresses required, Figure 1 demonstrates a subnet mask reference guide. 
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Figure 1 – Subnet Masks/VLSM Table [15]
Figure 1 can be used as a reference guide of how to create a VLSM as shown in table 2 if 100 hosts are required that means the equation of 27 which allows 128 hosts to be allocated with the use of the subnet 255.255.255.128, the first address of this range is the network address and the last is the broadcast. Every address in-between are then usable addresses for the network [16],[17], [18], [19]. 

1.10 IPv4 Header

An IPv4 header has two parts, these are the IP header which is used to identify packet characteristics. The second part is called payload and this part contains the layer 4 segment information and the actual data. As shown in figure 2 an IPv4 packer header will consist of multiple fields which all contain vital information regarding the packet. Each field will hold binary number that will be examined by the layer 3 process. The binary of each field is used to identify the settings of the IP packet.

 The first field of the IPv4 header is version this is simply a 4-bit binary value which identifies the IP packet version. For IPv4 packets the version field is always set to 0100. The second field to be discussed is the type of service field, otherwise known as Differentiated Service (DS), this is an 8-bit field which is used to determine the priority of each packet. The first 6 bits are used to identify the Differentiated Service Code Point (DSCP) value, this is then used by a quality of service (QOS) mechanism. The 2 bits that remain are used to identify the explicit congestion notification (ECN) value that is used to prevent the dropping of packets during times of network congestion [20].
The next field is Time-to-Live (TTL) which holds an 8-bit binary value, this is then used to limit the life time of a packet. This is specified in seconds but is otherwise known as a hop count. This works by the packet sender setting an initial TTL value on a packet, the value of the TTL decreases by 1 each time the packet is processed by a router. If the TTL field then drops to 0, the router will then discard the packet and sends an Internet Control Message Protocol (ICMP) time exceeded message to the sender of the packet. The protocol field is an 8-bit binary value which indicates the data payload type that the packet is holding, this enables the network later to pass the data to the appropriate upper-layer protocol. The source IP address and Destination IP address fields are both 32-bit binary values which as the names suggest represent the source IP address of the packet and the destination IP address of the packet [22].

The Internet Header Length (IHL) field contains a 4-bit binary value which is used to identify the number of 32-bit words in the header. The next field is labelled Total Length, otherwise known as Packet Length, this 16-bit field defines the entire packet size, and this includes the header and data in bytes. The Header Checksum which is a 16-bit field is used to check for errors within the IP header. The checksum of the header is re-calculated and compared to the value in the checksum field, if the values do not match the packet will then be discarded [20] [23].

At times a router may have to fragment a packet when forwarding it from one medium to another medium that has a smaller maximum transmission unit (MTU). If this occurs, fragmentation will also occur, the IPv4 packet will then use 3 fields within the IPv4 header to keep track of the fragments. The first is Identification which is a 16-bit field, which uniquely identifies the fragment of an original IP packet. The Fragment Offset field which is a 13-bits is used to identify the order in which to place each packet fragment during the rebuild of the original un-fragmented packet [24]. The final field is the Flags field, this 3-bit field identifies how the packet is fragmented. It is used with the Fragment Offset and identification fields to help rebuild the fragment into its original state. 
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Figure 2 – Ipv4 Header [21]
1.11 Disadvantages of using IPv4 

1.11.1 IPv4 Addressing 

Although IPv4 is the most widely used internet protocol it is still massively flawed, to begin with IPv4 has a small range of IP addresses. IPv4 field is created using 32 bits, this familiar dotted decimal number for an IP address is created by splitting a 32-bit address into four 8-bit octets. An example of this would be the address 192.168.0.1, this then means that IPv4 only can only hold 232 or 4,294,967,296 IP addresses [22], [23], [24]. 

1.11.2 Network Address Translation (NAT)

The design network address translation (NAT) began in the early 1990s and was first commercially viable in April 1994 [25]. NAT was created specifically to slow down the inevitable exhaustion of IPv4 addresses [26]. The number of IPv4 addresses provided do not even come close to the required amount that is necessary to sustain the continued increase in technology (IoT). Because of the limitation of IPv4 a solution was created, that solution was NAT. NAT is the process by which a packet’s IP addresses are converted into another address. To save IPv4 addresses public and private addresses were created, private addresses cannot be routed on the internet which means they must be modified into a routable IP address (Public Address) at the edge of the network before they are passed to a public network, for example the internet. Once the private address is converted into a public address the device can then access the internet, this is possible due to the packets that leave the network  using the public address hcich are then converting back into private addresses once they re-enter the private network [2], [27]. NAT takes time and speed from any network that uses it that is why it is a disadvantage to IPv4. 

1.11.3 DHCP

The use of a Dynamic Host Control Protocol (DHCP) server is also a limitation within IPv4, this server is used to automatically allocate IPv4 addresses throughout a network. This means although there is no longer a need to add the IP addresses manually there is a need to maintain the DHCP infrastructure and manage the IPv4 addresses through this server. This adds an extra task to managing any network infrastructure [28], [29].

1.11.4 IPv4 Security  

 The lack of security that is used in IPv4 is also a massive disadvantage, now more than ever security within a network is key. The fact that IPv4 was designed without security in mind means it is weak against attackers. It is possible to add security to IPv4 for example the use of IPsec can be added, this unfortunately  would then influence the IPv4 performance due to the added level of complexity within IPv4 [30], [31]. IPsec is for authentication and encryption, it does this for all traffic across the network layer [30]. 

1.12 What is IPv6?

The Internet Engineering Task Force (IETF) started to develop a successor protocol to IPv4 in the early 1990s. Multiple efforts were taking place to attempt to solve the address space limitation within IPv4. The IETF recommended the creation of IPv6 in 1994, their recommendation is specified within RFC 1752 “The Recommendation for the IP Next Generation Protocol” [32]. As it stands IPv6 is not currently the primary Internet Protocol (IP), “google” currently track the number of users that access the website through IPv6. As shown in figure 3 as of November 2016, 12.42% of all google users are currently using IPv6 addresses.
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Figure 3 – Google users using IPv6 [33]
1.13 IPv6 Addressing and how it compares to IPv4

The most obvious difference between IPv4 and IPv6 is their length, IPv4 addresses as stated previously are 32 bits long, whereas IPv6 addresses are 128 bits long. As figure 4 demonstrates IPv6 is much larger than IPv4, they are also formatted differently. 
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Figure 4 – Ipv4 address and IPv6 address  [34]
IPv4 addresses is simply formatted using a maximum of 12 numbers separated by decimals, IPv6 on the other hand uses a hexadecimal which is a combination of number and letters. Figure 5 shows the breakdown of how hexadecimal compares to binary and decimal.
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Figure 5 – Binary and Hexadecimal Table [35]
1.14 IPv6 Address Transmission Types

1.14.1 Unicast 
	Table 3 -– IPv6 Unicast Addresses

	Address type
	Binary prefix
	IPv6 notation

	Unspecified
	00 . . . 0 (128 bits)
	::/128

	Loopback
	00 . . . 1 (128 bits)
	::1/128

	Multicast
	11111111
	FF00::/8

	Link-local unicast
	1111111010
	FE80::/10

	Site-local unicast
	1111111011
	FEC0::/10

	Global unicast
	(everything else)
	


Source:http://www.ibm.com/support/knowledgecenter/SSB27U_5.4.0/com.ibm.zvm.v54.kijl0/hcsk7b3014.htm

The IPv6 address type is slightly different to IPv4, whereas IPv4 uses destination addresses IPv6 uses an identifier for a single interface. A packet sent to a unicast address is delivered to the interface which is identified by that address, this can be either a link-local, site-local and global addresses. The link-local address is required on each physical interface. Link-local addresses are designed to be used for addressing on a single link for the purpose of automatic address configuration. There is also 3 other forms of a unicast address within IPv6 these can be seen in the bullet points below;

· Site-local Address - This address was designed to be used for addressing inside of a site without the need for a global prefix. A site-local address cannot be reached from another site. The global unicast address uses a global routing prefix which is a value assigned to a site (a cluster of subnet/links) [36], [37], [38].

· Unspecified Address - The address 0:0:0:0:0:0:0:0 is called an unspecified address. It is not assigned to any node, it is used to indicate the absence of an address.

· Loopback Address – The loopback address which is shown in table 3 uses the address 0:0:0:0:0:0:0:1. This address cannot be assigned to a physical link, it can be thought of as a link-local unicast address which is assigned to a virtual interface which allows local applications to contact one another [36].

1.14.2 Multicast

The multicast address used within IPv6 is also vastly different to the version within IPv4, IPv6s multicast uses an identifier for a group of interfaces. It is identified with a prefix of 11111111, similar to multicast type within IPv4 it is used to send packets to multiple destinations. IPv6 multicast uses a multicast scope, routers use the multicast scope to determine whether multicast traffic can be forwarded. There are 14 possible scopes, this can be seen in table 2.4 [36]. 

Table 4 – IPv6 Multicast Scope

	Value
	Scope

	0
	Reserved

	1
	Interface-local scope (same node)

	2
	Link-local scope (same link)

	3
	Subnet-local scope

	4
	Admin-local scope

	5
	Site-local scope (same site)

	8
	Organization-local scope

	E
	Global scope

	F
	Reserved

	All other scope field values are currently undefined.


Source:http://www.ibm.com/support/knowledgecenter/SSB27U_5.4.0/com.ibm.zvm.v54.kijl0/hcsk7b3014.htm

· Interface-local scope – This scope spans only a singular interface. A multicast address of interface-local scope is useful only for loopback delivery of multicasts within nodes. Link-local addresses are used by nodes when communication with neighbouring nodes on the same link [39].

· Subnet-local - This scope is given a different larger value than a link-local to enable possible supports for subnets that span multiple links [40].

·  Admin-local scope – This scope is the smallest scope that must be administratively configured, that is not automatically resulting from a physical connection.

·  Site-local scope- This is a site or organization internetwork, addresses must remain within their scopes. This means that Routers cannot forward packets outside of its scope.

·  Organization-local scope – This scope is used to span multiple sites belonging to a single organization.

·  Global scope - This scope is used for uniquely identifying interfaces anywhere in the internet [36], [39], [40]. 

1.14.3 Anycast

Whereas IPv4 uses broadcast IPv6 uses anycasts. This address type is used as an identifier for a set of interfaces which typically belong to different nodes. A packet sent to an anycast address is delivered to one of the interfaces which is identified by that address which is usually the nearest interface, which is determined by the routing protocol. The anycast address uses the same format as a unicast address, so a device cannot differentiate between a unicast address and an anycast address simply by examining the address. Instead anycast addresses are defined administratively [36] [39], [40]. 

1.15 IPv6 Header and how it compares to IPv4 

1.15.1 IPv6 Header

From what can be seen in figure 6 the IPv6 header is different to the IPv4 header although there are some similarities. The IPv6 header is simplified which makes its better than its IPv4 counterpart. The first section of the header is version just like IPv4 this is simply a 4-bit version number of the IP which since its IPv6 would mean the version number is 6. The next part of the header is traffic class which is an 8-bit field which holds two values, 6 of the 8 bits are used for different services, and the remaining 2 bits are used for explicit congestion notification (ECN). The traffic class is utilized so the IPv6 header can assume values to enable the source node to differentiate between packets which are generated by associating different delivery priorities to them [32], [41], .

 The next field is the flow label field, this field is 20-bits and it can be used by a source to label a set of packets belonging to the same flow. A flow is distinctively recognised by the combination of the source address and of a non-zero flow label. The payload length within the header is 16-bits and contains the length of the data field in bits following the IPv6 packet header. The payload length field has an upper limit on the maximum payload to 64 kilobytes, if a larger payload is required then a jumbo payload extension header will be provided within the IPv6 protocol. This jumbo payload (Jumbo-gram) is indicated by the value of a zero in the payload length field [42], [43]. 

The next header field is 8-bit and it is used to identify the type of header immediately following the IPv6 header, this field typically specifies the Transport layer protocol used by a packets payload. There are two types of next headers which are commonly used, these are the transmission control protocol (TCP) and the user datagram protocol (UDP) although these are the most common there are other headers which can be utilized. The hop limit is an 8-bit field which is decremented by 1 each time a node forwards a packet. If the hop limit field is lowered to zero the packet is then dropped. The primary reason behind this field is to prevent loops within the network, if a packet is trapped within a loop it will eventually be discarded in place of circulating the network indefinitely. The source field is almost identical to the field used within IPv4, although in the IPv6 header it is a 128-bit field. The source address field contains the IPv6 address of the originating node. The destination is also almost identical to the IPv4 field, once again the only difference is the bits, and the destination address within IPv6 is 128-bits and is used to identify the recipient of the node for an IPv6 packet [22], [37], [44]. A visual representation of the differences between IPv4 header and the IPv6 header can be seen in figure 7 and 8. Differences to IPv4 and IPv6 as a hole can be seen in figure 9
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Figure 6 – Ipv6 Header [45]
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Figure 7 – Ipv4 and IPv6 Header Comparison [46]
[image: image9.jpg]Parameter
Checkoam

Optional Fieds

Protocal

Message Broadeast

Fragmentation

Packet Flow
dentifcation

i
Checksan fed s bl in besder

Optons fied is avaiable

It s Addess Resoltion Prvocel
ARP) o map [P s 10 MAC
e

Interne Group Masmgament Prorocol
(GMP) s used 0 g mulicast

EEE——

Messags Brosdeast is avaable

Py
e p—
endr

No options el aailable

It ses Neghbor Discovey Profocol
instond of ARP:

Messass brosdcast s vl nstsndt
 liklocalscopealt-iodes muficast
s

[ —

Done oy by

the seader

Avaiable wsing Flow Label s

Difference hetween IPv4 and IPv6




Figure 8 – Ipv4 and IPv6 Header Breakdown Comparison [47]
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Figure 9 – Ipv4 and IPv6 Comparison [48]
1.15.2 IPv6 Header Extensions

There are opportunities to extend the IPv6 header to allow for added benefits, commonly there are 7 extensions used. The first extension is hop-by-hop extension header (EH) which is used for the support of Jumbo-grams or, used with the router alert option, this is an integral part within multicast listener discovery (MLD). The router alert is a key component within the operations of IPv6 multicasting through MLD. The next EH is destination extension header, this is used within IPv6 mobility as well as support for certain applications. 

The router EH which is similar to the destination EH is used within IPv6 mobility but it is also used in source routing. To support communication using fragmentation packets the use of a fragmentation EH must be used, in IPv6 the traffic source must do the fragmentation, this is due to routers not performing fragmentation of the packets as they are forwarded. The mobility EH is implemented to support mobile IPv6 services. The use of an authentication EH gives security to a network, the header provides support for data integrity and authentication of IP packets [49]. The final EH is the encapsulating security payload (ESH) EH, this extension encrypts all information following the ESH and for that reason it is inaccessible to intermediary network devices thusly giving added security to a network. 

1.16 IPv6 Advantages and how they solve issues with IPv4

1.16.1 Address space

One way in which IPv6 has vastly improved over its predecessor is with the size of the address space, due to IPv6 being a 128-bit address size there are a total of 340,282,366,920,938,463,463,374,607,431,768,211,456 or 2128 potential addresses. Compare this to IPv4 which as discusses in section 2.7.1 only has 4,294,967,296 232 potential addresses. From these two figures it’s easy to see that in size there is no comparison IPv6 is by far the superior protocol. Not only does the size of IPv6 mean that addresses will not run out for some time, if ever, but also there is no need for network address translation (NAT). Without the use of NAT connecting to the internet with IPv4 would not be possible due to the lack of address space [37], [39], [42].

1.16.2 IPv6 Address Allocation

One of the biggest benefits to using IPv6 over IPv4 is the address allocation, IPv6 does not need a dynamic host control protocol (DHCP) server unlike IPv4 which either uses a DHCP or needs an address given to it manually. IPv6 uses two primary methods to allocate IP addresses the first of which is Stateless Address Auto-configuration (SLAAC), through using SLAAC a device can gain a global unicast address without the need of a DHCP server. This works by a device requesting an IP address from a router, the router then replies with a prefix, prefix length and some other information. The device then generates its own interface ID, the device can then use the information send from the router to create its IPv6 address. The device then sends out another packet to ask other devices within the network if they have the same address as what was create, if the answer is no then the address is kept if the answer is yes then the device creates a different address and sends another packet asking if there are any duplicates within the network.

The second method to allocate an IPv6 address is through the use of a DHCPv6 server, unlike IPv6 a DHCPv6 server is an optional method [50]. The DHCPv6 server works in three forms these can be seen in the bullet points below;  

· Stateless – This works with SLAAC to allocate addresses the DHCPv6 server delivers DNS servers and other information, for example options for SIP phones and other services.   

· Stateful Mode – This works similar to that of a DHCP server with IPv4, a host can configure its IP address by using a DHCPv6 server. 

· DHCPv6-PD – This is typically used within a home router, the router will gain a network prefix through the DHCPv6 server which is taken from an internet service provider (ISP) [50], [51], [52].

1.16.3 Security

Unlike IPv4 the creators of IPv6 had security in mind when designing this protocol. Because of this IPv6 has security built in unlike IPv4 which can have security as an extension. One of the improvements IPv6 security has is the difficulty attackers will have when attempting to employ port scanning, port scanning is usually used as a reconnaissance technique. Due to the increase in address size it now takes much longer for a comprehensive port scan. Another form of security which is built into IPv6 is IP security (IPsec), IPsec provides interoperable, high quality and cryptographically based security services for traffic at the IP layer. It is optional in IPv4 but has been made a mandatory part of IPv6 [53], [54], [55]. 

Another form of security that IPv6 offers is Cryptographically Generated Address (CGA). In IPv6 it is possible to bind a public signature key to an IPv6 address, this will result in CGA. This provides added security to the IPv6 neighbourhood router discovery mechanism, and allows a user to provide a “proof of ownership” for a specific IPv6 address. This security was not possible in IPv4 due to the 32-bit address space constraint. CGA offers 3 Primary benefits. 

· It makes spoofing attacks against IPv6 addresses far more difficult.

· It allows messages sent to be signed by the owner’s private key.

· Using this method does not require any change or upgrade to the overall network infrastructure [54], [55].

1.16.4 Efficiency

IPv6 is a more efficient protocol than its predecessor IPv4 one of the reasons for this is IPv6s routing table is smaller than that of IPv4s, which then makes routing more efficient. IPv6 also has more efficient packet processing, due to IPv6s simplified IP header it makes packet processing better. Due IPv6 not using the check-sum field the check-sum does not need to recalculate at every router hop. 

IPv6 utilizes multicast rather than broadcast, multicast allows bandwidth-intensive packet flows to be sent to multiple destinations simultaneously which will save on network bandwidth [56], [20], [57], [58].

1.16.5 Quality of Service (QoS)

Another benefit that IPv6 has is the use of quality of service (QoS) built into the protocol. The IPv6 QoS management system uses a combination of the IPv6 packet flow label and the source IP address, Domain Global Identifier (DGI) for reserving and tracking all traffic flows. The traffic class (TC) field is used for scheduling packets at the router queues. This technique is a unique one, because an IPv6 network can be managed without configuring other QoS protocols, for example Resource Reservation Protocol (RSVP) [59] and Multiprotocol Label Switching (MPLS) [60]. The QoS manager uses the DGI to define traffic flows and to trace and reserve resources [61], [62], [63].

1.17 Related Work 
This section will focus on the comparison of how IPv4 and IPv6 perform and by which metrics they measured. The report “Performance Analysis of Networks with IPv4 and IPv6” uses two metrics, these metrics are average delay and throughput, the authors [64] experiment was set in a test-bed to evaluate the performance. This test-bed begun with two routers which was later increased to four and then seven, all routers were the same make and model each running the same IOS and routing protocol. This experiment also used two forms of traffic to test the performance which were the transfer control protocol (TCP) and the user datagram protocol (UDP), these forms of traffic were created and monitors using distributed internet traffic generator (D-ITG). From the results seen in this report the throughput of IPv4 stays constant even as the number of routers increase, this is the same for the TCP and UDP traffic. This is a very similar result to that of IPv6 which also remains constant throughout the testing. The results also show that IPv4 and IPv6 are very close in terms of throughput except for one instance in which IPv6 was slower. In terms of average delay IPv4 has half the delay of IPv6 [64] when using 7 routers, when using 2 routers or 4 routers the results are very similar.

 The paper that the following results will be compared to begins with two computers with the same specifications, each machine was configured with IPv4 and IPv6 at different times. The author [65] of this paper also states that the use of D-ITG is also necessary to monitor and track the traffic in this experiment, the traffic generated will be TCP and UDP. This experiment was run 10 times and had a duration of 30 seconds to gain maximum throughput for each packet size. The metrics used within this test were also throughput and average delay similar to the previous paper discussed. Just like the previous paper discussed the throughput of IPv4 and IPv6 is near identical with each protocol remaining consistent throughout the experiment. The average delay once again follows a similar pattern, IPv6 has more delay than its counterpart when TCP and UDP are both implemented [65]. 

The next paper once again uses computers with identical hardware, these devices are connected using a 100Mbps switch, this paper focused on different operating systems and how they affect the performance of IPv4 and IPv6 [66]. The experiment looked at TCP and UDP traffic using the metrics throughput and once again average delay, the use of D-ITG was the tool used to analyse the performance. These experiments once again demonstrate that the throughput of IPv4 and IPv6 are almost identical even when there are different operating systems involved. The average delay also kept a similar pattern, although shown in the paper the average delay does vary depending on the operating systems it’s still very clear that IPv4 has far less of a delay when compared to IPv6 [66].

 In the next piece of literature the test bed will be at its most basic, although the experiment that this paper will carry out will not be to this level of simplicity it is still beneficial to see how IPv4 and IPv6 perform without any interference. 

To compare to the previous results this experiment simply involves two computers which are directly connected through a standard Ethernet cable, the performance was then analysed by a traffic tool called “IP traffic” [67]. This network is simply a peer-to-peer network. This traffic tool generated TCP and UDP traffic and looked at the throughput and round trip time (RTT) performance, from the results show in this paper [68] it has a slightly different result from the previous pieces of literature. The results show quite clearly that IPv4 has superior throughput when TCP traffic was generated, when UDP was generated the through put once again was almost identical. The second metric used was RTT which is different from the previous metrics, this shows the time for packets to travel to a destination and then return to the source [69]. The RTT results demonstrate that IPv4 has far less delay over TCP traffic, although over UDP it still has less delay, as the packet size increases the difference between IPv4 and IPv6 becomes much smaller. 

The use of simulation software has made building and testing networks much more effective by removing the need for multiple pieces of equipment it makes testing a network much simpler. The next paper focuses on simulation three forms of networks, which are multi-access, this network connects each router to another router with the use of switches. The second is a point-to-point network which connects each router together through the use of their serial ports, the third and final network is known as a non-broadcast multi-access network (NBMA) which connects routers together using their frame relays [70]. Two routing protocols were then added to the simulation to test how Enhanced Interior Gateway Routing Protocol (EIGRP) and Open Shortest Path First (OSPF) compare to one another when IPv4 and IPv6 are also involved.  These networks were built using Cisco packet tracer and the data was captured using GNS3. This paper focuses on primarily packet loss, the results show that that IPv4 has less packet loss than IPv6 irrelevant of which routing protocols have been implemented [70]. 

The use of data traffic to send videos and voice has been widely implemented across countless networks due to how useful it is, this next paper [71] was created to simulate the effect IPv4 and IPv6 has on network performance when the traffic being generated is video and voice. The methodology used 11 routers within the backbone of the network, a singular router then connects to a switch on either side of the network and this switch is connected to 7 nodes meaning there are 2 switches and 14 nodes in total. These simulations were created using OPNET simulation software and focused on the throughput of these protocols. The results show that the average throughput for IPv4 and IPv6 demonstrated that IPv4 over the course of three simulations with varying amounts of network loads were slightly more effective, the difference between the two is so minimal that it is hardly noticeable. The results also show that as the network load increases that the gap in performance between IPv4 and IPv6 does decrease [71]. 

The use of simulation software was utilized by the author of this paper [72], once again an author is using OPNET as their chosen software. The simulation that was created using OPNET consisted of 2 wide area networks (WANs) and 2 local area networks (LANs), each LAN will contain 14 workstations and a server which are connected by a switch. Each LAN is connected via a router and both routers are linked. This simulation focused on four areas of traffic which are http, voice and email, the results of this traffic is demonstrated using the output of the Ethernet delay, http download response time, voice jitter and throughput. Due to throughput being a common factor within the back-round research that will be the primary focus, the results demonstrate that IPv6 has a much larger average throughput when compared to IPv4 [72].

The majority of the papers discussed previously have primarily been smaller networks, within the next paper the authors [73] focus on how IPv6 is effected in a large network when compared to IPv4. The experiment begun with a benchmark, by connected two identical workstations together via an Ethernet cable it was possible to see the ideal results for the throughput of IPv4 and IPv6, once these results were collected a large scale network was then created. The large scale network consisted of two identical workstations that were each connected to a Cisco switch which were then connected to two Cisco routers, these routers were then connected to the Taiwan Advanced Research and Education Network (TWAREN) which was designed for the ability to research large scale networks. This experiment will test end-to-end connectivity speeds and use the metrics throughput and packet loss to determine a result.

 The results from the benchmark of this experiment demonstrated that IPv4 when using a direct connection to another work station has slightly higher throughput than IPv6. By increasing the size of the network it allows the authors to have a greater understanding of which protocol is the more effective when dealing with much larger environments, the results of the large scale networks show that when implementing TCP traffic the throughput results show that IPv4 and IPv6 are almost identical with IPv4 having higher throughput with the narrowest of margins. When the implementation of the UDP traffic occurs and the bandwidth speeds change the results vary massively depending on the protocol, the bandwidth speeds and the packet size. The pattern that can be seen is that IPv4 once again has a higher throughput, in some results it showed throughput was 13% higher in IPv4 than it was IPv6. This experiment also demonstrated the results of how much packet loss there was within the IPv4 and IPv6 networks, the results show that on average IPv6 has a higher packet loss than IPv4, this result can also be seen within the previous paper [73].  

1.18 Conclusion

To conclude the literature review of this paper, it is clear that IPv6 is far superior to IPv4 on paper. From the IPv6 header being simplified which increases efficiency, to the size of the addressing space between both protocols it’s clear that IPv6 seem the improved protocol. The information from section 2.13 seems to contradict the theory that IPv6 is superior to IPv4, this is due to IPv4 having a higher levels of performance throughout the research. It is very possible that these results may be mimicked within this experiment, or the results may be completely different, more testing is required before a result can be determined. 
Chapter 3 - RESEARCH METHODOLOGY

1.19 Introduction

This chapter will focus on the methodology behind this project, this includes the breakdown of the research process through the use of the research onion. This section will also discuss where all the information was gathered, how it will be utilized and implemented and how the data gathered will be compared. The use of either a physical or logical implementation will be discussed along with advantages and disadvantages for the two methods. Once a method is selected the next stage will be to decide upon a suitable simulation software.
1.20 Research Process

The first section of the research onion shown in figure 10 has 4 sections positivism, realism, interpretivism and pragmatism, the process used for this project was positivism because it’s primarily used to generate a hypotheses. The second layer of the research onion holds two areas which are deductive and inductive research, within this project the deductive method was used. Deductive research was used because it involves beginning with a question and the task is to answer it, during this project the question asked is IPv6 better than IPv4. The third layer has multiple areas which can be seen in figure 10 although one will be selected for this study, the choice of an experiment will be the primary source of information for this project, and the experiment method is used to generate data which can be statistically analysed. The fourth layer of the onion focuses on the use of quantitative, qualitative or both data analysis, for this project the use of quantitative analysis will be used individually which is known in the onion as mono-methods which is using either quantitative or qualitative. The reason why quantitative is an ideal choice for this project is primarily due to the outputs from the experiments, since all the outputs will be statistical it’s an ideal choice.
 The fifth layer of the onion has two sections, cross-sectional and longitudinal. This project uses the cross-sectional area of the onion, this means the study was done over a short period of time. The longitudinal section would be done if a study was done over the course of years. The sixth and final stage of the onion focuses on data collection and analysis. The data collection for this experiment can be seen within section 3.3, 3.4 and 3.5 of chapter 3 [74], [75]. 
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Figure 10 – Research Onion [76]
1.21 Gathered Research
This section will focus on the information that was discussed throughout chapter 2. Section 2.13 in particular focuses primarily on research papers which discuss a similar experiment to the one which is trying to be achieved within this paper. All information from  chapter 2 was gathered through the use of IEEExplore [77] which gives access to countless journals of information, the use of google scholar [78] was also used although less frequently due to IEEExplore being superior. The use of multiple books were also utilized to gather information throughout this experiment. Using the information gathered in section 2.13 the methods to build this experiment can be chosen, this will begin in section 3.4. 

1.22  Implementation Methods

2.1.1 Physical Implementation

A physical implementation of this experiment would involve designing a network using real world application, this would involve connecting multiple PC’s, switches and routers together. Please see the advantages and disadvantages of this method below [79].

Advantages;

· More Realistic Results

· Results are more Consistent

Disadvantages;

· Takes time to Build network 

· Cost of implementation

· Difficult to make changes to network design

· More difficult to troubleshoot network issues 

· Network size is limited to equipment available

· Difficult to monitor and gain results

2.1.2 Logical Implementation    

A logical implementation would involve choosing a simulation software and building the network within the software which would simply involve dragging and dropping nodes into place. Then changing some configuration settings to the parameters for this experiment. Please see the advantages and disadvantages of this method below [79], [80].

Advantages;

· Simple Implementation of network design

· Easier to make changes during experiment

· Cheaper

· Faster

· Simple to correct errors

· No real world issues can interfere with results i.e. damaged cables etc.

· Easily see results in multiple formats

Disadvantages;

· Results can change depending on software chosen

· Results are less dependable

· Any errors may affect results 

From looking at the advantages and disadvantages of methods above it seems that the simulation is the better option due to its simplicity, cost and the amount of time it takes to build and run simulations. The simulation will be the method utilized within this experiment.
1.23  Simulation Software

1.23.1 Riverbed Modeler Academic Edition (Opnet)

The first simulation software to be discussed is Riverbed Modeler Academic Edition which is an updated version of Opnet, which was seen throughout section 2.13. The only flaw with this software is the fact it can only run a maximum of 40 nodes, this limitation can be surpassed by using a LAN base which can simulate multiple devices while acting as a single node. The features of this software can be seen below;

· Built in Wireless Capability 

· Specially designed lab manuals

· Built in use of IPv6

1.23.2  Net sim 

Netsim is a simulation software that simulates Cisco systems, it is also currently available for use due to the University of Wales Trinity St David having licenses available. The only issue with this license is that it is for the student version of netsim which does not support IPv6 which is a huge issue due to the experiment being based around IPv4 and IPv6, although this software will not be chosen due to the fact IPv6 is unavailable unless a valid license is purchased, the features can still be seen below [81], [82];

· Use of wireless networks 

· Uses Cisco based systems

· Use of Internet of Things 

1.23.3 NS2 and NS3

NS2 and NS3 are Linux based simulation software’s, these software’s are very complex and time consuming to use due to there being no graphical user interface (GUI). This would mean that a knowledge of scripting language is required to use these software’s. NS also lacks the support of wireless sensor networks meaning that it is not possible to implement any form of IoT [80]. Please see the features below;

· NS2 and NS3 - Open Source

· NS2 – Stability

· NS2 - Many extensions and tools available from the community 

· NS2 – Many protocols are supported

1.23.4 Qualnet

Qualnet is a GUI based simulation software which allows users to not only design the network architecture but to also implement them within a logical design of a building, the only issue with this software is the cost. Qualnet is not an open source software meaning that without purchasing a licence it is not possible to gain a valid copy [83].  The features of Qualnet can be seen below;

· Real time speed

· Model Thousands of Nodes

· High detailed protocol models

· Wireless Implementation

· Use of IoT

1.23.5 Packet Tracer

Packet tracer software is a Cisco proprietary software which allows users to build and design an array of networks with the ability to configure each device as required, the only downside to this software is its lack of output. To gain results within packet tracer another software such as wire shark is required although even then the results are suitable [84], [85] . Please see the features of packet tracer below;

· Supports IPv6 

· Supports Wireless networks 

· Flexible network designs

· Simulates continuous real-time updates of underlying network logic and activities
1.23.6 GNS3

GNS3 is a GUI based simulation software that is used to visualize, plan, test and troubleshoot a variety of network designs. The only issue with GNS3 is the wireless networks and physical networks cannot be used within the same simulation, meaning that it is not possible to test wireless and physical networks at the same time [86]. The features if GNS3 can be seen below;

· The ability to load IOS images directly into the software’s devices, 

· Supports IPv6

· Open Source Software

1.24 Conclusion
To conclude this chapter, the research process was selected through the use of the research onion and its many layers. The choice of using a simulation over a real-world implementation was also decided due to a simulations simplicity and cost. From the simulation software’s discussed in section 3.4 the one that has been selected for this experiment is Riverbed Modeler Academic Edition, the reason behind this decision comes from riverbeds ability to use IPv6 and the use of IoT. Riverbed although does not have all features available due to it being the academic version, the features that are available are more than enough to complete this experiment with ease. Apart from the features another reason riverbed was selected was due to it being used regularly within other experiments, which can be seen in section 2.13.
Chapter 4 - DESIGN & IMPLEMENTATION

4.1 Introduction

This section of the report will discuss the overall design of the networks that will be used within this experiment. This will include the breakdown of what networks were chosen and why, what traffic will be generated and why that specific traffic was chosen.

4.2 Network Design

4.2.1 Small Network

The first network that will be implemented into this experiment will be a basic small network which will consist of one router two switches and a LAN base100T connection which will simulate 10 devices which run at 100MB/s, an example of this network can be seen in figure 11 and 12, although figure 14 is not the small network configuration the only difference is the number of devices being simulated the applications used are identical which is why it can be used as a reference point.
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Figure 11 – Small Network Design Overview
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Figure 12 – Small Network (Inside Rooms)

The reason behind this first design is to begin this experiment with a basic result, using this network type it allows the results to be as pure as possible without any interference from large amounts of devices or by using large amounts of traffic. The results from this network can then be compared to the next networks to be discussed to conclude on the difference between IPv4 and IPv6. The use of an application is also necessary when using Riverbed Modeler, these can be seen in figure 11. The application is used to generate traffic, the profile is then related to an application this process can be seen in figure 13. The profile will be given to a node and that node can then determine what traffic to generate based upon the profile it has been given. The links remained consistent throughout this design using the 1000basex link which runs at 1GB/s. This link was chosen because it has a high enough bandwidth to move traffic throughout the network with ease. The results from this simulation will be taken from the connection between the routers and the rooms. 
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Figure 13 - Application and Profile Configuration
4.2.2 Enterprise Network

To gain reliable results the implementation of an enterprise network will also be utilized, the enterprise network which will be based upon a 3-tier hierarchy. The 3-tier hierarchy will consist of a core, distribution and then an access layer. These can all be seen in figure 14.
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Figure 14 – Enterprise Network Overview
This network will consist of a router at the core, two switches at the distribution followed by 4 switches at the access layer. The access layer switches will then be connected to 4 different floors/rooms. The reason this design was selected over other designs was due to it being the primarily used design when creating an enterprise network [87]. As stated in section 4.2.1 the use of an application and a profile is also necessary, these can be seen in figure 13 and 14.

Figures 14 and 15 demonstrate that within the access layer there will be multiple rooms/floors which will contain a switch which will be connected to a LAN 100baseT which will simulate 250 devices all running at 100MB/s that will then simulate a mixture of TCP, HTTP, voice and video traffic. The LAN stations and the configurations can be seen in figure 16. Similar to the small network the use of 1000baseX0 links were used due to the high levels of traffic within this network a high bandwidth link was a necessity.  The use of multiple routers was also deployed to simulate an internet service provider (ISP), a mesh was created using routers to put IPv4 and IPv6 to the test due to the constant stripping of the headers. The results from this simulation was taken from link from node 12 to node 11. 
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Figure 15 – Enterprise Network (On each floor)
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Figure 16 - LAN Stations Configuration
4.2.3 Connecting Enterprise Networks through a WAN

The final network design that’s going to be simulated will involve the same enterprise design shown in section 4.2.2. There will be an exact copy of the network shown in figures 14 and 15 which will connect to a smaller network via the router mesh (ISP). This design was chosen to simulate the use of a wide area network to determine how the protocols will be effected when communicating between networks. An example of this can be seen in figure 17, 18 and 19.
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Figure 17 – Enterprise Networks Connected Via WAN
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Figure 18 - Inside subnet (Enterprise WAN)
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Figure 19 - Inside Each Room (Enterprise WAN)

To keep this experiment consistent the same applications will be used, the use of TCP, HTTP, voice and video traffic will be deployed throughout this network which can be seen in figures 16. The use of 100baseT LANs have also been implemented to simulate 250 nodes within each floor/room within the enterprise and 10 within the smaller network. Similar to sections 4.2.1 and 4.2.2 the use of 1000baseX links have been used to keep the speeds at 1GB/s consistent throughout the experiment. 

4.3  Traffic Types

4.3.1 Transfer Control Protocol (TCP)

The first form of traffic that has been chosen is the transfer control protocol (TCP), the reason this traffic was chosen was due to it being the commonly used communication language of the internet. It is used in all networks which it is a must have when testing IPv4 and IPv6 [88], [89]. This form of traffic will be used throughout of the network to gain reliable results. 

4.3.2 Hypertext Transfer Protocol (HTTP)

The hypertext transfer protocol (HTTP) is the foundation of data for the internet, hypertext is structured text that uses logical links between nodes containing text [90], [91]. The reason this traffic type was chosen was due to it being consistently used within networks that require a connection to the internet, which is the case with a vast majority of networks. 

4.3.3 Voice Traffic

The use of voice traffic was also carefully selected due to the number networks which utilize Voice over IP (VoIP) VoIP. A large number of examples that have been researched have had some form of VoIP implementation [92], [93]. Another reason behind the decision to implemented VoIP comes from section 2.13. Within the back-round research it demonstrates that one of the experiments that was discussed used VoIP which made it a valid selection for this experiment. 

4.3.4 Video Traffic

The use of voice traffic video was also selected, once again this was selected due to it being discussed within section 2.13. Video was also selected due to the amount it is also used within an enterprise networks, whether that be with video conferences or streaming [94]. 

4.4 Conclusion

To conclude the design and implementation of this network, there will be 3 network designs implemented into a simulation, the first is a small network, the second an enterprise network which will then be followed by two networks, an enterprise network and a smaller network which are connected via a wide area network (WAN). The implementation of four traffic types will also be utilized. The use of TCP, HTTP, Voice and Video traffic will also be generated throughout the simulation to gain accurate results which mimic real world application as closely as possible. The results will be determined by using all the traffic at once, this will be done because within a real network different traffic will influence one another, by segregating the traffic it may create unreliable results. All simulations will simulate 1 hour and will be carried out 10 times each to gather a more reliable result. 

Chapter 5 – Testing and Evaluation 

4.5 Small Network Results 

4.5.1 Throughput
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Figure 20 - IPv4 and IPv6 Average Throughput
Figure 20 is the throughput of the small network when IPv4 and IPv6 is being deployed. The IPv4 result demonstrates that the throughput of the network is roughly 16,500,000 bits per second which translates into 2MB/s which is typical result considering the size of the network. 

 From looking at the two results shown, figure 20 demonstrates that within a smaller network model there is not much difference, although IPv6 is slightly faster. The results are very close which was expected due to the research done within section 2.13. Due to the results being too close to compare a larger network is required which is why this experiment was done across three different network types, this will give a strong indication as to which protocol is the superior. 

4.5.2 Utilization
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Figure 21 - IPv4 and IPv6 Average Utilization 

The use of utilization to determine how effective a network is important during the design process, without a high utilization it is difficult for any device to work to its highest potential. Figure 21 shows the average utilization of IPv4 and IPv6 within the small network. The utilization when IPv4 is in effect is around 16.5%, due to the simplistic design this result was expected because of the low level of traffic and interference from countless routers. 

The IPv6 results once again show little difference between the two protocols with IPv6 also having around 17% utilization. Once again further testing into bigger networks is required to see a difference between the two protocols. When further testing is done, it is safe to presume that the utilization of both protocols will change massively. 

4.5.3 Packet Loss
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Figure 22 - IPv4 and IPv6 Average Packet Loss

Figure 22 demonstrates the packet loss of IPv4 and IPv6 within a small network, the graph compares how many packets were lost compared to those that were not. The results show that there was in fact zero packet loss, once again this was expected due to the simplicity within this network the likely hood of a packet being dropped is extremely low. As the size of the network increases it is still unlikely the results will change due to this being a simulation it is difficult to simulate packet loss without implementing some form of interference. 

The results of IPv6 are identical to IPv4, this again is due to the size of the network. It is also most likely due to the simulation software being used. By making the network small and simple it makes packet loss unlikely. Further testing on a larger network will be carried out to determine if there will be a higher packet loss ratio or the same result.
4.6 Conclusion 

To conclude the testing of the small network it is shown in all the figures within section 5.1, the difference between IPv4 and IPv6 is marginal at best. This is most likely due to the size and level of complexity of the network. Without multiple devices and routers interfering with the traffic it is difficult to conclude as to which protocol had the better performance. By adding more routers in the next stage of testing to interfere with the IPv4 and IPv6 traffic, it will be much easier to see a visible result. The next stage of testing is required to gain a better understanding into which protocol is superior.

4.7 Enterprise Network

4.7.1 Throughput
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Figure 23 - IPv4 and IPv6 Average Throughput 

Due to limitations within Riverbed Modeler academic edition there were some changes made to the network design, in place 15 rooms on each floor there was a single LAN placed within a subnet, this LAN then simulation 250 devices all generating traffic at once. To have a larger effect on the performance of IPv4 and IPv6 an extra 7 routers were added, the routers are connected as a mesh network to simulate an internet service provider (ISP), this was done to gain more accurate results. The more routers the larger the effect it would have on IPv4 and IPv6. These results will be taken from the links connecting to the final router within the mesh so it will have the largest effect on the results. The results from figure 23 demonstrate the effect of a larger network on speeds, due to the number of devices and traffic they all generate. This has had a massive effect on the throughput, the biggest impact to the network is most likely the number of routers the traffic must pass through. The effect routers have on IPv4 and IPv6 were discussed within section 2.13 [66], [95], [96]. The results show the number of bits per second drop from 16,500,000 to an extremely low pique of 525, this is a huge drop in throughput. The results show that over time IPv4 also drops to around 450bits per second. 
 Although IPv4 and IPv6 have been impacted there is still a clear difference between the two protocols, the results show that IPv6 has an increase of 15% when compared to the throughput of IPv4. Although the results show the throughput is extremely low using both protocols it’s still easy to see that IPv6 is still performing better. Even as the level of throughput begins to drop IPv6 still maintains a higher throughput than IPv4. The reason why IPv6 has a higher throughput is most likely due to the simplicity of the IPv6 header when compared to IPv4, as discussed in section 2.11 IPv6 header is simplified meaning it can be processed faster than IPv4 which then gives the protocols a higher throughput [97], [98], [99]. 

4.7.2 Utilization
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Figure 24 - IPv4 and IPv6 Average Utilization

The drop-in Utilization in figure 24 is monumental, the utilization has dropped from 70% to a peak of 0.0005%. This drop is most likely due to the combination of traffic running through the network along with issues while using the simulation software [100], [94].

When comparing the results from IPv4 and Ipv6 utilization it’s once again visible that IPv6 is more effectively utilized, although the drop-in utilization is still devastating IPv6 still has superior utilization. IPv6 has a utilization of 0.005% which is still an increase of 10% over IPv4s result of 0.00045%. The throughput the most likely reason behind the performance of IPv6 is due to the simplified header, because the IPv6 header is less complex it can be processed more efficiently meaning the routers can utilize the bandwidth more effectively.

4.7.3 Packet Loss
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Figure 25 - IPv4 and IPv6 Average Packet Loss

Once again there is no packet loss within this network this is most likely due to the limitations of simulation software’s, although there are software’s that account for packet loss within a simulation Riverbed Modeler academic edition cannot effectively create packet loss. 

Just like IPv4 there is no packet loss when IPv6 is deployed, as stated previously this is most likely due to the software rather than the networks efficiency. When using an enterprise network there will most likely be packet loss even if it is an insignificant amount that would not have an effect on the network [101].

4.8 Enterprise Networks Connected Via WAN

4.8.1 Throughput

To compensate for the issues with Riverbed Modeler academic edition a change in design was necessary for the second time, the design change was identical to the changes within the enterprise network in section 5.2. Two networks were connected via 6 routers to simulate an ISP, one network was the enterprise network which was discussed in section 5.2, and the second network was a single router, switch and a LAN baseT simulating 10 PCs that were all running the same traffic as the enterprise network. These results were taken from the link that connects the network to the “ISP”.
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Figure 26 - Ipv4 and IPv6 Average Throughput
As shown in figure 26 the difference between IPv4 and IPv6 is massive, this was an unforeseen issue which affected the outcome of the experiment. Although a single issue was unable to be found in the short amount of time that remained one the experimentation was completed. The most likely cause of the issue comes from the routing protocols used as default within Riverbed Modeler academic edition. Although IPv4 uses OSPF as a default routing protocol, IPv6 used RIPng which is an old outdated routing protocols which is not designed for large scale networks [102]. 

4.8.2 Utilization
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Figure 27 - IPv4 and IPv6 Average Utilization
As stated in section 5.3.1 due to the default routing protocol used it was not possible to gain reliable results by the deadline of this experiment. That is why the utilization and pattern within this report is inconsistent. 

4.8.3 Packet Loss
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Figure 28 - Ipv4 and IPv6 Average Packet Loss
Figure 27 demonstrates that once again there is no packet loss, although there have been issues within the enterprise network using a WAN the packet loss is still unaffected which is still due to the simulation software being ineffective unless instructed to deploy a specific amount of interference. 

4.9 Conclusion

To conclude section 5.3 the results that were discussed are deemed useless due to the issues faced during the simulations, it’s for this reason that a clear result was not gathered. 

Chapter 6 - CONCLUSIONS AND RECOMMENDATIONS

6.1 Conclusion

To conclude, this project begun with a single aim which can be seen in section 1.2 of this report, to achieve this aim a set of objectives was also determined. The first objective was to gain an in-depth knowledge of IPv4 and IPv6 which was achieved throughout chapter 2, within this section the finer details of IPv4 and IPv6 were researched. The research included the IP header of both protocols along with a list of issues within IPv4 and benefits of IPv6. From the research, it was clear that IPv6 seemed the superior protocol due to its countless benefits and simplified IP header meaning that the first objective was completed successfully. The second stage of research ties into the secondary objective which was to analyse similar studies to the one carried out within this report, during this study it was clear that IPv4 was consistently performing better than IPv6, these results can be seen in section 2.13.
Once data was gathered chapter 3 focuses on how the results would be gained along with the choices behind specific areas of the study, the research onion was broken down to explain what path this experiment is working towards. Chapter 3 also determined which would be more effective a simulation or a real-world implementation, a simulation was used because of its cost, east of use and how simple it is to benchmark results. Once the simulation was the primary method of testing the next stage involved selecting a simulation software, the research showed that Riverbed Modeler was the best option because it was open source and can run IPv4 and IPv6. 
 The next stage was to use the information gained from this research to design a network design and then implement it into a simulation to compare the results of IPv4 and IPv6. This was somewhat successful; the smaller network was implemented with ease within the simulation software chosen. During the next stage of implementation, issues began to occur. The simulation software had limitations forcing a design change. This design change meant that potentially the results were affected. During the final network design, there was a massive issue with IPv6 not running correctly, it was determined this was down to the default routing protocol which was running within the simulation. The design and implementation concluded with changes being forced due to issues caused by the simulation software meaning this objective although completed was not done very efficiently. 
The next objective that was attempted is completed within chapter 5. Chapter 5 focuses on the comparison of the results taken from the simulations. During the comparison process, there were some clear results. The small network demonstrated that IPv6 performed slightly better than IPv4 in throughput and utilization although it was only by a fraction. The packet loss result was limited by the software, without stipulating how much interference to give the network it was not possible for any packets to become lost. The second set of testings also had an interesting result, during the testing of the enterprise network there is a clear difference between IPv4 and IPv6. Although both are running at a very low speed it is still clear that IPv6 has an improvement of at least 10% improvement over IPv4 in throughput and utilization, packet loss was once again non-existent as stated previously. The final results that were taken from the enterprise network connecting to another network via a WAN had unusable results, because of an issue which was caused by the default routing protocols which IPv4 and IPv6 use there was no time to fix the issue. The results show that IPv4 has a throughput 100,000x better than IPv6 which is enough evidence to see that there is an issue with the simulation. The final objective within this project involves coming to a conclusion on which protocol had the better performance, although within the first two simulations the results are clear there is simply not enough testing completed to come to a final conclusion as to which protocol performed the best. The aim of this report was to see how the two protocol differ to one another, even though the results don’t give a clear indication the aim can still be deemed complete through the countless areas of research on both IPv4 and IPv6 and how they compare. Further testing must be completed to finally conclude which protocol performs the best.
6.2 Recommendations for  Further Research

The research that has been conducted has many possibilities for further research. The first area that can be expanded upon is the use of routing protocols and how they will affect IPv4 and IPv6. The routing protocol OSPF is used throughout the networking world, when IPv6 was introduced there was also the implementation of OSPFv3 which is used specifically with IPv6. There are currently multiple papers and experiments discussing how a routing protocol can affect the performance of IPv4 and IPv6 although this field can be expanded upon [70], [103], [104].  Another area that can be expanded upon for further research is the use of transition methods within IPv4 and IPv6, due to the protocols being unable to directly communicate within a network that required both IPv4 and IPv6 the use of a transition method is required. An example of a transition method would be dual stacking which is running both IPv4 and IPv6 within the same network at the same time [105], [106]. The use of dual stacking could affect performance due to devices within the network having to process two different IP addresses. Similar to the routing protocols there are currently multiple tests that involve these transition methods [107], [108].
The use of IPv4 and IPv6 within different network designs can also effect results which is why this is another field that further research can improve, the implementation of IPv4 and IPv6 within an LTE network for example could have a different effect on the results when compared to the results of an enterprise network using a three tier hierarchy design [109].

Chapter 7 – Reflections 

6.3 Improvement to Future Study 

Although this experiment could be deemed a success there were still issues with methods and the project overall, this section will focus on possible improvements on future experiments. Although the overall research was done thoroughly one area that needed more research was the simulation software, in section 3.4 it discusses the different benefits and limitations of specific software’s this was not completed to a high standard which is apparent due to the issues that were faced. Due to the issues with the software chosen the overall design of the enterprise network changed from its original design, originally there were thousands of nodes after the design change there were only 32 since Riverbed Modeler academic edition only supported the use of 40 nodes. This issue could have been easily avoided if the research into the simulation software’s was done more efficiently. 
Another area of improvement was the implementation of the network designs, due to issues when simulation enterprise networks connected via a WAN it was clear that the issues with the software and the lack of experience from the user it was necessary to not attempt anymore simulations. The issue specifically effected the IPv6 network and not the IPv4 network, it was extremely difficult to determine whether the issue was related to the software or due to the user’s inability to use Riverbed Modeler academic edition. Time management was also an area for improvement within this experiment, because the simulations were completed at a further date than originally intended when an issue occurred within the routing protocols used for this experiment it was too late to solve the issue. The time management can be seen within section 7.3.
6.4 Personal Benefit

During this project, there have been multiple areas that have benefited the author’s ability’s. The first and most obvious benefit is the use of time management, although time management was an issue during the experiment this was also a learning experience and future mistakes will not be made from the lessons taken from this project. The disadvantage of a deadline can also be a positive since this will be beneficial in working environment where a deadline will be the part of a typical day.  Another benefit of this project is knowledge of IPv6, because IPv6 will soon begin to take over the networking world understanding its key mechanics is a huge advantage in a highly competitive field of work. New skills have also been developed during this project, by using Microsoft project and Riverbed Modeler academic edition two new pieces of software can now be taken advantage of by the author. Microsoft project was used to design Gantt charts throughout this experiment to manage time to efficiently develop the project. The ability to use Riverbed Modeler is a wonderful skill, simulations are used consistently throughout the networking world so the capability to use such software’s is a major advantage. The final key skill that can be taken from this project was the use of a log book, throughout this experience notes were taken to track tasks and information. This logbook can be seen within the appendices E - T.

6.5 Project Management
To optimise the time management within this project a Gantt chart was created to plan a time frame of each task within this experiment, this Gantt chart can be seen in appendices A-B. This Gantt chart although was very helpful during this project could not be followed completely due to unforeseen circumstances. When comparing appendices, A–B and C-D there are a few subtle changes, the first is the length of the literature review. The literature review was updated throughout the project and was not completed in January as originally planned which is why it now shows the completion will be the 25th of April due to the addition of the back-round research task. Apart from the length of the literature review all other tasks during the literature review remained the same. The next change within the Gantt chart begun with research methodology as shown in appendices A-B the research methodology was planned to finish within 13 days. Within appendices C-D the research methodology was updated to be completed within 10 days, this was possible due to the research done within the “research simulation software” task. The simulations that was chosen within this section could output the data collected within a simulation making the gaining results tasks much easier to complete. 

The next change comes within the implementation section of the Gantt chart, appendices A - B demonstrates the implementation of the network designs within the simulation software would take 5 days when as shown in appendices C - D it took 7 days. This was due to the software chosen, Riverbed Modeler academic edition had limitations with the number of nodes that could be used, because of this limitation it took time to come to a solution. Another change within this section comes from the actual simulations themselves, as shown within appendices A-B the “run simulations using IPv4” and “run simulations using IPv6” tasks have a total run time of 30 days. These two tasks could be combined within appendices C-D due to the use of multiple scenarios within a single simulation. Riverbed Modeler academic edition allows users to run multiple scenarios, this meant that IPv4 and IPv6 could be run within the same simulation but within different scenarios which would in turn take less time and make gathering results more efficient. The final changes to this project comes from the “analyse results” section of the Gantt chart, appendices A-B planned to complete the analysis within 16 days, appendices C-D shows that it was able to be completed within 14. The reason for this is once again down to the simulation software chosen, since Riverbed Modeler can run multiple scenarios within a single simulation it is a simple process to view results within the same output which then gives a reader a much clearer conclusion to this project.
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GLOSSARY

IP – (Internet Protocol) Used as an address for devices within a network.  

IPv4 – (Internet Protocol Version 4) Version of the Internet Protocol.
IPv6 – (Internet protocol Version 6) Version of the Internet Protocol.
NAT – (Network Address Translation) Used to translate Public IP addresses into private addresses.
TCP – (Transfer Control Protocol) Common Language used for devices to communicate. 
HTTP – (Hypertext Transfer Protocol) Traffic used primarily to transfer files through the internet.
VLSM – (Variable Length Subnet Mask) Used to manually calculate an IP address scheme for a network.

QoS – (Quality of Service) Used to monitor the performance of a network.
ICMP – (Internet Control Message Protocol) Used by routers to send messages for example error messages.

IoT – (Internet of Things) The ability to connect multiple devices to a network, for example temperature sensors, light management or even a fridge freezer.
DHCP – (Dynamic Host Control Protocol) Used to allocate IP addresses throughout the network without the need to manually enter them.
IETF – (The Internet Engineering Task Force) A large community of network designers and researchers.

UDP – (User Datagram Protocol) Used to send short messages across a network.
SLAAC – (Stateless Address Auto-Configuration) Used by devices within a network to allocate itself an IPv6 address without the need of a DHCP server.
RSVP - (Resource Reservation Protocol) - Used to reserve resources across a network for an integrated service network.  

MPLS - (Multiprotocol Label Switching) - Used to direct data from one node to another based on short path labels in place of a long network address.

EIGRP - (Enhanced Interior Gateway Routing Protocol) - Routing Protocol used by routers to allow devices to communicate efficiently within a network.

OSPF - (Open Shortest Path First - Routing Protocol) used by routers to allow devices to communicate efficiently within a network.
WAN - (Wide Area Network) - A network that is extends over a large geographical distance.
LAN - (Local Area Network) - is a group of devices which share a common communication line to a server, typically used within an office setting.
VoIP - (Voice over Internet Protocol) - Phones that use the internet in place of a land line connection. 

ISP - (Internet Service Provider) - A company that provides internet access to a network.

GUI - (Graphical User Interface)

NBMA - (Non-Broadcast Multi-Access Network)

TWAREN - (Taiwan Advanced Research and Education Network)

