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[bookmark: _Toc111222134]Chapter 2 – Literature Review

[bookmark: _Toc111222135]2.0 Introduction
This chapter of the dissertation will analyse; relevant, key, authoritative and academically valued sources of literature regarding the previously outlined research areas which are; definitory, digital and technological, financial, psychological and criminological, and strategic sides of terrorism.

Furthermore, the purpose of this chapter is to achieve Objectives 1 and 2 of the dissertation, which for reference are: 1. Critically analyse the meaning and definition behind the term “terrorism”, the misuse of the term, the need for the term, as well as the conflicting principle of “one man’s terrorist is another man’s freedom fighter”.

As well as: 2. Thoroughly research and understand the digital, technological, financial, psychological, criminological, and strategic sides of terrorism to establish how terrorist organisation’s function and behave.

These objectives will be achieved by analysing literature acquired from the UWTSD e-learning online library database, as well as the internet search engine called Google Scholar, a search engine specially tailored to navigate the internet to obtain and present data from verified academic and scholarly sources, with information coming from media such as academic journals, research and development publications, expert and professional textbooks, government publications, and alternative authorised and qualified sources of public information regarding terrorism.

Search terms used to obtain and acquire information presented in this chapter include; “terrorism”, “defining terrorism”, “role of technology in terrorist strategy”, “terrorist finances” and “the psychology behind terrorism”.

[bookmark: _Toc111222136]2.1 The Definitory Side of Terrorism
Terrorism as an aggressive act of violence, an agenda to instil fear, or as a cause for freedom has been seen throughout history (Jenkins, 2020). Due to its varied appearances, scale and motivation, its inherent identity may seemingly shift from cause to cause, but fundamentally at its core and origin, it is ultimately and consistently the same in what it strives for, and that is religious, ideological, or political change. 

As established in the previous chapter, the Terrorism Act (2000) provides the United Kingdom’s definition of terrorism as:

“The use or threat of action designed to influence the government or an international governmental organisation or to intimidate the public, or a section of the public; made for the purposes of advancing a political, religious, racial or ideological cause.”

Figure X - Definition of Terrorism (Source: Terrorism Act, 2000)

Although the UK operates on the same legal definition, conflicting definitions are more common internationally and the further you get from Europe. Baker (2019) and Chris (2014) demonstrates this, by observing the US’s attitude to defining terrorism, with the CIA (Central Intelligence Agency), DHS (Department of Homeland Security), FBI (Federal Bureau of Investigation), NCTC (National Counter-terrorism Centre), DoD (Department of Defence), and DoS (Department of State) all have differing definitions of the same word despite being in the same country and operating on the same legal system (Baker, 2019 and Chris, 2014). 

Additional complications and misuse of the term according to Ganor (2013) can be found when looking at the World Muslim League’s definition of terrorism, with the organisation claiming; “if you insult someone’s intelligence you are committing an act of terrorism” (Ganor, 2013).

As previously established, the complexities of defining terrorism is showcased in the U.S, where according to Stuurman (2019), it is difficult for federal agencies to determine what is and what is not, terrorism. For example, despite the topic of abortion having arguable ties to two pillars of extremist and terrorist motivations - abortion being a religious subject, and a political matter -, according to Hewitt (2003) “The FBI fails to include many incidents of politically motivated violence such as abortion clinic bombings into its statistics.”. Therefore, Hewitt (2003) demonstrates the FBI’s contradiction towards its own definition of terrorism, which further adds to the complexities in defining it, especially when clear exceptions are being made.

When it comes to providing a definition, Bruce (2013) states that it is difficult to find authorities to provide a definition that aren’t either a politician with a political agenda, a research team that does not have a biased perspective, or researchers who don’t already have a preconceived point of view.

With regards to the United Kingdom’s definition of terrorism, with the definition citing “the use or threat of action designed to influence the government or an international governmental organisation”, this criterion prompts an interesting conundrum, as Richards (2018) further acknowledges. Richards (2018) highlights the conceptual implications regarding an implicit definition of terrorism, with examples raised including the French resistance to the Nazi’s under occupied France in World War Two. The actions of the resistance disrupting Nazi rule meets the conceptual criteria of terrorism under such definitions that classify “action designed to influence the government or an international governmental organisation”, and yet, Richards (2018) notes that it makes little to no analytical sense as to why history seeks out a more “positive” label for the activity because in hindsight as well as in essence, one agrees with the cause.

Similarly, Richardson (2006) observes the subjectivity of defining terrorist acts, and calls for a system without preference; “The legitimacy or otherwise of the goals being sought (by a group) should be irrelevant to whether a group is (defined as) a terrorist group”; “A terrorist is a terrorist, no matter whether or not you like the goal s/he is trying to achieve, no matter whether or not you like the government s/he is trying to change”.

The quote provided by Richardson (2006) illustrates the need for concrete definitions, as the blurring of the lines between freedom fighters and terrorists have enabled terrorist organisations to garner support for their violent cause under the guise of fighting for freedom, but also, the label of terrorist has been exaggerated and given to justify extreme action, such as the case with China characterising Uighur separatists in Xinjiang as terrorists. Saul (2006) argues “the more confused a concept, the more it lends itself to opportunistic appropriation”, with this sentiment ringing true for such terms.

To ensure the disparity and clarification regarding the often stated “One man’s terrorist is another man’s freedom fighter”, Ganor (2010) proposes internationally agreed upon and officially recognised definitions for both “freedom fighter” and “terrorist”, as often either term is defined purely by perspective and point of view, and not objectively labelled. This, Ganor (2010) believes would result in terrorist organisations no longer being able to justify attacks against civilians in a foreign country as fighting for freedom, whilst also enabling legitimate causes for freedom as is the universal human right under the 1948 UN’s Declaration of Human Rights following World War Two. This, Ganor (2010) believes would enable authorities to label extremists who target civilians as “terrorists” so that they can no longer use the title of “freedom fighter” as a shield against being labelled in a manner that may deter support or sympathy, but also ensure legitimate pathways to overthrowing tyranny and oppression (Larkin, 2013).

With regards to the current definitions and the issues of potential domestic terrorism, there is seemingly a fine line between “constitutionally protected legitimate protest” and “domestic terrorist activity” (Bjelopera, 2017). Bjelopera (2017) refers to incidents and criminal cases involving animal rights supporters, environmentalists as well as anti-abortion riots seen in the U.S. The issues that surround these incidents further show the complications in defining terrorism as if someone were to look at the individual cases without context, you would find individuals being violent for a political / ideological cause, in hopes of bringing about governmental change. This would often be referred to as terrorists committing acts of terrorism, and seemingly fits many definitions.

These situations further demonstrate the complexities of providing a definition that both covers areas of clear terrorist acts, but also does not incriminate what is arguably just civilians committing criminal damage during a protest, or even freedom fighters fighting against oppression as seen throughout history. The complications of labelling individuals involved in violent acts is something that can also be discussed when looking at the victims of terrorism. The death of Lee Rigby is a topic of debate amongst academics from around the world as cases have been made in regard to what status Lee Rigby had within society at the time of his death; was Lee Rigby considered a civilian, military personnel, or a non-combatant at the time of his death? Ultimately, labels tend to not matter when classifying acts of terror as the incidents often meet the criteria of actions that “intimate the public”, but in a broader sense, technical hiccups in the status of individuals may provide exemptions to otherwise definitive definitions, should unified definitions eventually be conceived and accepted.
[bookmark: _Hlk111206734]
[bookmark: _Toc111222137]2.2 The Digital and Technological Side of Terrorism
The world we live in now, is simultaneously both similar and different from the world when recorded terrorism first began. Similar, in the simplicity of weapon choice, as the United Kingdom in recent years has seen the use of knives have proved a much simpler, but still damaging method of carrying out acts of terror - by attacking civilians en masse -, a method not too different from the Jewish Zealots referred to as the “Sicarii” - which means “Daggers” in Hebrew - who first utilised such weapons in public places to kill Hebrews that were suspected of colluding with Roman authorities in 54 CE (Jenkins, 2020). The world now of course, is entirely different, with the use of technology to carry out damaging attacks that the early “Sicarii” couldn’t have dreamed of, technology such as the expansive internet (Behr et al., 2013), the use of vehicles (Harris, Paillé and Ogden, 2022), the use of explosives (Ferreri and Weir, 2021), as well as the use of firearms (UNODC, 2020).

As time has progressed in the 21st century, more academic interest has been placed on the role of both the internet and technology, and how innovation could and would, be exploited and utilised by extremists. Research that offers a strong foundational basis particularly on the role of the internet regarding radicalisation, is provided by Behr’s (Behr et al., 2013) “Radicalisation in the Digital Era” with the notable key findings being: the internet creates more opportunities to become radicalised, the internet amplifies and acts as an “echo-chamber” for extremist beliefs, it accelerates the process of radicalisation, enables radicalisation to occur without face-to-face contact, as well as increases the opportunities for self-radicalisation to occur (Behr et al., 2013).

Further and more recent analysis regarding the evolution of technology and terrorism has been conducted by Harrison (2018), with the research observing that innovations and development of internet and social media sites have made new types of terrorist operations entirely possible to a higher number of radicalised individuals than ever before. Such innovations include the increase in widespread internet access, with Kemp (2022) noting a total of 5.03 billion people using the internet in 2022 thus far, which equates to 63.1% of the world’s entire population. Additionally, the data provided by Kemp (2022) further states that 94% of internet users use social media monthly, statistics that further feed into the findings of Harrison (2018) where research has demonstrated the internet has made data and communication mass-accessible, effectively allowing anyone to access terrorism in some form should they wish to. 

The study (Harrison, 2018) further acknowledges that end to end encryption on communication apps such as WhatsApp and Telegram have significantly restricted the potential for observation of terrorist communications, with the further use and availability of inexpensive virtual private networks - VPNs - also masking the location and origin of messages sent and received, minimising the risk of detection, and enabling the use of traditional social media without the risk of consequence. 

Harrison (2018) specifically notes that Malaysia provides an ample case study in the context of internet innovation and exploitation, as the researcher notes the internet has changed the way individuals radicalise and plan attacks. Prior to the internet, there was an increase in risk for terrorists due to the need to physically meet potential recruits, but through the internet, this risk is eliminated. Furthermore, once radicalised, the internet is further used to communicate and plan attacks, with social media use for Malaysian demographics being upwards of 91% for 18–34-year-olds. Finally, the researcher (Harrison, 2018) concludes the preliminary breakdown by stating that VPNs enable radicalised individuals and terrorist organisations to “play defence”, with the technology anonymising the internet activity of the user, with VPN usage seemingly much higher than western countries, with ⅓ of internet users masking their online presence, something that Jihadist content producers such as ISIS recruiters, have been known to exploit in their recruitment efforts in Malaysia (Harrison, 2018).

Veer (2020) acknowledges that in recent years many perpetrators of terror attacks in Europe - both Islamic and far right extremists - have utilised relatively low tech means when it came to the incident itself, as opposed to using experimental or newer technologies, the use of bombs and firearms have been used in mass-shootings, as well as cars, knives and vans used for less broad or sophisticated incidents. Veer (2020) observes that with the exception of the planning of these incidents, low technology has been utilised and encouraged by both al-Qaeda and IS, in an effort to “keep it simple” when striking during these attacks. 

Although this recent pattern of behaviour has been noted, the researcher (Veer 2020) proposes what the future may look like should technology continue to advance and innovate, and naturally become more widely available. The first possibility that Veer (2020) looks at is the use of AI by terrorist organisations, with observations made regarding the already used strategies of such groups provided by Sultan (2019), where they state cheap and simple social media bots are used by terrorist organisations to spread propaganda on social media, with social media sites usually requiring a slow banning process, with the multiplication of spam and repeated bot accounts saving terrorists time by not having to manually make repeat accounts. Veer (2020) however, pushes this idea further by pondering whether terrorists will one day use AI operates in order to increase volume of attacks due to no longer losing fighters. The conclusion made by Veer (2020) regarding the employ of automated attackers that lack morality and decency of human beings who are capable of changing their minds, is the argument that such a creation would be too expensive for terrorist groups who already have willing volunteers to carry out suicide attacks.

Despite this conclusion, Veer (2020) arguably fails to acknowledge far right extremists who are often not as willing to die during their attacks, with a lack of suicide-bombing incidents as well as a tendency to surrender to authorities following such incidents arguably proving their unwillingness to die for their endeavour. Koehler (2020) observes this as a general staple when it comes to far-right attackers, with Anders Breivik, Dylann Roof, and Brenton Tarrant, all three who have a total kill count of 137 people as a result of their right-wing motivated attacks have exactly one thing in common, they all survived their violent acts and surrendered to the authorities.

Koehler (2020) labels this phenomenon as “Celebrating the Warrior but Shunning Death”, as religiously motivated far right attackers that may come from Christian fundamentalists would of course be against suicide as that would be considered sinful. Furthermore, Koehler (2020) attributes this mindset and recognises that unlike Jihadist extremists who are promised a safeguarded future for their families, according to Koehler (2020), there is no known widespread practice of providing for families after right wing suicide attacks, with these individuals not even remotely celebrated compared to survivors who carry out such incidents, with Kyle Rittenhouse arguably being one such example of recent praise. 

Koehler (2020) concludes by stating the mindset of the far right is to have “heroes” and inspirational figures that are willing to “die” for their country, but in practice, despite meaning the opposite, the glorification and title of “martyr” is a status reserved for those who remain ideologically committed in the face of “persecution”, imprisonment, or social stigmatisation, instead of actual death (Koehler, 2020).

Therefore, the conclusion reached by Veer (2020) regarding the low chance of automated attacks to occur, is rejected, as it is entirely possible that far right terrorist groups may show an interest in carrying out attacks whilst also prolonging their own lives.

The next topic discussed by Veer (2020) is the potential for controlled killer drones to get in the hands of terrorist actors. This possibility unlike the previous, is considered more likely as according to the source, small drones armed with grenades have been reported as being utilised by terrorists on the Syrian battlefield. Furthermore, should military power houses such as the US expand drone capabilities and sell such technology to states that oppose terrorists, it is entirely possible that after a seizure of power, such technology can fall into the wrong hands and be weaponised against the West. 

The final potential danger posed by technology discussed by Veer (2020) is another advancement that has had real world application, and that is the use of 3D printing and how an attacker in Germany in 2019 killed two people and injured two others in a far-right attack targeted at a Synagogue by 3D printing a firearm (BBC News, 2020). Veer (2020) discusses how the attacker used a homemade gun to conduct his attack, with the perpetrator finding PDF manuals online for free, with the shooter posting an online message before the incident stating “All you need is a weekend worth of time and $50 for the materials”. Although the firearm failed after a single shot during the incident itself, the manifesto of the attacker wished to prove “the viability of improvised weapons” and also demonstrated that even in highly regulated countries within Europe, firearm manufacturing in the form of 3D printing could be refined and perfected should regulation of the technology not be actively monitored, with only the increase in technology and quality of these printers making the risk and effectiveness of terrorists making their own guns more likely (Veer, 2020).

[bookmark: _Toc111222138]2.3 The Financial Side of Terrorism
Terrorism for a variety of reasons, often requires extensive funding. From an organisational perspective, the Home Office (2016) highlights that terrorists need money not only to fund attacks, but to also fund travel, false documents, safe houses, food, bribery, training, and recruitment, all of which a terrorist organisation needs to effectively function.

Following the September 11th attacks in 2001, the US arguably woke up to the reality of terrorism, the reality that had long plagued many nations around the world, with emphasis placed by US authorities to crack down and follow “The Money Trail” (Zarate, 2004) as part of its war on terror in the preceding years of 9/11. The intended aim of this initiative was to follow financial records and audits to enable authorities to paint a picture of the “architecture of terrorist organisations”, with the acquisition and maintenance of lethal weapons often proving expensive, so therefore a trail may be left behind and followed (Zarate, 2004). The overall goal of this strategy as explained by Zarate (2004) was essentially to bankrupt terrorist organisations by isolating the sources of funding and deny the ability of groups to maintain international alliances, expand infrastructure, as well as prevent expansion of networks, networks that would previously have enabled both recruitment and training, as well as the purchase of equipment such as firearms and explosives. Dion-Schwarz, Johnston and Manheim (2019) provide an example of this, where they state that al-Qaeda was heavily funded by donations and Islamic charitable funds such as Zakat and Sadaqah, with the crackdown on money trails leading to criminal charges brought against the organisations, as well as the removal of one source of revenue for the terrorist group.

Although the US provide one example of attempts to thwart the financial transactions of terrorist organisations, the diverse portfolio of organisations such as the IRA prove the difficulties in cutting off financial revenue for terrorist groups. Smith and Woodford (2018) cover in depth the vast channels of income that the IRA managed to muster, including the popular perception that the US “bank rolled” the IRA’s treasury, with vast quantities of income from the US coming through the Irish Northern Aid Committee, also referred to as NORAID.

Smith and Woodford (2018) illustrate that the “myth” of American support towards the IRA is arguably legitimate, as despite the US authorities officially registering NORAID as an agent of the IRA in 1984, the organisation was never listed as illegal and was allowed to openly garner donations with minimal restrictions. The researchers (Smith and Woodford, 2018) state that figures published by NORAID and provided to the Justice Department between the 10-year period of 1971-1981 demonstrate the organisation sent a total of $3 million in donations to Ireland, an equivalent of roughly $21,948,962.96 or just shy of $22 million in today’s value, with an average yearly donation being $300,000 over the ten years, the equivalent of $2,194,896.30 or $2 million at 2022’s rate.

Regarding non-US funding, Smith and Woodford (2018) attribute many financial streams of revenue as responsible for the IRA’s funding, with associated clubs or “shebeens” - which were essentially illegal drinking clubs in Ireland - being one such stream, as well as the black cabs or what was alternatively known as the Falls Taxi Company, providing a significant quantity of wealth for the terrorist group, with the organisation operating taxis throughout the country after bombing over 300 busses, creating the windfall and need for alternative forms of transport. The IRA also received resources from the Libyan government who provided considerable weaponry, as well as “sizable cash contributions” (Smith and Woodford, 2018). Furthermore, Smith and Woodford (2018) claim protection rackets and kidnappings, as well as armed robberies, fraud and smuggling provided “tremendous source of funds” for the organisation.

When looking at more contemporary organisations, the essence of having a varied financial portfolio is seemingly consistent, especially when looking at organisations such as ISIS, who according to Clarke (2018) at the organisation’s height, had amassed a fortune of $6 billion which made it the wealthiest terrorist group in history, with the driving economic factors being three key sources: oil and gas, taxation and extortion, and looting of large cities such as Mosul, where it is estimated that the terrorist group stole roughly $500 million from bank vaults in 2014 alone.

CISAC (2021) claims that an investigation by the U.S Treasury Department found that even though the organisation lost all its territory in 2018-19, it is estimated that in December 2018 IS transported more than $400 million in cash out of its territory in Iraq and Syria, with this money then being laundered through various regional businesses in Turkey, such as investments in both car dealerships and real estate. CISAC (2021) further states that through the stealing of $1-$2 billion worth of oil in 2007, IS were making revenue from these reserves at a rate of approximately $1-$2 million per day, however, this economic gain was acknowledged as a significant financial tactic of the organisation and was therefore thwarted by the global coalition when air strikes took out 90% of the oil reserves in 2017. Despite this setback, IS continued to gain revenue through criminal activities such as kidnapping and extortion, as well as taxation on the local population, with additional funding coming from agricultural commodities such as the taxation on the selling of wheat, which generated $56 million, and additional civilian taxes for other agricultural goods totalling a revenue of $800 million annually (CISAC, 2021).

Dion-Schwarz, Johnston and Manheim (2019) discuss terrorists use of cryptocurrencies, which has effectively created an entirely new dimension of terrorist finances that provide a plethora of problems for security and counter-terrorism services to track the dealings and financial expenditure of terrorist threats. The researchers (Dion-Schwarz, Johnston and Manheim, 2019) outline that one of the primary advantages of cryptocurrency transactions are the anonymity and untraceability of donors that may wish to support organisations but do not want to find themselves in a world of trouble, with the researchers suggesting that deep-pocketed donors are given the ability to both support and hide large-scale transactions that would typically be noticed via traditional bank transfer or physical movement of cash or supplies.

Although cryptocurrency in its infancy appeared fruitful for many terrorist organisations, with ISIS being known early investors in the early to mid-2010s (CISAC, 2021), Dion-Schwarz, Johnston and Manheim (2019) note that both the instability of the value of the digital currency, as well as the forms of cyberattacks that can occur against the system itself, cryptocurrencies aren’t a perfect financial stream of revenue. 

Dion-Schwarz, Johnston and Manheim (2019) note that law enforcement organisations could thwart the use of cryptocurrencies in four key ways through cyberattacks; deanonymization, spending denial, theft, and systemic attacks. Firstly, deanonymization often dissuades terrorist organisations from using the currency due to their emphasis on security, the denial of spending such as the blocking of transactions can prevent access to funds, the theft of cryptocurrency can seize assets from the organisation, and the final counter-attack to cryptocurrency includes the systemic cyberattack approach, which can completely shut down the network that runs the blockchain, therefore preventing the system for all users and completely stripping that source of revenue, with all the time, effort, and money being stripped away due to the lack of physical tangible goods (Dion-Schwarz, Johnston and Manheim, 2019).

[bookmark: _Toc111222139]2.4 The Psychological and Criminological Side of Terrorism
Change. In one word, change, is what terrorists seek. But, what sort of change? And why? That often varies from group to group, or in some instances, person to person. Is this change; political, ideological, religious? Or, do terrorists just want a change in lifestyle as well as a change in scenery?

Early and preliminary studies that sought to understand terrorism had similarly gone down the road that early academic study of traditional crime went down, and that was assuming an inherent psychological difference in the minds of individuals that had been radicalised or became part of terrorist organisations (Gill and Marchment, 2020). 

Silke (2003) notes this when they wrote “In the early 1970s in particular it was widely believed that terrorists suffered from personality disorders and that there would be an exceptionally high number of clinical psychopaths, narcissists and paranoids in the ranks of the average terrorist group.”, with the belief that only individuals with “deviant personalities” like criminals, could be capable of committing horrific acts that terrorist groups were seen to do. 

Despite this early belief, Gill and Marchment (2020) point out that research to find this “different” terrorist makeup proved unfruitful, with the actual results of any analysis into terrorist personalities actually finding the “normality” of individuals that were involved with terrorist movements.

With regards to Islamic extremism, Bartlett and Miller (2012) comment that identity for young people can cause an internal struggle for Western Muslims, particularly second or third generation immigrants. The researchers (Bartlett and Miller, 2012) note that there are individuals that are unable to reconcile both their Western identity and that of their national heritage, with individuals often having to constantly manage two sets of norms, norms that inevitably clash when looking at European experiences of partying and drinking, with this imbalance and conflicting values and ideals often leaving the individuals lost and confused. 

Furthermore, this unknowingness and lack of sense of direction can then result in individuals recognising and finding religion, as in this context, it provides “clear” answers, as well as structure and rules to follow, leading individuals to eventually emulate this guidance and form an identity around that existence, with many radicalised individuals arguing the point of: “You’re ashamed of your past, because you see all this partying and now this Islamic ideal. And you cannot run away from your past, so you try and get away from everything that reminds you of it.” (Bartlett and Miller, 2012).

Although affiliation and identification with an ethnicity or religion can promote empathy and provide a desire to protect and pursue justice in the name of “the people”, Gill and Marchment (2020) note that is dualistic categorisation of the world into two separate columns of “us” and “them” can stereotype and dehumanise the others or “the enemy”. Grossman (2014) discusses the “us vs them” dichotomy, by noting that this mindset of members and non-members of an organisation or group can effectively weaken the psychological barriers against violence, with this easing of barriers enabling the process of viewing “others” or civilians as legitimate opposition or targets due to being “them” and not other people.

When looking at the possibility of identity crisis’ fuelling extremist mindsets to perpetuate eventually terrorist association, Chermak and Gruenewald (2015) looked into US extremists from across the spectrum, with the aim of investigating whether the strain of wanting to achieve the goals of society, but, having inadequate means to achieve such goals could cause such a dilemma and crisis for individuals to turn towards alternative identities. The research by Chermak and Gruenewald (2015) found that those on the extreme right-wing ideological perspective were often less educated and limited in employment success, with Jihadists being found to be unable to adjust and fully integrate into American communities, and finally, those on the extreme left-wing ideological perspective were also in the midst of being unable to conform to social expectations, with the findings showing left-wing extremists denouncing the “American Dream” and considered it harmful and uncertain, with all three investigated groups being on the fringes of society, therefore, the desire for change arguably became apparent as a result of their circumstances (Chermak and Gruenewald, 2015).

[bookmark: _Toc111222140]2.5 The Strategic Side of Terrorism
The origin of the word “terror” derives from the Latin “terrere” which means to “frighten”, with this philosophy illustrated by Sun Tzu’s concept of “kill one, terrify a thousand”, a quote that has been put in practice by extremists around the world whilst trying to achieve their forced change (Alexander and Klein, 2005).

Terrorism as a course of action has been described by analysts as a combination of an overall strategy to achieve political, ideological, or religious change, but also as a tactic to progress this strategy or overarching goal (Harmon, 2001). Within the sphere of terrorism, inspiration is drawn from many sources to best coordinate an organisation and to maximise results, with Sun Tzu and other historical thinkers and philosophers providing great insights for organisations, especially regarding “disorder”, which Sun Tzu claimed was as useful if not more, than the actual destruction of enemy forces. 

Kydd and Walter (2006) argue that although the ultimate goal of terrorists have changed, five key goals have been consistent throughout history and are often aimed for by terrorist organisations: regime change, territorial change, policy change, social control, and status quo maintenance. Within this ideology of defeating an enemy, as well as aspiring for change, Kydd and Walter (2006) propose that there are five principle strategic logics of terrorism that are often witnessed during a campaign. They are: “1. Attrition”; “2. Intimidation”; “3. Provocation”; “4. Spoiling”; and “5. Outbidding''. 

Attrition involves terrorists attempting to persuade the enemy that the terrorists are strong enough to “impose considerable costs” upon the enemy. Intimidation attempts to convince the local population that the terrorists are too strong for the government to stop them, so terrorists may punish disobedience and treat the people as they wish. Provocation is a strategy that attempts to provoke or induce the enemy into an indiscriminate and violent response, the aim of this strategy is to force the hand of their enemy, to alienate and radicalise the local population to support the terrorists. Spoiling refers to the principle of undermining peace settlements, and painting moderates for peace as weak and untrustworthy in an attempt to garner more support. Finally, Outbidding is the process of using violence against rival groups to show the populace that they are the strongest force that can stand against the true enemy, in an effort to shore up the most support and have no internal competition. Kydd and Walter (2006) claim that these distinct strategies that terrorists use as part of their organisational logics are crucial to both understand, as well as counter terrorism through anti-terror policies.

The way in which Myhrvold (2012) refers to the hope of terrorists to provoke reprisal attacks on their own people, to sway local populations to the sides of terrorists, is especially interesting. Myhrvold (2012) notes that 9/11 serves as a relevant example of this occurring in a major way, with the writer stating Osama Bin Laden and the leadership of al-Qaeda most likely expected an enormous overreaction, but could have never have anticipated an invasion of Afghanistan which resulted in al-Qaeda losing its “host state” and diminishing its effectiveness, demonstrating the fine line of provocation as a strategic pillar of terrorism.

Due to the large-scale attacks such as 9/11 and 7/7, as well as the series of attacks that occurred in the United Kingdom and Europe from 2015 onwards, counter terrorism has become a priority for many western nations in the 21st century, as outlined in the UK’s CONTEST strategy (HM Government, 2018).

Furthermore, Pantucci (2018) discussed the array of terror attacks which occurred in the United Kingdom in 2017 with the lead counter terrorism officer Neil Basu, where the officer said the combination of Islamic State leadership giving permission for IS supporters to commit attacks without express permission, as well as the nature of the attacks that occurred - such as the use of minimal resources and planning - has given radicalised individuals the belief that the UK is not as difficult to target as it appears to be. Additionally, the officer believes that what attacks such as Westminster Bridge and London Bridge achieved is the view that simple attack methods such as the use of cars and knives, can be just as damaging and even more repeatable than the more advanced attacks such as Paris and Manchester, with the “success” of Khalid Masood, and the 3 London Bridge attackers demonstrating that a simple methodology could succeed (Pantucci, 2018).

Whilst looking at the development of terrorist strategy, although organisations and individuals seemingly originated with simpler attack methods - as seen with the Sicarii -, Cronin (2020) observers that technology has elevated terrorism throughout history, with this becoming apparent when looking at the leaps in complexity, with examples being Guy Fawkes’ gunpowder plot, the IRA’s cause for independence and the frequent use of explosives, to eventually the most advanced and sophisticated terror attacks in history, such as 9/11 and 7/7. This evolution described by Cronin (2020) is contrasted with the recent devolution of terrorist strategy, with the “keep it simple” (Veer, 2020) mindset having been seen in recent years, as established by Pantucci (2018) and the success of simplistic approaches such as the utilisation of knives and cars. This pattern of low means, to high means, and back again to low means seemingly demonstrates the evasive nature of terrorism, as intelligence and counter-terrorism services became more adept at tracking larger plots, simpler tactics came back to the forefront.

As previously established, the advancement and use of technology has become a great asset for contemporary terrorist organisations, with Myhrvold (2012) noting that terrorist groups can now assemble sophisticated command and control structures that could have only been previously established by wealthy nation-states. Although the Dark Web has become synonymous with housing extremely illegal content including weapons trafficking, slave trade, illicit finances and terrorist communications (Weimann, 2016), the ease of access to public facing technology has also become part of terrorist strategy, as communication apps such as Telegram have arguably promoted the use of such services, with the CEO of Telegram stating: ““I think that privacy, ultimately, and our right for privacy is more important than our fear of bad things happening, like terrorism.” (Weimann, 2016).

Despite the heavy use of Telegram by Islamic extremists - with thousands of channels housing tens of thousands of terrorists (Weimann, 2016) -, far right-wing organisations and supporters ironically use the same methods according to Blackbourn (2021). Hayden (2019) illustrates how white nationalists and anti-government extremists have advocated for mass shootings and revolt to “destabilize the US”, and often use Telegram to share views and exchange “memes” of terrorist incidents, incidents such as the 2011 Norwegian terror attack and the 2019 Christchurch incident. More recently, Velch (2021) states the Dark Web and apps such as Telegram were also used to organise the 2021 US Capitol Hill insurrection, with individuals that were subsequently arrested following the incident having used Telegram to organise additional acts of insurrection in the 10 days after the incident.

The evolving strategies of terrorist organisations and movements demonstrate the ability of each faction or group on either end of the political and extremist spectrum to ironically learn from one another and develop a “better” strategy to further perpetuate their goal. This is arguably best illustrated when looking how the far-right extremist Darren Osborne committed his terror attack in a similar fashion to Khalid Masood’s Islamic extremist attack in the form of utilising a vehicle to hit as many civilians as possible (BBC News, 2017; Rawlinson, 2018).

[bookmark: _Toc111222141]2.6 Conclusion
This chapter has now achieved Objective 1. Critically analyse the meaning and definition behind the term “terrorism”, the misuse of the term, the need for the term, as well as the conflicting principle of “one man’s terrorist is another man’s freedom fighter”.

As well as Objective: 2. Thoroughly research and understand the digital, technological, financial, psychological, criminological, and strategic sides of terrorism to establish how terrorist organisation’s function and behave.

A full Resource Matrix breakdown can be viewed in Appendix X of the dissertation.

To conclude, within this chapter of the dissertation, the literature analysed has provided ample and rich foundations regarding the varying pillars of terrorism that have been researched and explored. Furthermore, it has become apparent through the research process that there is a grey area regarding both public opinion and opinion of experts regarding the evolution of terrorism. Public opinion in the form of awareness and views regarding what is and what is not in fact considered terrorism, as well as expert opinion or interviews regarding the effectiveness of terrorist financial strategies as well as the possible future use of newer and advanced technology for terrorist incidents, with the majority of analysis found existing purely in a theoretical setting, providing room for further research.

The next chapter of this dissertation will seek to identify the most appropriate and suitable methodology to conduct primary research surrounding the observed gaps found within this literature review.

[bookmark: _Toc111222142]Resource Matrix (Appendix “X”)

	Citation: Author (s), Organisation, or Government Department, with Year
	

Aim or Purpose of Paper
	

Type of Information
	

Key Findings and Conclusions
	

Strengths 
& Weaknesses

	

Alexander and Klein (2005)


	
Outline the psychological aspects of terrorism and provide an origin for the literal meaning of the terms, such as “Terror”.
	
Definitory and Psychological Analysis
	
Provides the meaning and origin of the word “terror".
	
Provides a good foundation for the origin of terror and the way in which terrorists exploit psychological fears. Occasionally goes off topic and on tangents.

	

Baker (2019)
	Provides the social concept of terrorism and observes that most of the public may not be aware of what the actual definition of terrorism is.
	Blog / Academic Discussion / Essay.
	Highlights the abuse of defining terrorism and how broad terms can be applied and abused by certain state-actors.
	Navigates the topic and issues of defining terrorism quite well. Limited in size and scope.

	Bartlett and Miller (2012)
	Differentiates between violent and non-violent radicalisation
	Journal Article
	Provides a unique perspective regarding the way in which “identity crisis” can occur for individuals that live in Western countries but come from different heritage.
	Highlights a differing perspective regarding how radicalisation may occur, such as people confiding in religion and others exploiting that. Through in outlining its methodology and has primary data analysis. 

	BBC News (2020)
	Quick, informative information on development of terrorist incident
	Media Publication
	Provides information on court verdict regarding Synagogue shooter.
	Simplistic and easy to follow, straight to the point and reminds reader what occurred as well as the latest verdict.

	BBC News (2017)
	Detailed, comprehensive report on what occurred during the Westminster Attack
	Media Publication
	Provides second by second, minute by minute details of what happened during the event, with associated footage.
	Provides images and drawn maps showing the way in which attack occurred, as well as the utilisation of weapons and vehicles.

	Behr (et al., 2013)
	Investigate the use of the internet in 15 cases of terrorism and extremism.
	Objective analysis of case studies.
	The internet creates more opportunities to become radicalised, the internet acts as an ‘echo chamber’, the internet accelerates the process of radicalisation, the internet allows radicalisation to occur without physical contact, the internet increases opportunities for self-radicalisation.
	Provides various very clear statements with regards to the findings of the report, with explanations provided beneath each finding. Provides recommendations for future research and displays clear breakdown of entire study. Limited to only 15 case studies.

	Bjelopera (2017)
	Overview of Domestic Terrorism
	Overview of Terrorism
	Highlights the delicate balance of liberty and security.
	Looks at how animal protests and other forms of domestic instances meet the definition of terrorism can of course are not considered as such.

	Blackbourn (2021)
	Assess whether legislation is being fully utilised to tackle far-right extremism
	Analysis
	Far-right extremism doesn’t necessarily invoke the same reaction as actions that Islamic extremists would.
	Detailed in its coverage of both Australian and United Kingdom’s legal and counter-terrorism responses. 

	Chermak and Gruenewald (2015)
	Lay a foundational basis for criminological examination of terrorism across all spectrums
	Academic journalism
	Right-wing, left-wing, and Islamic extremists all are seemingly rejects of normal society.
	Provides explanations from each category as to why people from that ideological perspective become radicalised.

	Chris (2014)
	Lists different definitions of the same term.
	Analysis
	Comprehensive list differing organisations, academic, and legal definitions of terrorism across the US
	Through in its scope, provides little information outside of the dedicated topic and title of research.

	CISAC (2021)
	Outline the history, strategy, and finances of ISIS
	In-depth Report
	ISIS has long history of various names and motivates
	Provides the most comprehensive analysis for ISIS’ financial streams of revenue.

	Clarke (2018)
	Highlight ISIS’s future plan to make money
	Academic journal / report
	Provides a figure for ISIS’s wealth at it’s height which was $6 billion.
	Provides a breakdown of finances and completes a picture when researching IS finances.

	Cronin (2020)
	Illustrate the issues of open technological advancement
	Book
	Observes how terrorists use new public technology and weaponised social media.
	Comprehensive in the areas it covers.

	Dion-Schwarz, Johnston and Manheim (2019)
	Highlights terrorist use of cryptocurrency
	Academic journal / report
	Discusses the way in which terrorists use cryptocurrency and the appeal of it for donors
	Covers areas in which cryptocurrency can be countered and hindered, but doesn’t fully acknowledge the extensive difficulties in attempting this.

	Ferreri and Weir (2021)
	Highlights use of IEDs by Terrorists
	Academic blog
	Discusses use of explosives in terror attacks such as Manchester and Boston marathon
	Detailed in its analysis of various explosive devices and the way in which they are utilised by terrorist groups.

	Ganor (2010)
	Make clear the difficulties surrounding defining terrorism, as well as the subjective nature of current definitions such as the multiple definitions used by the U.S.
	Academic and expert knowledge in an essay format
	“One man’s terrorist is another man’s freedom fighter”
	Provides opposing view to traditional definition of terrorism and questions legislation that defines terrorism in a way that Ganor (2010) believes, suits them (countries opposing terrorism).

	Ganor (2013)
	States that a clear definition of terrorism can be a core counter-terrorism measure.
	Video
	Provides bizarre examples of inappropriate use of the term terrorism
	Detailed in every regard and provides an example of Muslim league classifying an insult as “act of terrorism”

	Gill and Marchment (2020)
	Psychological and criminological understanding of terrorism
	Chapter of an edited book
	States that there was early research assuming there would be outright psychological differences between civilians and terrorists were incorrect.
	In-depth analysis of psychological and criminological perspectives for terrorism and radicalised individuals. 

	Grossman (2014)
	Outlines psychological cost and impact of war and terrorism
	Book
	States that the dichotomy of “us vs them” weakens psychological barriers dissuading violence
	In-depth look at the psychological difference differing perspective can have when looking at opposition and “enemies”

	Harris, Paillé and Ogden (2022)
	Looks at terrorist use of vehicles
	Academic journal / report
	Highlights damage simple and rudimentary things such as cars can have during terrorist incidents
	Looks at ways in which vehicles can be prevented from being used in public spaces, as well as mitigate damage

	Harrison (2018)
	Looks at impact of technological evolution on terrorism
	Academic journal
	Discusses the use of technology by terrorists and provides analysis and example of Malaysia
	Great case study with use of technology in Malaysia and attractiveness for terrorists to exploit Malaysian use of the internet.

	Hayden (2019)
	Addresses the rising use of Telegram and the calls for terrorism by far-right extremists
	Academic blog
	Highlights the use of Telegram by far-right to call for mass shootings in US
	Provides useful insight into far-right propaganda, but covers solely the US.

	Hewitt (2003)
	Aims to examine and explain how terrorism is different in America
	Book
	Illustrates contradictions of US authorities in not listing abortion clinic bombings into the FBI’s domestic terrorism database.
	In-depth coverage of variety of issues seen in the US Counter-Terrorism strategies and statistics.

	Home Office (2018)
	Prevent Guidance under the Counter-Terrorism and Security Act 2015 and CONTEST Strategy
	Government Publication from the Home Office that sets out CONTEST strategy.
	Details various organisations that have responsibilities in preventing radicalisation, including Universities, as well as overall emphasis on counter-terrorism being a priority for the 21st century.
	N/A

	Home Office (2016)
	Provides breakdown and bullet-point facts for Finance Bill
	Factsheet for Finance Bill
	Highlights why terrorists need significant finances.
	Covers the need to prevent terrorists from accessing financial assets, as well as what terrorists often use those assets for.

	Jenkins (2020)
	Origin, History and Meaning of Terrorism
	Academic Encyclopaedia entry
	Covers the earliest origin of terrorism
	Provides insight into where terrorism began as well as the various forms it has taken since. Limited in additional academic input.

	Kemp (2020)
	Presents Global Data Usage
	Analytical Analysis
	Provides a breakdown of global internet usage as well as percentage of social media use
	Illustrates the growth of the internet compared to previous years and does a thorough examination of social media use by internet users.

	Koehler (2020)
	Analysis of Far-Right ideology of “Martyrdom”
	Academic blog
	Highlights the unique perspective regarding martyrdom and consequences of far-right extremist actions.
	Displays the unique mindset of far-right extremists in their belief on heroes and the worshipping of far-right actors.

	Kydd and Walter (2006)
	Looks into the Strategies of Terrorism
	Academic journal
	Provides the five principle strategic logics of terrorism
	Provides a good analysis of what terrorists seemingly strive for, as well as how they go about accomplishing such goals. Does not look into other perspectives and focuses on own classifications.

	Larkin (2013)
	Essay exploring why the world cannot agree on a single definition of terrorism
	Academic blog
	States that there should be pathways to legitimate takeovers from tyrannical governments and regimes, as outlined in the UN declaration of human rights.
	Reminds the reader of the fine line between freedom fighting and terrorism, as well as how historic causes for freedom would most likely be viewed as terrorism when looking through a modern lens. 

	Myhrvold (2012)
	Looks into the strategies of terrorism
	Academic journal
	Addresses the use of provocation by terrorist organisations.
	Discusses the way in which al-Qaeda provoked the us with 9/11, with the terrorist leadership most likely not expecting a full invasion of Afghanistan a as a response.

	Pantucci (2018)
	Provide perspective of Counter-Terrorism commander on counter-terrorism policing in the UK
	Academic journal interview
	Explores the way in which simpler attack methods have been utilised by terrorists due to the difficulty in countering them.
	Highlights how terrorists went from low means to high means, but have now gone back to low means due to the apparent “success” of simpler attack methods.

	Rawlinson (2018)
	Informative update on the verdict of far-right attacker
	Media Publication
	States the far-right terrorist is jailed for life.
	Reminds the reader of the events that occurred, and highlights how similar the attack method of this far-right attack was compared to the previous IS attack.

	Richards (2018)
	Defines terrorism
	Chapter of an edited book
	Highlights the way in which French Resistance to Nazi occupation in second World War would be considered terrorist resistance.
	Opens up the definitory dilemma of labelling Nazi resistance as acts of terrorism, due to the definitions of terrorism being vague.

	Richardson (2006)
	Covers what terrorists want and hope to achieve
	Book
	Provides an argument that terrorism should have an objective definition
	Highlights that terrorism and freedom fighting should be two separate terms that are not interchangeable, so that the labels can be applied objectively regardless of personal thoughts or interest in what the organisation seeks.

	Saul (2006)
	Covers the different definitions of terrorism in international law
	Book
	States that the blurring of the lines between freedom fighter and terrorist is an advantage for terrorists
	The less clear a term is, the easier it is to hijack and appropriate the meaning of it, which is what the source claims terrorists do for terms such as freedom fighters.

	Silke (2003)
	Psychological perspective of terrorism
	Book
	Highlights that in the early 1970s academics believed terrorists were all narcissists and psychopaths
	Acknowledges the assumptions of previous academics incorrectly portrayed terrorists as being completely different from normal people, when in reality normal people can be just as easily radicalised or convinced.

	Smith and Woodford (2018)
	Finances of the IRA
	Academic journal / publication
	In-depth analysis of IRA’s income
	Acknowledges US contribution to IRA funding as well as explores the other domestic sources of revenue for the terrorist organisation.

	Stuurman (2019)
	Shifting of definitions regarding terrorism
	Academic blog
	Highlights the selective use of what is and what is not considered terrorism
	Primarily covers the US but does acknowledge decisions of other western countries regarding the classification of terrorism.

	Sultan (2019)
	Use of internet by terrorists
	Academic journal
	Addresses the terrorist propaganda machine and how AI and bots are utilised to spread propaganda.
	Looks at modern and future issues provided by terrorists using newer technology.

	Terrorism Act (2000)
	Legislation for counter-terrorism
	Legislation
	N/A
	N/A

	UNODC (2020)
	Use of firearms by terrorists and organised criminals
	Government publication
	Highlights how common firearms are in the 21st century when it comes to terrorism and organised crime
	Covers the surge in demand for firearms and looks at different countries as case studies.

	Veer (2020)
	Terrorism in the Age of Technology
	Academic and Government publication
	Explores the use of future technology and its potential impact if used by terrorists
	Covers topics such as AI, killer drones, and 3D printing. Does however, arguably come to the wrong conclusion regarding AI as the source argues terrorists already have fighters willing to die, when in actuality far-right extremists are less likely to want to commit suicide in an attack.

	Velch (2021)
	Covers why Telegram is used by terrorists
	Academic blog
	Discusses the use of traditional social media by terrorists and how social media allow extremist content, including the planning on terror attacks.
	Discusses the use of Telegram both before and after the US January 6th insurrection by far-right extremists. Focuses solely on US when far-right trends are also seen across Europe.

	Weimann (2016)
	Looks at the use of the Dark Web by terrorists
	Academic journal
	Discusses how the Dark Web is use by terrorists, but so too is Telegram and WhatsApp due to the encryption and security of the apps
	Highlights how the Telegram CEO clearly stated privacy is more important than countering terrorism, with this mindset and attitude of social media companies causing harm for the efforts of counter-terrorism.

	Zarate (2004)
	Explores the US strategy of bankrupting terrorist organisations
	Chapter in an edited book
	Highlights the US strategy of following the money of terrorist organisations following 9/11
	In-depth look at how following the finances of terrorist organisations can provide the layout of terrorist infrastructure. Focuses solely on the US.
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