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Cybersecurity and Networking are very important parts of the modern world, with much of modern industry and government relying on networked computer systems to an extent. I will demonstrate my ability and knowledge in Cybersecurity and Networking by completing several tasks. 
First, I will research and explain the NIST Cybersecurity Framework and how it can be used to improve cybersecurity. I will then research and explain how certain reconnaissance tools are used in cyberattacks and how to prevent the damage they can help cause, then I will do the same for certain types of phishing attacks. 
For the second part I will create a secure network diagram and create an implementation of the design in Cisco’s Packet Tracer. I will then explain some software and hardware technologies I could implement to improve this solution. Finally, I will attach evidence of my completion of 3 relevant online courses.
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[bookmark: _Toc166208888]NIST Cybersecurity Framework
The National Institute of Standards and Technology created a Cybersecurity Framework, known as the NIST CSF, which is designed to help organizations implement solutions to improve their cybersecurity. It does so by teaching users how to develop and implement their own cybersecurity solutions, rather than providing them with a specific premade solution [1]. 
The framework outlines 6 steps to producing a cybersecurity solution. The steps are Govern, Identify, Protect, Detect, Respond and Recover [1]. Following these steps the user will first create policies and processes to guide them as they proceed. They will then identify the parts of their systems that need defences and the level of protection they require. Then they will protect the systems, implementing the solutions they design with the guidance of the framework. From then on, they will monitor their systems to detect any cyberattacks, respond quickly and effectively to limit the damage they can cause, and then recover by fixing any damage caused.
The NIST CSF is incredibly helpful as teaching people how to choose and implement their own solutions gives them the ability to adapt their cybersecurity solution to their unique requirements and update it as they evolve, improving their solutions and responding to threats as necessary. 
[bookmark: _Toc166208889]Use of Reconnaissance Tools in a Cyberattack
Cyber criminals can use a multitude of tools to gather information about a target while preparing for a cyberattack. They use these tools to find openings in a network’s security they can exploit for their attack. 
Two examples of these tools are Network Mapper (NMAP) and Wireshark. These are public, commercially available penetration testing tools intended to be used by cybersecurity professionals to detect these vulnerabilities and patch them before they are discovered by a cybercriminal, however they can also be used by the cyber criminals themselves. 
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Network Mapper, or NMAP, is a network scanning tool used to get a detailed analysis of the target network by discovering information about network devices, firewalls, ports and many other details [2]. 
Understanding the network is the main goal of the reconnaissance stage of a cyberattack, and one way that NMAP allows a cybercriminal to do this is through port scanning. This process is used to find ports that can be used by the attacker to communicate with systems on the target network and potentially exploit for vulnerabilities to breach the network’s defences [3]. 
An effective way to mitigate an attacker’s ability to discover vulnerabilities using NMAP would be to do so yourself, finding weaknesses and fixing them so the attacker has nothing to find. 
[bookmark: _Toc166208891]Wireshark
Wireshark is a tool for analysing packets on a network [4]. Packet analysis programs like Wireshark work by intercepting network data packets and analysing their contents. Using the context of other packets these programs can allow the user to determine information about what is going on in the network, what devices are active on it, and what information is being transferred through it [5]. 
This software is commonly used by network administrators for troubleshooting problems with their networks, investigate potential security threats and much more. However, while getting a device connected to an internal network to use such software could be difficult, once connected a cybercriminal might have the ability to see every device on the network, learn about the structure of the network and see what users and programs are sending through it [5]. 
The software may be able to pick up information about devices that reveal vulnerabilities in them, such as revealing open ports, and even see sensitive information being transferred, such as usernames and passwords or employees’ and customers’ personal information [6]. This could be very dangerous and provide a lot of information they could use in a later cyberattack.
There are many ways to limit the amount of information an attacker can gather through these methods. Encrypting data sent through the network can prevent the attacker from getting information such as passwords and confidential employee or customer data from the packets [7]. Segmenting your network can help restrict the reach of the packet analysis tool to only the segment it is connected to [5], allowing you to keep more sensitive data safe in better secured portions of the network. 
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WannaCry was a ransomware program that was used to attack computer systems globally in May of 2017 [8]. Ransomware is a type of malware that is used to extort money from victims in exchange for undoing the damage caused by the ransomware, usually encryption of users’ files that prevents access to them [9]. 
The WannaCry used multiple exploits present in Microsoft’s Windows Operating Systems to infect users’ computers, spread itself to other machines and encrypt files, demanding users make a payment in cryptocurrency to regain access to their files. The malware infected an enormous number of computer systems globally, including in government, healthcare, and business sectors [10]. 
The most important exploit for the malware, the one that allowed initial infection of the system, was an exploit called EternalBlue. This exploit was publicised by a hacking group called the Shadow Brokers in April of 2017, and reportedly developed by the United States’ National Security Agency [11]. 
However, this exploit had already been patched not only before the May of 2017 cyberattack, but before it was released by the hacking group in April. Microsoft’s Security Update for Microsoft Windows SMB Server (4013389), released on the 14th of March 2017 and described in Microsoft Security Bulletin MS17-010 [12] patched the EternalBlue exploit. This means any up-to-date computer system running any version of Windows past Windows Vista Service Pack 2 would have been immune to the malware.
However, due to poor security practices many important computer systems were not using up to date software, even using older unsupported versions of Windows such as XP, including many used by the United Kingdom’s National Health Service, causing widespread disruptions [11]. 
The way to mitigate this attack would have been to ensure all computer systems were running up-to-date software, as the crucial exploit for the virus was already patched on up-to-date systems by the time it was released. This highlights the important of ensuring systems are updated regularly and avoiding the use of legacy, unsupported software. 
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TeleRAT is a Remote Access Trojan that uses the popular messaging app Telegram for communication between the infected host and a bot utilizing Telegram’s API to control the device remotely. The bot sends commands to the RAT, telling it to perform actions such as sending text messages or placing calls, but can perform several more malicious and unwanted actions on the victim’s device [13]. 
The malware spread primarily through malicious trojan APK files on third party application distribution platforms. These APK files would pose as installers for programs with a range of utilities, such as providing VPN functionality and various utilities for Telegram, however their actual purpose is to install the RAT [13].
The solution to this problem is avoiding downloading programs from untrusted sources. Applications should be downloaded from first party distributors where possible, such as the Google Play Store on Android or the Apple App Store on iOS. When applications are unavailable there, they can be downloaded from trusted third-party distributors with high levels of quality control, or directly from trusted developers’ own distribution platforms or websites. 
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Whaling is a type of spear phishing attack aimed at high value targets in an organization (known as Whales) to get sensitive information from them, such as login details that could give access to secure systems, or potentially have the targets perform actions such as transferring money or installing malicious software on their behalf. They do so by using social engineering tactics, such as posing as trusted entities or coworkers. The attack may be an email seemingly sent from a trusted party containing malicious instructions or a malicious link designed to infect their PC [14]. 
Mitigating the damage of Whaling can be done by educating high level employees on the strategies and dangers of it. Training them on how to recognise phishing attacks and social engineering efforts and avoid engaging with them can stop these attacks at the source. Employing technological cybersecurity measures can also prevent damage, such as 2 factor authentication systems for sensitive actions [14]. 
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Pharming is a type of cyberattack where users are redirected to malicious copies of websites when they attempt to visit the real site, such as by installing malicious software that redirects the user automatically to a copy of the site even if they attempt to visit the correct URL and masking any information that would reveal the website to be fake. An attacker could also exploit a vulnerability in a DNS server, which associates URLs with IP addresses, to associate a legitimate URL with a malicious IP. This can allow the attacker to gather information the user intended to input into the real website, such as personal details, login information or banking details, which can be used to cause further damage in other ways [15].
For regular users the best way to protect themselves from Pharming is to use trustworthy and secure DNS servers. It is most likely that your device will be configured from the factory to use a trustworthy DNS server, so simply not changing it should keep you safe. In businesses and other places where more care is required there exist tools such as DNSSEC which verify that the IP address matches the correct IP for the URL. Educating yourself as an individual and employees as a business can also be incredibly helpful to mitigate the damage of Pharming [15]. 
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[bookmark: _Toc166208898]Creation of a Secure Network Design
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To create a network that provided reliable crossover and eliminated single points of failure I used redundancy. Redundant switches and routers ensure that the network does not fail if a single piece of hardware, or even a cable, fails. Having 2 servers ensures that if one fails the other can resume its duties and continue providing service [16]. When both servers are functional load balancing techniques can be employed to have both servers work together to reduce the strain on each and provide better overall performance, as well as automatically sending all traffic to the working server if the other is unavailable [17]. 
To improve the reliability and availability of the network replacement parts could be available on standby to be swapped into the network if a component was to fail, such as the switches that connect to the workstations, which currently are not entirely redundant, though the workstations could be connected to empty ports on the other switch if one went down. 
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To implement the network in packet tracer I first added all the devices from the diagram and connected them using the auto cable tool:
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I then had to configure the routers to enable the ports the switches are connected to and set up subnet masks. First, I enabled all the necessary ports:
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Next, I set up both routers using the same configuration options to ensure that each side used the same IP address. For the left side, which contains the servers, I used 192.168.10.1:
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For the other side, which has the workstations, I will use 192.168.20.1:
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I then set up the workstations and servers to match the port configuration of the router. First, I set the default gateways for each to match the IP in the routers’ port configs:
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Then I set unique IP addresses for all of them which matched the IP addresses for the ports:
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To test that my configurations were successful I can use the terminal on one of the workstations to ping one of the servers. The first packet failed for the first command as the settings had not finished applying yet, so I retried and all packets were sent and received successfully showing the network has been configured and works correctly:
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Several software and hardware security measures could be implemented into this network to further improve its security and protect against cyberattacks. 
Installing and configuring hardware and software firewalls to restrict any network traffic beyond the bare minimum will reduce the number of potential vulnerabilities a bad actor can exploit. Blocking ports, IP addresses and types of traffic can help keep the network safe and secure [18].
Installing Antimalware software on workstations and servers can help prevent several security threats. They can detect and delete malicious files, prevent access to malicious websites and other malicious network traffic before the systems are infected [19] [20]. 
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