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[bookmark: _Toc124175829]What is cloud computing
The Cloud is a network of computer resources that can be accessed on demand, such as hardware, storage, databases, networks, and software applications. While it may not involve new technologies, it is a new way of managing IT that can provide benefits such as scalability and cost savings.
[bookmark: _Toc124175830]Types of service models
There are several service deliveries models that one can offer. Three of the most common delivery models would be IaaS, PaaS, SaaS. These three models are [1]:
Infrastructure as a service (IaaS). This provides processing, storage, networks, and other computing resources to the consumer. Example of this would be processing / memory intensive applications using a service like AWS IaaS.
Platform as a Service (PaaS). Unlike IaaS where the user can manage an entire/multiple machines over the network. PaaS only allows the consumer to deploy code to the hosting service and the service provider manages the resources themselves. An example of this would be the Google Cloud Platform which allows consumers to deploy applications which they build.
Software as a Service (SaaS). Compared to the previous two. The consumer purchases the right to use the online service of a provider. An example of this would be Google Drive / Google Photos which allows the user to save files / photos and edit them online.
There are other specialised variations of delivery models. Some of these are:
· Database as a service (DaaS)
· Communication as a Service (CaaS)
· Integration Platform as a Service (IPaaS)
· Testing as a Service (TaaS)

[bookmark: _Toc124175831]Scaling
When implementing an application into the cloud, scaling needs to be though upon. From a resource perspective, this represents the ability to handle the increase and decrease in demand. The two types of scaling are [2]:
· Horizontal Scaling
· Vertical Scaling.

[bookmark: _Toc124175832]Horizontal Scaling
The practice of horizontal scaling refers to increasing the number of servers of other resources to increase the capacity. This can also be referred to as “scale-out” because its involvement in adding more units to the capacity in a distribution.
Horizontal scaling is often implemented as a scaling technique to increase the capacity and improve the overall reliability of a cloud service. It allows a cloud service to handle more traffic by distributing the workload over several machines instead of relying on a single machine. This can be more cost-effective and easier to implement and manage than improving a single system [2].
For example, if a cloud-based service is experiencing high traffic and starts to slow down. A system which monitors the resources and stability of the service can automatically add more servers to the system to distribute the workload and improve the overall performance. 

[bookmark: _Toc124175833]Vertical Scaling
The practice of vertical scaling refers to increasing the capacity of a single server by adding more resources. This can be improving the CPU, increasing RAM / disk space. This is also known as “scale-up” due to it involving the act of increasing the capacity of a single unit of a system.
This type of scaling can be useful approach for increasing the capacity for the short term. But there are limitations. As the capacity of a single server increases, it may reach the point where it can no longer become cost-effective to scale up. In these cases, Horizontal scaling is a better solution.
Mixing both techniques could result in the most cost-effective solution but can be less reliable compared to an entire horizontal system. Using a mix system will lead to a system were depending on the load, could result in either up-scaling or out-scaling depending on the traffic’s requirements [2].

[bookmark: _Toc124175834]Availability
From horizontal scaling comes redundancy. This can improve the overall availability off a cloud service. An example of this would be the availability level of your subscribed service from Microsoft Azure can be shown in the following formula found within the reference [3]: 
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The formula shows us that when a new addition is added to a service, the overall availability of the system increases. Meaning the reliability also increases. Also, that the more additional servers added to a service. The availability increases gradually decrease. An example of this would be that if a service consisted of 2 machines that gave an availability of 90%. And then an additional server is added to the system would increase the overall availability to 99.9%. Another addition would result in 99.99% and so on.
From this, having a cloud service can be far more reliable than an on-site service. This is many due to the many problems that could cause the on-site solution to go down. While a solution in the cloud could be scaled so that it can be accessed from multiple different hosts so no matter how many hosts go down. There will always be a backup solution.

[bookmark: _Toc124175835]Investment
Unlike an on-site infrastructure, cloud computing is cheaper to invest into compared to create an on-site system. This is due to many factors that are involved when hosting a service. Cloud computing can be more cost-effective than on-site hosting, especially for small businesses that do not have the resources to maintaining their own servers / infrastructure. With cloud computing, you only pay for resources that the consumer uses, rather than having to invest in and maintaining the hardware and infrastructure. 
Also involved in the cost side of things. Cloud computing is easier to scale compared to an on-site system. This is due to the ease of increasing and decreasing the resources that the service requires. Compared to an on-site system, where you need to purchase everything needed for the peak load. Which will result in a higher cost compared to on-demand scaling with cloud computing [4].
With cloud computing providers comes redundant infrastructure. This improves the reliability of the services. This also leads to less cost since a backup infrastructure needs to be implemented and maintained for a scenario where the main services go down. 

[bookmark: _Toc124175836]Security
For security, depending on the consumer’s needs. Cloud computing is either advantageous or a drawback. If the consumer needs to keep their data needs to be secured so no one can access their data, then an on-site system would have the benefit because you aren’t relying on a third party to host that data. And you can implement your own security policies to protect your data. On the other hand, in-house security measures may not be as robust as a cloud computing provider. Meaning that going cloud could be a better solution [5].

[bookmark: _Toc124175837]Where on-site hosting can be cheaper
One exception to on-site hosting having the biggest benefit. Is that GPUs for higher over a cloud service can cost more than purchasing the equipment and running / maintaining the infrastructure. This is due to the high rental costs that come with GPU processing times. 

[bookmark: _Toc124175838]Drawbacks to cloud computing
Unfortunately, cloud computing does come with some drawbacks. And all the drawbacks depend on the service provider and the service that a consumer picks.
[bookmark: _Toc124175839]Hardware failures
At some point there will be hardware failures. And all providers must deal with them. Once this happens, and it affects your service. The service provider moves your workload to another healthy server while they fix the issue. Unfortunately, this will lead to the workloads being rebooted or moved in a planned move. There will be sufficient warnings ahead of the event. But this can cause downtime depending on the scaling of the company. Also, if the consumers applications keep a lot of in-memory state, this can lead to a lot of data being lost due to the event [6].
[bookmark: _Toc124175840]Fair play
Depending on the service that a consumer purchases. They could be sharing a shared pool of resources. This means that each consumer is provided with a set list of resources and then a shared resources which is distributed and increased on demand. An example of this could be linked to networking and having a base rate of 100Mbit per second. And allowing the consumer to burst up to 1Gbit. But the problem that relates to this can be “noisy neighbours”. Noisy neighbours are resource hogs that take up a large amount of the shared portion of the resources [7]. This means that the consumer can face serious competition to resources if a noisy neighbour is present. An example of this would be a public virtual private network. If there are a bunch of neighbours that are using bandwidth heavy tasks on the same network, you are using. Then this can affect your overall experience when using the same VPN. It could either affect the ping rate or even overall bandwidth speed.
Not only noisy neighbours can affect your service. But throttling can be applied to your application if it violates the terms and services of the fair play resources. This is put into place to protect the service provider, as well as the other consumers on the same resource pool. If you are affected by this, you can expect a limit in the performance of the service that is provided to you.

To eliminate this issue, the usage of dedicated resources can be used and is effective. But one drawback to this is the increase in price due to the dedicated resources being bought from a provider.


[bookmark: _Toc124175841]Virtualization 
This refers to the creation of a virtual version of something. This can be a virtual machine or a virtual private network. This allows a single server to run multiple different isolated virtualised programs. Each can support their own operating systems and applications. With this implemented, different applications can run on the same device without interfering with each other and makes deploying and managing applications in the cloud easier.
Containers are a form of lightweight version virtualisation. This also allows multiple applications to run on a single device, but instead of each application running inside their own isolated operating system. Each application runs in its own “container”. This can lead to a more efficient use of the systems resources and make it easier to deploy and manage the system in the cloud.
A software that uses containerization is Docker. This platform allows developers to package their applications and as well as the dependencies into a container. Once done, they can easily deploy and run the container on any platform that supports Docker. This makes the process of build, test, and deployment easier for developers when developing an application. With this container can be used with Kubernetes to manage multiple docker instances across multiple different networks. This means that the scaling of a Docker and Kubernetes system can go either Horizontal or Vertical giving it a very versatile scaling option to cope with on demand loads.
The main driving forces behind the adoption of Docker is the: flexibility, portability, and ease of use. Docker allows developers to focus on the development of an application rather than spending time focusing on the underlying infrastructure [8]. 
Docker does not only benefit developers, but also operation teams. This allows them to easily manage and scale the applications as the containers can be easily moved between environments and ran on different types of platforms that support Docker.



[bookmark: _Toc124175842]Development process of NodeJS + Docker
NodeJS is a JavaScript runtime which is build on Chromes JS engine. It allows a developer to run JavaScript on a server, allowing backend services made from JavaScript a reality. 
When learning NodeJS for the development of the eCommerce Application. Many aspects of NodeJS were discovered and proved its versatility. From the start to the end, the entire development process was easy to learn and straight forward.

[bookmark: _Toc124175843]Creating a NodeJS project
When creating a NodeJS project. The first thing that was done was to download the latest version of NodeJS from their website. One done, to create a NodeJS project a simple command of “npm init” was used to create a barebone project with NodeJS. With this the projects name, version, description, and other features could be specified in the package.json file which was automatically generated.
Not everyone wants to create their entire project from scratch. Luckily, NodeJS has a package manager called NPM which allows the installation of “Packages” which can be used within the project. A very well-known backend framework called “Express” was downloaded via the npm tool (E.g. npm install express). And a basic file was created to test out if the package was downloaded [F1]. With this, to start the server the command “node app.js” was used to allow users to access the express server by entering its IP into the browser. And they would be greeted by “Hello World”.
After the base introduction into NodeJS, further research was conducted to find an Express server template with basic development standards. Luckily, express comes with a tool called “express-generator”. This allowed the generation of a Express server with a simple command (npx express-generator). From this a template was created which allowed the development of the express application to become easier.  

[bookmark: _Toc124175844]Typescript
Another issue that was come across was that due to JavaScript being a typeless scripting language. The need for typed objects for easy organisation, and faster development was needed. After some research, TypeScript was found. From a video found online from the Universities resources, an instructional video was found which showed the process of installing and implementing typescript into a project.
After this was done. The usage of typescript, the codebase of the NodeJS project become much more reliable and easier to read. This is due to the typing that can be added to object/json structures which prevented mismatches with types and other issues. TypeScript caught many errors before running the Express server for any bugs.

[bookmark: _Toc124175845]Typeorm
Due to the project being delated to eCommerce. A database needed to be added and attached to the express service. This means research needed to be conducted to see what the best option is. For the database, a simple MySQL server was picked due to its simplicity to setup and run. To communicate to the server from the express service, a package needed to be found which would allow Typing to be put into place, as well as ease of implementation into express.
It was found that Typeorm was the best option. This is due to it being a object-relational mapper that allows Typescript to be used and works with MySQL. From its documentation it was found that a simple command of “npx typeorm init” could be used in the existing project to add the Typeorm functionality. From the figure supplied. It was an easy implementation where a block of coded which allowed the initialisation of Typeorm to be taken place. Which allows express to connect to the database for real-time interactions.

[bookmark: _Toc124175846]Dockerization
After creating the NodeJS application and database. The application needed to be added to a Docker container to be ran from. To do this a docker fill needed to be created which allowed the docker container to interact with the NodeJS application. Once implemented and working, a database needed to be added to the container to allow the application to function. To do this a “Docker compose” file was created which included instructions relating to the database, environment variables, and the NodeJS application. Once created, the command of “docker-compose up” was ran so that docker could install all the data it needed to create the database and the nodejs application. After the installation, a container with the database and application was created and running. From this, the express server was running fine with the database attached.

[bookmark: _Toc124175847]Development Conclusion
Overall, the development of the NodeJS application was straightforward and stress free. Due to NodeJS having NPM which allows the installation of different packages which can contain different frameworks, this reduced the development time of the application by quite a bit. Also, with the addition of TypeScript. The codebase of the project became readable and more reliable due to the bugs being caught while in its development process. 
Containerising the project was easy due to how straightforward docker was, and how adding the NodeJS application and the MySQL database was easily done by creating only two different files.
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const express = require("express’);
const app = express();
const port = 3000;

app.get(*/", (req, res)
res.send("Hello World!*);
bH

app.listen(port, () => {
console. log(" Example app listening at http://localhost:
bH

{port}™);
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AppDatasource. initialize()
~then(async () => {
const itemsRepo = AppDatasource.getRepository(Iten);
const items = await itemsRepo.find();

if (items.length === @) {
console. log("Running migratio
migrationTtens.forEach((x) =>
itemsRepo. save(ItenManager .createltem(x as Item))

-catch((error) => console.log(error));
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services:
nysqldb
inage: mysql:5.7
restart: unless-stopped
env_file: ./.env
environment:
- MYSQL_ROOT_PASSWORD-SHYSQLDE_ROOT_PASSHORD
- MYSQL_DATABASE=SHYSQLDB_DATABASE
ports:
- $MYSQLDB_LOCAL_PORT:$MYSQLDB_DOCKER_PORT
volumes:
- db:/var/1ib/mysql
app:
depends_on:
- mysqldb
build: ./shop-app
restart: unless-stopped
env_file: ./.env
ports:
- $NODE_LOCAL_PORT: $NODE_DOCKER_PORT
environment:
DB_HOST=mysqldb
DB_USER=$HYSQLDB_USER
DB_PASSHORD=$HYSQLDB_ROOT_PASSHORD
- DB_NAME-$MYSQLDB_DATABASE
- DB_PORT=$MYSQLDB_DOCKER_PORT
stdin_open: true
tty: true
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