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Complete the following tasks:
	Task 1: Understanding DNS Resource Records.

	DNS is a system used to access network resources, in terms of mapping domain namespace names – to IP addresses.  It is therefore vitally important to keep these resources up to date.  Imagine a scenario whereby changes would affect your ability to host your website for example. 

When DNS records are entered manually, the administrator is responsible for ensuring that the resource records reflect any changes (in terms of the IP address - DNS mapping of the resource changing).

Within large networks this is a very time consuming task that could overwhelm the administrator. As a consequence manual updates are not a good solution.

We therefore need to create a system/method to allow DNS Clients to automatically maintain and update their own Resource Records in DNS.  

Dynamic and Manual Updates.

When we create, register and then update Resource Records in DNS, there are two approaches we can use; Dynamic and Manual.

We saw previously that Resource Records are stored in DNS Zone files.

Dynamic updates; is the process whereby DNS clients dynamically create, register and update their own records.  The records are stored in Zones maintained by DNS Servers.  These zones are configured to accept and process messages for dynamic updates.

Manual Updates – is where administrators manually create Resource Records in zones at the DNS Server by editing resource records in the Zone file.  

The process of Dynamic updates involves clients interacting with the DNS Server in order to update their own Resource Records.

As demonstrated in the lecture this involves a series of steps that initiates with the client
sending out a SOA QUERY (a search for a SOA record) to the DNS Server that is authoritative over the Resource Record that the client wishes to register with.  

A series of steps then take place where the client verifies that this registration does not exist.  Finally the DNS client sends the dynamic update to register the resource record.  

[Complete this Task from the Low Number Server].

[Checking DNS resource records]

You will remember from lectures that resource records (database entries used for DNS name resolution operations) are stored in the zone files in the DNS servers in our network.  These database entries consist of many different types of records that each offer a unique function. To check the resource records in the network.

· Start  - Administrative Tools -DNS
· Click on the Primary Forward Lookup zone you have created previously.
· Note in the right hand part of the console window the existing records configured for the zone, make a note of these and explain their purpose.
· Right click on the forward lookup zone file created - choose properties
· Click on the SOA tab. We can now modify properties. 
· The SOA resource record contains important fields for managing DNS such as the the 
Primary Name server AUTHORITIVE for this zone as well as the person who to contact in the result of a problem occurring.  
· Specify a contact of adminstrator.nwtraders.msft - We don’t have an email server setup on our network domain, but if we did the convention is to replace the @ sign with a full stop.  Errors and other important log entry information can be sent as a notification to the specified users email address.   

[Manually creating DNS resource records].

Here we configure a Host Record for hostname resolution for our zone. This way any one sending a host name query for the website application (stored on the high number server) in our zone will have their query successfully resolved.
 
*1	Open the DNS Console - Start – Administrative Tools - DNS
*2	In the DNS Console Tree view – right click the Forward Lookup zone; server.nwtraders.msft (Where server is the High Number Server's Name e.g. glasgow.nwtraders.msft).
*3	Select New Host (A).
*4	Within the New Host dialog window – in the Name field, type: servername (Where servername) is the name of your high number server, so for example
E.g.

When working at Denver – you would type Vancouver into the New Host Name field.

*1	In the IP Address field type the IP Address of your High Number Server Partner/Private Network Connection.
*2	Choose Create associated Pointer Record.  This means that we will create an additional pointer record in a reverse zone for this host, based on the IP address – Name mapping information just created.
*3	Click the Add Host button to add this record to the Forward Lookup Zone.
*4	Click Ok
*5	Click Done
*6	Close the DNS Console.

[Complete this Task from the Low Number Server].

[Test the DNS service ]

· In the DNS console right click on the DNS Server - choose Properties
· Click on the monitoring tab - check on the option A simple query against this dns 
server.
· Choose the Test now button - note the results are displayed in the bottom part of the 
window under the test results section.  Note if recursion is enabled or forwarders are 
specified, you could also test queries to other DNS servers.                 
         

[Test the website]

We will now test whether we can access our website from other networks.  

Ask a member of another network to launch an Internet Browser (e.g. Internet Explorer)
         
              * Using the convention:
                                          http://hostname.zonename/aliasname/yourwebpage.html


· Where servername is the name of your High Number server, aliasname is the name of 
your virtual directory (created in the previous worksheet) and yourwebpage.html is the name of your webpage, enter the address in the address field. Is your page returned 
        successfully?  If not consider the Primary DNS server address that your client is 
        sending its requests to.  (E.g. Denver.denver.nwtraders.msft)



	Task 2: Additional Testing considerations when hosting DNS and  applications.

	
The Importance of DNS Suffixes.

You will remember that the DNS suffix is appended to the host name to form part of the Fully Qualified Domain Name (FQDN)

By not having the DNS Suffix properly configured on the client, we risk Name Resolution and updates not being able to function properly.

Suffix Selection Option – This option specifies that resolutions for unqualified names on this computer are limited to domain suffixes of the Primary DNS Suffix up to the Second Level domain;

E.g. Primary DNS Suffix is nwtraders.msft, we attempt to contact Server1.  Computer queries for Server1.nwtraders.msft in addition to suffixes configured in the Connection Specific Suffixes.

Preferred and Alternate DNS Servers.

The preferred DNS Server is the server which immediately receives DNS queries sent from the DNS client.  This server is where DNS client Resource Records is updated from.

Alternate DNS Server is the subsequent Server that a DNS client will call upon if (a) because the preferred DNS server is unreachable (b) Because the preferred DNS Server cannot resolve DNS queries from clients because the DNS service has failed.

[Complete this Task from the low number Server].

To manually configure DNS Clients to use Preferred and Alternate DNS Servers:

*1	Ensure that you are logged on as Administrator onto NWTRADERS domain
*2	Choose Start – Settings – Control Panel.
*3	Double Click Network Connections
*4	Right click on the Classroom Network Connection
*5	On the General tab – select Internet Protocol (TCP/IP) click Properties
*6	In the TCP/IP properties dialog box – select Use the Following DNS Server Addresses
*7	In the Preferred DNS Server field – type the IP address of the Classroom Network Connection of your machine.
*8	In the Alternate DNS Server field – type the following IP address: 192.168.1.200
(This is the London Classroom Network Connection IP address, so if your client cannot resolve the query for resolution with the Preferred DNS Server, it will try to resolve it with London).
*1	Click the Advanced tab – Select the DNS category.  
*2	In the DNS Suffix for this connection field type: nwtraders.msft (This is the DNS suffix that will be attached to the Host Name for this computer).
*3	Click Ok
*4	In the Internet Protocol (TCP/IP) Properties dialog box – click Ok.
*5	Close any other windows that are left open.

[Complete this task from the High Number Server]

*1  Ensure that you are logged on as Administrator onto NWTRADERS domain
*2	Choose Start – Settings – Control Panel.
*3	Double Click Network Connections.
*4	Right click on the Private/Partner Network Connection.
*5	On the General tab – select Internet Protocol (TCP/IP) click Properties.
*6	In the TCP/IP properties dialog box – select Use the Following DNS Server Addresses.
*7  In the Preferred DNS Server field – type the IP address of the Partner Network Connection on the Low Number Server.
*8  In the Alternate DNS Server field - type the following IP address: 192.168.1.200
*9  Click the Advanced tab – Select the DNS category.  
*10	In the DNS Suffix for this connection field type: nwtraders.msft (This is the DNS suffix that will be attached to the Host Name for this computer).
*11	Click Ok
*12	In the Internet Protocol (TCP/IP) Properties dialog box – click Ok.
*13	Close any other windows that are left open.`
           

	Task 3: Observational Tasks.

	
Q). What is the process involved when DNS Clients wish to dynamically update their own Resource Records? 

Q). You could configure a number of additional DNS servers to be used when attempting to resolve DNS queries.  Show how we can do this and explain why this may be an  
important factor to take into consideration when using multiple DNS servers in specific types of networks/domain infrastructures.

Q). What are the advantages/disadvantages of using Active Directory Integrated Zones or Non-Active Directory Integrated Zones.

Q). We have identified the use of Active Directory Integrated Zones to provide a more manageable (via Site Replication) and secure DNS system (using checks for Identify and permitted levels of access to the system).  With Security and Manageability in mind, investigate the terms Active Directory Replication and Kerberos and briefly summarise how they are used to achieve Security and Manageability in Active Directory Service deployments in Windows Networks.
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