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[bookmark: _Toc38882386]ABSTRACT
This project compares infrastructure as a Service (IaaS) and Function as a Service (FaaS) platforms through a series of experiments using a REST based application adapted to both platforms and provide insight of in what circumstances one platform may be preferable over the other.
A review of relevant literature gives an overview of both platforms as well as informs the choice of a set of metrics common to both that can be quantifiably measured and compared.
A REST based application is designed and implemented for both platforms on AWS and experiments run against these applications in different scenarios.
The different scenarios cover different usage rates, different capacity sizes and highly available versus non-highly available IaaS implementations.
[bookmark: _GoBack]From these experiments performance metrics were captured and compared and from these costs were calculated.
In all cases, the IaaS implementations outperformed the FaaS implementations in terms of response times of requests made.
Using a relatively light REST based application showed that there were no great improvements in performance when increasing compute capacity on both the IaaS and FaaS platforms.
In terms of cost, which is the cheaper implantation is dependent on the usage rate. Given that a REST based web service would have to be available 24 hours a day, the FaaS implementation of the REST application becomes more favourable the lower the overall usage is, although the IaaS implementation is cheaper when there is a constant and uniform demand.
The final experiment replaces the traditional API Gateway with the API Gateway HTTP API. While this does represent some gains in terms of price over the AWS’s traditional API Gateway, no great performance improvements were noted.
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[bookmark: _Toc38882391]Aim
The aim of this project is to compare a REST based application adapted for both an IaaS platform deployment and a FaaS platform deployment, under different usage scenarios, by comparing a set of quantifiable metrics that will be identified through research and can be measured by conducting experiments or calculated from other metrics gathered. The comparison of metrics for both types of deployment should indicate in what situations one platform is preferable over another.
[bookmark: _Toc38882392]Objectives
The objectives are to:
· Investigate which cloud vendors offer both FaaS and IaaS platform services for the purpose of identifying a suitable cloud vendor’s environment which would be suitable to run experiments in.
· Choose or design and build a REST application that can be deployed on both FaaS & IaaS platforms with minimal change or adaption within the chosen cloud vendor’s environment.
· Research what quantifiable metrics can be obtained from applications on both IaaS and FaaS platforms that are applicable to both platforms and how they can be obtained, e.g. what tools and data sources are required.
· Run load tests of different types against the chosen application on both FaaS & IaaS platforms within the chosen cloud vendor’s environment, then collate and analyse the results to identify any trends patterns or differences. 
[bookmark: _Toc38882393]Structure of the Report
In section 2 there is a Literature Review, which covers the basics of the terms required, e.g. IaaS, FaaS, etc and explores what has already been covered in academic writing in terms of their benefits and disbenefits and what methods have previously been used to quantifiably measure applications hosted on these platforms and what metrics can be obtained. Perhaps more importantly, it explores what metrics are common to both of them, what can be compared and how they can be measured.
Section 3 sets out the Research and Development Methodologies used for this project.
Section 4 is a large section that documents all of the steps required to realise the projects aim, the decisions taken in regard to those steps, and how the experiments are to be implemented.
In section 5 is the documentation of the actual running of experiments, detailing what each experiment was, it’s results, how costs were calculated and an evaluation of each set of results.
Section 6 gives an overview evaluation of all of results from each experiment as well as evaluating how well the project met its defined aims and objectives.
Section 7 provides an overview of the conclusions reached in this project and suggests further ways of how the work completed in this project could be extended and built upon.
Section 8 is a section dedicated to the author reflecting on how the project went and how they felt throughout the project.
Section 9 holds all the references used in this project.
Section 10 is the Appendices section and includes code and scripts used throughout this project.



[bookmark: _Toc38882394]Research and Review of Literature
[bookmark: _Toc38882395]Cloud Computing
This section gives an overview of cloud computing.
[bookmark: _Toc38882396]An Introduction to Cloud Computing
Cloud computing is the provision of virtualised computing services over the internet [1]. It is a rapidly developing innovation and very different from traditional ways of managing IT resources, such as businesses managing their own IT infrastructure in their own data centre [2].
[bookmark: _Toc38882397]Types of Cloud Computing
The term cloud computing covers a large variety of computing services ranging from bare-metal server provisioning to fully managed software application offerings [3].
The services offered by cloud vendors can typically be divided into three different service layers: Infrastructure as a Service (IaaS), Platform as a Service (PaaS) and Software as a Service (SaaS) [4] [5]. A relatively new addition to these service layers is Function as a Service (FaaS) [4] [6]. 
While FaaS can be viewed as a separate cloud platform layer from IaaS, PaaS and SaaS [4], there are several other ‘x’ as a service terms that can be considered either PaaS or SaaS [7]. These include Database as a Service (DBaaS), Backend as a Service (BaaS) [7].
Some other ‘as a Service’ cloud terms which do not constitute a separate cloud layer include: Security as a Service [8], Blockchain as a Service [9] and Testing as a Service [10].
[bookmark: _Toc38882398]Advantages and Disadvantages of Cloud Computing
Cloud computing allows for the purchase of computing on-demand [11]. Therefore, it can provide advantages in cost, scalability and flexibility [12].
Disadvantages of cloud computing include a reliance on an internet connection, time lag (especially when uploading/downloading large volumes of data) and working within the limitations set by the cloud provider [13].
Cloud vendor lock-in is also deemed to be a concern, as there is no standardisation across cloud providers in regards to the APIs each cloud vendor provides to create or manage a service [14]. Many cloud services, e.g. message queuing services, may not be like for like between different cloud vendors as configuration variables and data formats may vary [15].

[bookmark: _Toc38882399]An Overview of FaaS
This section gives an overview of Function as a Service (FaaS).
[bookmark: _Toc38882400]Definition of FaaS
Function as a Service (FaaS) is a compute provisioning capability for event driven, short running, stateless applications that can automatically scale up and down without external prompting, which only charges for the time it is used, and or the number of times it is used [16].
Some definitions of Function-as-a-Service (FaaS) make it synonymous with the term serverless [17]. The definition of serverless has evolved over time [16]. In the context of cloud services it can refer to services that run-on-demand and scale-on-demand, as opposed to typical SaaS & PaaS services that may scale-on-demand, but are always running [16].
Additionally, Serverless can be said to have another property, pay-as-you-go, where billing (charging) only occurs for the time the code is running [18].
While servers are very much present in serverless computing, the management of those servers, including the provisioning and scaling of those resources is managed by the cloud provider as opposed to the developer [19].
While the term FaaS can be defined in context of what it does, Serverless in a wider sense is defined as a type of pay model. This can be seen in services which are distinctly not FaaS which are also considered serverless, such as Database as a Service (DBaaS) and Backend as a Service (BaaS) [7].


[bookmark: _Toc38882401]Advantages of FaaS
As FaaS developers only need to worry about the code, deployments become simpler with little to no operational effort required once deployed [20].
This means that developers do not require any great knowledge of distributed systems to enable them to create FaaS based cloud applications [6].
The pay as you go pricing model of FaaS from multiple cloud vendors can also reduce running costs significantly [20] [16]. The small deployment sizes of individual functions means lower costs for scaling-up, as only individual functions needed to perform an action are actually run in parallel [21].
Reduction of running costs of applications on a FaaS platform  when compared to an alternative cloud model,  e.g. a PaaS platform,  is often visible when applications have varying workloads [22]. This is attributed to FaaS platforms provisioning resources dynamically [22], i.e. resources are only provisioned when they are required.
FaaS services like AWS Lambda are highly available by default [23].
[bookmark: _Toc38882402]Disadvantages/Limitations of FaaS
FaaS services still need physical/virtual hardware to run (typically containers), but those containers may only be provisioned at the time the FaaS function is invoked [24]. This leads to the cold-start problem, where there can be a delay in invoking a FaaS function and it starting to begin [24]. Cloud providers may not immediately destroy the container, so subsequent invocations may not result in a cold-start, although this is often dependant on the time between invocations and the number concurrent invocations [24].
Cold-starts can have an effect on the overall latency between the time a FaaS function is invoked and the time it has completed. [25].
Cloud vendors will typically limit the amount of time a single FaaS function will be allowed to run for [25] and the amount of time can vary between cloud provider.
As FaaS platforms only host stateless applications, any form of state must be held outside of the FaaS platform, either in a backend application such as a database or in a session on the client side [16].
Vendor lock-in can also be an issue as not every cloud provider allows FaaS functions to be written in the same languages or invoked in the same ways [25]. Some cloud vendors do offer ways of using other languages than the ones they offer native support for, e.g. AWS [26].
[bookmark: _Toc38882403]An Overview of IaaS
This section gives an overview of Infrastructure as a Service (IaaS).
[bookmark: _Toc38882404]Definition of IaaS
IaaS is the provision of computer resources, usually virtualised hardware, but also bare metal. Developer are not responsible for the physical infrastructure, but they can manage everything else from the Operating System up [27].
Therefore, an application can be developed using an IaaS offering from a cloud provider using any software or language that they wish.
IaaS typically covers IT capabilities such as compute resources, storage and networking [28].
[bookmark: _Toc38882405]Advantages of IaaS
IaaS allows customers to purchase resources on-demand [29], without investing heavily on purchasing actual hardware.
This allows for quicker responses to changing business conditions, giving the ability to scale-up or down resources as required [30].
[bookmark: _Toc38882406]Disadvantages/Limitations of IaaS
A disadvantage of IaaS is that it comes with increased complexity of manageability, such as networking, load-balancing over multiple data centres and managing backups [31].
Due to the time it takes to provision a new VM, there are possible trade-offs in capacity planning [32], where extra provisioning is either made pre-emptively before current resources reach capacity (leading to extra cost) or risk service degradation while new resources are being provisioned.
[bookmark: _Toc38882407]Cloud Providers
There are multiple cloud providers who offer a variety of different cloud-based services. These include Amazon Web Services (AWS), Microsoft Azure, Google Cloud Platform (GCP),  Alibaba Cloud, Oracle Cloud and IBM Cloud [33].
AWS was the first of these providers to start offering cloud platform services and has by far the highest market share [33]. In 2018, AWS held 33% of the market share in the cloud infrastructure market, while its closest competitor Azure only held 13% [33].
Both AWS and Azure provide services in the IaaS, PaaS and SaaS platform layers [34] as well as FaaS offerings [16].
[bookmark: _Toc38882408]Cloud Platform Metrics
This section describes the metrics that can be measured for both FaaS and IaaS platforms.
[bookmark: _Toc38882409]Metrics That Can Be Measured for FaaS Platforms
The Benchmarking Heterogeneous Cloud Functions [35] study, recorded metrics for execution time through two methods. The first method used a binary deployed within the application code that ran on a FaaS platform. The second method measured the execution time from a client application calling the FaaS application.
One proposed method of differentiating FaaS offerings [36] was based on the non-functional requirements, including cost and performance. Essentially measuring how long it takes to complete a task and much it costs to do so.
Other experiments involving measuring FaaS performance also used the key metrics of cost and performance [37].
[bookmark: _Toc38882410]Metrics That Can Be Measured for IaaS Platforms
The benchmarking study of Patterns in the Chaos – a Study of Performance Variation and Predictability in Public IaaS Clouds [38] collected metrics on CPU, disk speed and memory read/write speed. From the previous section, it does not appear that any of these metrics are easily available from FaaS platforms.
Cost was discussed as being a possible metric to capture for applications on a FaaS platform. Most cloud vendors provide detailed pricing pages for their services, e.g. the Amazon EC2 Pricing page [39]. Using pages like this, cost could be calculated for a given service deployed on an IaaS platform.
[bookmark: _Toc38882411]REST
Representational State Transfer (REST) is an “architectural style for distributed hypermedia systems” [40]. REST applications must be stateless, that is a request from a client must contain all of the information required for the request to be understood by the server receiving the request [40]. REST requests are made using the HTTP standard [40], e.g. using GET, POST, etc. as defined in RFC 7231 [41].
[bookmark: _Toc38882412]Previous Studies of Comparing IaaS and FaaS
While Function-as-a-Service X Platform-as-a-Service: Towards a Comparative Study on FaaS and PaaS [22] compares an application deployed on FaaS and PaaS platforms on AWS, it does so by creating an experiment where a REST based web service is tested for the number of successful requests under load (using JMeter), response times and calculates costs based on these results.
The PaaS implementation was ultimately hosted on an EC2 instance.
The load tests for the FaaS implementation called the Lambda directly and didn’t use an API Gateway as an intermediary component.
The conclusions from this paper are that the PaaS and FaaS were similar in terms of performance and the FaaS was better in terms of cost. Although it did state that for consistent workload, the PaaS implementation would be cheaper.
The paper Serverless Computing: One Step Forward, Two Steps Back [42] compared IaaS and FaaS by training a neural network. They measured both cost and the time it took to complete the training. The IaaS implementation cost less and completed the task quicker than the FaaS implementation. But as the task was to process a large amount of data, which was essentially one task. This meant that the IaaS implementation worked at near full capacity until it finished, while the FaaS implantation had to split the work into smaller chunks. In this instance the results are in line with what has been described in the Advantages and Disadvantages sections for both IaaS and FaaS, but it is not a comparable test to this projects aim of testing a REST based application, as it is unlikely that the FaaS implementation will require to split work to respond to a single request.
[bookmark: _Toc38882413]Testing  Tools
A Comparative Study on Load Testing Tools [43] mentions various load testing tools including Load Runner, JMeter, The Grinder and WebLoad. This study goes on to detail several criteria of which to compare these products. These include ease of use, cost  and technical expertise required.
A Serverless Architecture for Wireless Body Area Network Applications [44] mentions Artillery.IO as a “powerful and easy-to-use distributed load testing toolkit”.
Of the load testing tools mentioned in this section, they all appear to be able to measure response times [43] [44], therefore response times can be used as a metric of measurement for both IaaS and FaaS deployed applications.
[bookmark: _Toc38882414]FaaS Architecture
Although FaaS  deployments can be triggered by a consumer directly via an API, they typically use an API Gateway as an intermediary [45]. This is because the APIs to call FaaS functions direct are normally powerful and require credentials. For example, the same API that would allow someone to invoke an AWS Lambda, is also able  to add permissions and delete functions [46].
[bookmark: _Toc38882415]IaaS Architecture
IaaS implementations can be deployed a single or multi server [47]. To enable multi-server deployments, a load balancer is required [47].
6

[bookmark: _Toc38882416]Conclusion
This section gave an overview of the advantages of cloud computing. 
The terms of FaaS, IaaS and REST have been explained and the known and expected benefits and disbenefits of FaaS and IaaS have been identified.
It has been identified that the metrics of performance and cost can be recorded and/or calculated for applications on both platforms.
A previous study comparing FaaS and PaaS has used a similar approach to what the aims of this project in terms of comparing IaaS and FaaS. Even though the method of deployment for FaaS and IaaS are different, the same type of hardware is ultimately used, and it has been identified that PaaS and IaaS use the same charging model.
Multiple load testing tools have been identified as well as considerations for choosing one for the testing section of this project.



[bookmark: _Toc38882417]Research and Development Methodology
[bookmark: _Toc38882418]Research Overview
This section will describe the research methodology that will be used for this project.
[bookmark: _Toc38882419]Research Philosophy
The Author has chosen to use a Positivism philosophy for this research.
Definition of Positivism from the Oxford Dictionary [48]:
“A philosophical system recognizing only that which can be scientifically verified or which is capable of logical or mathematical proof, and therefore rejecting metaphysics and theism."
As the aim of this project is to collect and compare qualitative data from two different sources, the author believes that the Positivism philosophy is best suited research philosophy.
[bookmark: _Toc38882420][bookmark: _Toc513154094]Research Approach
The author has chosen to use the Deductive Approach for this research.
The Deductive approach is described in the book Essentials of Business Research: A Guide to Doing Your Research Project [49] as:
“…developing a hypothesis (or hypotheses) based on existing theory, and then designing a research strategy to test the hypothesis.”
The author theorises that the experiments will show that there are measurable differences in performance and cost between applications and deployed on FaaS and IaaS platforms. 
[bookmark: _Toc38882421]Research Deliverables
The primary deliverables will be a set of metrics comparing how a comparable REST based service built on IaaS and FaaS cloud platforms perform and compare in a set of given situations designed to replicate different usage situations.
Primarily these metrics will relate to performance, e.g. response times. These metrics will then be used to calculate costs of running the REST based service under different usage patterns.
As each test will be run against the both platforms at different provisioned capacities, it should be possible to identify the most suitable provisioned capacity for each usage rate in terms of performance and /or cost.
If one platform performs better in either performance or cost in one situation under a low usage rate but is overtaken the other platform at a higher usage rate, then the data collected will be used to predict at what point (usage rate) that happens.
[bookmark: _Toc38882422]Research Strategies
To achieve the Research Deliverables the author will employ three research strategies:
· A document review
· Software development
· Experiments
A document review will be undertaken to give understanding to the subject matter and identify quantitative metrics that can be measured for applications on both IaaS and FaaS platforms. Where previous work has been undertaken in this area, the conclusions will be summarised and compared with the eventual output. The output of the document review is expected to guide design decisions to enable the correct metrics to be captured and compared.
Software development will be used to design and create applications that are comparable even though they are deployed on both FaaS and IaaS platforms.
The author will conduct experiments to measure key metrics of applications deployed on both IaaS and FaaS platforms. These metrics can then be compared, and trends and differences recorded.
[bookmark: _Toc38882423]Development Methodology
For this project the author will use the feature-driven development (FDD) development methodology.
FDD combines agile methodologies and model-driven techniques [50]. 
An overview of the five FDD activities is shown in the FDD Process Life Cycle below.
[image: ]
[bookmark: _Toc513154126][bookmark: _Toc38882493]Figure 1 - FDD Process Life Cycle [51]
One of the key advantages, for this project, of FDD over other agile methodologies, e.g. SCRUM, is that it can be used when only one person is working on the project.
As FDD is an agile methodology, it allows for requirements to be identified and refined in an iterative process, so not all activities need to be known up front.
The author will prioritise features and requirement using the MoSCoW method on an iterative basis to accommodate newly identified features and requirements. The MoSCoW method categorises features and requirements by Must do, Should do, Could do and Won’t do.
[bookmark: _Toc38882424]Conclusion
In this section, the author has decided that their Research Philosophy will be Positivism and their Research Approach will be Deductive.
The author has set out their Research Deliverables and decided on the three Research Strategies of a document review, software development and experiments.
The author has also decided on the Development Methodology of Feature-driven Design as it allows for a flexible approach and is suitable for someone undertaking a project as an individual.


[bookmark: _Toc38882425]Design and Implementation
[bookmark: _Toc38882426]Problem Formulation
To enable the author to collect the desired metrics, there are several steps that must be undertaken to get create repeatable tests and retrieve the desired metrics for review.
[bookmark: _Toc38882427]Cloud Vendor Choice
A cloud vendor must be chosen that offers both IaaS and FaaS platforms for tests to be built and run on. While it may be possible to run tests for IaaS on a platform from one vendor and FaaS on a platform from a different vendor, this may skew cost comparison and it may cause difficulties in implementation due to cloud interoperability problems as discussed in the Research and Review of Literature section.
Only one cloud vendor will be used as building the required tests over multiple vendors would increase the effort and scope to an unattainable level for this project.
[bookmark: _Toc38882428]Language Choice
To keep the tests on both IaaS and FaaS platforms as similar as possible, and to enable code re-use as much as possible a single computer language, e.g. Java, JavaScript, C++ must be chosen to design and build a suitable application to run tests against.
This will be limited by the languages available for the FaaS platform of the chosen Cloud Vendor, as FaaS platforms typically limit language choice and the choices can vary per cloud vendor. See the Research and Review of Literature section for details of this.
[bookmark: _Toc38882429]Design of a REST Based Application
A REST based application must then be designed for both IaaS and FaaS platforms using the chosen language. The design must include a way of accessing the application over the internet and allow for changes to provisioned capacities for both IaaS and FaaS platforms.
The application design may evolve or change to accommodate different test scenarios, such as load balancing over multiple VMs.
[bookmark: _Toc38882430]Implementation of a REST Based Application
Once designed, the applications need to be implemented.
This step is where code will be written for both the IaaS and FaaS implementations. Where possible, code should be re-used in both the IaaS and FaaS applications to ensure differences in metrics are not the result of how the code works. It is however expected that the code for both applications will be different to accommodate the different platforms.
Configuration settings (such as internet connectivity) must also be set to allow the applications to be tested.
As the applications will be built many times over with different capacity provisioned, a deployment tool will be used, which will require deployment scripts that can be amended as necessary.
[bookmark: _Toc38882431]Deciding on The Metrics to Be Collected
The author will need to decide on the metrics to be collected for comparison. This will likely be based on previous experiments in this area and what metrics can realistically be captured for applications hosted on both IaaS and FaaS platforms.
[bookmark: _Toc38882432]Design of Tests
To enable the required metrics to be collected, tests will need to be designed to invoke the applications under different usage patterns. This will likely be an iterative process, where the results of one test may influence the designs of later tests, either for the purposes of further research or any limitations found.
[bookmark: _Toc38882433]Choosing Testing Software 
Tests will be using high volume usage rates; it would be difficult and likely impossible for the author to run these manually. Running the test manually would also introduce human error into the results.
Therefore, an appropriate testing tool to run the required invocations of the test application will need to be used. 
[bookmark: _Toc38882434]Deciding How to Deploy the Testing Software
The author will need to decide where to deploy this testing software. It could be hosted on the authors local machine, on a VM in the chosen cloud vendors IaaS platform or as a SaaS service from another cloud vendor.
[bookmark: _Toc38882435]Deciding How to Collect Metrics
The author assumes that the testing tool will provide some metrics on the tests run. This feature will be key in choosing an appropriate test tool. 
Once to test tool has been chosen, the author will compare the metrics it provides with the metrics required and decide how to collect the metrics not covered. This will likely be using the cloud vendors own monitoring platforms and/or making changes to the code of the REST application to log them.
The author expects that some metrics (such as cost) will need to be calculated. A method of doing this will also need to be decided upon. 
[bookmark: _Toc38882436]Displaying and Comparing Metrics
The author will need a consistent way of displaying the captured and calculated metrics. The methods for displaying metrics must be applicable to the metrics captured for tests run on applications hosted in both IaaS and FaaS platforms.
The author will also need a means of displaying the differences between the two platforms.
[bookmark: _Toc38882437]Reviewing of Results
The author will need to review the results after each set of tests. The author is intending to run tests iteratively. Therefore, the review of results from one batch of tests may influence what the next batch of tests are.
The author will also review the test results as a whole at the end of the implementation section. 
[bookmark: _Toc38882438]Design Decisions
[bookmark: _Toc38882439]Cloud Vendor Choice
As discussed in the Cloud Vendors section in this reports Research and Review of Literature, AWS has the highest market share of Cloud Providers. 
It is also one of the first vendors to start offering both IaaS and FaaS platforms for application development.
For these reasons, the author will use this platform to run their tests.
[bookmark: _Toc38882440]Language Choice
Language choice for the development  of a test application is limited by the languages available on AWS’s FaaS platform AWS Lambda.
AWS Lambda supports the following programming/scripting languages [52]:
· Java
· Go
· PowerShell
· Node.js
· C#
· Python
· Ruby
It also provides a way of running other development languages through its Runtime API [52], but this includes extra development steps to be able to use [26].
As the author is already familiar with writing applications in JavaScript, they will develop the test applications using Node.JS.
[bookmark: _Toc38882441]Designing A REST Based Application
The actual purpose of the REST based application is relatively arbitrary to this project, although it must suit several criteria.
It must have a relatively short runtime, but not so short that the tests become meaningless.
It must act in a RESTful way. So will need to provide an endpoint that can be called using HTTP methods such as GET, POST, PUT, DELETE.
For the purposes of this project, the author has decided to implement a small cryptography program that takes in an encrypted message and returns an un-encrypted version.
For ease of development and limiting dependencies, the author will use the native to Node.JS crypto library [53]. For the purposes of this project, the author has chosen the 256-bit Advanced Encryption Standard (AES) [54].
AWS Lambda is already a REST based service in that it receives a set of parameters and returns a response, but it is not automatically available over the internet. To make AWS Lambda accessible over the internet, it must be connected to AWS API Gateway [55].
AWS API Gateway has several ways of integrating with AWS Lambda [56]. As the tests are primarily comparing IaaS and FaaS, the author has chosen the AWS-Proxy integration choice as this passes the request directly to AWS Lambda and put the responsibility of formatting the response on AWS Lambda.
As the IaaS version of the application will require internet access, the VM it is run on will need to have a public IP address [57]. This is just a configuration option when deploying a VM. A security group must be associated with an EC2 instance, this defines what traffic ports are open for incoming and outgoing traffic. For the purposes of these tests, this will be set to allow any traffic incoming and outgoing, although the author recognises that this would not be considered a secure practice in reality.
To enable the application deployed on IaaS to accept and respond to HTTP requests, the author will use the Node.JS Express Framework [58], as the author already has some experience with this framework.
[bookmark: _Toc38882442]Initial Tests to Be Run
Although the author expects to design tests iteratively, there are certain aspects that can be decided for all tests.
The tests will be run against 3 different capacity provisions for both FaaS and IaaS implementations. Both platforms have a variety of different capacity sizes, with the IaaS platform particularly having a wide range of capacity provisions.
To limit the scope of the tests, the following AWS Lambda capacity sizes will be used:
· 128 MB memory
· 1600 MB memory
· 3008 MB memory
This represents the minimum, medium and maximum possible deployment sizes. AWS Lambda capacity provisioning starts at 128 MB memory and can be increased in segments of 64 MB up to 3008 MB memory. AWS do not release how many virtual cores these capacity sizes relate to.
For the IaaS deployment the author will use a range of EC2 T2 instances. T2 instances are described by AWS as general purpose [59]. The following EC2 T2 capacities will be used for testing:
· Nano (1 virtual CPU, 0.5 GiB memory)
· Medium (2 virtual CPU, 4 GiB memory)
· 2Xlarge (8 virtual CPU, 32 GiB memory)
This represents the minimum, medium and maximum possible deployment sizes of T2 VMs of an available seven types.
As a starting point, the author will run two load tests:
· An immediate high load 
· A gradually increasing load
Exact figures to be decided.
[bookmark: _Toc38882443]Metrics to Be Collected
In line with the metrics collected by other similar experiments, as detailed in the Research and Review of Literature section, as well as the limitations of what metrics can be measured for both FaaS and IaaS applications, the author has decided to measure the following metrics:
· Maximum, minimum and median response time (from requesting system)
· Maximum, minimum and mean internal processing time (the time it took for the FaaS and IaaS applications to process the request)
· Number of successful requests (the number of successful responses to a number of requests without error or timeout)
With these metrics, the author can extrapolate the maximum, minimum and median values for response times and the maximum, minimum and mean for the internal processing times. 
The author will also be able to extrapolate costs over a period of time.
[bookmark: _Toc38882444]Metrics Collection
The author has decided to use the testing tool Artillery.IO [60]. This program will enable the author to design load tests which can invoke multiple API requests. It can also be scripted so load can be spread out over a period of time, as well as being able to increase and decrease load over a period of time.
By default, this program can provide the maximum, minimum and median response times as well as the number of different types of HTTP response it received, which will indicate the number of successful responses. As well as giving an overview of the whole load test, it gives a breakdown of the number of requests and their response types and times every ten seconds, which may prove useful to discern when and why errors are encountered (if any).
To try and limit the problems of internet connectivity, the author will deploy and run artillery.io on its own EC2 instance, so all requests are made from within AWS’s network.
For the internal processing time, AWS provides a monitoring tool, AWS CloudWatch, which will show maximum, minimum and mean running times for lambdas that have been invoked. AWS CloudWatch will also provide the number of successful responses.
For the internal response times of the EC2 implementation, the author will include a logging function in the code to record the response times. These logs will need to be downloaded from the instance after every test. The author will then paste the results into excel and use its inbuilt calculations to obtain the maximum, minimum and mean of the processing times.
Costs can be calculated using the pricing information from AWS’s website. The author will use the same pricing information for all tests, even if those prices from AWS change over the course of the project. 
Costs will only include the running of the individual components deployed and not include bandwidth costs as both the IaaS and FaaS REST applications should take the same message and give back the same response.
[bookmark: _Toc38882445]Implementation
[bookmark: _Toc38882446]Local Implementation of A REST Based Application
To develop and test the ability to decrypt messages using Node.JS, the author initially developed two programs to encrypt and decrypt a message on the authors local machine.
The code for the initial encrypt program can be found in Appendix 1 – Local Encrypt Program and the corresponding decrypt program can be found in Appendix 2 – Local Decrypt Program.
These programs successfully encrypted and decrypted a paragraph of text. The output of the Encrypt program can be seen below.
[image: ]
[bookmark: _Toc38882494]Figure 2 - Output of Local Encrypt Program
Using this output text, the Decrypt program successfully decrypted the text. See output below.
[image: ]
[bookmark: _Toc38882495]Figure 3 - Output of Local Decrypt Program
[bookmark: _Toc38882447]FaaS Implementation
The next step was to convert the decrypt program for use on AWS Lambda. The main change to the code was wrapping it in a handler function to be executed when the Lambda is invoked. Also, the result needed to be formatted as a HTTP response. The code for this can be found in Appendix 3 – FaaS Decrypt Program.
To test this, the author deployed it and connected it to AWS API Gateway using the AWS Console (AWS’s Graphical User Interface). The author then tested it using the same encrypted string from the output of the local Encrypt program by sending a request from their local machine using the Postman API Client [61]. This produced the correct paragraph of unencrypted text.
[bookmark: _Toc38882448]IaaS Implementation
Next the author converted the local decrypt program for use on the AWS IaaS platform EC2. As well as including the Express framework, another library, the body-parser library [62], was included in the program to parse incoming requests. 
The code was adapted to include and use these libraries to receive and respond to incoming requests. To enable to get results for internal processing time, an addition to the code was made to log the processing time of each request.
The code for the IaaS implementation can be found in Appendix 4 – IaaS Decrypt Program. 
The program was deployed manually by deploying an instance of EC2 using the AWS Console and then connecting to the EC2 instance from the authors local machine via SSH.
To test the program worked, the author tested it using the same encrypted string from the output of the local Encrypt program by sending a request from their local machine using the Postman API Client [61]. This produced the correct paragraph of unencrypted text.
[bookmark: _Toc38882449]Repeatable Deployment
Due to the time it took to deploy the relevant decrypt program on the IaaS and FaaS platforms manually (using AWS Console and SSH) and knowing that the deployment would need to be done multiple times for different capacities and test criteria, the author decided to create some deployment scripts to lessen the set up time of each test.
To do this, the author used the Serverless Framework [63]. The author is familiar with this software and has used it to deploy AWS services previously. 
Serverless Framework allows for both AWS Lambda and EC2 provisioning. The Serverless Framework uses YAML files to create the necessary AWS deployments. It will automatically upload the code for AWS Lambda functions and build scripts can be added to EC2 deployments to download the necessary software and code.
A little experimentation showed that using build scripts every time considerably increased the time before tests could be run by up to fifteen minutes. To reduce the deployment time, the author created VM images, known as EC2 AMIs [64], once the REST application had been built. This reduced deployment time to around two minutes.
Once the serverless YAML file is configured, it can be deployed from a local machine via the command line.
An example of the serverless YAML files used to deploy the FaaS application, the IaaS application as well as the server hosting Artillery.io can be seen in Appendix 5 – Serverless.yml Example. This script defaults to the minimum deployment sizes of both the FaaS and IaaS deployments but is configured to accept parameters of other sizes.
[bookmark: _Toc38882450]Testing Steps
This section defines the steps necessary to run each test of the IaaS and FaaS REST applications. 
Step 1 – Deployment
Configure the serverless YAML file and run it from the command line of a local machine.
This will deploy the FaaS application, IaaS application and a server from which to run the tests. To change the capacity sizes of the implementations, a redeployment is required.
Step 2 – SSH Into IaaS Application and Start It
To start the REST application on EC2, it must be done from the command line inside the machine.
Step 3 – SSH Into Test Server and Run Tests
SSH into the test server to configure Artillery.IO test script and run. The script must be configured and run separately for the FaaS and IaaS deployments as they will have two different endpoints.
Output should be sent to a text file on the test server so they can be downloaded for review on a local machine.
Step 5 – Collect Metrics
Download the outputs from the Artillery.IO tests from the test server.
Download the log outputs from the EC2 REST application.
Capture Lambda metrics from AWS CloudWatch.
Step 6 – Calculate Cost
For the IaaS REST application, cost can be calculated by the time all components were running (this maybe more than one EC2 instance and additional resources such as load balancers).
For the FaaS REST application, cost can be calculated by the number of invocations and the amount of time the requests took to process internal to the Lambda.
Time for costing purposes will be calculated by rounding up the median run time to the nearest 100ms and multiplied by the number of invocations. 
For the purposes of this experiment, cost calculations will not include anything covered under AWS’s free tier and costs will be calculated as if they did not exist.


[bookmark: _Toc38882451]Tests and Results
[bookmark: _Toc38882452]Scenario 1 – Constant Load
[bookmark: _Toc38882453]Component Architecture
In this scenario, an AWS Lambda will be deployed behind and AWS API Gateway to host the FaaS REST application. A single EC2 instance will also be deployed to hot the IaaS REST application.
Testing will be initiated from within AWS’s infrastructure on a different EC2 instance.
There will be three different deployments covering the three different levels of capacity provision for both the IaaS and FaaS deployments.
[bookmark: _Toc38882454]Usage Rate
Fifty requests per second for one hundred seconds.
The artillery script for this can found in Appendix 6 – Artillery.yml Constant Load.
[bookmark: _Toc38882455]FaaS Cost Calculation
AWS API Gateway Costs = A * $3.50/1000000
Lambda Costs = (A * $0.20/1000000) + (A * B   * C/1024 * $0.00001667 )
Total =  AWS API Gateway Costs + Lambda Costs
Where:
· A = Number of Invocations
· B = Mean Internal Processing Time in Seconds Rounded Up to The Nearest 100ms
· C = Size of Capacity Provisioned in MB
[bookmark: _Toc38882456]IaaS Cost Calculation
For t2. Nano: $0.0066/60 * D
For t2.Medium: $0.052/60 * D
For t2.2xlarge: $0.4224/60 * D
Where D = run time in minutes (rounded up to the nearest minute).
[bookmark: _Toc38882457]Results
[bookmark: _Toc38882496]Table 1 - Scenario 1 Results
	
	AWS Lambda 128MB
	AWS Lambda 1600MB
	AWS Lambda 3008MB
	EC2 t2.nano
	EC2 t2.medium
	EC2 t2.2xlarge

	Minimum Response Time (ms)
	23.9
	24.6
	25.1
	2.4
	2.6
	2.4

	Maximum Response Time (ms)
	401.2
	437.8
	697.2
	101.7
	38.7
	8.7

	Median Response Time (ms)
	32.2
	32.4
	31
	2.8
	2.9
	2.7

	Successful Responses (%)
	99.9
	100
	100
	100
	100
	100

	Minimum Internal Processing Time (ms)
	0.88
	0.88
	0.88
	0.13
	0.13
	0.12

	Maximum Internal Processing Time (ms)
	138
	34.6
	11.3
	0.19
	0.18
	0.19

	Mean Internal Processing Time (ms)
	2.11
	1.83
	1.42
	0.17
	0.16
	0.16

	Estimated Cost (US $)
	0.01954
	0.03152
	0.04298
	0.00022
	0.00173
	0.01408



[bookmark: _Toc38882458]Evaluation
The results of this test show that all the IaaS implementations are much quicker than all the FaaS implementations. The difference between the Response Times and the Internal Processing Times show that the majority of the Response Times is actually taken up by activity other than the processing of the actual request. 
The increase in provisioned capacity for the FaaS implementation does not gain much in terms of Mean Internal Processing Time and Median Response Time. Neither does it make any noticeable difference to the Minimum Response Time, with the difference between all capacity provisions being less than 2ms. All Minimum Internal Processing results have come out at exactly 0.88ms, this may be a limitation of the AWS CloudWatch tool. The difference between the response times and the internal processing times show that over 97% of the response time is taken up by activities other than the actual internal processing time. This must be down to networking routing and AWS API Gateway activities. Even though the Maximum Internal Processing Time reduced with an increase in capacity provisioning, the Maximum Response Time increased. This could be a sign that it takes longer to provision new instances Lambda with a higher capacity.
The increase in provisioned capacity for the IaaS implementation had even less of an effect that it did for the FaaS implementation. The differences between the three different capacity provisions for Minimum Response Time, Maximum Response Time, Minimum Internal Processing Time, Maximum Internal Processing Time and Mean Internal Processing Time all being less than 1ms. The is one noticeable trend with the increase in provisioned capacity of the IaaS implementation, which is that as the provisioned capacity increased, the Maximum Response Time decreased. As the Internal Processing Times are so close, this would appear to indicate preferential routing for higher capacity instances of EC2.
Only the 128MB provisioned capacity of the FaaS deployment had any errors. These appeared within the first ten seconds of the test, indicating an issue with provisioning enough concurrent capacity.
The lowest provisioned FaaS deployments had lower costs than the higher ones, a pattern which was also seen with the IaaS deployments. For the length of the tests run the lowest capacity FaaS deployment was approximately ten times the cost of the  lowest capacity IaaS deployment.
This was to be expected, as there was no period of time considered where the IaaS deployments were idle. But if the same amount of requests was spread out over twenty minutes, the costs would be approximately the same, and in a situation where the same number of requests was run over a longer period than twenty minutes, the Lambda 128MB deployment would start to cost less than the EC2.nano deployment.
[bookmark: _Toc38882459]Scenario 2 – Increasing Load
[bookmark: _Toc38882460]Component Architecture
The component architecture remains unchanged from Scenario 1.
[bookmark: _Toc38882461]Usage Rate
This test will also equal 5000 requests, but with a gradually increasing load over a longer period.
10 requests per seconds for 20 seconds
then
20 requests per seconds for 20 seconds
then
30 requests per seconds for 20 seconds
then
40 requests per seconds for 20 seconds
then
50 requests per seconds for 60 seconds
The artillery script for this can found in Appendix 7 – Artillery.yml Increasing Load.
[bookmark: _Toc38882462]FaaS Cost Calculation
The cost calculation remains unchanged from Scenario 1.
[bookmark: _Toc38882463]IaaS Cost Calculation
The cost calculation remains unchanged from Scenario 1.
[bookmark: _Toc38882464]Results
[bookmark: _Toc38882497]Table 2 - Scenario 2 Results
	
	AWS Lambda 128MB
	AWS Lambda 1600MB
	AWS Lambda 3008MB
	EC2 t2.nano
	EC2 t2.medium
	EC2 t2.2xlarge

	Minimum Response Time (ms)
	27
	26.7
	26.7
	2.3
	2.4
	2.7

	Maximum Response Time (ms)
	463.8
	382.4
	336.9
	173.9
	43.8
	36.5

	Median Response Time (ms)
	33.8
	33.8
	33.6
	2.6
	2.8
	3

	Successful Responses (%)
	100
	100
	99.9
	100
	100
	100

	Minimum Internal Processing Time (ms)
	0.93
	0.9
	0.9
	0.13
	0.14
	0.12

	Maximum Internal Processing Time (ms)
	130
	42.6
	14.9
	0.21
	0.18
	0.19

	Mean Internal Processing Time (ms)
	2.17
	1.88
	1.45
	0.17
	0.17
	0.16

	Estimated Cost (US $)
	0.01954
	0.03152
	0.04298
	0.00033
	0.00260
	0.02112



[bookmark: _Toc38882465]Evaluation
With the exception of Maximum Response Times, all other timed metrics were very similar to the results of Scenario 1 for all both FaaS and IaaS deployments across all provisioned capacities.
For the FaaS deployments, the Maximum Response Times increased, when compared to the results from tests run in scenario 1, as the provisioned capacity was increased. 
While the lowest capacity provisioned FaaS deployment succeeded in correctly responding to all requests made, the highest capacity provisioned FaaS deployment failed to successfully respond to several requests and returned 500 errors. Again, this was identified as being within the first ten seconds of the load test.
For the IaaS deployments, the Maximum Response Times still decreased as the provisioned capacity increased, but all instance sizes had longer Maximum Response Times during this set of tests compared to the tests ran in Scenario 1.
For the t2.nano deployment, the Maximum Response Time increased by approximately 70 %, while for the t2.2xlarge deployment, the Maximum Response Time increased by approximately 400 %. As there were only minimal changes to the other timed metrics for the IaaS deployments, this would suggest some even though network routing preference is given to high capacity provisioned EC2 instances, network quality with AWS’s own network is variable.
The calculated costs for the IaaS deployments increased by 50 % when compared to the costs in Scenario 1. This was because the time it took to complete the test went from between one and two minutes to over between two and three minutes.
As the FaaS deployments only charge per usage and the Mean Internal Processing Time did not change, these costs were unaffected as the overall volume of requests did not change.
[bookmark: _Toc38882466]Scenario 3 – Inclusion of a Load Balancer.
[bookmark: _Toc38882467]Component Architecture
In this scenario, the IaaS deployments will be engineered to be highly available.
An instance of the test application will be deployed to three different EC2 instances of the same size, with one instance per availability zone. An application load balancer will be placed in front of these instances set to distribute traffic in a round-robin fashion, so the load is evenly distributed.
While the author does not expect this to effect the internal processing times to vary much from the results of tests against IaaS deployments in the first two scenarios, the author would expect the Response Times to increase with the addition of the extra component in the form of an application load balancer. Not only is this an extra hop in the request and response traffic, but traffic will be traversing availability zones.
Because the AWS Lambda is highly available by default, no tests of any FaaS deployments will be run.
[bookmark: _Toc38882468]Usage Rate
Fifty requests per second for one hundred seconds.
The artillery script for this can found in Appendix 6 – Artillery.yml Constant Load.
[bookmark: _Toc38882469]IaaS Cost Calculation
For t2. Nano: ($0.0066/60 * D * 3) + ($0.02646/60 * D) + (2 * $0.0084/60 * D)
For t2.Medium: ($0.052/60 * D * 3) + ($0.02646/60 * D) + (2 * $0.0084/60 * D)
For t2.2xlarge: ($0.4224/60 * D * 3) + ($0.02646/60 * D) + (2 * $0.0084/60 * D)
Where D = run time in minutes (rounded up to the nearest minute).
NB – The additional pricing for application load balancers are charged with at a rate of one hour minimum. For the purposes of the calculations above, I have divided this by the number of minutes to enable me to extrapolate the charges over a longer time period.
[bookmark: _Toc38882470]Results
[bookmark: _Toc38882498]Table 3 - Scenario 3 Results
	
	EC2 t2.nano
	EC2 t2.medium
	EC2 t2.2xlarge

	Minimum Response Time (ms)
	3.5
	3.4
	3.7

	Maximum Response Time (ms)
	165.8
	39.4
	24.8

	Median Response Time (ms)
	6.7
	6.5
	6.4

	Successful Responses (%)
	100
	100
	100

	Minimum Internal Processing Time (ms)
	0.13
	0.14
	0.13

	Maximum Internal Processing Time (ms)
	0.20
	0.21
	0.19

	Mean Internal Processing Time (ms)
	0.18
	0.16
	0.16

	Estimated Cost (US $)
	0.00177
	0.00404
	0.02256



[bookmark: _Toc38882471]Evaluation
Despite the introduction of new component between the test server and the application server, there are no substantial differences between these results and the results of the tests for the IaaS deployments in the first two scenarios.
This is contrary to what the author expected in this scenario.
The addition of the application load balancer and the increase from one to three EC2 instances for each type of provisioned capacity has increased the overall running costs for the deployments. 
When comparing the price of the cheapest IaaS high availability deployment from this set of tests against the price of the cheapest FaaS deployment from the scenario 1’s set of tests, it can be seen that the 128MB FaaS deployment is still approximately ten times the cost or the t2.nano IaaS deployment. With the highly available t2.nano deployment from this scenario costing $0.00177 for the whole duration of the test and the 128MB FaaS deployment costing $0.01954for the same throughput.
[bookmark: _Toc38882472]Scenario 4 – Using AWS HTTP API Gateway
[bookmark: _Toc38882473]Component Architecture
After this project had begun, AWS introduced a new type of API Gateway called HTTP APIs [65].
This version of the AWS API Gateway is marketed to have less functionality, but a lower cost and significant performance improvements [65]. As the extra functionality in the regular AWS API Gateway is not used in the authors FaaS service, the author will run further test which incorporate the  AWS API Gateway HTTP API.
In this scenario, the author will repeat the FaaS load tests from Scenario 1 but replace the AWS API Gateway component with the AWS API Gateway HTTP API.
[bookmark: _Toc38882474]Usage Rate
Fifty requests per second for one hundred seconds.
The artillery script for this can found in Appendix 6 – Artillery.yml Constant Load.
[bookmark: _Toc38882475]FaaS Cost Calculation
AWS API Gateway HTTP API Costs = A * $1.16/1000000
Lambda Costs = (A * $0.20/1000000) + (A * B  * C/1024 * $0.00001667 )
Total =  AWS API Gateway HTTP API Costs + Lambda Costs 
Where:
· A = Number of Invocations
· B = Mean Internal Processing Time in Seconds Rounded Up to The Nearest 100ms
· C = Size of Capacity Provisioned in MB
[bookmark: _Toc38882476]Results
[bookmark: _Toc38882499]Table 4 - Scenario 4 Results
	
	AWS Lambda 128MB
	AWS Lambda 1600MB
	AWS Lambda 3008MB

	Minimum Response Time (ms)
	23.7
	24.8
	22.6

	Maximum Response Time (ms)
	383.8
	378.6
	314.2

	Median Response Time (ms)
	30
	33.8
	33.6

	Successful Responses (%)
	100
	100
	100

	Minimum Internal Processing Time (ms)
	0.89
	0.9
	0.9

	Maximum Internal Processing Time (ms)
	158
	44.8
	16.7

	Mean Internal Processing Time (ms)
	2.15
	1.92
	1.68

	Estimated Cost (US $)
	0.00784
	0.01982
	0.03128



[bookmark: _Toc38882477]Evaluation
Comparing with the FaaS deployments test results from Scenario 1, there was little difference in the Minimum and Median Response Times. Neither was there any substantial difference in the Internal Processing Times, but as the Lambda code was unchanged from the Scenario 1 FaaS deployments, this is to be expected.
There was a noticeable difference between the Maximum Response Times for the results in from Scenario 1 and Scenario 4. All Deployment sizes saw a decrease in Scenario 5, with the 3008MB deployment seeing a reduction of over 50%. Although it is worth noting that there is much less of a difference between the Maximum Response Time 3008MB deployments when comparing Scenario 2 and Scenario 4.
Costs for the FaaS deployments in Scenario 4 are lower than the costs for the same deployment sizes in Scenario 1. In Scenario 1 the overall cost of the tests run was calculated at $0.01954 for the 128MB deployment and the cost of the same deployment size for the tests run in Scenario 4 was only $0.00784.
As all tests were exactly 5000 invocations, the exact amount of the reduction can be calculated by comparing the API Gateway costs in Scenario 1 with the API Gateway HTTP API costs in Scenario 4.
Scenario 1 API Gateway costs were $0.0175 and Scenario 4 API Gateway HTTP API costs were $0.0058. This is a difference of $0.0117 for all deployment sizes.
Comparing the lowest costing FaaS deployment from Scenario 4 and the lowest costing IaaS deployment from Scenario 3, it can be seen that the minimum high availability IaaS deployment is still only the 23% of the cost of the minimum FaaS deployment, which is highly available as standard.
However, if these costs are extrapolated for the same usage, but over the period of an hour, then the lowest cost of a highly available IaaS deployment is $0.0531, but the lowest cost of the FaaS deployment remains unchanged at $0.007842, because the amount of invocations has not changed. So, for the usage rate of 5000 invocations an hour, the cheapest highly available IaaS deployment is 6.8 times the amount of the cheapest FaaS deployment.


[bookmark: _Toc38882478]Overall Evaluation
While running these experiments, the author completed 12 cloud deployments and ran 18 load tests, which equates to 90,000 individual API requests. 
The data collected from these experiments show that for a relatively simple REST service lower capacity IaaS and FaaS deployments work well and there is little benefit of using higher capacity deployments, at least at the rate of fifty requests per second.
In all instances, the IaaS deployments had better response times than the FaaS deployments.
Using the benchmark of 5000 requests, the results showed how a highly available IaaS service was cheaper to run than a comparable FaaS service over a short period of time, but as the amount of time increases for the same number of requests, a FaaS deployment becomes cheaper. This follows the results and conclusions of Function-as-a-Service X Platform-as-a-Service: Towards a Comparative Study on FaaS and PaaS [22], where the charging model for PaaS was similar to IaaS, i.e. charged for a period of time.
This project met all its objectives. 
A suitable Cloud Vendor was chosen based on research of different vendors and their market share.
Applications were designed and built for both IaaS and FaaS deployments, where the applications took exactly the same input and gave the expected output in the same format. 
Research was completed into what metrics could be captured and compared for both the IaaS and FaaS applications, and methods for collecting these metrics were created and employed.
A suitable test tool was chosen to run load tests and decisions about deploying it made to reduce discrepancy from internet connection bandwidth.
The project aims of identifying quantifiable differences between these FaaS and IaaS platforms and measuring key metrics of performance and cost to provide an understanding of when one platform is more appropriate to use than the other in the context of deploying a REST based web service.
This aim has only been met in the context of the REST application built and used for this project. But which platform would be preferable would depend on whether the person deploying the application had prioritised response time over cost or vice versa. 
Different applications would have different performance results and costs, especially if they were more compute intensive. They may also have different usage throughput. But the method of experimentation used in this project would work for different applications and the usage rates of the load tests are configurable. Although this has not been proven within the context of this project, further experimentation could take place.
What was not covered in this project was the design of an application deployed on an IaaS platform that automatically scaled on demand. The author did not have the capacity to do this within the context of this project. Because of the small size of the REST application used in the experiments run in this project, the author would suggest anyone who wanted to explore the subject of autoscaling use a more compute intensive application for the purposes of testing.

[bookmark: _Toc38882479]Conclusions and Recommendations
[bookmark: _Toc38882480]Summary
This project set aims of being able to define a set of metrics to measure and compare for a REST based application deployed using IaaS and FaaS platforms, then measure these metrics through a series of experiments to understand when one platform is more beneficial than the other.
To achieve this, aim several objectives were set to enable relevant experiments to be designed and ran.
To meet the aims and objectives of this project, the author completed a review of relevant literature, which informed key decisions of how the experiments were to be designed and implemented while capturing the relevant metrics to understand when one platform is more beneficial than the other. 
Several experiments were completed. The experiments proved that there is not necessarily a clear overall winner of the title ‘most beneficial platform’. Although given a usage rate of 5000 invocations an hour, the choice become one of price or performance, with the FaaS platform being cheaper in this scenario and the IaaS platform having better response times.
[bookmark: _Toc38882481]Conclusion
In this project a method of testing was developed to compare an application developed for an IaaS deployment and a FaaS deployment using performance and cost metrics.
A review of relevant literature informed what metrics could be collected for both IaaS and FaaS deployments. This literature review also helped inform key decisions about the design of the applications, such as cloud vendor choice, development language of an application to be used in the experiments, architectures of the applications for each platform, testing tools and metric collection.
Several experiments were run to see if there were any benefits to using different provisioning capacities. Generally, for the applications built and used for the experiments, different capacities had little effect on the applications on the individual platforms. The only exception to this was the Maximum Response Time for the IaaS deployments reduced with an increase in capacity of the VMs. There was no discernible difference of the Minimum and Median Response times for different capacity VMs though.
The results of the experiments show that for both IaaS and FaaS deployments in these experiments, the minimum provisioned capacities on both platforms is suitable at a usage rate of 50 requests per second.
The results also show that in all instances, the IaaS deployments had better response times than the FaaS deployments. 
It is also discernible in the results of the experiments that the difference in cost between IaaS and FaaS platforms is dependent on the usage rate. This is shown to be because of the different platforms calculate costs, with IaaS platforms charging for provisioned resources by the amount of time they are running for and FaaS platforms charging by the run time of individual invocations as well as the number of times they are invoked. 
[bookmark: _Toc38882482]Recommendations for Further Research
Further research in this area could use a similar experimental approach for more complex and compute heavy applications. 
Alternatively, the experiments could be run at different usage rates or a combination of a different application under different usage conditions. 


[bookmark: _Toc38882483]Reflection
During this project the author realised the importance of the literature review as they quite often had to refer back to it to inform key decisions, especially in the design stage.
The author initially skipped some of the literature review in favour of some rudimentary tests to prove that my projects aim was viable. While the author did conclude that the project was viable  by doing this, it became apparent that they did not have any academic reasoning for making some of the decisions required for the design section.
The author originally planned to spend a set amount of time each week to complete this project, but adherence to this varied, leading to some intense periods of time spent catching up.
The author already had a practical knowledge of the topics covered in this project and used development languages, frameworks and tools that were familiar to them where possible and applicable. This familiarity stood the author in good stead during the design and implementation phases as it did not mean the author had to learn how to use these tools.
The author feels that they could have spent more time on the Tests and Results section, but this is probably down to this being the part they most enjoyed, while sections such as Research and Development Methodology were found by the author to be difficult to be enthused about.
Overall, the author is happy with the amount of effort they input into this project and is happy that a set of results was realised that could be used to make reach some conclusions about the suitability of both IaaS and FaaS platforms.
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// dependencies
const express = require('express');
const app = express();
const bodyParser = require('body-parser');
const crypt = require('crypto');
const algorithm = 'aes-256-cbc';
const key = "8c75182ebddce8baf7c53ae84ecea0bd81792fc68c873a321c4f37c38931a227";
const iv = "e77a0134d14b30eb3ca9be663c65a0dc";

// configure parser to accept json in body;
app.use(bodyParser.urlencoded({extended: false}));
app.use(bodyParser.json());

// fomr http://www.sheshbabu.com/posts/measuring-response-times-of-express-route-handlers/
const responseLogger = function logResponseTime(req, res, next) {
  const startHrTime = process.hrtime();

  res.on("finish", () => {
    const elapsedHrTime = process.hrtime(startHrTime);
    const elapsedTimeInMs = elapsedHrTime[0] * 1000 + elapsedHrTime[1] / 1e6;
    console.log("%s : %fms", req.path, elapsedTimeInMs);
  });
  next();
};

app.use(responseLogger);

// handle incoming message
app.post('/decryptedText', async (req, res, next) => {
  // wrap in try catch for error handling
  try {
    // get incoming encrypted string
    const encryptedString = req.body.encryptedMessage;

    // create buffer
    const encryptedText = Buffer.from(encryptedString, 'hex');

    // create decipher
    let decipher = await crypt.createDecipheriv(algorithm, Buffer.from(key, 'hex'), Buffer.from(iv, 'hex'));
    // decrypt
    let decryptedText = await decipher.update(encryptedText);
    decryptedText = await Buffer.concat([decryptedText, decipher.final()]);
    let decryptedString = decryptedText.toString();

    // define response
    let response = {"decrypredMessage": decryptedString};

    //send response
    res.json(response);

  } catch(e) {
    res.status(500);
    res.send({error: 'Server Error'});
  }
});

// initiate listener
app.listen(3000);
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// dependencies   const crypt = require('crypto');   const config = require('./config.json');     //   consts   const algorithm = 'aes - 256 - cbc';   const key = config.key;   const iv = config.iv;   const text = 'Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor  incididunt'      + ' ut labore et dolore magna aliqua. Tincidunt dui ut ornare  lectus sit amet est. Mollis aliquam ut'      + 'porttitor leo a. Eget aliquet nibh praesent tristique magna sit amet. Ut diam quam nulla porttitor.  '      + 'Gravida rutrum quisque non tellus orci. Platea dictumst quisque sagittis purus sit amet volutpat '      + 'consequat. Varius sit amet mattis vulputate enim nulla aliquet. Lobortis mattis aliquam faucibus  purus'      + ' in massa tempor nec feugiat. Tellus i d interdum velit laoreet id donec. Mi sit amet mauris  commodo. '      + 'Dis parturient montes nascetur ridiculus mus mauris vitae ultricies leo. Cursus turpis massa  tincidunt'      + ' dui. Tellus cras adipiscing enim eu turpis egestas. Porta non pulvinar neque   laoreet suspendisse '      + 'interdum consectetur libero. Rhoncus est pellentesque elit ullamcorper dignissim cras.'     // create cipher from key   let cipher = crypt.createCipheriv(algorithm, Buffer.from(key, 'hex'), Buffer.from(iv, 'hex'));     // encrypt text   l et encryptedText = cipher.update(text);   encryptedText = Buffer.concat([encryptedText, cipher.final()]);  
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// dependencies   const crypt = require('crypto');   const config = require('./config.json');   const data = require('./data.json');     // consts   const algorithm   = 'aes - 256 - cbc';   const key = config.key;   const iv = config.iv;   const encryptedString = data.text;   const encryptedText = Buffer.from(encryptedString, 'hex');     // create decipher   let decipher = crypt.createDecipheriv(algorithm, Buffer.from(key, 'hex'), Buff er.from(iv, 'hex'));     // decrypt   let decryptedText = decipher.update(encryptedText);   console.log(decryptedText);   decryptedText = Buffer.concat([decryptedText, decipher.final()]);   let decryptedString = decryptedText.toString();     console.log(decryptedString);  
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image8.emf
// dependencies   const crypt = require('crypto');   const algorithm = 'aes - 256 - cbc';   const key = "8c75182ebddce8baf7c53ae84ecea0bd81792fc68c873a321c4f37c38931a227";   const iv =  "e77a0134d14b30eb3ca9be663c65a0dc";     exports.handler = async (event) => {      console.log(JSON.stringify(event));        // get incoming encrypted string      const incomingEvent = JSON.parse(event.body);      console.log(incomingEvent);      const encryptedString = inco mingEvent['encryptedMessage'];      console.log("encryptedString " + encryptedString);      const encryptedText = Buffer.from(encryptedString, 'hex');        // create decipher      let decipher = await crypt.createDecipheriv(algorithm, Buffer.from(key, 'hex'),  Buffer.from(iv, 'hex'));      // decrypt      let decryptedText = await decipher.update(encryptedText);      decryptedText = await Buffer.concat([decryptedText, decipher.final()]);      let decryptedString = decryptedText.toString();        // define response      let respon se = {          "statusCode": 200,          "headers": {              "Content - Type": "application/json"          },          "body": JSON.stringify({"decrypredMessage": decryptedString}),          "isBase64Encoded": false      };      return response;   };  
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image9.emf
service: decrypt - km     package:      individually: true      exclude:        -   "**/**"     provider:      name: aws      runtime: nodejs10.x      stage: ${opt:stage, 'dev'}      region: ${opt:region, 'eu - west - 2'}     custom:      lambdaSize: ${opt:lambdaSize, '128'}      ec2Type: ${opt:ec2type, 't2.nano'}      secGroups: ${opt:secgroup, 'sg - 69897801, sg - 07af7dd98948c6bf7'}     functions:      decryptLambda:        handler: functions/index.handler         memorySize: ${self:custom.lambdaSize}        events:          -   http:              path: decryptedText              method: post              request:                template:                  application/json: ''        package:          include:  


oleObject4.bin

image10.emf
         -   'functions/index.js'     r esources:      Resources:        ec2api:          Type: AWS::EC2::Instance          Properties:            ImageId: ami - 05e9976cf6d376c10            InstanceType: ${self:custom.ec2Type}            KeyName: "km - new"            SecurityGroupIds:              -   sg - 69897801            BlockDeviceMappings:              -   DeviceName: /dev/sda1                Ebs:                  DeleteOnTermination: true                  VolumeSize: 8                  VolumeType: gp2          ec2artillery:          Type: AWS::EC2::Instance           Properties:            ImageId: ami - 025b1fb6827a21373            InstanceType: t2.medium            KeyName: "km - new"            SecurityGroupIds: !Split [ ', ', '${self:custom.secGroups}' ]            BlockDeviceMappings:              -   DeviceName: /dev/sda1                Ebs:                                                                                                                                        DeleteOnTermination: true                                                                                                                 VolumeSize: 8                  VolumeType: gp2  
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image11.emf
config:      target:  “ endpoint  goes here ”      phases:        -   duration: 100          arrivalRate: 50   scenarios:      -   flow:        -   post:            url: "/decrypt - km"            json:              encryptedMessage:  "c292d666a5aac140ee4921cc440f2fc7291dc1e1b358da46d3c90407ef31e82435b5d5e717a41a2278 7eef9d6b7afc68c5c121ba3e76e9892134d2429006d9a37202e01b5c041f5e7041a4514dc41f36da783 a6f4016662870826bab8f07e44727e2da64ffb3fab7205cd9c2fb60c2d3742d23c81c64f 188487b4ba92 4eb23ab07b97189316f2b45fdb874961ea1bdfe6361f61f3370c267317208095c2f22374a59280461e1 06c53b65194d5b5f3a8eb342dd0d784a336a321b70e9be58a2adbd73baeb76111a2e76bdb7ceca140 7aa7ac0d920d4d615c9d5b05ba0ea178b5376196012d1ec908e538a40dad0ee770605881c02bf2b2 81 b8418961108860fe7d32dec29e1b73a8bd66c7f858a1c87885414d98ee05fb692dcfd4950d22b97a98 d653791599beba8a7d3ee186894387151379f181ad829727646257cace1926517cc063f394e69b7e03 1800bab76bf5ac1d78b4186a8f8816a6c656cf9dca36bf19582c9cfb5f402ea0df61139d6e5c2df48ff04d 55dc 9dabc370d6af049ff9b362b452e329455928a4d4b62198a7ff0cb139b29a24ca336e8db6e6ecf01f 968e84fde19ec03e4e083a0ccf14c6404d9e24dba1450c712b38509e5f726c20a2e3663324295f79455 5db5a10facb758f8b5837574802d0218b1df96bcb18acbf3290d6fcd652e949e73848adb39808097fed 1a86e8e617 cfc7610c540b3fface5db913f2797e6a43afbc7fb890339e8bdc9fd66d50f68c6bc5bd64972 17b903f0d120acd1b04ef4f149d95a8e216208ac724cf94184db80aed73a5ca808e0f69041d7c2e82e6 1de1f49783b2a800f6fdd6999a14db13e86e97ade6756b891d135eacaacb4c8b24c479ce4c1a1787cb9 db56ec7d2b10f04 8436510b1573cea73f489e325d28cbb973956b4446a43d93ad2fe92e028b2efff739 5500c66dd2fd5f9cf92d09e547777c24e4b7120b2717873f3df25d048f83a5b115c11d3a830248577e8 a5f7dbca5b6b7c324c5ee3b7342b4cc6a8da482256d6464bee98015af717d9a5b26fe11515a189e194a 98c421815af9ac097e5daa 876d67e9b9780bedcf5aa05b253b66f33947644fa2566731299c02206afbf9 13db5b56d64e993155348abea1368bfa5bbe649c51a81535a47254da8c2df4d5acf3e90318356a7a48 8d7661722e5add376644faf548bebb610df58bb8efcc4ee6586e5f257d7434ad9b925ff222920930bd9 03fdb75222626371”    


oleObject6.bin

image12.emf
config:      target:  “ endpoint address goes here ”      phases:        -   duration:  20          arrivalRate:  10        -   duration:  20          arrivalRate:  2 0        -   duration:  20          arrivalRate:  3 0        -   duration:  20          arrivalRate:  4 0        -   duration:  60          arrivalRate:  5 0     scenarios:      -   flow:        -   post:            url: "/decrypt - km"            json:              encryp tedMessage:   “ c292d666a5aac140ee4921cc440f2fc7291dc1e1b358da46d3c90407ef31e82435b5d5e717a41a2278 7eef9d6b7afc68c5c121ba3e76e9892134d2429006d9a37202e01b5c041f5e7041a4514dc41f36da783 a6f4016662870826bab8f07e 44727e2da64ffb3fab7205cd9c2fb60c2d3742d23c81c64f188487b4ba92 4eb23ab07b97189316f2b45fdb874961ea1bdfe6361f61f3370c267317208095c2f22374a59280461e1 06c53b65194d5b5f3a8eb342dd0d784a336a321b70e9be58a2adbd73baeb76111a2e76bdb7ceca140 7aa7ac0d920d4d615c9d5b05ba0ea178 b5376196012d1ec908e538a40dad0ee770605881c02bf2b281 b8418961108860fe7d32dec29e1b73a8bd66c7f858a1c87885414d98ee05fb692dcfd4950d22b97a98 d653791599beba8a7d3ee186894387151379f181ad829727646257cace1926517cc063f394e69b7e03 1800bab76bf5ac1d78b4186a8f8816a6c656cf9dca 36bf19582c9cfb5f402ea0df61139d6e5c2df48ff04d 55dc9dabc370d6af049ff9b362b452e329455928a4d4b62198a7ff0cb139b29a24ca336e8db6e6ecf01f 968e84fde19ec03e4e083a0ccf14c6404d9e24dba1450c712b38509e5f726c20a2e3663324295f79455 5db5a10facb758f8b5837574802d0218b1df96bcb18ac bf3290d6fcd652e949e73848adb39808097fed 1a86e8e617cfc7610c540b3fface5db913f2797e6a43afbc7fb890339e8bdc9fd66d50f68c6bc5bd64972 17b903f0d120acd1b04ef4f149d95a8e216208ac724cf94184db80aed73a5ca808e0f69041d7c2e82e6 1de1f49783b2a800f6fdd6999a14db13e86e97ade6756b891d 135eacaacb4c8b24c479ce4c1a1787cb9 db56ec7d2b10f048436510b1573cea73f489e325d28cbb973956b4446a43d93ad2fe92e028b2efff739 5500c66dd2fd5f9cf92d09e547777c24e4b7120b2717873f3df25d048f83a5b115c11d3a830248577e8
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