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[bookmark: _Toc131158916]Introduction

In this report, I will be researching and reviewing the current solutions for Networking programmability. This will include Network automations and tools, Application Programming Interface (API) design, standards and architecture and a review of the current security solutions when API services are in use. I will be looking into a case study showcasing the available security measures an organisation can employ to ensure that their data is kept safe when it is being shared with it’s partners. I will also be looking at what resources are available on Cisco developer’s website, as well as any alternatives for Sandbox and Exchange related environments for network automation.  
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[bookmark: _Toc131158918]Network Programmability and Automation

The number of devices being added to networks is steadily increasing, this has created a change in the way networks and their supported software are configured. Manual / physical configurations of equipment are now being replaced by more high-level network automations [1]. Network automations make managing network equipment and software far more manageable and efficient, as changes can be created, tested and distributed across a network quicker and more effectively [2]. 
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The role of a network automation tool is to reduce manual errors by reducing the number of human interactions, increase efficiency by allowing for changes and information to be shared instantly to all required devices, improve consistency by ensuring that all deployments will be the same, enhance security through vulnerability scan packages and automated updates, and also to facilitate network scalability [3]. The types of network automation include Device Provisioning, VLAN configurations, Data collections for hardware and software (queries) and Simple Network Management Protocol (SNMP) services, an example being SolarWinds [4]. 
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An API is an interface where a software program can be configurated to relay information back and forth between programs over the internet. API’s allow webpages and applications to quickly gather information from other services, such as weather mobile applications having the ability to collect weather information for a certain area from a larger database, this database doesn’t necessarily have to be a part of its own network [5]. 
When it comes to sharing data, API’s can be configured using various design styles. These design styles are Synchronous and Asynchronous. Synchronous API’s have a single event handler, where only one data transaction can be completed at one time [6]. This can create latency when multiple applications are requesting data, the transactions that are not being processed will be queued and forced to wait until the API is ready to process [7]. Asynchronous APIs are different in that they are able to process multiple requests at the same time, without the need to be queued until a previous request is finished [8]. Asynchronous API’s also request a response off of the client to make sure the required data has been received. This does increase the efficiency of the API, however, can sometimes increase latency for new and existing requests [9]. Developers can program applications that are able to process both synchronous and asynchronous designs, meaning that data can be pushed out at varying speeds depending on what the data request is [10]. Representational state transfer (REST) APIs for example have both synchronous and asynchronous features that can be configured [11]. 
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REST is an API architectural design that uses Hyper Text Transport Protocols (HTTP) to communicate with other services over the internet, the formats that can be used by REST are JSON and XML. All REST APIs have a set of standards to follow that ensure that requests from other services are handled efficiently. These include [12]: 
Statelessness: 

All REST data transactions between client and server should be stateless. Meaning that both client and server should be configured to not know the state of the other. The client’s responsibility is to provide all necessary information to the server as part of it’s request, however the session states will be managed entirely client side. Whereas the server will read and understand the request made by the client, however, does not store any of the state information provided [13].



Cacheable:
Stateless services can sometimes cause longer response times, so server can cache some information to prevent this. Requests made by a certain client can be saved on both client and server side temporarily to speed up processing of certain requests. However, it is encouraged that a max age parameter be added to request cache, as the statelessness of the request still needs to be active. Once the cache reaches the max age it is deleted, and any new requests made will be fresh to the server [14]. 

Decoupled:
Decoupling implies that both client and server are separate from each other. A client will go to a server using the Uniform Resource Identifier (URI) of the resource required. The server will then read the URI and gather the requested information. The server then passes the data onto the client but should not make and attempt at changing the client application [15].

Layered System: 
A layered system for REST is there to increase scalability. As the client and server are decoupled, requests can pass through different layers of the architecture [16]. 

Client-server: 
Any clients or servers that use REST API services, should be able to function separate from each other. This means that in the event of a request or a response from either client there is not impact on how each client operates. Decoupling also prevents this, as the fact that client requests are sent out client side and server responses are sent out server side, neither transactions can alter any code or change the way each operates [17]. 

Code on Demand: 
Code on demand is an optional standard for REST. It is a feature that enables pieces of code to be sent as part of the transaction between client and server that will run when received by either side. An example of this would be the use of Java packages on a webpage, where the webpage data is transferred to the client via HTTP or HTTPS and upon it being received, the Java code will run alongside the webpage data. This could be for a section of the website or a feature that would have been inefficient to create using standard webpage protocols [18]. 




All requests that pass through a REST API follow the following principles [19]: 
· Uniform Resource Identifier (URI)
· HTTP Method
· Header
· Body

URI: 
The URI is separated into 4 sections [20]: 

http://localhost:8080/vq/databasename/?q=thisdata
http:// - Scheme
/localhost:8080 – Authority
/v1/databasename – Path
?q=thisdata – Query

HTTP Method: 
The HTTP method is the command that needs to be run as part of the request. This includes requests such as [21]:
· GET – Send the named resource to client from server.
· PUT – Store data provided from client into a server resource/ database.
· DELETE – Delete the resource named in URI.
· POST – Send the client data into a server gateway. 
· HEAD – Send only the HTTP headers of the request. 

Header and Body: 
The header and body are what makes up the request. The header will contain the content type, length, date, and destination information. Whereas the body makes up the actual request the client or server needs to read and process. 
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As APIs can carry sensitive information it is important that the transaction between client and server is protected. Here are some of the HTTP methods for API security: 

[bookmark: _Toc131158923]Basic Authentication:
Basic Authentication is where username and password details are provided to the API to allow the transaction through. This username and password are added to the header of the request file.

[bookmark: _Toc131158924]Bearer Authentication: 
Bearer authentication is submitted using a single sign on token. The tokens will have a unique identifier that will only be understood by the receiving server. If a piece of data arrives to the server without or with the wrong token, then it will be discarded by the server [22].
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Macro Global [23] conducted a case study for the use of APIs and security methods for their Open Banking services. They commented that the HTTP standard methods such as Basic and Bearer authentication provided many vulnerabilities, such as they were open to code injections, parameter pollution, Denial-of-Service (DDOS) attack, Authentication and session attack and man in the middle attacks. 
As the security for the API was introduced, they started off by ensuring that all communication through APIs was encrypted, as this would make accessing the data far more difficult for an attacker. 
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Appendix 1 - Appendix 1 - Diagram of Macro Global’s Layered API System

As you can see in Appendix 1, they have divided their own organisations API services and the customers Bank API with a set of security services. Transport Layer Security 1.2 (TLS) services are employed to all transactions, providing the necessary encryption for all data formats. Rate Limiting is also in use by the servers, this will limit the chance of DDOS attacks. As clients that exceed the number of requests made within the provided time will be automatically timed out by the server [24]. 
OAuth 2.0: 
OAuth 2.0 is also in use by their API services. This method of authentication provides a Media Access Control (MAC) authentication for the client that is sending a request. This authentication is sent from an OAuth authorisation server. The communication between the client and server is encrypted using SSL and TSL channels, ensuring that the transaction is secured at all stages. Each time the client sends a request, this OAuth key must be included in the header of the request, otherwise the request will be discarded by the server [25]. 

Conclusion: 
From reading this case study I have seen how a company is able to secure it’s API network to ensure that all client-server transactions are encrypted and the best methods of how to keep data from being accessed by unauthorised parties. I can see that Basic and Bearer authentication methods are inadequate for today’s requirements, as they do not provide the necessary encryption services for SSL and TLS, they also leave data packets open for hackers to inject data or intercept and read. I have come to the conclusion that including services such as OAuth 2.0, rate limits and REST architecture would be the best design for securing and transferring data between client and server applications. 
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Documentation and Leaning:
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Appendix 2 – Documentation available at developer.cisco.com
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Appendix 3 – Learning resources available.


As shown in Appendix 2 and 3, there is a vast amount of documentation and learning services available for developers to access. The documentation options available in Appendix 2 show various setups for API and the theory behind how the backend is configured, providing helpful information for both new and experienced API developers. 
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Appendix 5 – Hands on coding practise for REST payloads





Appendixes 4 and 5 show one of the learning modules in practise, where there is a combination of text, photo and interactive content for developers to access. This particular module goes over the programming for REST API Payloads, generating Python code and interactions with Git and GitHub. This content can also be comparted to what Cisco have available in their Netcad academy, where they provide learning facilities for all aspects of networking, network security network automation and API management. Netcad also enables developers to obtain qualifications. These qualifications are known as CCNA certificates, that will need to be renewed every 3 years through Cisco academy, ensuring that any new technologies are covered as part of the qualification renewal. 


Testing, infrastructure and community:
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Appendix 6 – Cisco Sandbox Labs.
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Appendix 7 – Code exchange services. 
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Appendix 8 – Cisco Data centre Infrastructure
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Appendix 9 – Developer Resources by product
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Appendix 10 – Cisco Community. 

Cisco developer also has Sandbox features. These Sandboxes are virtual machines, that enable developers to access and test their applications to see if they are working as intended. The testing process for these API is important, as if they are not programmed correctly or contain errors, then this will affect how the data is transferred and received to and from the API, resulting in loss of data or a non-functioning product.  The sandboxes allow for developers to test running config before applying to their live API environment, this may be for file encodings for XML or JSON files or changes to the overall infrastructure. They also provide access to Sandboxes for their Cisco registered products, such as Cisco IOS for their networking equipment, or Cisco Webex. 
Appendix 7 shows the Cisco code exchange services. Code exchange services are where developers can communicate with other developers and share code that may be useful for other API and network automation setups. This code and information can be accessed by other developers where they can provide feedback on how well the service works. You can request code services for all Cisco products, including Meraki, Webex, Cisco SD-WAN, IOS and AppDynamics. 
Appendix 8 shows the one of the various documentations for Cisco’s datacentre setups. These can be found under the ‘Technologies’ tab on the webpage. They have setups for IoT, Cloud, Networking, Security and Data Centre setups. On the tab, there is also a Developer Resources area, where developers can open and see documentation for devices on each layer of the network infrastructure, this is shown in Appendix 9, where they have an interface that developers are able to use to drill down to the exact product, they would like to know more about. 

Appendix 10 shows the community area for Cisco developers. This is a communal hub where developers can share general information about products, issues, changes and new events or collaborate on new products and setups allowing people to provide their skills and opinions to make a more well-rounded product. Developers are also able to share links to documentation that they have created. Often time linking to other products, such as Code Exchange. Developers are also ale to sign up to the Cisco Insider program, where they will receive access to new Cisco products and hardware for testing, before they are made live to all users. 
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Microsoft Azure - 

Learning and Documentation:
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Appendix 11 – Learning material at Microsoft Learn
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Appendix 12 – Documentation available for all Microsoft Services

As you can see in Appendix 11 and 12, Microsoft also have a vast amount of learning capabilities. Their training is slightly different to Cisco’s, as they offer Virtual training days, where developers can receive virtual and video content to see how the services interconnect. Often time, there is also a Microsoft certified engineer available to answer questions or help investigate issues a developer may be experiencing. The learning modules contain a mixture of text, photo and video content that enable developers to learn about the various requirements for accessing Azure services and how to interact with services such as GitHub. 
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Appendix 13 – Azure Home Dashboard
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Appendix 14 – Virtual machine creation in Azure
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Appendix 15 – Ecosystem services for Azure store entry

As shown in Appendix 13, 14 and 15. Azure also has access to virtual environments where developers can create and use to test the various applications. These virtual machines can be created using a range of Operating systems such as Windows Desktop and Server or Linux and Unix. Appendix 15 shows an Encrypted ecosystem service that can be added as part of the Azure tenancy. This service will allow developers clean access to a group of interconnected resources that pass information to each other using encryption services. Azure also provides access to Microsoft’s InTune service, that provides device management services and network automation. This network automation can allow developers and organisations to develop and deploy applications and updates, security policies, group policy management and autopilot imaging services [26]. 
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