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· Evaluate the role of police in counter-terrorism policing, and examine how intelligence gained in the investigation of other types of criminality might inform counter-terrorism policing. Your answer must be based on academic research, although you may make reference to recent, relevant case studies. 

This essay will evaluate the role of the police in regards to counter terrorism policing, and how intelligence gained through investigations of other types of criminality can inform counter terrorism policing.
	Terrorism can be separated into two categories the first being domestic terrorism, whereby violence and other criminal acts are conducted by groups or individuals who want to further ideological goals linked to domestic influences such as social, religious, political, racial and environmental factors (Security Service Mi5, n.d) The second being international terrorism whereby groups or individuals commit criminal acts of violence that inspired by or associated with foreign terrorist organisations or nations (Security Service Mi5, n.d). Terrorists groups can use multiple methods in order to conduct attacks, whilst some are tried and tested methods, terrorist groups have shown to be ever evolving and innovative as demonstrated by the September 11th attacks in 2001 where commercial airliners were flown into the twin tower buildings in New York City and more recently the coordinated attacks in Paris whereby multiple attackers used various weapons in a more complex plot  (Mi5 Security Service , 2023). The methods used by the Terrorist groups can include, however are not limited to; Explosive devices, either planted in static locations in buildings or vehicles or more recently carried by suicide operatives who are either on foot or driven in vehicles (Mi5 Security Service , 2023). Shootings and close quarter attacks, these attacks have been orchestrated in the Middle East, Northern Africa, and Europe targeting “Westerners” (Mi5 Security Service , 2023).  Kidnappings, predominantly taking place in conflict zones Islamic terrorist groups will look to kidnap western nationals for either financial gain or to steer and deliver propaganda messages (Mi5 Security Service , 2023). Weapons attacks such as surface to air missiles and chemical, biological, and radiological devices (CBR) to date there have been no chemical, biological and radiological devices attacks in the UK (Mi5 Security Service , 2023).  There are other methods used by terrorist organisations including cyber-attacks whereby groups look to hack infrastructure to gain information that would support their cause, it’s also important to take into consideration the potential for “insider threats” this is where terrorist groups infiltrate organisations in order to gain information and to conduct attacks from within (Mi5 Security Service , 2023). There are various methods that can be used by Terrorist groups in order to conduct attacks, the next paragraph will explore “insider threats” in more detail.
	 Insider threats pose a dynamic and complex risk to organisations both in the public and private sectors, whereby a person uses their authority and authorisation access to do harm willingly or unknowingly to the organisations infrastructure, networks, systems, personnel, and organisational information that could be sensitive / restricted (Cybersecurity & Infastructure Security Agency , 2023). Insider threats rely on having accessibility to restricted areas or sensitive information, a knowledge of security policies and procedures, systems, and the organisation as a whole, the trust of the organisation through being in a position of authority or having a positive employee record. They would need an understanding of how the organisation vulnerabilities and how to exploit them, and lastly intent, are they trying to make a commercial gain, a criminal or terrorist gain or to cause harm (Cybersecurity & Infastructure Security Agency , 2023). In his article Managing Savagery 2006 Abu Bakr Naji discusses that for Islamic terrorist groups to achieve their goal that they need to infiltrate the police forces, the army’s, political parties, civil institutions, petroleum companies, newspapers, and private security companies (Naji, 2006). An example of an insider threat is Rajib Karim a British Airways employee, who in 2011 was found guilty of plotting to blow up a commercial airliner, it was discovered that Karim was sharing sensitive company information and volunteering to help conduct both disruptive and financial attacks on against the company (Wallace, 2014).  Counter Terrorism Policing in the UK has four elements in order to address the issues faced these are Prevent, Pursue, Protect and Prepare (Counter Terrorism Policing , 2023). In order to combat insider threats the UK Government has a strategy known as ‘Prevent’ this strategy with the aim of stopping becoming terrorists or supporting terrorist groups, focusing on all forms of terrorism, however prioritising by risk (HM Government , 2011). The prevent strategy has been accused of promoting a divide between Muslim communities and the UK government, with dialogues closing down due to the prevent strategy developing a culture of fear and suspicion (Abbas, 2019). The prevent strategy has come across further criticism, notably from Her Majesty’s Inspectorate of Constabulary and Fire and Rescue Services (HMICFRS) saying that officers they spoke to did not have a good fundamental understanding of the signs to be aware of for radicalisation (HMICFRS, 2020). There were 8 recommendations made, however they agreed that the overall work done by Police forces was good with many positive aspects, in particular collaborative working with other agencies and innovation with hate crime mapping and radicalisation (HMICFRS, 2020). However, in an article published by the Independent Newspaper, not enough was being done by Police forces to recognise radicalisation within its own organisations. The HMICFRS report came out a day after a Metropolitan Police officer was arrested and released on bail on suspicion of being part of a Neo Nazi Terrorist Group. (Dearden, 2020). The news article made reference to the fact that HMICFRS report considered it a missed opportunity that forces would not consider a prevent referral if extremist vulnerabilities were discovered in the vetting process of recruitment (Dearden, 2020). The Centre for the Protection of National Infrastructure (CPNI) has developed a framework for mitigating the risk of insider threat (National Protective Security Authority, 2021). The framework consists of setting clear foundations in order to create a security focused culture, the foundations being based on Governance, insider threat practitioners and stakeholders, along with security based risk assessments based on specific roles within the business (National Protective Security Authority, 2021). Insider threats can pose a significant risk for the UK infrastructure, especially for Government and emergency services. These agencies need to understand this risk and the implications that are involved in becoming complacent with vetting new staff and or understanding the personal circumstances of existing staff.
	Response policing can play an integral part in regards to counter terrorism policing, with any crime that results in a financial gain being used to fund terrorist activity (Interpol, 2023) with proven links to drugs trafficking, low level fraud and money laundering (Interpol, 2023). Organised crime can have links to funding terrorism and can fund that through county lines (National Crime Agency, 2019).  County lines is the term used to describe the drug flow to rural areas from a larger metropolitan area (National Crime Agency, 2019). Dealing with county lines would be a regular occurrence for most response officers so therefore submitting intelligence is vital in order to establish patterns and links to terrorist activity.
	The gathering of information and intelligence is paramount, Information can be described as bits of data when combined with relevant background knowledge it can be used to produce intelligence (Innes, 2004). Response officers can collect information that is relevant and there is a policing purpose such as bringing offenders to justice, preserving order, protecting life and property, preventing a commission of an offence and any duty or responsibility arising from common or statute law (College of Policing , 2015). Information is collected in 3 ways, routine collection, tasked information, volunteered information (College of Policing , 2015). Once the data has been collected the intelligence needs to be developed before dissemination (College of Policing , 2015). Intelligence plays a vital role in counter terrorism, during the troubles in Northern Ireland the Royal Ulster Constabulary's (RUC) Special Branch became experts in intelligence gathering (Micheal Kirk Smith, 2009). A lot of the intelligence gathered was low level through agents, informants and local police officers being out in the communities, the sifting and analysis became a skill set in itself for members of the RUC, as using computerised analysis was not at the top of the agenda (Micheal Kirk Smith, 2009). A key  point that came from (Micheal Kirk Smith, 2009) work with the RUC is that multi agency operations can and do work, however only with a strong coordinator, however there is much to be said about being able to do everything in house, being able to have your intelligence gathered by your surveillance teams reviewed by and exploited by your coordination teams and acted upon for a rapid response by your quick reaction team (Micheal Kirk Smith, 2009). The work completed by the RUC in regards to gathering intelligence was praised by reviews from external partner agencies, the success of the RUC was the understanding that they could not work in isolation and evolved over time working in unison with military intelligence teams (Micheal Kirk Smith, 2009). The RUC demonstrated that sharing intelligence is vital in order to develop it further to identify and eliminate threats, however, there have been occasions where a failure to share intelligence has had devastating consequences.
In May 2017 the Manchester Arena was attacked by an Islamic suicide bomber, there were 14,000 people in attendance at the concert and 22 innocent people were killed in the incident (Saunders, 2022). As part of the Inquiry conducted by Sir John Saunders identified that there were failings through the security service MI5  to act on intelligence, the attack Salman Abedi’s return from Libya four days prior to the attack would have been taken seriously if MI5 had taken key pieces of intelligence and had been analysed in the months before the attack, with Saunders (2022) implying the attack may have been prevented if investigations had begun at an earlier stage and his homemade device stored in a car in Manchester may have been found. Saunders (2022) identified that there were two pieces of intelligence not shared by MI5 with counter terrorism Police in what Saunders described as a “communication breakdown” between the agencies, Saunders (2022) went on to say that Abedi’s extremist beliefs were as a result of his family, and they need to take “significant responsibility”. Saunders (2022) also acknowledge that Abedi should have been referred to the anti-radicalisation scheme ‘Prevent’ nearly two years prior to the attack (Saunders, 2022). The Director General of MI5 Ken McCallum acknowledge the findings of the report and made comment to the inquiry saying that there was an opportunity to obtain actionable intelligence that could have prevented the attack, McCallum reply was that of sympathy for the victims and regret that such intelligence was not obtained (Mi5 , 2023). The tragic events of the Manchester arena attacks and the subsequent inquiry by Sir John Saunders afterwards have reiterated the importance of an intelligence led approach in regards to counter terrorism, it has also made note that an opportunity for early intervention through the prevent programme was missed 2 years prior to the attacks in May 2017.
	In conclusion, the threat of terrorism is one that should not be taken lightly, with domestic and international terrorists and terrorist groups tactics ever evolving and as shown by the attacks of September 11 and those in Paris these groups are becoming more innovative. The risk of an insider threat is a realistic possibility and should be acknowledged and taken seriously by both public and private sectors. The prevent programme of the 4 elements of Counter Terrorism Policing can have a significant impact in both early intervention and the gathering of intelligence, however considerations are needed in how it can be better utilised in order not to alienate and isolate groups or communities. In regards to Intelligence, there is no doubt that it plays a vital role in Counter terrorism, the sharing of intelligence between partner agencies needs to be implemented in order for intelligence gathering to be successful as demonstrated by the RUC and their efforts in counter terrorism during the troubles in Northern Ireland, however intelligence needs to be acted upon to prevent further incidents such as the Manchester Arena attack.
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· [bookmark: _Hlk128916059]Evaluate the effectiveness of specific crime prevention initiatives, and consider how these have been informed by relevant policing models (e.g. problem-oriented policing, intelligence-led policing).

This essay will examine the effectiveness of specific crime prevention initiatives and consider how these have been informed by relevant policing models including but not limited to intelligence led policing, as well as problem oriented policing.
When discussing crime prevention, a challenge faced by many is establishing the definition, as the term prevention can be applied confusingly to various programs. However, a definition can be found in literature published by UN Office on Drugs and Crime Literature (UNODC). Broken down the definition is basically a set of actions and tactics that form a strategy in order to reduce the risk of crimes occurring, and the damaging impacts it can have on individuals or communities (United Nations Ofiice on Drugs & Crime , 2019).  The concept of prevention has been an aspect of policing in the UK since the formation of the Police under the Peelian principles, the key fundamental principles established by Robert Peel in 1829 when founding the Metropolitan Police Service (College of Policing, 2023).  As part of the Home Office’s Modern Crime Prevention Strategy 2016, six key drivers contributing to crimes were identified and discussed in this strategy (Home Office , 2016), these key drivers are: opportunity, character, effectiveness of the Criminal Justice System, profit, drugs and the final driver being alcohol (Home Office , 2016). 
Opportunity, there are multiple studies that prove that there is an increased risk of crime the more opportunities that are available to people, this does not mean that every individual would commit crimes if they believed there were no consequences to their actions, however in regards to some people and some crimes, the slightest opportunity could make the difference in whether they offend (Marcus Felson, 1998). The Modern Crime Prevention Strategy (Home Office , 2016) suggests that by removing opportunities crime can be prevented. There are 10 principles used in regards to crime prevention which would support this theory, these are Target hardening including improving security systems such as alarms, target removal for example vehicles parked in a garage. Remove the means of the crime by locking tools away reducing the accessibility of committing crimes, also removing the payoff that items generate this can include the use of Smart Water. Access control, by locking doors windows and having hedges and fences and other boundary measures in good repair. Visibility/surveillance the removal of obstructions preventing a clear view. Environmental change is how the local surroundings influence crime offences; however, Rule setting is legislation to deter crime through the powers of alcohol exclusion zones in town centres. Also, by increasing the chance of being caught measures to either identify or slow down the offender, such as CCTV, external lighting. Lastly, increased physical security measures, having a physical presence of authority can deter crime. (West Yorkshire Police , 2023).  Research by (Pease, 1998) concerning revictimization suggests that there is a heightened risk for a house to be burgled a second time following the initial incident, using this concept West Midlands police launched Operation Swordfish, whereby 46 neighbourhoods were identified, with target hardening and control measures put in place, along with dedicated resources and advice given to recent victims of burglaries (Shane D. Johnson, 2017). During the evaluation of the Operation Swordfish, it was discovered that residents in the treatment group were satisfied with the interactions and involvement with the police and that the interventions had a slight marginal reduction in revictimization through low intensity target hardening without increasing the residents fear of crime (Shane D. Johnson, 2017). Target hardening and environmental design is fundamental when outlining crime prevention and is a focus within policing which will be developed in the next chapter.
Crime Prevention Through Environmental Design (CPTED) is a concept originally created by Sociologist and Criminologist C. Ray Jeffery in the 1970’s, it links in with the concept that criminals are somewhat influenced by their immediate environment (Armitage, 2016). CPTED aims to influence the design, build of new developments, and influence the management of these moving forward. CPTED would be involved with the position and orientation of builds and could also include the layout size and location of walls and windows in order to maximise surveillance, however at times this may not be enough to deter or reduce the risk so CPTED can also influence the required standards of physical security such as doors, windows and lighting (Armitage, 2016).  The goals of CPTED is to prevent crime through environmental factors that will have a positive influence on human behaviour, which has 4 main principles: Natural access control, Natural surveillance, Territoriality, and Maintenance (Armitage, 2016). Natural surveillance can be achieved through design, by removing obstacles, tactically positioning lighting ensuring pathways, bus stops and cash points are well lit. Also, this can be achieved by redirecting foot fall and pedestrian flow to increase a presence in problem areas by making potential criminals more visible to the public this reduces the risk. (Hepburn, 2019). Natural access control the layout of the area ensures that the public is directed in a certain way therefore discourages access to restricted or private areas (Hepburn, 2019). Territoriality, by designing a space whereby the residents take ownership they are more likely to challenge those who should not be there or report this to the police (Hepburn, 2019). Finally maintenance,  linking in with shared ownership if residents and local authorities  maintain the area this will have an a positive impact  on deterring criminals as broken window theory (Kelling & Quinn, 1982)  suggests that a rundown area implies a acceptance of criminal / anti-social behaviour (Hepburn, 2019). A critical study of CPTED was conducted looking into the measures that had been introduced to the Brixton Borough of London in 2011, the research showed that residents who participated in the survey felt lighting was a key factor in them feeling safe and secure, and that length of residency in the area correlated to an increased fear of crime. During the time period from 2011 – 2014 (2011 being when the interventions began) crime rate reduced in Brixton, however increased in other parts of England and Wales (Piroozfar, 2019). It is evident that CPTED can have a significant impact on crime prevention especially when looking at target hardening and reducing the opportunity for criminals. 
Evidence Based policing (EBP) is used by police officers and staff, to create or challenge policy and procedures, decisions, and practices, by using the best evidence available obtained thorough research (College of Policing, 2020). As part of the EBP process the problem solving cycle known as the ATLAS model is used, ATLAS is an acronym which stands for; Ask, Test, Learn, Adapt and Share. (College of Policing, 2020).  Evidence based policing is an ongoing process so the use of the ATLAS model can be cycled through multiple times. If the decisions that were made did not have the desired effect on the outcome, after sharing results you can start back at the beginning of the cycle with asking challenging questions in regards to actions taken (College of Policing, 2020). Crime is becoming more complex and diverse with an increase in knife crime and cyber enabled crime, Police need to adapt to this and work smarter as it does not have the resource to keep up with demand. Therefore, more traditional models may not be appropriate to provide solutions for current and future problems faced (Ian Pepper, 2020). Due to operational necessity the Police need to adopt an evidence based approach using best evidence available in order to achieve results (Ian Pepper, 2020),  with an increase in demand on Police in the UK and the lack of resources Problem Orientated Policing (POP’S) needs to be explored further.
Problem Orientated Policing (POP’s) may also be known as Problem Solving Policing, was created by Herman Goldstein in 1979 and is a method for challenging crime and disorder through the identification of a specific problem. Thorough analysis to understand the problem, development of a bespoke response to the problem, and then the review and assessment of the effects the response may have had (College of Policing, 2020). POP’s is not an intervention in itself however a tool to help develop an intervention therefore it can be used to develop solutions for any crime or disorder problem (College of Policing, 2020). POPS can be described using another model known as the SARA model, the four stages of the model are scanning, analysis, response, assessment.  The model aims to identify the root cause of the problem and what enables the problem to continue in order to create a more effective lasting response (College of Policing, 2020). The SARA model is consistent with root cause analysis used in engineering and manufacturing sectors that are fundamental in the six sigma process (Woodall, 2008).  In 1997 an officer Michael Barton from Lancashire Constabulary was tasked with delivering POP as part of a project for the learning and development function (Barton, 1997). Despite nearly 2 decades of POP being on the agenda it was difficult to get a widespread buy in.  Barton developed POP on a beermat, a concept that helped officers and partners to adopt this method (Barton, 1997). What POP on a beermat did was help demonstrate that the demand of officers had increased exponentially over time whilst the resource remained relatively the same, therefore creating a gap in the middle (Barton, 1997). When delivering presentations, the audience would suggest that the gap could be closed with more resources available to the police, however Barton explained that the gap could be filled through strategic partnership with other agencies (Barton, 1997). Barton demonstrated through POP on a Beermat the importance of a partnership led approach in order to reduce the gap on demand, and how Problem Orientated Policing can be used effectively through partnership, as part of his evaluation (Barton, 1997) states that he has never had anyone disagree or disprove his theory, going on to say that a localised audit was conducted within the Lancashire force with 97% of participants in the southern division of the force being of the understanding that POP’s was their responsibility. A PHD thesis submitted by  (TURA, 2019) looked to explore the correlation between the use of POP’s and the link to the reduction of burglaries across England and Wales, the study identified that police forces that applied POP experienced fewer burglaries than their peers who did not take a POP approach between 2003/2004.
In conclusion crime prevention is a set of actions and tactics that form a strategy in order to reduce the risks of crime occurring and having an impact on individuals and communities. Opportunity plays a huge factor when considering crime prevention and there are a number of ways in which the opportunity can be minimised, this includes the 10 crime prevention principles. Crime Prevention through Environment Design has been proven to have a significant impact on reducing the opportunity for criminals to commit crime. Moving forward Police services in the UK need to take an evidence based approach to policing in order to evolve with the changing nature of criminality and the increase in demand. Problem Orientated Policing and POP on a beermat has demonstrated that the resource will not match the increase in demand and that partnership with external agencies will be vital moving forward, studies have shown the effectiveness of Police forces taking a POP approach and evidence suggests that forces who have used this approach saw a reduction in burglaries compared to their peers who did not adopt this approach. 
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