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Introduction
NOSS, a multinational corporation have requested a virtualised network be configured to their provided topology. The topology provided incudes three subnets, one each for both a London and Swansea domain hosting a server and clients, as well as a link between the two domain controllers. As a prerequisite to the setup of this network, research is required to be undertaken on different types of hypervisors, as well as into the concepts of IP addressing and subnetting. Once the virtualised network is configured, troubleshooting must be carried out to ensure that the network functions as expected. This report will outline the research undertaken in order to configure and deploy the network, as well as the stages of configuration, and will justify decisions taken in the design and implementation process.
Hypervisors
Before deploying virtual machines or a virtualised network, it’s important to consider the hypervisor to use that will best align within the constraints and aims of the given scenario. Primarily, there are two branches of hypervisors to choose from, denoted as type-1 and type-2. both deploy virtual, or guest, operating systems but control them in different ways. Type-1 hypervisors control and host the guest OS directly on the hardware on which the hypervisor is installed, whereas type-2 hypervisors are hosted on top of the operating system of the machine on which it is running [1]. The below diagram [2] depicts the difference between these two methods of VM deployment:
[image: ]
Fig 1. Type-1 and Type-2 Hypervisors. [2]
Type-1 hypervisors such as VMware vSphere and Citrix XenServer [1] would be favoured in a production environment due to the increased efficiency of running on dedicated bare-metal hardware and not having the factor of the host operating system impeding performance and computer resources, as well as better scalability potential. Type-2 hypervisors like Oracle VirtualBox or VMware Workstation, whilst not offering the same performance and efficiency, do offer a simple and low expenditure solution by having VMs running on an existing machine, with the only potential cost being licensing. Oracle VirtualBox specifically is a highly powerful and feature rich hypervisor, outperforming rival type-2 hypervisors in performance tests [3] and does not require purchasing licenses to run multiple VMs. For these reasons, Oracle VirtualBox is the hypervisor of choice for this virtualised network deployment, however without the budget and the practicality constraints of not having dedicated hardware, a type-1 hypervisor would be better suited for a real deployment for a multinational corporation, due to higher resource availability and more consistent performance.

IP Addressing
IP addresses are fundamental to computer networking, allowing devices to communicate locally on a network and across the internet. It is pivotal to outline a clear addressing scheme before configuring a network to ensure that devices can communicate as intended.
Communication across the internet is facilitated using the TCP/IP model, combining the Transmission Control Protocol (TCP) with the Internet Protocol (IP). In this model, TCP breaks data down into packets so that they can be transmitted across a network, and the packets are reassembled at the destination back into the original data structure [4]. The role of IP in this model is to add IP addressing information to the packets, allowing routers to review the source and destination addresses, forwarding the packets across the network to the correct recipient. From an internal network using private IP addresses, devices communicating across the internet will send their data to the default gateway, which will then take the private IP of the device and translate it to the public IP assigned by the internet service provider using Network Address Translation (NAT). This allows multiple devices with private addresses to communicate out to the internet behind one public IP address assigned to the router [5]. Once the public IP is assigned to the packets, they are forwarded by routers to the destination address.
For this scenario, addresses will be statically assigned IPv4 addresses, however it is worth noting that IPv6 would remove the need for the aforementioned NAT stage of the process [6]. NAT is necessary when using IPv4 due to the finite amount of 32-bit IP addresses available, therefore internal networks utilise private addresses which could be exactly the same as addresses used in different internal networks, however the public IP assigned to the router will be unique, so data sent across the internet is routed successfully. Due to the vast number of 128-bit IPv6 addresses, each device can be assigned a unique address, eliminating the need for translation to a public address.
Another important consideration whilst planning a network is efficient use of IP addresses, and an easy to follow addressing scheme. The scenario for the NOSS network outlines three subnets, one each for the London and Swansea domains, and another for the two domain controllers to communicate. Subnets allow for a network to be split off into smaller sub-networks, allowing for more efficient management. The below diagram depicts an example of a corporate network split into subnets:
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Fig 2. Subnets communicating with internet [7].
The diagram shows a network that has been split into two subnets using a /23 prefix, allocating 128 IP addresses to each subnet. This example also makes use of NAT, with the router translating the private IPs across the two subnets to a public IP to communicate across the internet.

For the NOSS network, the following subnets have been selected:

Subnet 1 (Swansea) – 10.1.1.0 /24	255.255.255.0
Subnet 2 (London) – 10.1.2.0 /24	255.255.255.0
Subnet 3 (DC link) – 10.1.3.0 /30	255.255.255.252

For the two location domains on subnets 1 and 2, it is reasonable to assume that a significant number of hosts may be required on each domain. Therefore /24 prefix subnets have been allocated, providing 254 useable IP addresses to both locations. This allows more scalability than a /23 subnet limiting the domain to 128 hosts.
Subnet 3 provides a link between the two domain controllers, allowing for communication across the two subnets. Both domain controllers will have a second network interface on this subnet, therefore only two IP addresses are required; a /30 subnet fits perfectly for this use case. This addressing scheme is efficient and unconvoluted, allowing for network engineers picking up work in the future to easily understand the topology. It also allows all three subnets to be managed independently from each other with different policies, as well making troubleshooting easier as there are less variables in play. Both performance and security on these subnets would be enhanced over a standard network by reducing the unnecessary traffic being sent across the entire range.

Virtual Network Configuration
Following the completion of research on hypervisors on IP addressing, and a relevant hypervisor and IP addressing scheme being selected, the virtual network can be configured and deployed. For the operating systems used within the virtual environment, Windows Server 2022 was chosen for the two server, and Windows 10 22H2 for the clients. Windows Server 2022 was chosen due to it being the latest Windows Server release, having the longest remaining support period, and additional quality of life features over Windows Server 2019. Windows 10 20H2 is the latest version of Windows 10 and was chosen for ease of use in the virtual environment due to it being the operating system that Windows Server 2022 is based on.
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After building one Windows Server and one Windows 10 machine, before adding any configuration a full clone of each build was created with a new MAC address generated. Once all four machines were built, the two servers were given the names of their locations, whilst the PCs were allocated SW_PC and LD_PC respectively. Each machine has been given one core and 2GB RAM, as well as 15GB virtual hard discs, this provides the virtual machines with enough performance to be configured whilst also leaving the host machine with enough performance to run the VMs; this is a drawback of running a type-2 hypervisor on a standard spec host machine, and would not be a consideration in a production environment using a type-1 hypervisor. As visible in the above screengrab, snapshots were taken of the virtual machines once they had been named and assigned IP addresses, this allows the VM to be rolled back to the configuration at the time the snapshot was taken if anything goes wrong during configuration. 
When all machines had been assigned IP addresses, ping tests were carried out which initially resulted in some failures. After checking IP addresses were correct, disabling the firewalls on the VMs solved the issue and allowed each machine to ping successfully, this was due to ICMP traffic being blocked. It was specified that the two client machines need to be able to ping their respective server, as well as the two servers being able to ping each other. The below screenshot displays command prompt windows of the two servers showing a successful ping between them:
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As depicted, the servers are both using Ethernet adapter 2 to communicate on subnet 3. This allows them to communicate with each other on subnet 3, whilst also communicating with their own domain via Ethernet adapter 1.
The following two screenshots display a command prompt window showing the result of an ipconfig to display the IP address, and successful pings between the servers and their client machines:
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SW_PC and Swansea server successfully sending pings between 10.1.1.1 and 10.1.1.2
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LD_PC and London server successfully sending pings between 10.1.2.1 and 10.1.2.2
Initial pings between London and LD_PC were failing even after disabling the firewall, however I later noticed that the IP address on the server had been incorrectly configured with the second and third octet the wrong way around as 10.2.1.1 instead of 10.1.2.1 – after amending this address the pings were successful.
At the end of this testing all VMs could communicate between each other, asides from the two client machines on opposite domains which is not in the scope of this project as routing has not been put in place.
Troubleshooting for this network setup consisted of testing communication by sending pings, checking IP addresses were correctly configured and amending the firewalls. As the network is not current facing the internet and has not been configured with DNS, many common networking issues are not present and therefore the tests that would be carried out to diagnose them are redundant. 
Asides from the methods that have been used, other common troubleshooting methods that are often implemented include running NSLOOKUP to troubleshoot DNS resolutions which can be the cause of many connectivity problems [8], however as noted, as DNS has not been configured on this network and connections are via IP addresses this is not necessary. This also applies for other troubleshooting methods like running a traceroute command to inspect the flow of packets across hops to a destination [9], however again in this scenario packets are not being routed to other networks or the internet, so this is not a required troubleshooting step within the scenario.

Conclusion 
This network now functions as expected and is configured in a manner that is consistent with the provided topology. Further steps to build upon the network from that stage would include adding routing between clients on both sides of the network, and the configuration of server roles, namely Active Directory, DNS and DHCP, as well as backup solutions and failovers. Active Directory would provide the administration of user accounts on the network along with their access and privileges, as well as the sorting of devices into groups, and the implementation of group policies to push configurations to machines centrally, increasing efficiency and security. The hierarchical structure of Active Directory allows for a base set of policies to be configured at a top level, with additional measures implemented to certain groups deeper in the structure [10]. In addition to Active Directory, DNS and DHCP would also both contribute to cleaner network management, with DNS allowing for easier domain-name based connectivity, and DHCP providing the automatic allocation of dynamic IP addresses as clients reach out to the server for a lease, rather than being manually allocated a static address [11]. The network will also need to face the internet so will requires routing and a firewall in future. Another approach for this network could be to implement Azure AD and lean in heavier to cloud based working whilst manging devices with Microsoft Intune, however this choice would depend on the circumstances and requirements of the organisation.
Aside from these future developments, the current state of the network lays a solid foundation on which to build and scale, with a sensible subnetting scheme of two /24 domains allowing up to 254 clients on each. Furthermore the /30 subnet for the link between the two domains is isolated, increasing performance and security; the addressing scheme has been kept logical and easy for future engineers to pick up and work with. Once consideration to be made going forward for NOSS would be the implementation of a type-1 hypervisor as opposed to type-2, for the reasons outlined earlier in this report. A type-1 hypervisor would allow for a more scalable network as well as a greater performance and consistency due to better allocation of resources from a bare-metal setup. Although this would come at expense, for a multinational company considering the network benefits the investment would be worthwhile.
To conclude, the configuration and deployment of this network has been a success, in no short part due to the research carried out beforehand, as well as the decision to plan out the subnetting scheme before implementation. All communication between devices works as expected, and the network is configured to the specification provided.
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