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1.2 [bookmark: _Toc88478527]     Aims
Show how Data Security and Compliance work.
1.3 [bookmark: _Toc88478528]     Objectives
Understanding key areas and gaining overview



2.0 [bookmark: _Toc88478529]    TASK 1 – SECURITY AND PERSONNEL

[bookmark: _Toc88478530]2.1	Personnel Information Security Training
[2] Ransomware attacks snowballed in 2021, and this is decimating organizations, customers, and society in general, so it is imperative to improve awareness training. 
A learning mindset needs to be fostered in both individuals and at organization levels to prevent data breaches.  
A double loop learning process which integrates ‘intelligent failure’ processes would improve the current single loop practice, that simply concentrates on training followed by results.
Whilst success benefits short-term goals, failure enables learning.  Failure is a by-product of innovation and acts as a valuable tool; small prior failures provide information about problems, which leads to recognition, providing experience for future problems.   
[bookmark: _Toc87648660]Figure 2‑1 Sitkin's Intelligent Failure Model
[image: Diagram

Description automatically generated]
Key Points:
· Focus is the process not the outcome
· Legitimize failure to remove potential fear of addressing issue
· Organization must be supportive and not penalize individuals
· Focus on systems that produce failure not individuals (processes and policies may be the cause of employees’ non-compliance)
· Intelligent failure needs to occur in a part of the system that is important to the organization
An organization that regularly updates its information security assumptions after evaluating their information security awareness results, significantly enhances the double loop learning process.
[bookmark: _Toc88478531]	2.1.1	Phishing
[3] It is reported by IBM  that 95% of  incidents are due to humans.  In the last 10 years phishing websites have increased by 1,726%.
The aviation industry (DuPont) lists The Dirty Dozen most prevalent are due to:
1) Miscommunication
2) Laxity
3) Uninformed/uneducated
4) Bafflement
5) Disunity
6) Exhaustion
7) Scarcity of funds
8) Time limit
9) Feebleness (not being allowed to express concern/ideas)
10) Pressure
11) Lack of understanding/knowledge (working or online) environment
12) Norms: workplace practices developed over time that influence other behaviours
Cybersecurity attacks succeed because users are unaware of their vulnerabilities and have a lack of knowledge of the risks and their consequences.  Duplicitous telephone/text  messages and text messages can seem to come from legitimate companies the user has accounts/services with.  This leads them to hand over data to the hacker.



[bookmark: _Toc87648661]Figure 2‑2 Frame of Reference showing Sources of Phishing Attempts and how Related
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2.2 [bookmark: _Toc88478532]Information Security Organization Structure 

[4] An Individual should not make decisions  where to place information security in the company. 

Inside the various sectors a representative decides on placement according to their respective requirements.

2.2.1 [bookmark: _Toc88478533]Options for Placing Information Security Function Within the Organization
[bookmark: _Toc87648594]Table 2‑1  Information Security Function Placement
[4]
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2.3 [bookmark: _Toc88478534]Positions in Information Security

[bookmark: _Toc87648662]Figure 2‑3 Positions in Information Security
[4]
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2.3.1 [bookmark: _Toc88478535]Information Security Job Titles and Qualifications
[bookmark: _Toc87648595]Table 2‑2 Information Security Job Titles and Qualifications
[4]
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[bookmark: _Toc88478536]2.3.2	Functions of the CISO/Security Analyst
[4] At the top is the CISO, the Information security officer , although it is not on an executive level.  The CISO reports to the Chief Information Officer (CIO).  CISO’s manage at the business level and technological aspects take a backseat. Nevertheless, they need to be highly conversant in all aspects of information security.  The CISO is the designer of the information security program.  


[bookmark: _Toc87648596]Table 2‑3 CISO/Security Analyst Functions and Requirements
[4]
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2.4 [bookmark: _Toc88478537]Information Security Professionals 

[4] Professional infosec personnel are highly sought after. 
· Predicted career opportunities will rise  32% up until 2028. 

To  stand out candidates will need to:
· possess certifications like CISSP and SSCP
· show they are adaptable
· show passion for their job
2.4.1 [bookmark: _Toc88478538]Attributes Organizations Seek when Hiring Information Security Professionals
[bookmark: _Toc87648597]Table 2‑4 Attributes Information Security Candidates Need in Order of Importance
[4]
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2.5 [bookmark: _Toc88478539]Critical Conditions when Dismissing an Employee 

[4] These are:
· Access to the system
· Media (removable)
· Drives 
· All files
· Locking mechanisms
· Key cards 
There are slight changes based on the type of termination, depending on whether it is friendly or hostile, as a friendly departure is usually planned. 
[bookmark: _Toc88478540]2.5.1	Work Terminations
· Introduce limits to all areas once the resolution arrived at.
Good security practice is to treat every termination as a hostile departure because the employee  may have become overly aggrieved by the process.  
· The higher access privileges, the more critical the cessation process, and the greater credence is needed regarding legal documents like non-disclosure agreements.
2.6 [bookmark: _Toc88478541]How Considerations For Temporary/Contract Employees Differ 

[4] Temp/contract employees differ as they are not entrusted as much as staff.  Permanent personnel are unlikely to know the scope of work  temps are working on, and temps could wander into unsecured areas.  
Permanent employees, however, are known by their peers, who would see if the employee was acting suspiciously and or breaking rules/protocols.
[bookmark: _Toc88478542]2.6.1	Temporary Employees - Special Safety Precautions 
Temps/contractors have not been subject to the same rigorous screening and contractual obligations; however, they need access to sensitive information in the company.  
Temps supplement workforce but are employees of the agency.  
Temps’  access to Secure areas needs to be more restricted.
Important information should be restricted to the minimum necessary for their duties.  
Some Companies  require the temporary employee to sign:
· nondisclosure and 
· fair use policies

Contract employees are hired to perform specific services for an organization;  their contract being between the host and parent company, not between individuals.  
Some contract employees require physical access to locations rather than access to information (with exceptions of technology contract positions).  
For security purposes, they should only have access to the pertinent places to allow them to complete their duties.  All restrictions and regulations would be stipulated in the initial hiring contract.
Consultants are taken on board for single purpose and are self-employed/co-opted from different organizations.  They have their own security requirements and contractual obligations entering the job.  All contracts must be specific and agreed upon before the job commences, and before they arrive at the premises.
[bookmark: _Toc88478543]2.6.2	Job Candidates Should Not be Allowed in Secure Areas During Interview 
[4] It is important to recognise job candidates are not employees; they are  only ‘potential personnel;  therefore, they should not be privy to the inner workings or procedures within the company.  
Prying eyes pick up much more than consciously remembered and so may be able to retain enough information about the operations of the company to glean secret knowledge about information security functions.  This could result in illegal spying within the company to gain organizational trade secrets.
During follow up interviews all Secure/Restricted areas should be avoided.  Even though the individual has a high chance of being added as a resource within the company, caution is advisable with tours. 


2.7 [bookmark: _Toc88478544]Descriptions of Tasks/Functions For Employment of  Professionals in  Information Security 

[4] It is important to use specific, clearly defined job descriptions for hiring Information Security professionals.  
These job descriptions can be used to increase the degree of professionalism in the IT field as well as improve the consistency of roles and responsibilities.  
The description tells the potential employee exactly what the employer wants.
Organizations need to beware of revealing access privileges to prospective employees when advertising vacancies
2.7.1 [bookmark: _Toc88478545]Standard Information Security Personnel Practices
· Records:
Keeping records of employees’ data

· Separation of duties:
Effective in safeguarding  resources.  Tasks requiring the handling of  tactful information to be either fully or completely or partially carried out by more than one person. 

· Just one individual cannot be in control of very confidential data.  
· Improves Information Security as it makes employees accountable to their co-workers.
· Before completion, two people review each other’s work.

· Rotation of Tasks:
Critical jobs carried out by more than one person

· Internal control to eliminate theft of company assets and reduce susceptibility by requiring employees to familiarize themselves with each other’s regular, individual duties sufficiently so as to detect any suspicious abnormalities in other employees work and perform his duties in his absence.  
· A redundancy  constraint; all employees are needed to carry out more than one task.




· Least Privilege Principle
Limitation in accessing information.   Members can only work on the data needed for his/her job.

2.8 [bookmark: _Toc88478546]Information Security Career Path

[4]  Career paths for Information Security Professionals are:
· CISO (Chief Information Security Officer) or 
· CIO (Chief Information Officer)
Other paths are:
· Information Technology, 
· Security (Physical )
· Administration

Information Security professionals can work in:
· IT as an associate  of subfunctions such as networks, 
· Help Desk /Apps development  
· Physical security as an associate of physical security/protective services and
· Administration as an associate of Personnel and/or Purchasing.
The most important thought for aspiring information security personnel must be the idea that their education is never finished. 
Because technology changes qualifications become outdated quickly.  


2.8.1 [bookmark: _Toc88478547]Professional Credentials
[bookmark: _Toc87648598]Table 2‑5 Certification Descriptions
[4]
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3.0 [bookmark: _Toc88478548]TASK 2 - CASE SCENARIO FLOW-TECH THREAT INTELLIGENCE CO.

Abstract
Flow-Tech’s Company network must be accessible by both authorised users and members of the public, on mobile devices, whilst simultaneously retaining sufficient integrity. 
To fight cyberattacks a multi-pronged approach is necessary.  Consistency is essential; therefore, the best defences are:

1. Procedures/policies

2. Malware reporting

3. Staff training to stop social engineering

4. Mobile devices need to have Anti-virus Software downloaded

5. Encryption 

There is no one panacea,  so all must be activated to minimize risk.


3.1 [bookmark: _Toc88478549]Security

[5} Data breaches have risen from 8,804 in 2005 to 11.7 billion in 2018.  The 18 largest involved over 10.3 million individuals.  Most originate from trusted insiders and include:
· privacy violations
· embezzlement of money
· stealing trade secrets
· information theft.  
The average loss from an insider attack can exceed $8 million.  CISA (US Cybersecurity and Infrastructure agency) state there are two types of organizations:
· those whose members have stolen intellectual property
· those whose members have already done so, but the organization does not know about it yet.
[bookmark: _Toc88478550]3.1.1	Vulnerability Discovery Testing
[6] Security personnel use a variety of COTS (commercial off-the-shelf software) however, whilst this is potentially useful, it can be problematic to install ‘post implementation’ due to compatibility risks.  In addition, the amount of rework it entails means it is more cost-efficient to address vulnerabilities during system design.
Assessments can be likened to a military ‘reconnaissance’ and are categorised as:
· Vulnerability
To uncover weaknesses
· Exploit assessments/penetration tests 
Utilizing the above discovered vulnerabilities and exploiting them
Note: this stage is invasive, as if successful, impacts data integrity, confidentiality, and service availability
Vulnerability assessments use scanners to identify:
· IP addresses
· Open Ports
· Hostnames
· Weak Passwords
· Operating Systems
· Unencrypted data


[bookmark: _Toc88478551]3.1.2	Pros and Cons of Vulnerability Discovery Test Methods 
[bookmark: _Toc87648599]Table 3‑1 Vulnerability Discovery Methods
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[bookmark: _Toc87648600]Table 3‑2 Predictive Methods of Vulnerability Discovery Pros and Cons
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[bookmark: _Toc88478552]
3.1.3	Overview of Security
[bookmark: _Toc87648601]Table 3‑3 Measures Taken to Harden the System
[7]
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ACTIONS: All actions outlined in red on overview of Security


[bookmark: _Toc87648663]Figure 3‑1 Network Weaknesses  RAND Rprt R-609
[4]
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[bookmark: _Toc88478553]3.1.4	Components of an Information System
[4] To achieve success these multiple layers of security must work in unison:
· Physical
· Personal
· Operations
· Communications
· Network
· Information

[bookmark: _Toc87648602]Table 3‑4 Classifications of Data Owners, Custodians and Users
[4]
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[bookmark: _Toc87648603]Table 3‑5 The Functional Team Working to Achieve This
[4]
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[bookmark: _Toc87648664]Figure 3‑2 Components of an Information System
[8]
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[4]  Security is protection from harm from adversaries, either intentionally or not, of:

· Operations
· Infrastructure
· People
· Functions
· Communications
· Information



[bookmark: _Toc87648665]Figure 3‑3 The CIA Triad
[4]
The CIA Triad
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[bookmark: _Toc87648604]Table 3‑6 Although CIA Triangle Relevant Threats Multiplied Into:
[4]
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[bookmark: _Toc87648666]Figure 3‑4 The McCumber Cube
[4]
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[bookmark: _Toc87648605]Table 3‑7 The System is Designed To
[4]
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Grassroots is when system administrators attempt to improve security of their systems, which is what Flow-Tech has been trying to implement, but now needs further expertise. 

[bookmark: _Toc87648667]Figure 3‑5 Top-Down and Bottom-Up Approach
[4]
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Whilst the technical expertise of the administrators is useful, as they work daily so have extensive knowledge, understanding threats and mechanisms to protect the system from them, they cannot be expected to solve all the problems without management intervention.

[bookmark: _Toc87648606]Table 3‑8 The Top-Down Approach is Best
[4][image: Table
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[bookmark: _Toc88478554]
3.1.5	Systems Development Life Cycle Waterfall Methodology

[4] SecSDLC security systems development lifecycle = a methodology for design implementation of security systems based on the SDLC (both contain same general phases)

[bookmark: _Toc87648668]Figure 3‑6 SDLC Waterfall Methodology
[4]
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[bookmark: _Toc87648607]Table 3‑9 The Formal Approach Proposed To Solve Problems on Structured Sequence /Procedure to Investigate:
[4]
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[bookmark: _Toc87648608]Table 3‑10 The Logical Design Consists of:
[4]
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[bookmark: _Toc87648609]Table 3‑11 The Six Phases
[4]
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[bookmark: _Toc87648669]Figure 3‑7  Initiation Phase 1
Source: NIST SP 800-64 Rev. 2
[4]

[image: A flow chart of Phase 1: Initiation is shown. A diamond on the left is labeled as, “Decision to initiate system Development.” It points to the right side to a block labeled as, “Initiate Project – Security Planning which further points to the output in which three bulletins and text reads as, “Supporting documents (slides, minutes, etc.), Common understanding of security expectations and initial schedule of security activities or decisions.” The center block is pointed down to another block labeled as, “Categorize Information System.” This block is pointed to left for output with three bulletins labeled as, “Security categorization, high-level security requirements and level of effort or rigor estimates.” The block categorize information system is pointed with two arrows from both left and right side with a circle that is marked with arrows in recycle form. The left side circle is pointed to a block that reads as, “Assess business impact which further points down to another block labeled output inside which the text reads as, “linkage to business drivers, core system components and initial recovery time and point objectives.” Assess business impact block points to another block below categorize information system. The block has the text that reads as, “Ensure secure system development.” The circle at the right side from categorize information system block points to another block labeled as, “Assess privacy impact.” It points upwards to output where the text reads as, “Privacy Impact Assessment.” Assess privacy impact points down toward the block Ensure secure system development. This block further points to the right as output which has the text that reads as, “Security training for development team, quality assurance plans and Development and coding standards. Ensure security system development block points down to major block labeled as, “control gates.” The text inside the block reads as, “Determine Acquisition strategy, system concept review, performance specification review, EA/IA Alignment, Financial review or Approval and risk management review.” It points to the right side block that reads as, “Decision to Begin Development/Acquisition Phase.” At the bottom left corner, a small circle resembling a recycling process is shown with the text as, “Synchronization.”
]



[bookmark: _Toc87648670]Figure 3‑8 Development/Acquisition Phase 2
Source: NIST SP 800-64 Rev. 2
[4]
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[bookmark: _Toc87648671]Figure 3‑9I Implementation/Assessment Phase 3
Source: NIST SP 800-64 Rev. 2
[4]
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[bookmark: _Toc87648672]Figure 3‑10 Operation/Maintenance Phase 4
Source: NIST SP 800-64 Rev. 2
[4]
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[bookmark: _Toc87648673]Figure 3‑11  Disposal Phase 5
Source: NIST SP 800-64 Rev. 2
[4]
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[bookmark: _Toc88478555]3.1.6	The DevOps Approach
[9]
[bookmark: _Toc87648674]Figure 3‑12 The DevOps Approach
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Planning: ideate define and describe features
Develop: Coding, writing, testing, reviewing
Deliver: Deploy into production
Operate: Maintain, monitor, troubleshoot
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[bookmark: _Toc88478556]3.1.7	Actions – The Need for Security
[bookmark: _Toc87648610]Table 3‑12 ACTIONS - The Need for Security
[4]
	
Actions

	Who Responsible
	No.
	For What

	Information Security 
	1
	Actions  in red on Overview of Security see 3.1.3

	Information Security
	2
	Vulnerability Discovery Testing - see 3.7.1 and Appendix 6.1

	Information Security
	3
	Logical Diagram of Network Before and After (see above)

	Functional Team
	4
	To liaise with Information Security to Achieve the above





3.2 [bookmark: _Toc88478557]Compliance – Legal, Ethical and Professional Issues

[bookmark: _Toc87648611]Table 3‑13 Due Diligence Required in Laws and Ethics to Avoid Liability
[4]
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[bookmark: _Toc87648612]Table 3‑14 General Employee Terms and Conditions Re Information Security
For ethics guidance, refer to Policies/Managerial Directives section in the:
[4]
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3.2.1 [bookmark: _Toc88478558]General Computer Crime Laws
[bookmark: _Toc87648613]Table 3‑15 General Computer Crime Laws
[4]
[image: Table
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[bookmark: _Toc88478559]3.2.2	Financial Reporting
[4] 2002 Sarbanes-Oxley Act 
3.2.3 [bookmark: _Toc88478560]Main UK Computer Security Laws
[bookmark: _Toc87648614]Table 3‑16 Main UK Computer Security Laws
[4]
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3.2.4 [bookmark: _Toc88478561]Data Security for Payment Cards
[bookmark: _Toc87648615]Table 3‑17Data Security for Payment Card Standards 
[4]
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[bookmark: _Toc88478562]3.2.5	Organizations of Interest to Information Security Experts
Legal Department take control of matrix, as below, showing which employees have Professional Memberships.
[bookmark: _Toc87648616]Table 3‑18 Professional Organizations of Interest for Information Security Professionals
[4]
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[bookmark: _Toc88478563]3.2.7	Actions – Compliance – Legal, Ethical and Professional Issues
[bookmark: _Toc87648617]Table 3‑19 ACTIONS - Compliance - Legal, Ethical and Professional Issues

	Actions

	Who Responsible
	No.
	For What

	Legal 
	1
	Examine evidence if breach suspected

	· Legal to check Information Security Credentials
· Information Security to keep Updated

	2
	Refer to Matrix of Security Personnel Qualifications to ensure compliance when recruiting Security Staff






3.3 [bookmark: _Toc88478564]Planning for Security

The Security Framework 
[4] It is proposed to gain assistance from Management to survey the needs of all those concerned to construct policies for information security forecasting designing and implementation to help  in the design and implementation of a security infrastructure.  
[bookmark: _Toc87648618]Table 3‑20 What The Security Framework Achieves
[4]
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[4] Information Security Programs
· Co-ordinated  design is needed to draw up and keep up to date
· Strategic Plan to manage  resources
· Planning for contingencies enables preparation to circumvent any/all unknown events
These aim to achieve:
· Strategic alignment
· Risk management
· Resource management
· Performance measurement
· Value delivery



[bookmark: _Toc87648619]Table 3‑21 Information Security Programs that May be Adapted
[4]
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3.3.1 [bookmark: _Toc88478565]Policies
[bookmark: _Toc87648675]Figure 3‑13 Policies, Standards, Guidelines, and Procedures
[4]
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3.3.1.1 [bookmark: _Toc88478566]Differences between Policies Standards and Guidelines
[bookmark: _Toc87648620]Table 3‑22 Differences Between Policies, Standards and Guidelines - Details 
[4]
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[bookmark: _Toc88478567]3.3.1.2	Details of Types of Security Policies:
[bookmark: _Toc87648621]Table 3‑23 Types of Security Policies
[4]
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[bookmark: _Toc88478568]3.3.1.3	Policy Management
[4] Policies constantly evolve so they must be carefully managed. 
Credible policies need:
0. A manager who will be responsible 
0. A regular review schedule 
0. Make recommendations for reviews
0. Both  issue and revision dates for policies
0. Policy management that is automated
[bookmark: _Toc88478569]3.3.2	Governance and Security Planning
[bookmark: _Toc88478570]3.3.2.1	The Security Framework Basis
[4] The Security Framework is the basis for the design, selection, and implementation of:
· security policies, 
· training/education programs and 
· controls (technical)



[bookmark: _Toc88478571]3.3.2.2	Responsibilities and Functional Role Examples
[bookmark: _Toc87648676]Figure 3‑14 Responsibilities and Functional Role Examples
[4]
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[bookmark: _Toc88478572]3.3.2.3	ISO/IEC 2700 Certification Standard
[bookmark: _Toc87648622]Table 3‑24 ISO/IEC 27001 Formal Specification Outline
[4]
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[bookmark: _Toc88478573]3.3.2.4	Development of Support for the Security Framework
[bookmark: _Toc87648623]Table 3‑25 Development of the Security Framework
[4] [10]

	
Security


	1
	Backs up the company mission and is fundamental to good management.


	2
	Must be cost effective bearing in mind owners are also responsible to external entities.


	3
	Culpability must be specified:
· a comprehensive and integrated approach is essential


	4
	Should be periodically reassessed; security is constrained by societal factors.


	5
	There are thirty-three principles for securing systems 


	6
	[10] Benefits private companies gain from best practices federal agencies specify are:


	
	“They can benefit by using awareness policies of federal agencies. Most agencies already have these policies in place. · Federal agencies are also very good at examining and processing evidence. This could be useful to private companies if some sort of theft or equipment loss or data loss were to happen.  Attackers could be found much faster and easier if practices of federal agencies were followed”.





[bookmark: _Toc87648624]Table 3‑26 Web Resources to Aid Organizations in Development of Best Practices
[4]
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[bookmark: _Toc88478574]3.3.2.5	Spheres of Security: Foundation of the Security Framework
[bookmark: _Toc87648677]Figure 3‑15 Spheres of Security
[4]

[image: Diagram

Description automatically generated]



[bookmark: _Toc87648625]Table 3‑27 Levels of Control
[4]
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3.3.2 [bookmark: _Toc88478575]Contingency Planning
[4] This includes:
· weather related disaster recovery
· physical loss of equipment
· loss of information
· power supply
· physical safeguarding of the servers etc.

This is different from routine management planning because plans are drawn up to enable business to carry on in the event of disasters  

· Incidence Response  (IR)
· Disaster Recovery  (DR) 
· Business Continuity  (BC)



3.3.2.1 [bookmark: _Toc88478576]Major Sources of Physical Loss
[bookmark: _Toc87648626]Table 3‑28 Donn B. Parker's Seven Major Sources of Physical Loss
[4]
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[bookmark: _Toc88478577]3.3.3.2	Physical Security Controls
· [4] Walls, fencing, and gates
· Guards 
· Dogs 
· ID cards and badges
· Locks and keys
· Mantraps
[bookmark: _Toc87648678]Figure 3‑16 Mantraps
[4]
[image: Diagram
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· Electronic monitoring
· Alarms and alarm systems
· Computer rooms and wiring closets
· Interior walls and doors



3.3.3.3 [bookmark: _Toc88478578]Data Interception
[bookmark: _Toc87648627]Table 3‑29 Fundamental Ways Used to Intercept Data
[4]
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3.3.3.4 [bookmark: _Toc88478579]Types of Uninterruptible Power Supplies
[bookmark: _Toc87648628]Table 3‑30 The Four UPS or Uninterruptible Power Supplies
[4]

[image: Table

Description automatically generated]





[bookmark: _Toc87648679]Figure 3‑17 Types of Uninterruptible Power Supplies
[4]
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3.3.3.5 [bookmark: _Toc88478580]Lights Out Server Room

[11] An automatic fire detection system is the best choice for a lights-out server room in the data centre, where no humans are physically present. 
[bookmark: _Toc87648629]Table 3‑31 Planning for Unknown Problems (Adverse Events)
[4]
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[bookmark: _Toc88478581]3.3.3.6	Components of Contingency Planning
[bookmark: _Toc87648680]Figure 3‑18 Components of Contingency Planning
[4]
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[bookmark: _Toc87648630]Table 3‑32 Contingency Planning
[4]
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[bookmark: _Toc88478582]3.3.3.7	When to use the IR, DR, and BC plans:
[bookmark: _Toc87648681]Figure 3‑19 Contingency Planning Timeline
[4]
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[bookmark: _Toc87648682]Figure 3‑20 Major Steps in Contingency Planning
[4]
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[bookmark: _Toc87648631]Table 3‑33 The Elements of a Business Impact Analysis
[4]
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[bookmark: _Toc87648632]Table 3‑34 Pipkin's Three Categories of Incident Indicators
[12]
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[bookmark: _Toc87648633]Table 3‑35 Concerning Possible Indicators; Four Types of Incident Candidates
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[bookmark: _Toc88478583]3.3.3.8	Containment is Part of the Planning Process
[bookmark: _Toc87648634]Table 3‑36 Containment Actions
[4]
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[bookmark: _Toc87648635]Table 3‑37 Site and Data Contingency Strategies Identified
[4]
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3.3.4 [bookmark: _Toc88478584]Actions - Planning for Security
[bookmark: _Toc87648636]Table 3‑38 ACTIONS - Planning for Security
[4]

	Actions

	Who Responsible
	No.
	For What

	Information Security to write
Human Resources to enforce
	1
	Policy
Mobile Use: Terms and Conditions for use of mobile devices to access the company network are outlined in Appendix 6.2.


	Information Security
	2
	Governance and Security Planning
Update Centralised Malware Matrix and Troubleshoot

	Information Security
	3
	Contingency Planning
· Uninterruptible Power Supply
· Lights Out Server Room






3.4 [bookmark: _Toc88478585]Risk Management
[4] Chinese General Sun Tzu Wu said: 

“If you know the enemy and know yourself, you need not fear the result of a hundred battles.  If you know yourself but not the enemy, for every victory gained you will also suffer a defeat.  If you know neither the enemy nor yourself, you will succumb in every battle.”

Identification of risk is crucial in risk management for both:

· identifying vulnerabilities 

making appropriate moves to ensure:

· confidentiality
· integrity, and 
· availability 

of all the components in the organization’s information system

and

· obviation of competitive disadvantage

– to avoid losing business.  

A competitive disadvantage occurs when a company falls behind the competition in its ability to maintain the highly responsive services required in marketplaces.



[bookmark: _Toc87648637]Table 3‑39 Risk Management; Communities of Interest Responsibilities’
[4]
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3.4.1 [bookmark: _Toc88478586]Overview
Categorization of Components of a System
[4] Because networking subsystems  focal point of attacks against the system, they are as special cases and not integrated with hardware and software components.

Some networking components need looking because they have to be reconfigured from their default settings to both serve their required purpose and maintain security.










[bookmark: _Toc87648638]Table 3‑40 System, Information Asset and Risk Management Components
[4]
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[bookmark: _Toc87648683]Figure 3‑21 Components of Risk Management
[4]
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[bookmark: _Toc87648639]Table 3‑41 Risk Appetite and Residual Risk
[4]
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[bookmark: _Toc87648684]Figure 3‑22 Residual Risk
[4]
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[bookmark: _Toc87648640]Table 3‑42 Example of Vulnerability Assessment in Order of Priority
[13]
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3.4.2 [bookmark: _Toc88478587]Risk Identification
[bookmark: _Toc87648685]Figure 3‑23 Risk Identification
[4]
[image: Diagram, text

Description automatically generated]Frequently, organizations implement control mechanisms, but then neglect the necessary periodic review, revision, and maintenance.  
The policies education and training programs, and technologies that protect information must be carefully maintained and administered to ensure that they are still effective.



[bookmark: _Toc87648641]Table 3‑43 Teams With Representation Across all Affected Groups Are to Plan:
[4]
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[bookmark: _Toc87648642]Table 3‑44 Definition of Terms
[4]
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[bookmark: _Toc87648643]Table 3‑45 Sample Inventory Worksheets
[4]

Sample Inventory Worksheets
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3.4.3 [bookmark: _Toc88478588]Control
[bookmark: _Toc87648644]Table 3‑46 Vulnerability Worksheets Completed; Organization Chooses 1 of 5 Strategies for Risk Control
[4]

[image: Text, letter

Description automatically generated]

[bookmark: _Toc87648686]Figure 3‑24 Risk Control Cycle
[4]
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[bookmark: _Toc87648645]Table 3‑47 Summary of Risk Control Strategies used by NIST SP 100-30 and ISACA and ISO/IEC 27001 etc.
[4]
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[bookmark: _Toc87648646]Table 3‑48 Summary of Control Strategies
[4]
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[bookmark: _Toc87648647]Table 3‑49 The Preferred Approach Accomplished by Means of:
[4]
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3.4.4 [bookmark: _Toc88478589]Quantitative vs Qualitative Practices
[bookmark: _Toc87648648]Table 3‑50 Cost Benefit Analysis
[14]
[image: Table

Description automatically generated]





[bookmark: _Toc87648649]Table 3‑51 Loss Expectancy
[4]
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3.4.5 [bookmark: _Toc88478590]Actions - Risk Management 
[bookmark: _Toc87648650]Table 3‑52 ACTIONS - Risk Management
	Actions

	Who Responsible
	No.
	For What

	Human Resources maintain
Information Security advise
	1
	Policy
Maintain Education and Training to ensure working properly.

	Information Security to liaise with all
	2
	Evaluating current and proposed risk controls

	Information Security to oversee
	3
	Deciding the controls are cost effective 

	
	4
	Installing the controls necessary

	
	5
	Checking controls stay up to date

	
	6
	Evaluating current/proposed risk controls








3.5 [bookmark: _Toc88478591]Organisation Structure – Security and Personnel

· It is recommended that a new  Information Security Department be set up to trouble shoot Information Technology issues throughout the company.  
· Each department’s specific needs to be communicated to the CISO to ensure all their goals are met.
3.5.1 [bookmark: _Toc88478592]Personnel Security Training
[bookmark: _Toc87648651]Table 3‑53 Information Security Training
[image: Graphical user interface, text, application
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3.5.2 [bookmark: _Toc88478593]New organisation Chart - Information Security
[bookmark: _Toc87648687]Figure 3‑25 New Organisation Chart - Information Security
[4]
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3.5.3 [bookmark: _Toc88478594]New Position in Information Security 
A CIO/Security Analyst to aid the CISO is required to draft Information Security Policies; qualified with  either:
· CISSP
· SSCP 
· GIAC 
· TISCA/ICSA 
3.5.4 [bookmark: _Toc88478595]Information Security Professional Qualifications Matrix
The Information Security Department is charged with keeping a new Matrix up to date with Information Security’s Professional Qualifications.
3.5.5 [bookmark: _Toc88478596]Critical Conditions for Dismissing an Employee
All terminations are to be treated as hostile; and Information Security Policy is to remove access to all:
· removable media
· hard drives
· files, locks
· logical and key-card access
Legal Department to ensure that Non-Disclosure Agreements signed.
3.5.6 [bookmark: _Toc88478597]Temporary/Contract Employees
It is recommended that Temporary Staff routinely sign a Non-Disclosure Agreement and are restricted from gaining access to Secure Area unless specific to their job.  
Human Resources Department to ensure their contract contains pertinent details on access allowed according to task they have been given.
3.5.7 [bookmark: _Toc88478598]Job Descriptions for Information Security Professionals
It is recommended that Job Descriptions be updated to aid:
· staff members in their jobs
· Human Resources to recruit suitable candidates
3.5.8 [bookmark: _Toc88478599]Information Security Career Path Development
The CISO will be tasked to design the Information Security Career Path for employees who have a role in Information Security.

3.5.9 [bookmark: _Toc88478600]Actions - Organisation Structure – Security and Personnel
[bookmark: _Toc87648652]Table 3‑54 ACTIONS - Organisation Structure - Security and Personnel
	Actions

	Who Responsible
	No.
	For What

	Information Security 
	1
	Provide training for staff to avoid them falling prey to phishing/hackers and keep them up to date with policy changes
· Bi yearly 
· All new starters within first month of employment

	Information Security write Human Resources enforce
	2
	Ensure Mobile Anti-Virus policy signed by all 

	Information Security action
All Employees report in
	3
	A Matrix of all viruses/attacks to be kept Information Security reported in by Employees.

· A culture of blame-free reporting of malware is to be engendered to encourage the matrix of viruses to be kept current to spearhead hacking attacks.


	Human Resources
	4
	Recruit CIO Security Analyst to assist CISO








3.6 [bookmark: _Toc88478601]Protection Mechanisms – Information Security Maintenance

[bookmark: _Toc87648653]Table 3‑55 The Primary Aspects of Information Security Risk Management
[4]
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[bookmark: _Toc87648654]Table 3‑56 Factors subject to Fluctuation 
[4]
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[bookmark: _Toc87648655]Table 3‑57 Information Security Maintenance Terms
[4]
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3.6.1 [bookmark: _Toc88478602]Monitoring the Environment
[4] The components of the maintenance model focus on:
External monitoring: evaluation of external threats 
[bookmark: _Toc87648688]Figure 3‑26 External Monitoring
[4]
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[4] Internal monitoring; identification, assessment, and management of  configuration/status of information assets in an organisation
[bookmark: _Toc87648689]Figure 3‑27 Internal Monitoring
[4]
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[4] Planning and risk assessment; identifying and planning ongoing information security activities and identifying and managing risks introduced through IT security projects
[bookmark: _Toc87648690]Figure 3‑28 Risk Assessment
[4]
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[4] Vulnerability assessment and remediation; identifying specific documented vulnerabilities and remediating them in a timely fashion
The primary goal of the vulnerability assessment and remediation domain of the maintenance model is to identify specific documented vulnerabilities and remediate them in as quickly as possible.  This is important because part of the process includes internet VA which finds vulnerabilities in an organizations public network.
[bookmark: _Toc87648691]Figure 3‑29 Vulnerability Assessment and Remediation
[4]
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[4] Readiness and Review; keep infoSec program functioning as designed and improve it continuously over time via policy review, program review, and rehearsals
[bookmark: _Toc87648692]Figure 3‑30 Readiness and Review
[4]
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[bookmark: _Toc87648656]Table 3‑58 Vulnerability Intelligence Sources
[4]
[image: Table

Description automatically generated]


[bookmark: _Toc87648657]Table 3‑59 Vulnerability Assessments
[4]
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[4] The objective of the external monitoring domain of the maintenance model
The main purpose of external monitoring is to provide early awareness of:
· Impending threats
· hackers
· loopholes
· threats
to enable the company to defend themselves.  Intelligence gathering is handed over to the decision-makers.




3.6.2 [bookmark: _Toc88478603]Security Maintenance Models
[bookmark: _Toc87648693]Figure 3‑31 The Maintenance Model
[4]
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[4] Management models - frameworks to structure managing a particular sets  of business functions.



[bookmark: _Toc87648658]Table 3‑60 Revisions to be Made in SP800-100  Adapt for Use in Security Management Maintenance
[4]
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[bookmark: _Toc87648694]Figure 3‑32 Information Security Measurement Program Implementation
[4]

Information Security Measurement Program Implementation
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[bookmark: _Toc87648695]Figure 3‑33 Conversion Strategies
[4]
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3.6.3 [bookmark: _Toc88478604]Digital Forensics
[bookmark: _Toc87648696]Figure 3‑34 The Digital Forensics Process
[4]
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[15] Digital forensics definition
 “investigations that involve the preservation, identification, extraction, documentation, and interpretation of computer media for evidentiary and root cause analysis” 

This process is implemented when an incident happens, and is instigated by an employee/other.
“It is used in business settings in investigations about an employee performing legal violations or breaking policy.  Digital Forensics is also used to investigate any attacks on an information or tangible asset”



3.6.4 [bookmark: _Toc88478605]Actions -Protection Mechanisms – Information Security Maintenance
[bookmark: _Toc87648659]Table 3‑61 ACTIONS - Protection Mechanisms - Information Security Maintenance
[4]


	Actions

	Who Responsible
	No.
	For What

	Information Security
	1
	Monitor Internal and External Environment to Evaluate Threats

	Information Security
	2
	Analyse data to conduct Gap Analysis (areas needing improvement)

	Information Security
	3
	Prioritize range of corrective measures and submit budget for resources

	Information Security
	4
	Once budget approved incorporate corrective actions





3.7 [bookmark: _Toc88478606]Recommendations

[bookmark: _Toc88478607]3.7.1	The Need For Security 
Vulnerability Discover/Network Changes

[16] [7] System hardening utilizing Back Up plans/Sniffing Tools to record, analyse and circumvent cyberattacks. 

· List vulnerabilities/detect attacks
· Safeguard information and record/prevent cyberattacks
· Design and detect attacks

For details see Appendix 6.1



[bookmark: _Toc87648697]Figure 3‑35 The Network Before Changes Implemented
[7]
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[bookmark: _Toc60681601][17] The following need to be implemented:
1) Network – subnet partition
·  Speed up and keep secure

2) Threats and Vulnerabilities -Transform wireless to non-VLAN
· to avoid vulnerabilities

3) Access Control and ID Management - Inter-VLAN routing used to separate different departments
· Eliminate waste of IP address and restrict access

4) Application Data and Host Security – partition core system from wireless Firewall/Access Control List
· Filtering traffic acts as barrier between network/ internet

5) Security - Compliance and Operation 
Use Back Up plans/ Sniffing Tools to record, analyse and prevent cyberattacks
· Safeguard information and record/prevent cyberattacks

6) Egress Filtering
· To see data leaving the network as well as entering

	


	


[bookmark: _Toc87648698]Figure 3‑36 Logical Diagram of the Network After Changes Made
[7]
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3.7.2 [bookmark: _Toc88478608]Compliance – Legal, Ethical and Professional Issues
· Law Breaches
· Matrix of Security Personnel Qualifications
Legal Department to:
· Keep online links to UK laws available for employees’ reference and  in case of breaches
· Keep matrix of employees’ memberships up to date with Information from Information Security to ensure compliance when recruiting Information Security Staff
3.7.3 [bookmark: _Toc88478609]Planning for Security 
[bookmark: _Toc88478610]3.7.3.1	Policies 
· Mobile Use
· Ten Step Approach
See Appendix 6.2 for Mobile Use Terms and Conditions Policy to access the Company network.
[18] The ten-step approach  before changes implemented avoids adversely impacting other procedures.



[bookmark: _Toc87648699]Figure 3‑38 The Ten-Step Approach
[17]
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[bookmark: _Toc88478611]3.7.3.2  	Governance and Security Planning 
· Centralised Malware Matrix
Planning for Security – I.T. Department Manager to Keep Central Malware Matrix up to date to aid detection and resolution of problems.
[bookmark: _Toc88478612]3.7.3.3 	 Contingency Planning 
· Uninterruptible Power Supply recommended.
· Lights Out Server Room recommended

[4] Because the server room is a very sensitive area.  The system  takes air in filters and moves the air into section with a laser beam.  If beam diverted/refracted by smoke, the alarm  activates. 

A key element is fire suppressor. 
Clean agents don't leave any residue or interfere with the operation of electrical or electronic equipment. 
· FM-200, Inergen, 
· Carbon Dioxide, 
· FE-13
3.7.4 [bookmark: _Toc88478613]Risk Management 
Policies
[4] Human Resources responsible for the policies of education and training programs, and technologies that protect information.   Maintenance needed to ensure  still effective.  Information Security to advise.

All Departments are responsible evaluation of current/proposed risk controls.

Information Security to oversee:
· Cost effective control options 
· acquiring and installing controls 
· evaluating current and proposed risk controls.
[bookmark: _Toc88478614]3.7.5	Organisation Structure – Security and Personnel
· Staff Training
Will be implemented to bi-yearly and to new starters within first month of employment
a) [4] aid awareness of social engineering and keeping personal information safe.
b) Keep staff up to date with any changes in procedures/policy

[bookmark: _Toc88478615]3.7.6	Protection Mechanisms – Information Security Maintenance
· [4] Monitor Internal and External Environment to Evaluate Threats
· Analyse data to conduct Gap Analysis (areas needing improvement)
· Prioritize range of corrective measures and submit budget for resource
· Once budget approved incorporate corrective actions


4.0 [bookmark: _Toc88478616]CONCLUSION
4.1 [bookmark: _Toc88478617]       Task 1 Security and Personnel 
[4]
	
Summary


	1
	Personnel Information Security Training


	
	· It is imperative Organizations invest in the training of their employees to avoid data breaches.  
· Intelligent failures enable organizations to learn by testing processes without blaming employees.
· This enables employees to alert management when processes result in data leakage

	2
	[bookmark: _Toc87564717]Information Security Organization Structure


	
	The information security function is spread across each department of the organization structure.

	3
	[bookmark: _Toc87564718]Positions in Information Security


	
	CISO and CIO in Information Security deal with staffing concerns and all issues in Information Security 

	4
	[bookmark: _Toc87564719]Information Security Professionals


	
	· Business over technology
· Speak to users (not at them)
· Education never complete
· Protect organization’s information
· Source problem then determine factors involved
· Be heard not seen

	5
	[bookmark: _Toc87564720]Critical Conditions when Dismissing an Employee


	
	Treat all leavers as hostile terminations.

	6
	[bookmark: _Toc87564721]How Considerations for Temporary/Contract Employees Differ


	
	Special security precautions need to be taken for non-employees

	7
	[bookmark: _Toc87564722]Job Descriptions for Hiring Information Security Professionals


	
	· Clearly defined job descriptions are useful, both on the job and when hiring personnel, and helps to increase professionalism in the field.
· Information Security Practices involve: 
· Keeping (confidential) Records
· Separation of Duties
· Job Task/Rotation
· Principle of Least Privilege

	8
	[bookmark: _Toc87564723]Information Security Career Path


	
	The top is CISO – Chief Information Security Officer or Chief Security Officer and below this:
· Security Manager/Analyst (CIO)
Other routes are through:
· IT/Physical Security /Administrative Services



[bookmark: _Toc88478618]4.2 	Task 2 Case Scenario Flow-Tech Threat Intelligence Co.
[4] [7]                                                                                          ACTIONS OVERVIEW
	
	Information Security

	
	Legal

	
	Human Resources

	
	All Employees



	Department Responsible
	No.
	For What

	1) 
The Need for Security

	Information Security 
	1
	Actions  in red on 3.1.3 Overview of Security 

	Information Security
	2
	Vulnerability Discovery Testing - see 3.7.1 and Appendix 6.1

	Information Security
	3
	Logical Diagram of Network Before /After Hardening Network (as above)

	Functional Team
	4
	To liaise with Information Security to Achieve the above

	2) Compliance – Legal, Ethical and Professional Issues

	Legal 
	5
	Examine evidence if Information Systems Law breach suspected 

	Legal to check InfoSec Credentials
Information Security to keep Updated
	6
	Refer to Matrix of Security Personnel Qualifications to ensure compliance when recruiting Security Staff

	3) Planning for Security/Contingencies

	Information Security to write
Human Resources to enforce
	7
	Policy
Mobile: Terms and Conditions for use of mobile devices to access the company network are outlined in Appendix 6.2.

	Information Security
	8
	Governance and Security Planning
Update Centralised Malware Matrix and Troubleshoot

	Information Security
	9
	Contingency Planning
· Uninterruptible Power Supply
· Lights Out Server Room

	4) Risk Management

	Human Resources to maintain
Information Security to advise
	10
	All Policies – Maintenance/Administration of all Education and Training programs, and technologies that protect to ensure still effective.

	Information Security to liaise with all 
	11
	Evaluating current and proposed risk controls

	Information Security to oversee:
	12
	Determining cost effective control options 

	
	13
	Acquiring or installing the needed controls

	
	14
	Ensuring that the controls remain effective

	
	15
	Evaluating current and proposed risk controls

	5) Organisation Structure – Security and Personnel

	Information Security
	16
	Provide training for staff to avoid them falling prey to phishing/hackers and keep them up to date with policy changes
· Bi yearly 
· All new starters within first month of employment

	Information Security write /
Human Resources enforce
	17
	Ensure Mobile Anti-Virus policy signed by all 

	Information Security Action
All Employees to report
	18
	A Matrix of all viruses/attacks to be kept by I.S. reported in by all Employees.
· A culture of blame-free reporting of malware is to be engendered to encourage the matrix of viruses to be kept current to spearhead hacking attacks.

	Human Resources
	19
	Recruit CIO Security Analyst to assist CISO

	6) Protection Mechanisms – Information Security Maintenance

	Information Security
	20
	Monitor Internal and External Environment to Evaluate Threats

	Information Security
	21
	Analyse data to conduct Gap Analysis (areas needing improvement)

	Information Security
	22
	Prioritize range of corrective measures and submit budget for resources

	Information Security
	23
	Once budget approved incorporate corrective actions
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6.0 [bookmark: _Toc88478620]APPENDICES

6.1 [bookmark: _Toc88478621]Hardening 

[16] Threats are mainly from internal sources so changing to a  switched environment adds more security. 

[bookmark: _Toc60681603]

[bookmark: _Toc87648700]Figure 6‑1 - D-Sniffing  in Non-Switched Environment (plaintext protocols)
[image: Text
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Eavesdrops on traffic, by putting network card in in ‘promiscuous’ mode enabling sight of  traffic entering and leaving, to see passwords etc.  ‘Dsnif’ and ‘Scoop LM’ two tools used.


 
[bookmark: _Toc60681604][bookmark: _Toc87648701]Figure 6‑2 - Scoop LM Tool Sniffing NT Usernames and Encrypted Passwords
[image: Graphical user interface, text, application
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· runs Scoop LM, 
· sniffs NT usernames and 
· encrypted passwords. 

Sniffed materials are:

· saved to temp file, 
· loaded onto Beat LM ready for cracking.
[bookmark: _Toc60683343]
 

[bookmark: _Toc60681605][bookmark: _Toc87648702]Figure 6‑3 Three Machines Connected by a Switch
[image: Diagram

Description automatically generated]

Follow arrows to see data flow 
· Machine ‘C’ is blind to the network traffic between ‘A’ and ‘B’.  
· Switch ensures traffic avoids unnecessary ports; it only uses ports ‘A’ and ‘B’ connected to.  
· However, there are ways of subverting this enabling ‘C’ to snoop on ‘A’ and ‘B’.



[bookmark: _Toc60683344]Sniffing in  Switched 
[bookmark: _Toc60681606][bookmark: _Toc87648703]Figure 6‑4 A Man-in-the-Middle Attack
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Snooping Techniques:

· ARP spoofing 
· Flooding/duplication MAC 
· Redirection of ICMP 
· Spoofing DHCP 
· Stealing Port 

If ‘C’ wants to snoop on ‘A’ and ‘B’; 

· ‘C’ poses as ‘B’ to ‘A’
· When ‘A’ sends data meant for ‘B’, it gets diverted to ‘C’.
· ‘C’ sends this information  to ‘B’, pretending  it came from ‘A’. 
· ‘C’ also performs same for data from ‘B’,  meant for ‘A’. 







[bookmark: _Toc60681607][bookmark: _Toc87648704]Figure 6‑5 Machine A's ARP Cache Before C Sends Spoof ARP Packet
[image: Table
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To enact ARP spoof, it is needed to know how ‘A’ and ‘B’ communicate. ‘A’ requires ‘B’s MAC address so:

1.  ‘A’ checks its ARP cache to see if already has ‘B’s MAC address.  If so, will use this, taking from ARP cache.

2.  If not, ‘A’ broadcasts ARP request after this. ‘B’ responds with their MAC/IP address. ‘B’s IP/MAC address now filed in ‘A’s ARP cache, to use in future.

· ‘A’ can now send packets of data to ‘B’. 
· For B to communicate with A, a similar process will take place.

A and B establish one another’s MAC addresses and send data through a switch: ‘C’ can snoop utilizing ARP spoof.

‘C’  pretends to ‘A’  it is ‘B’. 

· network traffic to for ‘B’ re-routes to ‘C’. 
· similarly, ‘C’ has to pose as ‘A’ in front of ‘B’. 
· ‘C’ “infects” ARP cache for both ‘A’ and ‘B’. 

This is easy because: 

ARP is a stateless protocol not needing authentication,  therefore ARP replay packet sent to hosts forces updates in the ARP cache.

· ‘C’ sent spoofed ARP packet to ‘A’, telling ‘A’ to forward packets meant for ‘B’ onto ‘C’. 

· This spoofed ARP packet ‘C’ sent makes ‘A’ update own ARP cache. 

· Now ‘A’s  ARP cache updates it maps B’s IP address to ‘C’s MAC address. 

· Thus, future messages from ‘A’ to’ B’ now re-routed via ‘C’.




[bookmark: _Toc60681608][bookmark: _Toc87648705]Figure 6‑6 Machine A's ARP Cache After C Sends Spoof ARP Packet
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‘C’ acts like its B:

· by forwarding spoof ARP packets to ‘B’, instructing ‘B’ update ARP cache; ‘A’s IP address is mapped onto ‘C’s MAC address.

so:

· Packets ‘A’ sends to’ B’  are diverted to ‘C’. 
· Packets ‘B’ sends to  ‘A’ are diverted to ‘C’ as well.

Computer ‘C’ also ensures traffic it gets forwarded to its true receiver. 

When ‘A’ forwards data meant for ‘B’, it is seen by ‘C’, but then forwarded to from ‘C’ on to ‘B’. 

IP forwarding/application forwards data to the real recipient.

‘C’ intercepts data between ‘A’ and ‘B’. “Re-infecting” ARP Cache.  The hacker needs to keep doing this to “re-infect” ARP cache because operating systems refresh ARP caches frequently (typically every 30 seconds).
 
[bookmark: _Toc60683347]
IP Address/MAC Address Summary
[bookmark: _Toc60681609][bookmark: _Toc87648706]Figure 6‑7 Summary of the Setup of Machines on Isolated Network
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[bookmark: _Toc60681610][bookmark: _Toc87648707]Figure 6‑8 ARP Cache - Ettercap Man-in-the-Middle Tool

‘A’ prior
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‘B’ prior 
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‘A’ post
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‘B’ post
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sniffing telnet  ‘A’ and ‘B’
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Cain ARP spoof to capture information passing between ‘A’ and ‘B’
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Detection of vulnerabilities of plain texts

· ‘smtp’, 
· ‘pop3’, 
· ‘snmp’, 
· ‘ftp’, 
· ‘telnet’ 
· ‘http’.

The most well-known encrypted protocol, vulnerable to attacks, is Microsoft’s LM (LAN Manager), to authenticate Windows clients.  

NTLM better but still susceptible.

Encryption
The most viable solution to safeguard against packet sniffing is encryption.

It is inadvisable to let proprietary insecure app protocols or legacy cleartext on the network.  Insecure ‘tellnet’ is not a good replacement for encrypted counterpart such as ‘ssh’ which stops eavesdropping.  However, replacing all insecure protocols is extremely challenging.  

A possible solution is to use ‘IPSec’ and by encrypting this, using plaintext still possible, so older protocols remain unaffected.
6.2 [bookmark: _Toc88478622]Policies – Use of Mobile Devices to Access Co. Network

[18] Steps the Company and its Employees Need to follow when Connecting Personal Devices to the Company Network
The ‘bring your own device’ policy streamlines IT by allowing employees to connect their devices:
· Laptops
· Smartphones
· Tablets
to company resources.
Without stringent security practices these can become a risk; even more so when working from non-office locations.  
Guidelines are given on what can/cannot be accessed via these devices.  
Also, the steps to be implemented in the event of theft/loss of the device and/ or termination of employment are also specified.
Purpose: The policy outlines steps to follow on connection of personal devices to the company network.  This protects data from unauthorized access/misuse.
Scope: Full-time and part-time employees, contractors, consultants, temps and all other personnel given access to the network.
What BYOD Includes:
· Desktops/laptops/tablets
· Smartphones
· Memory Drives/External HDD
· Ipods/iTouch/Watches/VR headsets/Augmented reality Glasses with WiFi Bluetooth
BYOD Policy Guidelines:
Whenever a device connects to the network it could:
· Introduce spyware/viruses
· Copy confidential information
· Introduce incompatible elements
· Lose data that would harm the company if in wrong hands

As a result of the above the network could incur unplanned downtime/data breaches.  Worst case civil/criminal penalties for the user incurring huge costs.

IT Department Responsibilities

IT will ensure:
· Device does not have Static IP address that could introduce incompatibilities with network.
· No viruses, spyware or malware infection.
· No 3rd party software/applications that could pose a threat to the network.
· Device properly protected against above.
· Security to enforce password/biometric policy that locks device after 1 minute of inactivity and wipes content after 10 failed authentication attempts and wipes in event of loss/theft.
· Has critical security patches installed.
· Is properly encrypted if has potential to save company data.
· Is properly configured to access resources remotely.
· When decommissioned IT will remove encryption, VPN and anti-malware licensing and does not contain any protected, sensitive corporate, or proprietary information.
· IT reserves the right to remotely wipe device if lost/employee terminated and has not brought device in for decommissioning.
User Responsibilities:
· User should not disable security settings put on by IT.
· User should consult device manufacturer before asking IT for support.
· If user suspects malware infection they must immediately notify the IT .
· If user loses device they must immediately notify IT.
· Whenever user decommissions or returns device that has been authorized for co. use user must notify IT .
The link for the policy is below:
Ntiva Sample BYOD Policy
Please sign and return to IT.
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Software

e Troubleshoot Problems

o Manages overall security
operations of company

e Create policies to engender
a safe workplace

o Strive to maintain overall
safe environment

e Drafts/approves
information security
policies

o Works with CIO on
Strategic Plans and
Operational Policies

o Develops Tactical Plans

o Develops budgets based on
available funds

«  Decides on hiring/firing of
security staff

o Actsas focal
point/spokesperson for
Information Security Team

Often entry-level one but requires
alot of technical skill/knowledge.

Security Analysts tend to
specialise software types so one
may be well versed in firewalls,
and another may deploy an IDPS.

Familiarity may be sufficient to get
to interview stage, but experience
is better
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Always remember business over technology.

Speak to users, not at them.

Your education is never complete.

Your job is to protect the organization's information, never lose sight of the
goal.

Look at the source of the problem first and determine the factors involved.

Be heard not seen.

Know more than you appear to and be more skilful than you let on
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1SA2 International Information
Systems Security Certification

This family of certifications focuses on the higher-level security
management functions and contains some of the most prestigious
certifications currently available

IASCA

These certifications address needs of management functions and delve
into specializations of oversight such as systems auditing

GIAC — Global Information Assurance
Certification

These certifications require not only a basis of IT knowledge they also
require an active demonstration of applied knowledge. The practical
assessment portion of these certifications sets them apart from most
certification systems

Cissp Certified Information Systems Security Professional
SsCP Systems Security Certified Practitioner

TICSA TruSecure ICSA Certified Security Associate

TICSE TruSecure ICSA Certified Security Expert

Security + CISA

Certified Information Systems Auditor

Certified Information Systems

Forensics Investigator
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Type

Method Pros Cons
Static Code | » Can be done without Requires access to
Analysis program exceution source code.
Testing occurs carly in Time consuming if done
the development process. | manually.
Can be conducted ‘Trained personnel
quickly via automated | required to interpret
tools. resuls.
Can scan the entire code Results include false
base. positives and false
negatives.
Result dependent on
‘quality of the rule set.
Does not address runtime
vulnerabiliies.

Dynamic Identifies vulnerabilites | Requires access to

Code during runtime. source code.

Analysis Can examine interaction |« Instrumentation may
‘with other components affect program exceution.
during runtime. Results dependent on test
Canbe used to validate | coverage.
static code analysis ‘An executable/functional
fndings. software is required.

Vulnerability | e Provides view of the Typically conducted

Assessment system's exposure. after a system is fully
Can be conducted ina developed.
‘non-disruptive manner. Results can vary
Can be executed cither depending on tools used.
intemally or externally. Can be time consuming
‘Wide variety/availability and/or costly for large
of COTS tools. ‘complex systems.

Exploit Validates the Wil disrupt operations if

Assessment effectiveness of successful.
safeguards. Typically conducted
Can be executed cither after a system is fully
internally or externally. developed.

‘Wide variety/availability |+ Results can vary
of COTS tools. depending on tools used.
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Type

Method
Software
Reliability.
Growth
Models
(SRGMs)

Pros
Enables predictions on
software defects.
Useful for managing
software lfecycle.

Cons.

« Accounts for software
defects indiscriminate of
whether they apply
towards eybersecurity.

« Requires access to
development/test
information and

metri
Vulnerability | « Describes rate of = Predictive ability varies
Discovery vulnerability discovery | depending on maturity of
Models or cumulative number of | the software target and
(VDMs) vulnerabiliics. VDM model used.

Predictive ability canbe |« Most models require a

improved with static code base.

application of additional | « Does not explicily.

techniques such as account for periodicity.

clustering. « Requires access to

Can be used prior to developmentitest

system being designed. | information and

metri

Forecasts number of

vulnerabiliics. be computationally

Can be performed using | intensive.

only publicly available | « Results dependent on

data. quality of the data used.

Accounts for scasonality |  Limited use in forccasting

and trends. CVSS values.

Applicable to multiple

versions (i.c..
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A)_Network Security.

1 | Network Device Security 1| Use of strong passwords.
2 [ Network Administration Principles 2 [ Enable only authorised personnel to see data
3 | Network Design Elements and Components 3 [ Efficiency fast/secure/impenetrable by unauthorised
4 | Common Protocols and Services 4] Asabove
5 [ Troubleshooting Wireless Security 5 [ Majority of vulnerabilities exist on wireless network
B) Threats/Vulnerabilities
1 [ Malware Types. 1 [ Viruses: Trojan/Worm, etc
2 [ Attack Types 2 [ Dos/Distributed Denial of Service/Password Stealing
3 [ Social Engineering Attacks 3 [ Password stealing/Shoulder-surfing/Phishing (staff Trai
4 | Wireless Attack Types 4 [ sniffing/Snooping/Man-in-the-middle
5 [ Application Attack Types 5 | Malware/Viruses/Keylogging
& | Mitigation/Deterrent Techniques 6 [ Encryption/Anti-virus software
7 [ Discovering Security threats and Vulnerabilities | 7 | sniffing tools
C)_Access Control/iD Management
1 [ identification 1| Use of Passwords to ensure only authorised personnel access
2 [ Authentication 2 [ Encryption to avert snooping
3 [ Authorisation 3 | Permissions to enable authorised only to see confidential data
4 | Account Management 4 | Management of Account Privileges to ensure data integrity
D) _Compliance and Operation security
1 | Risk-related Concepts 1 | Balance cost of losing data with keeping it safe.
2 [ integrating Systems/Data with 37 parties 2 [ Harden system against attacks
3 | Risk Mitigation Strategies 3 [ Safeguard information from leaks
4| Basic Forensic Procedures 4 | Gives consistency when coping with emergencies
5 [ incident Response Procedures 5 [ Aids preparedness for emergencies
6 | Security-Related Awareness and Training & [ Training to prepare for all emergencies
7 Physical Security and Environmental Controls | 7 | Maintain healthy system in adverse conditions
8 [ Risk Management Best Practices 8 | Disaster management
5 [ security Goals 5 [ Cope with all kinds of disaster scenarios
E) Application Data and Host Security ‘Separate the core system from the wireless
Keep all wired devices: PC’s, Printers and Servers Grouped to One.
side of Internal Router
REASON: Wireless s the most vulnerable — Firewalls/Access Control
List Password Routing Restriction Port Security will act as a barrier
between these 2 parts of the network (this traffic fitering will act as
2 border between company network and internet protection from
attack)
1 | Application security 1| Ensure only those that need to see/update data can view/change it
2 | Mobile Security 2 [ Keep confidential data safe.
3 [ Host Security 5 | Maintain system integrity
4] Data security 4] s above
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Illustration of computer network vulnerabilities
from RAND Report R-609

Computer Network Vulnerabilities st
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Data Owners

are responsible for the security and particular sets of
information

Data are responsible for the information systems that
Custodians process and store it
Data users are those people with an Information security role.

 Itisimperative to cater to the needs of all the above whilst
maintaining security/confidentiality in specific areas.

e Security is an art as interaction between hardware and software
can cause system malfunctions. Itis always a balance between
protection vs availability.
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Title

Name

Job

Champion:

Mr. I. Smith

Senior executive who promotes project and ensures its support

Team leader:

Mrs. L. Brown

Project Manager who may also be a departmental line manager
who understands project and personnel management and
information security technical requirements

Security policy | Mr. N. Green People who understand organizational culture, existing
developers: | Mr. G. Jones and requirements for implementing successful policies

Risk Mr. D.0’Connor | People who understand financial risk assessment techniques,
assessment Mrs. M. Day value of organizational assets and security methods to be used
specialists:

Security Mr.R.Rightand | Dedicated, trained well-educated specialists in all aspects of

professionals:

Miss A. Peel

tech and non tech standpoint

Systems
administrators:

Miss W. Davies and
Mr. S. Spencer

People with primary responsibility for administering systems
that house information used by organization

End users

Everyone Else

Those whom new system affects; a selection from each
department with different levels of technical knowledge to
assist in focusing of application of controls that don'’t disrupt
essential business activities they seek to safeguard
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Information
Systems
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Accidental or intentional damage

Destruction

Theft

Intended or unintended alterations by either human or non-human (botnets)

Misuse by human or non-human

This has prompted an expanded model because
of the breadth of data breaches, it has to protect.

Itis a balancing act:

«  Give access to all and sundry, makes the information unsecure,
and unguarded against threats, but,

e If too strictly restricted, the system does not allow sufficient
access which renders it useless.
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The System is designed to:

meet the needs of the end user,

whilst still safeguarding the integrity of the information from loss, damage, interception, or
destruction.

But because the system is ever changing it must be seen as a process, not a goal
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Bottom-up approach
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Top down is the better approach
as it has both:
e more staying power and
o participant support as the project is initiated by high level managers, issuing policies, procedures,
and processes.

A systems development life cycle (SDLC) is developed by the CIO (Chief Information Officer) or VP-IT
(Vice President of IT) who moves it forward.

Without support from the high level, mid-level administrators would not prioritize.

End users’ support is also essential.

The Joint Application Design (JAD) will be assigned to key end users to develop staying power.

Processes and procedures will be documented and integrated into the organisation, adopted, and
promoted by management.
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SDLC waterfall methodology
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The Formal Approach Proposed to Solving Problems
Based on Structured Sequence/Procedures to Investigate:

Define the problem the system needs to solve

Specify Objectives, Constraints and Scope

Develop cost-benefit Analysis

NANE

Assess at end of each phase Economic, Technical and Behavioural Feasibilities

All to ensure implementing the SDLC is worth time and effort expended.
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The Logical design consists of:

Business needs

Data support/structures that provide inputs identified

Technologies outlined to gain solution

Analyse cost/benefit to compare options

als|w[s]e

Feasibility to ensure workable
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Investigation

Outline goals
Estimate costs
Evaluate resources
Analyse feasibility

‘Analysis, ‘Assess system against plan developed in phase 1
Develop prelim system requirements
Examine how new system fits to old system
Document results and update feasibility analysis
Logical Design ‘Ascertain current needs against plan in Phase 2

Choose applications, data support and structures
Suggest solutions to pick best
Document results and update feasibility analysis

Physical Design

Choose technologies to support solutions developed in Phase 3
Choose best solution

Make or buy parts

Document results and update feasibility analysis

Implementation

Either develop or purchase software
Order parts

Docurment the system

Train users

Update feasibility analysis

Show system to users

Test system and review performance

Maintenance and
Change

‘support and modify system during its useful life
Test at set times to ensure compliance with business needs
Upgrade and patch as needed
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D 0B Creste Detailed Plan Integrate Security into Coo
y o for CBA Environments or Systems  Verifed List of Operatonal
Security Controls
® Completed System
Documentaton

Output Outputs
u Inital Work Plan
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Decision to Begin
Operation and Review Operational
Maintenance Readiness
Phase

Outputs =
= CCB Decisions. Management and C
W Updated Securty Documertasion
W Securty Evaluations

Continuous
itoring

Control Gates
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Output
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Outputs
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| Output
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Planning

In the plan phase, DevOps teams ideate,
define and describe features and
capabilities of the applications and
systems they are building. They track
progress at low and high levels of
granularity — from single-product tasks to
tasks that span portfolios of multiple
products. Creating backlogs, tracking
bugs, managing agile software
development with Scrum, using Kanban
boards and visualising progress with
dashboards are some of the ways DevOps
teams plan with agility and visibility.

Developing

The develop phase includes all aspects of
coding — writing, testing, reviewing and
the integration of code by team members
— as well as building that code into build
artifacts that can be deployed into various
environments. DevOps teams seek to
innovate rapidly without sacrificing
quality, stability and productivity. To do
that, they use highly productive tools,
automate mundane and manual steps,
and iterate in small increments through
automated testing and continuous
integration.

Deliver

Delivery is the process of deploying
applications into production
environments in a consistent and reliable
way. The deliver phase also includes
deploying and configuring the fully
governed foundational infrastructure that
makes up those environments.

In the delivery phase, teams define a
release management process with clear
manual approval stages. They also set
automated gates that move applications
between stages until they're made
available to customers. Automating these
processes makes them scalable,
repeatable, controlled. This way, teams
who practise DevOps can deliver
frequently with ease, confidence and
peace of mind.

Operate

The operate phase involves maintaining,
monitoring and troubleshooting
applications in production environments.
In adopting DevOps practices, teams
work to ensure system reliability, high
availability and aim for zero downtime
while reinforcing security and governance.
DevOps teams seek to identify issues
before they affect the customer
experience and mitigate issues quickly
when they do occur. Maintaining this
vigilance requires rich telemetry,
actionable alerting and full visibility into
applications and the underlying system.
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Due diligence is required in both laws and ethics to avoid liability to comply with:

« | Constitutional

| statutory

—  Civil

— Tort

o | criminal

o | Regulatory/Administrative

| Common Case, and Precedent

« | Private and Public
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1 [ Not using computers to harm people
2 Not interfering with other’s files
3 | Notsnooping
4 | Notstealing
5 | Not bearing false witness
6 Not copying/using pirated proprietary software
7 Not using other people’s computer resources without authorization/proper compensation
8 | Not appropriating other’s intellectual output
9 | Consider social consequences of the program/system you are designing
10 | Always use computer to ensure consideration/respect for others
11| Ethical computer use training will be provided for new starters
The 3 categories of unethical and illegal behaviour:
1 | Ignorance - which is no excuse where the law is concerned (p. 136)
2 Accident
3 |Intent

Which can result in loss of professional of professional accreditation (if Security personnel
such as CISSP) and/or penalty.
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1984

The Comprehensive Crime Control Act
(Amended by the National Information Infrastructure Protection Act of 1996 which modified
section and increased penalties for selected crimes)

1986 Computer Fraud and Abuse Act

(CFA Act): is the cornerstone of federal laws and enforcement efforts
1987 Computer Security Act
1996 National Information Infrastructure Protection Act
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1990 | Computer Misuse Act Unauthorized:
—  access to computer material
— access with intent to commit offence
—  acts to impair or recklessness to impair,

operation of Computer
2003 | Privacy and Electronic Communications —  Protection against harassing phone/e
(EC Directive) Regulations mail/SMS messages
2006 | Police and Justice Act —  Updated the computer misuse act creating

new crimes defined as unauthorized acts
with intent to impair operation of
computer
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Payment Card Industry Data Security Standards (PCI DSS) Address:

Build and maintain secure networks/systems

Protect cardholder data

Maintain a vulnerability management program

Implement strong access control measures

Regularly monitor and test networks

ala|s]w[s]

Maintain information security policy
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Web Resource

Location

peratives of personal

Association of www aom.org

Computing and ethical responsibiltes for professionals

Machinery security professionals

information wwwisaca org Focus on auditing, information Tasks and knowledge

Systems Audit securty, business process analysis, | required of the

and Control and IS information systems.

Association planning through the OSAand OSM | audit professional
certifications

information v fsse org Professional association of Professional security

Systems information systems security information sh

Security professionals; provides education

Association forum, publications, and peer

g for members





image42.png
Intemational Inform:
Systems Security
Certific
Consortium (1SQ2

Web Resource
cation

Description

International consortium
dedicated to improving the
quality of security
professionals through SSCP
and CISSP certfications

Focus

Requires certificants to
follow its published
code of ethics

SANS Institute’s Global
Information Assurance
Certification

Www giac org

GIAC certifications focus on
four security areas: securty
administration, security
management IT audits, and
software security, these
areas have standard, gold
and expert levels

Requires certificants to
follow its published
code of ethic
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Security Framework:

1 Guarantees target achievement and specifies whether vulnerabilities properly
combatted.

2 Gives a blueprint to show how to actualize security and specifies tasks in order
of accomplishment needed

3 Governance shows responsibilities/practices exercised by the board and
executive management

4 Risks managed appropriately/verification of resources used responsibly

5 Executive management give strategic direction

6 Serves as comprehensive plan for current/future security needs
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One or more of the following Information Security Programs that
may be adapted to suit requirements:

EISP — Enterprise Information Security Policy

1SSP — Issue-Specific Security Policy

SysSP-Systems-Specific Policy
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policy

functions like a law in an organization because they dictate acceptable and
unacceptable behaviour. For example, strong passwords must be used, changed
regularly, and protected against disclosure.

standard

is a more detailed statement of what must be done to comply with policy. The
standard lays out the specific information to help employees comply with the above,
i.e., passwords must be at least 10 characters long and have at least one uppercase
and one lowercase letter, one numerical character and one special character
permitted by the system(£5%2@#). Passwords must be changed every 90 days and
not stored on insecure media.

practice

identifies other reputable organizations and agencies that offer recommendations,
the organization may have adopted/adapted, i.e.,

—  Minimum password length 15 characters for admin accounts

—  Require use of alphanumeric passwords and symbols

— Enable password history limits to prevent reuse of previous passwords

—  Prevent use of personal information as passwords, such as phone nos or
dates of birth

—  Minimum length of password for ordinary users of 8

— Disable local machine credential caching if not required through use of
Group Policy Object

—  Deploy a secure password storage policy that provides password encryption
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Ercarprise Informaton Securty
Polcy

general securty, organizational,
W/information securiy policy

+ Executive leve documen rafted by/in conjuncton with the chir
Information Securiy Officer.

+ 210 pages long and shapes the philosophy of securiy

+ Only neds o be changed when there i 3 change to the stratglc
diraction o the orgarizaton.

Sets out the requirements that must be met by the information

securiy framework.

1659 | lssue Spacive Securiy Policy s 3 | which sadrasses specific areas of echnology such 25
e and responsible use policy R
o intarnet usage,
+ minimum configuratons of computers o defend against viruses
+ prohiits hacking
+ home use o company owned computer sauipment
+use of personsl equipment on compny networks (aring your own
deice)
+ use of telecommurication technologiessuch asfax and phone
+ useof photacopy sauipment
+ Use of porable storage deices such as US8 memory sticks,
Backpack ives, game playars, musicpayers and any other devices
capableofstring gl fles
* Use of loud-based storage senices that ae not self-hosted by the
organization or engaged under contracs, such 3 Google Drive,
Dropbx,snd Wicrosof Live.
5P | Systeme-Spacif Securiy Paiey | DedEnea to bridge the gap betwean manageral gudance and teEheal

implementation of 2 specifc technology.

Manageril Guidance Sys5ps

Designed 1 guids the implementation 3 conTguraton of echrolog):

+ The method for implementation of the frewall belongs in the
techrical speciication

+ The configuration belongs n the managerial guidelnes which
management etablsn.

+ Anyhing tat affecs confidentialiy, ntagrity o avallbilty must be
3385380 to svaluats the trade-off betwasn mproved sacuriy and
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Respon:

lities

Oversee verall corporate secuty
postre (accountableto board)

Brief board, customers, public

Setsecurty polcy, procedures,
program, aining for company

Respond to security breaches
(investigate, mitigate, litigate)

Responsible forindependent
annual audt cordination

Implementaudienforcefassess
compliance

‘Communicate policie, program
(vaining)

Implement polc; report secuity
winerabiites and breaches

Functional Role Examples

o Chief Executive Offcer

* Chief Security Officer
Chief Information Offcer
« Chief Risk Offcer
* Department/Agency Head

{— o Mid-Level Manager

o Enteprise Staft/Employees
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1SO/IEC 27001 formally specifie:

An Information Security Management System, a governance
arrangement comprising a structured suite of activities with which
to manage information risks (called ‘information security risks’ in
the standard)

I1SO 27000 is a series of International Standards which is made up of:

. NIST Security Models
. Computer Emergency Response Team Coordination Center
(CERT/CC)

. International Association of Professional Security Consultants
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All About Strategic Planning (managementhelp.org)

COBIT | Control Objectives for Information Technologies | ISACA

ITIL | IT Service Management | ITSM | AXELOS

Online Training at: Store - Online Training - ISACA Portal

A Guide to Security Metrics | SANS Institute
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Spheres of security
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Levels of Controls:

Management | controls set the direction and scope of the security
processes and provide detailed instructions for its conduct.

Operational | controls address personnel and physical security and the
protection of production inputs/outputs.

Technical controls are the tactical and technical implementations
related to designing and integrating security in the
organization.
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Extreme temperature: heat, cold

Gases: war gases, commercial vapors, humid or dry air, suspended particles

Liquids: water, chemicals

Living organisms: viruses, bacteria, people, animals, insects

Projectiles: tangible objects in motion, powered objects

Movement: collapse, shearing, shaking, vibration, liquefaction, flow waves, separation, slide

Energy anomalies: electrical surge or failure, magnetism, static electricity, aging circuitry;
radiation: sound, light, radio, microwave, electromagnetic, atomic

Fire is the most destructive and historically caused most damage. Flame detection (uses sensors
to detect flame), smoke detection (sensors to detect smoke) and thermal detection (sensors to
detect heat) are the three basic fire detection strategies. Most used is smoke detection
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Fundamental Ways which can be used to Intercept Data.

Direct observation: When employees can observe the data and take soft and hard copies of the
data with them. This can be prevented using bodily checks.

Interception of data transmission: This mechanism is utilized by different hackers to intercept data
and steal it. Strong transmission keys and other encryption methods can be utilized to prevent
them.

Electromagnetic Interception: Cables that transfer data have electromagnetic signals coming out of
them. Electromagnetic transmission monitoring programs can be used to prevent from such kinds
of security breaches
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Standby that is activated when there is any interruption

Ferrorensonant standby that utilized the UPS as an electric battery,

Line-Interactive that generates electricity through invertors and

True Online which works in reverse of a standby.
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Planning for Unknown Problems (Adverse Events):

Weather,

human error,

accidents, etc.
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Components of contingency planning

Business impact
analysis

- 1

T

1 1
Incident response. ] Disaster recovery - :

1 1

Business resumption planning

© Cergage learning 2015
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Incidence Response | Focuses on immediate response in the event of fire, flood,
earthquake, or total blackout

Disaster Recovery Focuses on restoring systems at the original site after disasters occur
sois closely associated with the BC plan

BCPlan Works in tandem with IR and DR (slide 43 & 45) The BC Plan
establishes critical business functions at an alternative site.

The incident response plan differs from a disaster recovery plan because:

o The DR plan focuses more on preparations completed before and actions taken for
disasters — often escalated incidents; to re-establish operations at the primary site.

e The IR Plan focuses on Incident Response: intelligence gathering, information analysis,
coordinated decision making, and urgent, concrete actions taken while an incident is
occurring.
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Major steps in contingency planning
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The Elements of a Business Impact Analysis are:

Threat attack identification

Business unit analysis

Attack success scenario development

Potential damage assessment

Subordinate plan classification
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Pipkin’s Three categories of Incident Indicators:

. probable

. possible

. definite
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Concerning Possible Indicators of Incidents, the paper looks at Four

Types of Incident Candidates:

a presence of unfamiliar files,

the presence of unknown programs or processes,

surge in consumption of hard disk or memory space, and

frequent system crash.
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NOTE: The priority of incident reaction is to stop the incident or contain its scope and unfortunately the

Tech Company.

most direct form of containment is known as “cutting the wire” but this isn’t an option for the Flow-

Incident reaction

Actions guiding the organization to stop incident, mitigate impact

and provide information for recovery

Actions that need urgency

«  Notification of key personnel

e Documentation of the incident

Incident Containment Strategy

Containment of scope/impact prioritized; then determination of
identifying information systems affected.

Law enforcement can be involved in an IR or DR action when the
organization has determined that a law has been broken.

The issues associated with law enforcement involvement depends
on the organization and whether local, state, or federal depending
on severity.

After-action review

A detailed examination and discussion of the events that occurred
from first detection to final recovery and is performed after final
recovery to ensure plans put in place to circumvent future adverse
events similar in nature and restore confidence.
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Hot Sites

Fully configured computer facility with all services, communications links, and physical
plant operations including heating, air con. They duplicate computing resources,
peripherals, phone systems, applications, and workstations. It is the pinnacle of
contingency planning; a duplicate facility that needs only the latest backups and
personnel to become a fully operational twin of the original to be up and running in
minutes (the most expensive).

Warm Sites | As above without the apps installed or the client workstations and can be up and running
in hours/days with less cost than above.

Cold Sites | Rudimentary services and facilities (no computer hardware or peripheries provided). Al
communications services must be installed after site occupied. An empty room with
heating aircon and electricity and everything else an optional extra.

Time- Shares the cost of warm/hot with one or more partners. Disadvantage is if both need at

Shares same time.

Service Inthe event of a disaster, they provide physical facilities for a fee. Contracts are carefully

Bureaus created to specify the organization’s exact needs (like a rental car agreement).
Disadvantage is that they need to be renegotiated periodically.

Mutual Stipulate participating unaffected organizations are obligated to provide necessary

Agreements | facilities, resources and services until the receiving organization can recover from the

disaster.
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Risk Management
All need to work together
Communities of interest are responsible for:

Evaluating current and proposed risk controls

Determining which control options are cost effective for the organization

Acquiring or installing the needed controls

Ensuring that the controls remain effective

EINENE

Evaluating current and proposed risk controls

In an organization, it is the responsibility of each community of interest to
manage the risks that organization encounters.

Each community of interest has a role to play.
Since the members of the information security community best understand the

threats and attacks that introduce risk into the organization, they often take a
leadership role in addressing risk.
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Risk Management

Frequendy (Likelihood)

Evaluate Loss.
Magnitude (impact)
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Risk appetite | Defines the quantity and nature of risk that organizations are willing to accept as they evaluate
the trade-offs between perfect security and unlimited accessibility.

o Risk appetite varies from organization to organization because different organizations
maintain different balances between the expense of controlling vulnerabilities and the
losses possible if these vulnerabilities were exploited. The key for each organization is to
find the balance in its decision-making processes and in its feasibility analyses, therefore
assuring that an organization’s risk appetite is based on experience and facts and not on
ignorance or wishful thinking

Residual risk The risk to information assets that remains even after current controls have been applied.

e Inriskmanagement strategies, periodic review must be part of the process because even
after risks have been taken care of there is still residual risk.

Even when vulnerabilities have been controlled as much as possible, there is often still
some risk that has not been completely removed, shifted, or planned for. This remainder
is called residual risk.

Risk Appetite | Is the amount of risk organisations being willing to accept as they evaluate trade-offs between

and Residual | absolute security and 100% accessibility.

Risk

e Frequently, organizations implement control mechanisms, but then neglect the
necessary periodic review, revision, and maintenance. The policies education and
training programs, and technologies that protect information must be carefully
maintained and administered to ensure that they are still effective.
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Risk Facing an Information Asset's Value

Amount of threat
reduced by safeguards

Total Risk Facing the Asset

Amount of uneabilty
reduced by safeguards

Amount o asset value
protected by safeguards
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Vulnerability In this order Because:

Switch L47 connects a network to the Internet. You are 75 percent certain
. of the assumptions and
It has two vulnerabilities:
data.
o itis susceptible to hardware failure at a likelihood of 0.2, and
o itis subject to an SNMP buffer overflow attack at a likelihood of
0.1. This switch has an impact rating of 90 and has no current
controls in place.
2 Server WebSv6 hosts a company Web site and performs ecommerce | You are 80 percent certain
transactions. of the assumptions and
data.

e IthasaWeb server version that can be attacked by sending it
invalid Unicode values

o The likelihood of that attack is estimated at 0.1.

e The server has been assigned an impact value of 100, and a
control has been implanted that reduces the impact of the
vulnerability by 75 percent.

3 Operators use an MGMTA45 control console to monitor operations in the
server room.

o Ithas no passwords and is susceptible to unlogged misuse by the
operators.





image74.png




image75.png
Teams with representation
across all affected groups are to plan:

Periodic deliverables

Reviews

Presentations to Management

NANE

Tasks/Assignments allocated, and timetables discussed.
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Automated tools

Identify the system elements that make up hardware, software, and network
components. The inventory listing is usually available in a database or can be
exported to a database for custom information on security assets. Once stored,
the inventory listing must be kept current, often by means of a tool that
periodically refreshes the data.

The IP address

Is a useful attribute for networking equipment. Note that many organizations use
the dynamic host control protocol (DHCP) within TCP/IP that reassigns IP numbers
to devices as needed, making the use of IP numbers as part of the asset
identification process problematic. As a result, IP address use in inventory is
usually limited to those devices that use static IP addresses.

It is more important that the list be comprehensive than mutually exclusive. It
would be far better to have a component assessed in an incorrect category rather
than to have it go completely unrecognized during a risk assessment.

Revenue

Is the recognition of income from an activity supported by the system.

Profit

Is the amount of revenue that exceeds operating costs. Some systems may cost
more to operate than they contribute to revenue.

Vulnerabilities

Are specific avenues that threat agents can exploit to attack an information
asset. They are chinks in the armour of the information asset —a flaw or
weakness in an information asset, security procedure, design or control that
could be exploited accidentally or on purpose to breach security.

Analysing all components of an Information System and evaluating the risk to
each component should identify any vulnerabilities.
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System name: SLSE-Commerce
Date Evaluated: February 2012
Evaluated by: D.Jones

Data Impact to

Information assets classification profitability
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DMZ Assets:

Edge router Public Critical
Web server # 1-home page
ond core Sto Public Critical
Web server # 2-Application Ppublic Critical
server

Notes: BOL: Bill of lading
DMZ: Demilitarized zone
EDI:Electronic data interchange
SSL: secure sockets later
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Once Ranked Vulnerability Worksheets Completed
The Organization Chooses 1 of 5 Strategies for Risk Control:

Defence

Transference

Mitigation

Acceptance

[FIEN NN

Termination
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Risk control
strategy

Categories used by

NIST SP 800-30,
Rev. 1

Categories used by
ISACA and ISO/IEC
27001

Defense Research and Treat Self-protection
acknowledgement

Transference | Risk transference Transfer Risk transfer

Mitigation Risk limitation and Tolerate (partial) Self-insurance
risk planning (partial)

Acceptance Risk assumption Tolerate (partial) Self-insurance

(partial)
Termination Risk avoidance Terminate Avoidance
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Defend

Attempts to prevent the exploitation of the vulnerability.

s Application of policy
* Education and training
*  Application of technology

Transfer Attempts to shift risk to other assets, other processes, or other organizations

Mitigate Attempts to reduce the impact caused by the exploitation of vulnerability
through planning and preparation

Accept The choice to do nothing to protect a vulnerability and to accept the outcome
of its exploitation

Terminate | Directs the organization to avoid those business activities that introduce

uncontrollable risks
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Countering Threats

The Preferred Approach Accomplished by Means of

Removing vulnerabilities from assets
o Limiting access to assets

o Limiting access to assets

Adding Protective Safeguards

The Transfer Strategy

Is the control approach that attempts to shift risk to other assets, other processes, or
other organizations.

«  This may be accomplished by rethinking how services are offered, revising
deployment models, outsourcing to other organizations, purchasing
insurance, or implementing service contracts with providers.

Outsourcing

Allows an organization to transfer the risk associated with the management of
complex systems to another organization that has experience in dealing with those
risks.

One of the benefits of outsourcing is that the service provider is responsible
for disaster recovery when recovery efforts are needed.

The Mitigate Strategy

Is the control approach that attempts to reduce the impact caused by the exploitation
of vulnerability through planning and preparation.

 Mitigation begins with the early detection that an attack is in progress and
the ability of the organization to respond quickly and effectively.
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CBA=ALE (prior) - ALE (post) -ACS

Cost benefit analysis is the formal decision-making process used by an organization to evaluate whether the benefit
gained from a given project is worth the expense its undertaking incurs.

e ltdeterminesif an alternative being evaluated is worth the cost incurred to control vulnerability using the
ALE from earlier assessments before implementation of the control.

o | ALE (prior)
annualized loss expectancy of risk before control
o | ALE (post)

estimated ALE based on control being in place for a period
. ACS

annualized cost of safeguard
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Loss Expectancy

Assingle loss expectancy

Is the value associated with the most likely loss from an attack. It is a calculation
based on the value of the asset and the expected percentage of loss that would
oceur from a single occurrence of a particular attack

Annual loss expectancy

Is the expected loss from exploitation of a vulnerability for a specific information
asset over the course of a year. It is calculated by multiplying the single loss
expectancy for a particular information asset by the annualized rate of occurrence.
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Information Security Training
Recommended to:

Avoid letting them falling prey to hackers (phishing)

Keep all employees up to date with policy changes

Explain to all the need to download anti-virus software onto mobile devices being used to access the server

NANE

All to sign the Agreement to download anti-virus software (as above)

The Information Security Department will be charged with arranging this on a bi-yearly basis and sending
out E Mail bulletins for more urgent communications.

Aculture of blame-free reporting of malware is to be engendered to encourage the matrix of viruses to be
kept current to spearhead hacking attacks.





image87.png
Threats

may occur by means of physical acts or by means of programs that
harm the legitimate programs, critical data. These threats will lead
down the network and cause heavy loss to the organization.

Assets

are the resources of the company that will be in physical or non-
physical forms. The assets will have economic value and are
resources that generate revenue to the organization.

Vulnerabilities

are the deficits or loopholes in the system that allow a third person
who can cause damage to the system.
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The acquisition of new assets and divestiture of old

Emerging vulnerabilities associated with the above

Changing business priorities

Dissolution of old partnerships

Departure of personnel versant in policies, procedures, and technologies

Hiring of new personnel

The CISO decides how to change the Information Security Program according
to the above.

The Security Manager has ongoing responsibility in securing the SDLC to
maintain the contingency plan which must always be ready for use
immediately upon notification. Periodic reviews of the plan must be
conducted to ensure currency of key personnel and vendor information,
system components and dependencies, the recovery strategy, vital records,
and operating requirements.
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The vulnerability
assessment

is the process of identifying and documenting
specific and provable flaws in the organization’s
information asset environment.

a set of security tests and evaluations that simulate
attacks by a hacker or other malicious external
source.

n Management

the identification, inventory, and documentation of
the current info systems.

Change Management

sometimes described as a separate function that
only addresses modifications to this base
configuration

Performance Baseline

an expected level of performance against which all
subsequent levels of performance are compared.

The difference between vulnerability assessment a penetration

testing is:

«  Vulnerability Assessment is the process of identifying and documenting specific
and provable flaws in the organization’s information asset environment

e Penetration testing is a set of security tests and evaluations that simulate
attacks by a hacker or other malicious external source.





