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[bookmark: _heading=h.rm812cg4fdyz]Abstract
The rapid transformation of cloud computing, artificial intelligence (AI), Internet of Things (IoT), and outsourced digital services is raising new challenges from a cybersecurity, governance and compliance perspective for AeroLink Logistics (ALL). Four widely accepted security frameworks are examined for this report: ITIL 4, NIST Cybersecurity Framework 2.0, COBIT 2019 and ISO/IEC 27001, in order to determine the most effective framework that can be used to tackle the security gaps in the organisation. This study is a qualitative case study approach with literature studies and industry best practices to analyse the current security situation and to draw up the integrated governance design. The proposed solution unifies governance, risk management, compliance, AI-driven security technologies and cloud security practices and practices with continuous monitoring in one system. These outcomes can be summarised as improved cyber resiliency, better organisational compliance with regulations, improved risk management, effective response to incidents, optimised security of data within the organisation and/or customers, and sustainable business operations, strengthened stakeholder trust and long-term organisational resiliency.


[bookmark: _Toc235448003]1. Introduction 
Digital transformation has revolutionised the way organisations handle and secure data, with its adoption of cloud computing, AI, the Internet of Things (IoT), and remote working (Oyekunle and Boohene, 2024). Although these technologies can be efficient and innovative, they can also create a greater risk of cyber-attacks, such as data breaches, phishing, insider attacks, and ransomware (Bernardo et al., 2024) (Refer to Figure 1).
Figure 1. Types of Cyber Attack
[image: ]
Source: Adapted from: Bernardo et al. (2024)
Cybersecurity cannot be done in isolation. To secure data and maintain business resilience, adherence to data protection regulations, systematic risk management, good governance, and recognised security frameworks must be implemented (Bernardo et al., 2024).
This report examines the security risks all experienced by AeroLink Logistics (ALL), reviews recognised security frameworks, and recommends combining security, governance, and compliance to enhance ALL's cybersecurity and compliance.
[bookmark: _Toc235448004]2. Case Scenario Overview 
AeroLink Logistics (ALL), a multinational supply chain and logistics provider, relies heavily on cloud infrastructure, tracking devices with IoT, artificial intelligence, and outsourced IT services to drive and maintain its business globally (Aerolink Logistics, 2026). All these technologies increase the efficiency of operations and enable timely decision-making, but create serious cybersecurity and governance problems as well.
However, the organisation has suffered breaches of its data multiple times, including unauthorised access to shipment data for its customers as well as the sharing of images of personally identifiable information (PII) (Sharma, 2024). These incidents suggest problems with access control, identity management, encryption techniques, and monitoring systems. Additionally, some 88% of the ALL's IT infrastructure is handled by external service providers, under services categorised as Infrastructure-as-a-Service (IaaS) and Software-as-a-Service (SaaS) (IBM, 2021a; GeeksforGeeks, 2020) (Refer to Figure 2). This reliance on third parties poses challenges with regard to supply chain risk and limits control of key information assets within organisations.
Figure 2. SaaS, PaaS and IaaS
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Source: Adapted from: GeeksforGeeks (2020)
The scenario also shows that there is no common security framework, structured compliance audit processes, formal risk management processes, governance mechanisms and clearly defined security responsibility for ALL. Comprehensive business continuity or incident response plans are not in place, adding to the vulnerabilities of the organisation.
[bookmark: _Toc235448005]Task 1. Research into Security Frameworks and Models 
[bookmark: _Toc235448006]3.1 Introduction to Security Frameworks
An information security framework offers the structure to help organisations effectively protect their information assets, manage cyber risks and ensure legal and regulatory compliance. While they may be based on technology, they also create governance, organisational responsibilities, modernise the management processes and encourage continuous improvement (Nahum et al., 2026). Organisations are increasingly migrating to cloud environments, making use of cloud-based technologies such as artificial intelligence, Internet of Things (IoT) and remote work arrangements (Shonubi, 2025). They must be able to adopt recognised security frameworks to help ensure the confidentiality, integrity and availability of information.
The lack of a single security framework has been a factor in AeroLink Logistics (ALL) that has led to a mismatch in the security practices, governance weaknesses, lack of risk management, and lack of regulatory compliance within ALL (Metin, Dümer and Wynn, 2026). Choosing the right frameworks can help the organisation define cybersecurity goals, enhance its operational resilience, elevate its decision-making process, and implement a unified framework for managing cybersecurity with third-party service providers. It is widely accepted internationally that the following frameworks have complementary capabilities, some of which can be used to address the current security challenges of ALL.
[bookmark: _Toc235448007]3.2 Information Technology Infrastructure Library (ITIL 4)
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Figure 3: ITIL 4 Service Value Chain
(Source: Itsm. tools, 2026)
ITIL 4 is an international standard for IT Service Management (ITSM), centred around the business value of IT services, and managed effectively (Al-Ashmoery et al., 2021). While most frameworks are focused on cybersecurity controls, ITIL believes security is part of the lifecycle of the services and encourages ongoing service improvement, change management, incident management and service governance.
One of the key benefits of ITIL is that it helps to ensure consistency in operations. Where service management processes are clearly defined, errors in service configuration can be reduced, service disruptions can be minimised, and security activity or activities can be made an integral part of normal service operations (Kwarteng, Idoko and Azonuche, 2025). For AeroLink Logistics, ITIL might help in several ways to promote coordination and collaboration among all of its internal departments and service providers (its outsourcing partners). ITIL might help in standardising incident reporting, change approval processes, service monitoring and problem management. This is a significant asset because around 88% of all the organisation's infrastructure is handled by third-party vendors.
But ITIL, viewed as a stand-alone cybersecurity solution, has limitations. It enables security service delivery, and it prepares for security, but does not offer any detailed guidance for the areas of risk assessment, security governance or regulatory security compliance (Ilori, Nwosu and Naiho, 2024). An ITIL-based organisation can have efficient operation processes, but has many security gaps (Mahalle, Yong and Tao, 2020). ITIL should therefore be considered as a supporting framework which enhances operational management, instead of the complete information security framework.
[bookmark: _Toc235448008]3.3 NIST Cybersecurity Framework 2.0
[image: ]
Figure 4. NIST Cybersecurity Framework (CSF) 2.0 Core Functions
(Source: www.saltycloud.com, 2026)
The NIST Cybersecurity Framework 2.0 refers to a risk-based management approach to cybersecurity, comprising six functions: Govern, Identify, Protect, Detect, Respond, and Recover (Salas-Riega et al., 2025). These functions aid companies in managing cyber risks throughout their security lifecycle. It has many strengths, such as adaptability, enabling organizations to tailor the framework to suit their size, risk profile, and industry. NIST can help AeroLink Logistics to provide better governance, identify key assets, provide better access controls and encryption, improve threat detection, and enhance incident response and recovery. It is therefore ideally suited for meeting the security and operational issues at hand in the organisation. The framework does not provide step-by-step instructions for implementation; however, it does provide the strategic guidance needed for successful implementation and requires experienced personnel and organisational commitment (Kohtamäki et al., 2012). However, NIST CSF 2.0 is one of the most extensive and widely used frameworks to develop a proactive and resilient cybersecurity programme despite this limitation.
[bookmark: _Toc235448009]3.4 COBIT 2019
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Figure 5. COBIT 2019 Governance System and Governance Framework Principles
(Source: wallarm.com, 2026)
COBIT 2019 is an enterprise governance framework which makes information technology supportive of the organisational objectives through governance, accountability, enterprise strategic planning and performance measurement (Muhammad, Angin and Aris Puji Widodo, 2019). One of its core strengths is the development of clear governance arrangements which clarify security responsibilities at all levels of the organisation. AeroLink Logistics would benefit from COBIT by enhancing management oversight and accountability and making cybersecurity a business priority, not an IT responsibility (Mizrak and Akkartal, 2024). It also facilitates ongoing performance monitoring using key performance indicators to see how successful security projects are. But rather than a technical security control, COBIT is more focused on governance. Thus, it must be used in conjunction with other frameworks like ISO/IEC 27001, NIST, and others, for holistic operational security and strong cyber assurance management (Lubis et al., 2026).
[bookmark: _Toc235448010]3.5 ISO/IEC 27001 Information Security Management System
ISO/IEC 27001 is an internationally recognised standard for setting up and sustaining an Information Security Management System (ISMS) (Culot et al., 2021). It aims to secure information by using security policies, organising information, continuously monitoring and continuously improving. One of the biggest benefits of ISO/IEC 27001 is that it includes an in-depth and complete system to satisfy this requirement, linking governance, risk management, supplier management, employee awareness and business continuity under one management system (Fortinet, 2026a). AeroLink Logistics aims to mitigate the key shortcomings mentioned in the scenario by implementing the standard, which covers issues such as weak governance, weak risk management, and weak formal security policies and compliance processes.
Table 1. Comparative Analysis of Information Security Frameworks
	Framework
	Primary Focus
	Strengths
	Limitations
	Relevance to AeroLink Logistics

	ITIL 4
	IT Service Management
	Improves service delivery, incident management, continual improvement and change management
	Limited technical security controls and governance guidance
	Supports outsourced IT operations and improves coordination with third-party vendors managing 88% of infrastructure.

	NIST CSF 2.0
	Cybersecurity Risk Management
	Comprehensive lifecycle covering Govern, Identify, Protect, Detect, Respond and Recover
	Does not provide detailed implementation procedures
	Suitable for managing cyber threats, ransomware, cloud security and incident response.

	COBIT 2019
	IT Governance
	Establishes governance, accountability, strategic alignment and performance measurement
	Focuses more on governance than technical security controls
	Helps board-level decision-making and aligns cybersecurity with organisational objectives.

	ISO/IEC 27001
	Information Security Management System
	Provides comprehensive information security management, compliance, supplier security and continual improvement
	Certification and implementation require significant organisational commitment
	Supports governance, compliance, risk management and continuous security improvement.


Source: Self-Created
[bookmark: _Toc235448011]3.5.1 AI Security Frameworks
The integration of Artificial Intelligence (AI) is significant in the realm of modern cybersecurity due to its capacity for processing extensive security data volumes, recognising deviations from standard patterns and automating threat detection. Security Information and Event Management (SIEM), Security Orchestration Automation and Response (SOAR), Extended Detection and Response (XDR), and User and Entity Behaviour Analytics (UEBA) are technologies that help organisations identify advanced attacks in near real time, which is significantly quicker than what rule-based systems can achieve.
AI-powered security can enhance cloud infrastructure monitoring, IoT devices, logistics tracking and third parties for AeroLink Logistics. AI can automatically detect suspicious activity by a user and alert on ransomware activity, analyse network traffic and suggest quick incident response measures. Integration of AI security capabilities with NIST CSF 2.0, ISO/IEC 27001 would greatly enhance proactive threat identification, response time, and cyber resilience throughout the organisation.
[bookmark: _Toc235448012]3.5.2 Cloud Governance Framework
AeroLink Logistics' digital infrastructure can be said to be built on cloud computing, as the majority of the systems are based on Infrastructure-as-a-Service (IaaS) and Software-as-a-Service (SaaS). Cloud computing offers flexibility, scalability and cost efficiency, yet comes with governance issues of data ownership, regulatory compliance, identity management, and accountability for third parties.
Cloud governance delivers the policies, standards and controls that provide the Secured Cloud Resource throughout its lifecycle. Best practices for cloud governance include the use of identity and access management, encryption, security monitoring, continuous compliance assessment, and vendor accountability. By continuously authenticating users and checking the integrity of devices before providing access to the system, Zero Trust Architecture enhances cloud governance further. Cloud governance and ISO/IEC 27001 and COBIT 2019 will help AeroLink Logistics enhance regulatory compliance, mitigate vulnerabilities in cloud technologies, and continue running operations securely in various cloud environments.
[bookmark: _Toc235448013]3.5.3 AI-Based Risk Management
Conventional risk management practices find it difficult to detect fast-changing threats in AI-driven and cloud-based systems. AI-powered risk management complements traditional risk management methodologies with predictive analytics, machine learning and automated threat intelligence to proactively uncover new risks before they turn into a critical incident.
AeroLink Logistics can use AI for risk management systems to continuously scrutinise cloud platforms, IoT tracking devices, customer databases and supplier networks for unusual patterns of behaviour or potential vulnerabilities. AI can order risks according to the business impact, likelihood, and exploitability and point to the appropriate risk mitigation measures. The integration of risk assessment with Artificial Intelligence allows the organisation to shift from current cybersecurity management to cybersecurity risk governance, creating a greater operational resilience and preparing the organisation for business continuity.
Table 2. Framework Selection Matrix for AeroLink Logistics
	Evaluation Criteria
	ITIL 4
	NIST CSF 2.0
	COBIT 2019
	ISO/IEC 27001

	Security Governance
	Medium
	High
	Very High
	High

	Risk Management
	Medium
	Very High
	High
	High

	Compliance Support
	Medium
	High
	High
	Very High

	Incident Response
	High
	Very High
	Medium
	High

	Business Continuity
	Medium
	High
	Medium
	Very High

	AI Security Integration
	Medium
	High
	Medium
	High

	Cloud Governance
	Medium
	High
	High
	High

	Third-Party Vendor Management
	High
	High
	High
	High

	Operational Efficiency
	Very High
	High
	Medium
	High

	Overall Suitability for ALL
	High
	Very High
	Very High
	Very High


Source: Self-Created
[bookmark: _Toc235448014]3.6 Critical Comparison of the Frameworks
While all of the above offer essential advice and guidance, none is able to cover the entire scope of AeroLink Logistics' cybersecurity, governance and compliance needs. ITIL 4 supports greater efficiency and ICT service management, but it does not provide specific cybersecurity governance and regulatory compliance controls. NIST CSF 2.0 offers a holistic lifecycle of the risks and includes a strong focus on identifying, detecting and responding to threats in cybersecurity, but does not provide much implementation guidance. COBIT 2019 empowers enterprise governance by supporting successful alignment of cybersecurity with business goals, has improved accountability and performance monitoring, but requires supporting technical frameworks. While internal commitment is needed to implement it, ISO/IEC 27001 provides a complete ISMS which unites governance, compliance, supplier management and continual improvement aspects.
They are just a few of the signs of the growing use of Artificial Intelligence (AI), Cloud Computing and Internet of Things (IoT) technologies, which are creating new cyber threats that require more than just traditional security models to manage. The time to threat detection and automatically enable response to incidents is greatly enhanced by AI-powered Security Information and Event Management (SIEM) capabilities, Extended Detection and Response (XDR), Security Orchestration, Automation and Response (SOAR), and User and Entity Behaviour Analytics (UEBA). Similarly, Cloud Governance Models and Zero Trust Architecture enhance access control and regulatory compliance in cloud environments through identity management.
As the challenges and considerations outlined earlier, the best possible fit for AeroLink Logistics is an integrated governance structure within which ITIL 4 - Service Management, NIST CSF 2.0 - Cybersecurity Risk Management, COBIT 2019 - Strategic Governance, ISO/IEC 27001 - Information Security Management, and AI-powered security technologies for predictive threat detection and continuous security monitoring work hand-in-hand. This holistic strategy ensures the highest level of cyber resilience, governance, compliance, cloud security and protection for future threats.
[bookmark: _Toc235448015]Task 2. Security, Governance and Compliance Solution for AeroLink Logistics 
[bookmark: _Toc235448016]4.1 Proposed Security Governance Framework
Based on COBIT 2019, NIST Cybersecurity Framework (CSF) 2.0, ISO/IEC 27001 and ITIL 4 (Metin, Sevim and Wynn, 2025), a simple integrated Security Governance Framework is proposed to remediate the weaknesses in AeroLink Logistics (ALL), which is identified as an integrated AI-driven. COBIT 2019 enhances Governance and accountability, and the NIST CSF 2.0 offers a lifecycle for cybersecurity. The ISO/IEC 27001 standard promotes the effective management and adherence to information security, while the ITIL 4 standard promotes service management and ongoing improvement in security. 06) The framework also includes Zero Trust Architecture, AI-powered Security Operations Centre (AI-SOC), and cloud governance, to better detect threats, secure cloud spaces, strengthen regulatory compliance, and boost cyber resilience among organisations.
[bookmark: _Toc235448017]4.2 Governance and Strategic Security Planning
Good governance is key to securing the alignment of cybersecurity to AeroLink Logistics' broader operational goals and initiatives, as well as boosting their organisational resilience. The Board of Directors should oversee via a cybersecurity plan, authorisations, resource assignment, and frequent reviews of its cybersecurity performance. In an organisation, a Cybersecurity Steering Committee needs to be formed to align on security efforts throughout various departments, and a Chief Information Security Officer (CISO) should be appointed to oversee the implementation of security strategies and compliance efforts. A risk committee, tasked with watching for new cyber risks and leading the management of cyber risk mitigation plans, should be created.
[bookmark: _Toc235448018]4.3 Compliance with Laws and Ethical Requirements
AeroLink Logistics (ALL) is a global logistics service company that is required to meet international and national cybersecurity standards to safeguard sensitive data and build stakeholder trust. The three principles for compliance should be aligned with the General Data Protection Regulation (GDPR), ISO/IEC 27001, along with the NIS2 Directive and the EU Artificial Intelligence (AI) Act, which would focus on securing data management, governance and the responsible implementation of AI (Lopes, Guarda and Oliveira, 2019). Security controls need to be assessed through regular compliance checks, and Data Protection Impact Assessments (DPIAs) should be carried out before the use of AI-powered or cloud-based systems. Ongoing regulatory monitoring will enhance legal compliance and mitigate organisational risk as well as customer confidence and business reputation.
[bookmark: _Toc235448019]4.4 Security Policies and Procedures
To ensure consistent organisational behaviour and reduce human-based cyber risks, including comprehensive security policies are necessary. AeroLink Logistics should have formal policies for password management, acceptable use, data classification, encryption, Bring Your Own Device (BYOD), incident reporting and access control as required in ISO/IEC 27001 Information security management system (Culot et al., 2021). An AI Governance Policy should outline the ethical, transparent, and secure application of the use of Artificial Intelligence, as well as adherence to new laws concerning the use of AI (Metin, Sevim and Wynn, 2025). A Cloud Security Policy should specify secure cloud configurations, encryption standards and continuous monitoring of cloud services (IBM, 2021b). A Remote Access Policy should require the use of Virtual Private Networks (VPNs), Multi-Factor Authentication (MFA) and endpoint protection to protect a remote working environment (Fortinet, 2026b). Moreover, a Vendor AI Policy should make sure that third-party providers meet the standards of security policies and data protection regulations with which the organisation is required to be compliant. Continuous compliance should be managed with regular policymaking and employee awareness initiatives to build and uphold organisational cyber-resilience.
[bookmark: _Toc235448020]4.5 Risk Management and Assessment
Risk management is not a one-time event but should be a continuous process to support proactive measures in cybersecurity instead of compliance measures. With regard to the databases of the AeroLink Logistics, AI-based risk assessment must be implemented based on predictive analytics (Waqdan, Louafi and Mouhoub, 2025) to identify emerging risks in cloud systems, IoT devices and the AI-based systems used for the logistics company. The MITRE ATT&CK framework can be used to help with threat identification and response, while the FAIR Risk Model can be utilised for quantitative risk analysis for decision making and efficient security resource allocation (Akinola, 2023).
[bookmark: _Toc235448021]4.6 Security Management Models and Practices
To provide continuous monitoring and go-to-backup when incidents occur, AeroLink Logistics should make use of an AI-based Security Operations Centre (AI-SOC). A combination of Security Information and Event Management (SIEM), Security Orchestration, Automation and Response (SOAR), User and Entity Behaviour Analytics (UEBA), and Extended Detection and Response (XDR) will enhance threat detection, automate security operations and shorten response times. Moreover, threat intelligence information should be integrated in real-time to detect new threats and incorporate additional barriers to protect organizations against advanced and complex attacks (Granadillo, Zarzosa and Diaz, 2021; Lubis et al., 2026).
[bookmark: _Toc235448022]4.7 Protection Mechanisms and Access Controls
AeroLink needs to adopt a layered approach to access control for protecting its critical information assets and cloud-based systems. To ensure everlasting verification of all users, devices and applications before access, irrespective of their network location, Zero Trust Architecture should be adopted (Metin, Sevim and Wynn, 2025). Multi-Factor Authentication (MFA) and adaptive authentication are methods that will enhance user verification by taking into account contextual authentication risk factors, including device, location and behaviour. Finally, Privileged Account Management (PAM) should secure high-risk accounts and privileged access, along with Identity Governance and Administration (IGA), ensuring proper user account access throughout the employee lifecycle, thereby minimising insider threats and improving regulatory compliance (IBM, 2021b).
[bookmark: _Toc235448023]4.8 Vendor and Service Level Agreement (SLA) Management
Of course, it is very important to manage vendors, as much of AeroLink Logistics' IT infrastructure is outsourced. Service Level Agreements (SLAs) should establish in clear terms the responsibilities for security, data protection requirements, procedures for incident reporting and relevant obligations to the regulatory bodies. Before deployment, AI vendor assessments should determine the security, transparency and ethical deployment of third-party AI solutions. Ongoing compliance with the organisational security requirements and contractual obligations, as well as identifying new vulnerabilities and weaknesses, must be monitored at vendor performance by continuous cloud compliance audit and third-party risk monitoring (Metin, Sevim and Wynn, 2025; Culot et al., 2021).
[bookmark: _Toc235448024]4.9 Incident Response, Business Continuity and Disaster Recovery
While preventive measures are necessary, no effort is made to eliminate cyber incidents; so AeroLink Logistics should have a detailed incident response and business continuity plan. The incident response process involves preparing and preparing systems so they can be available for the attack, response, containment, eradication, recovery from the incident, and post incident review (Ojo et al., 2024). AI threat detection can be used to automate threat detection; AI and digital forensics can assist with fast investigation and evidence collection; AI-powered incident response can be used to automate threat detection and prioritise security alerts. 
[bookmark: _Toc235448025]4.10 Contingency Planning
AeroLink Logistics needs to develop a detailed contingency planning policy to (where possible) reduce disruption to the day-to-day running of operational systems when a cyber-incident occurs or systems fail. The plan should identify data regions, distantly located backup locations and cloud backup to ensure data availability and business continuity. Alternative communication means should be provided to ensure coordination in the absence of the primary means. There should be a dedicated crisis management team that will be responsible for decision-making regarding emergencies and coordinating emergency response activities. Automated failover should ensure that critical systems are available as needed; a well-stated recovery plan should focus on recovering needed business functions. Frequent Contingency testing and simulation will help further enhance organisational readiness and overall cyber resilience.
[bookmark: _Toc235448026]4.11 Research Methodology
The research design for this report is qualitative research, and the methodology used is the case study method with a study approach. Secondary research has been used as a method in the study, and it includes peer-reviewed articles from journals, reports from industry, international standards, as well as recognised cybersecurity frameworks such as COBIT 2019, NIST CSF 2.0, ISO/IEC 27001 and ITIL 4. In order to compare the strengths and weaknesses of these models, a framework analysis was performed to create the security governance model. It is the best approach to be used because it helps to understand the cybersecurity problems faced within the organisation and formulate practical recommendations based on the case scenario (Culot et al., 2021).
[bookmark: _Toc235448027]4.12 Implementation Flowchart 
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Source: Self-Created
[bookmark: _Toc235448028]4.13 Implementation Roadmap 
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Source: Self-Created
[bookmark: _Toc235448029]4.14 Implementation Challenges and Leadership Considerations
Despite the potential benefits of implementing the proposed security construct, several challenges may arise, such as the influence of biased Artificial Intelligence (AI), security concerns associated with cloud, insights from internal personnel, vendor lock-in issues, implementation expenses, resistance to organisational change, regulatory complexity, and a shortage of cybersecurity skills (Akinola, 2023). To address these challenges, AeroLink Logistics needs to create an Executive Steering Committee to monitor the cybersecurity strategy and governance. A comprehensive Security Awareness Programme, regular cyber drills, table-top and annual security conferences should improve the competence of employees and preparedness of the organisation. Moreover, the regular sharing of Board reports on cyber security performance, the nature of cyber risks to the organisation and the compliance status will aid in an informed process for decision making, accountability and ongoing organisational development (Metin, Sevim and Wynn, 2025).
[bookmark: _Toc235448030]5. Conclusion
This report argues that currently, AeroLink Logistics does not have a comprehensive "cybersecurity" program in place to meet the challenges of cloud computing, artificial intelligence (AI), Internet of Things (IoT) technologies and third-party service providers, and that such an implementation would be effective if crafted in a unified cybersecurity approach that incorporates governance, risk management, compliance and advanced technical security controls. The ITIL 4, NIST Cybersecurity Framework (CSF) 2.0, COBIT 2019 and ISO/IEC 27001 were evaluated, and it was noted that each Framework covers different aspects, but there are significant overlaps that can be integrated to create a holistic Governance and other benefits, such as improving regulatory compliance, enhancing risk management, supporting effective incident response and ensuring effective business continuity.
[bookmark: _Toc235448031]5.1 Future Work
Going forward, further research efforts are needed to strengthen the proposed framework by including AI governance maturity assessment tools to assess the preparedness of an organisation and the effectiveness of AI-powered security controls. Digital Twins could be used to assist in cybersecurity simulations and resilience testing, and predictive cybersecurity with artificial intelligence and machine learning could help detect and prevent threats early. Regulatory reporting can be automated, and the effectiveness of governance can be enhanced through user-recorded compliance monitoring and continuous auditing with the aid of Artificial Intelligence (AI).
[bookmark: _Toc235448032]5.2 Recommendations
AeroLink Logistics should take a proactive approach to strengthen its long term cyber security resilience and adopt an AI-powered Security Operations Centre (AI-SOC) to enhance its continuous monitoring and incident response system. It is essential to implement continuous compliance monitoring to ensure compliance of GDPR and ISO/IEC 27001 and other relevant laws and regulations, and integration of cloud-native security controls to protect cloud systems.
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