


“Despite being a 6.7 per cent reduction on last year’s reports of 8,710, romance fraud continues to have devastating emotional and financial consequences for victims across the UK”
(City of London Police, 2023)

Although there has been a slight reduction in cases compared to previous years, romance fraud is still a prevalent issue that plagues those who are emotionally vulnerable in the UK. Romance fraud can be identified as a scam that involves perpetrators manipulating victims into sending money and personal data, after going to “great lengths to gain their trust and convince them that they are in a genuine relationship” (National Fraud & Cyber Crime Reporting Centre, 2024). It can have profound emotional consequences leading to psychological pain such as ‘depression’, ‘fear’, and even ‘suicidal ideation’ (Aborisade, et al., 2024). Perpetrators use various methods to take advantage of the vulnerable and manipulate them into trusting them enough to give money and personal data, such as socially engineering victims through ‘fake profiles’ on ‘dating websites’, ‘social media’, and in-person interactions, (Federal Trade Comimssion, 2022) to manipulate victims into believing their intentions are real. This is why it is crucial for individuals to be aware of signs of romance fraud and take proactive measure to protect themselves from falling victim to these scams. This assignment begins by discussing the impact of romance fraud on victims and explore what issues victims suffer from. Subsequently, it explores the methods employed by scammers to reach potential victims and techniques they use to manipulate them. Finally, it will highlight types of preventative measures are in place to prevent and support those experiences romance fraud in the UK.

As per with what was said previously, the emotional impact that romance fraud can have on a person can be detrimental to a person’s mental health, and can have profound emotional consequences in how they act after the fact. They can experience serious negative emotions such as depression, shame, and fear to ever meet new people due to the experience. Such trauma can lead to huge changes in the behaviour and personality of an individual, making them become withdrawn, sapped of confidence and ashamed that they allowed this to happen to them. Anna, a woman from Sussex, England, stated being victim to this kind of scam “felt like losing a husband” (Cernik, 2022) after losing ‘£350,000’. This was after she met “a handsome Bulgarian food importer” on dating website ‘Zoosk’. After months of talking, and the scammer asking for small amounts of money to help run his business, he persuaded her that he had been taken ‘hostage’ by loan sharks and was being tortured. This shows the lengths that scammers will go to manipulate victims into giving money. Another case states, Zainab who was looking for love on a dating site for Muslims, says after losing ‘thousands of pounds’ “It has completely destroyed my confidence. It’s going to take a very long time for me to trust anybody ever again” (Gausden, 2023). Both cases show the emotional turmoil that this kind of scam can cause, and the destructive it can have on social confidence.

In addition of the psychological trauma that romance scams can have, more seriously, it can have even astronomical effect on the financial and economic impact on victims, leaving some unable and struggling to live in the UK’s current cost of living crisis. Statistics show that in the first half of 2023, there were ‘1.4’ million cases of fraud in the UK, adding up to ‘£580’ million in losses, with romance scams and ID theft “among the fastest growing categories” (Brignall, 2023). This statistic is astronomically high, and although the amount isn’t entirely centred on just romance fraud, the fact that it is considered one of the fastest growing scams shows a high amount of that loss of money came from victims of the scam. In 2021 “over £99 million was collectively lost to romance fraud” (Crimestoppers Trust, 2024). This shows that even though there has been decrease, the amount is still immensely high. As an example, for the amount scammers can steal by themselves, Fredrick Diji and Raquel Johnson were jailed in 2020 after “over £400,000 out of victims”, targeting “older gay men”. Police stated that many of the victims “suffered from poor health” showing they targeting them because of their vulnerability (Jackson, 2022). 

Moreover, despite the supposed reduction in romance fraud, as of 2019 compared to 2020, there was a ‘20%’ increase in bank transfer fraud linked to romance scams (Wakefield, 2021). This shows that even though there has been a recent reduction, the amount is still higher than before the pandemic. This also proves that people are now at serious risk to this scam.

But how do fraudsters know who to target, and how do they do it? Research shows that nearly ‘80 percent’ of APP (authorised push payment) fraud ‘starts online’ (UK Finance, 2023). This applies to romance scams, as predominantly the way scammers get in contact with their victims is through online sources such as social media, and dating websites. South Wales Police stated “The top five platforms where victims reported first interacting with the criminal committing romance fraud were Facebook, Plenty of Fish, Instagram, Tinder and Match.com” in 2020 (South Wales Police, 2020). Statistics show, “four fifths of reported fraud are cyber-enabled”, with the most common examples being ‘diversion’; ‘investment’, ‘courier’ and romance fraud (National Crime Agency, 2023). In terms of romance fraud, the main way they target users is through creating a “fake online identity to gain a victim’s affection and trust” (Federal Bureau of Investigation, 2024). This means that many fraudsters will create false identities, or imitate people as a barrier to hide their true intentions and identity. This is common on both social media and dating websites, however, is more prevalent on dating websites. An example of the danger is of Simon Leviev, also known as the ‘Tinder Swindler’. He was fraudster who “lured women in with his charming persona, before leaving them high and dry with huge amounts of debt” (Padin, 2022). He changed his name to Simon Leviev, to pretend to be heir to a diamond company, to help him standout and make women feel like they met their ‘prince charming’ (Woodcock, 2022). Many other fraudsters will either come up with made up identities like this, though some impersonate loved ones and even celebrities online. In the UK, a woman was scammed out of ‘£5,000’ to “a man pretending to be TV chef James Martin” (Prosser, 2023). This shows the lengths, fraudsters will go to manipulate and deceive vulnerable victims of their true intentions.

Subsequently, it is important to understand what makes someone vulnerable, and a potential ideal victim to romance fraud. Vulnerability can constitute many different variables that may make certain people susceptible and ideal victims to conmen. One of these variables is a person’s age. In the UK, those aged between ‘65 and 74’ are most likely to be tricked by scams such as romance fraud (Lloyds Banking Group, 2023). This is due to a number of reasons, such as “they are bereaved, lonely, or living with dementia” (Age UK, 2017). This creates an opening for fraudsters as they can act a solution to their insecurities and depression, while hiding their intentions to scam them for large amounts of their pension and money they may have saved up. However, issues such as loneliness and bereavement also affect other age groups too. Research shows half of all victims of fraud in the UK are aged “41-60” (Peach, 2024). Weaknesses that this generation and younger people have could be more prominent issues in today’s society, such as compulsive behaviours such as loneliness but also drug and alcohol use. This makes them vulnerable to fraud such as romance fraud, as well as others, as so many are desperate to break their addictions, that may cause types of distress like depression and loneliness, that they believe what these scammers offer. Gender may also impact someone’s vulnerability. As of 2023, there were ‘42%’ more cases of romance fraud reported by men compared to women (Nationwide Building Society Media Centre, 2023).

Despite the shame and depression victims can feel following being scammed by someone in romance fraud, there are preventative measures in the UK provided by law enforcement such as the police, as well as external organisations whose sole purpose is to support victims after the fact. Law enforcement have to identify why scammers do what they do, this why the Fraud triangle is an important as a way to understand what factors come into play when they decide to catfish, and manipulate victims into fake romances. It identifies 3 different factors that motivate someone to commit fraud. The first element is Pressure, which refers to “financial or emotional force pushing towards fraud” which means pressures that force perpetrators to committing fraud as an easy way for some sort of gain. ‘Opportunity’, which means the “ability to execute plan without being caught”, so it’s safe to do, and they’re unlikely to be caught due to victim being vulnerable and unlikely see signs of fraud; and ‘Rationalisation’, which points to the scammers “personal justification of dishonest actions” (Brumell Group, 2015). Then law enforcement must act within the bounds of the Fraud Act 2006, which created a general offence for fraud and 3 ways of breaching the act being by ‘false representation’, pretending to be someone you’re not; ‘failing to disclose information’, which means you are committing Fraud and not are not willing to show evidence; and ‘by abuse of position’, taking advantage of the vulnerable (Crown Prosecution Service, 2006). This allows the Police to act upon the reporting of the crime, and investigate the claimed romance fraud, and determine whether there is a breach of the Fraud Act 2006 making it an indictable offence. 

Further preventative measures include the improved security on the majority of big dating websites today. For example, dating websites such as Tinder, Bumble and Hinge include ‘photo verification’. This provides verification that people are who they say they are on the site. “Photo Verification provides an opportunity for you to help show potential matches that you really look like your photos” (Tinder, 2024). This ensures that to the public someone is who they say they are, and aren’t romance scammers. There also a variety of groups that support people who have been victim to romance fraud in the UK, such as Cifas, “the UK’s leading fraud prevention service”, who are a non-profit group who work to reduce and prevent fraud and financial crime (Cifas, 2024); and the Fraud Advisory Panel, who offer ”practice in the prevention, detection, and deterrence of fraud, through the promotion of education, collaboration and research” (Fraud Advisory Panel, 2024).
. 

[bookmark: _GoBack]Romance fraud is still a prevalent issue that plagues those who are emotionally vulnerable in the UK, however there are measures in place to support those who may be viewed as ideal victims. This is crucial due to the emotional and financial tole that fraud has had on the UK.  With the increase in public awareness, protective agencies can further support victims through funding and help potential victims see signs of fraud and take better caution when using social media and dating website. Law enforcement are also better informed with how they can find scammers and protect the financial state of the UK. The only issue with the response to romance fraud, and fraud in general, is that it needs to be reported to be dealt with. Victimisation often is indiscriminate, allowing a chance for scammers to protect themselves, and then sometimes there is a reluctance to report the crime to the authorities for reasons such as people don’t want to see themselves as the victim. This is why it is important for victims to seek support from these agencies and counselling to help them overcome their emotions and recover from the trauma of the bonds they thought they had with scammers under false identities.
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