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Digital Forensics Analysis
Research, Analyse and Investigate Cybersecurity incidents 
and perform digital forensic assessment

Task 1 – By Mehdi BIZET
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1. Introduction
Digital Forensics is a discipline in Information Technology consisting of collecting information, analyzing, identifying, and presenting digital proof in a court of justice. In this report, I will present the research by starting what is the current state of this field like what are the tools, the features and capabilities of our current technology. Then, I will talk about the relation between cybersecurity and digital forensics. In addition, I will present what are the emerging trends in digital forensics, and the challenges in the field. Followed by what is the job market for professional pursuing this career.
2. Current state of the field, the tools – features and capabilities.
The global market for digital forensics has very good growth in today’s era. This expansion is enabled by strict regulation like GDPR combined with the massive sector of cloud computing. Furthermore, cyberattacks are getting more frequent and more sophisticated. For these reasons, the global market of digital forensics achieves 9.24 billion dollars in 2025 and is expected to achieve 19,22 billion in 2033 according to DataM Intelligence in 2026.
The report of State of Enterprise states that investigators use a mean of 7.1 tools in 2026 per case, against 5.5 tools per case from last year, which shows a trend of complexification of digital forensics. The most common choices for investigator are Cellebrite UFED for data extraction in smartphones, supporting a wide range of models, and can also support data extraction from encrypted devices. Encase, another common tools for investigator, is also known for his stability to analyze data and his industry standard E01 file. FTK, also known as Forensic Toolkit, is known for its high performance in data treatment, and Autopsy, a free and open-source software available for anyone who wants to do digital forensics.
3. Intersection of digital forensics and cybersecurity
Since cyberattacks are getting more sophisticated, the process of preventing, detecting, and investigating are merging to allow a real-time analysis in case of an incident. Moreover, the integration of Security Information and Event Management software permits constant surveillance of the network and an immediate response to cyberattacks. These activities show that digital forensics and cybersecurity overlap are widening and supporting each other. For example, cybersecurity tries to prevent attacks by setting firewalls, cyberattacks detection, and encryption. Whereas digital forensics analyze the incident with data provided by cybersecurity actions. This intersection of these two fields creates a need of hybrid professional experts into digital forensics and cybersecurity.


4. Emerging trends in Digital Forensics
Information Technology is constantly evolving, and therefore digital forensics must always keep up with the current trends to remain pertinent. For example, cloud forensics have anti-forensics behaviors that challenges investigators like data that does not retain his state after a deletion of a virtual machine. Another challenge investigators have to face like the blockchain, used as a cryptocurrency by people, which is difficult for a state to map the transaction.
However, quantum computing threatening classical encryption can be helpful for investigators as it can lead to practices like “store now, decrypt later” in hope that quantic computer would be powerful enough in the future to break the encryption. In addition, another emerging trend in digital forensics is artificial intelligence. According to Magnet Forensics in 2026, 68% of investigators use artificial intelligence in their investigations, unlike 20% in 2024. This is because artificial intelligence can automate ingestion, sorting, indexing, and in consequence increasing the productivity of investigators.
5. Key Challenges
Digital Forensics impose many and diverse challenges, and investigators are not the only ones following trends. Enterprises are continuously updating their software to strengthen the cybersecurity of operating systems, and sometime the device investigators must extract data from are operating systems tailored to counter digital forensics measures like Graphene OS. 
However, the technology which gives investigators the most common challenge is encryption. 68% of cybercriminals use encryption as anti-forensics’ solution, based on Mailxaminer in 2026.
Moreover, legality is also a challenge to resolve in digital forensics. Especially, cloud data has legals challenges because investigators must deal with different laws in relation to the provider the data center belongs to, requiring warrant with complex assignations. Also, there can be more laws, so analysts must constantly watch out for new laws.
6. National and International Job Market
The challenges to be addressed and the importance of the field give a dynamic job market. Indeed, the mean salary for a digital forensics analyst is 75005 dollars per year, ranging from 59000 to 132000 dollars per year according to infosecinstitute.com. Particularly, there is a great demand for Digital Forensic Analyst, Incident Response Analyst, Certified Forensic Examiner, and special roles in cloud forensics and mobile forensics. Since these jobs are very integrated with digital environment, it is easy to get remote work in this career.


7. Conclusion
Digital forensics is a dynamic field growing each year, whether it is for the jobs market or the challenges to face in the career. Moreover, the increasing importance of digital forensics is so high that employers are integrating these skills into their cybersecurity strategy, which display digital forensics as a good path for a career.
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