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1. [bookmark: _Toc195954233]Introduction: - What are Fault Trees? 
Fault tree analysis (FTA) is a deductive, top-down approach to determining the cause of an event (whether desired or undesired) within a system. It involves breaking down the root cause of an event into its contributing factors and representing it through a graphical model called a fault tree. This is then used to identify the links and relationships between events that contribute to the outcome. This can be used for both qualitative and quantitative applications to calculate each failure mode to analyse the safety and reliability of a system [1] [2].
The origins of FTA can be traced to the 1960’s to Bell Laboratories and is attributed to H.G. Watson. Where fault trees have developed over time, they have become a useful tool in identifying potential failures of a system in a broad range of industries [3].
FTA can be used to identify potential risks, and when used in combination with other Process Hazard Analysis tools can be used to identify what controls can be used to reduce risk and failure [4][footnoteRef:1] [5]. [1:  Other tools in the PHA toolbox used to reduce risk can include (but are not limited to) Hazard and Operability Study (HAZOP); Layer of Protection Analysis (LOPA); What-If Analysis; Event Tree Analysis (ETA), Hazard Identification (HazID), and Failure Modes and Effects Analysis. 
] 

The subject of the Fault Tree (referred to as the top-level event) is found at the top of the fault tree. The various factors which contribute to the top-level event are called basic events and can exist in isolation or occur in a combination. 
Where relationships exist between basic events Boolean logic gates are used to represent this connection (using “AND” or “OR” gates) to enable the flow up the Fault Tree [6].
The Fault Tree is represented by a visual diagram and logic model. This Logic Diagram representation is used to show the system relationships and root cause fault paths [7]. An example of this can be seen in Figure 1: 
[image: ]
[bookmark: _Ref195353962][bookmark: _Toc195953897]Figure 1 - Fault Tree Analysis to Make a Hot Drink
2. [bookmark: _Toc195954234]How do they work?

One of the main purposes of FTA is to evaluate the probability of the top-level event using quantitative information about the basic events [8].
To establish a quantitative value for the probability of the top-level event occurring the basic events must be established, with the probabilities calculated, and allocated to each individual basic event. 
The FT can then be broken down into Cut Sets. A Cut-Set is comprised of several events which contribute to the Top-Level Event when they occur together, and depending of the level of complexity of the FT, can also be considered as Intermediate Events in the flow process down to Basic Events [9]. This identifies a set of events that will cause the top-level event. In this process the different combinations of events are identified and determined, and the Intermediate Event/Cut Set probabilities can be calculated. This would typically be where two or more basic events take place within the cut set, following the AND/OR logic. A Cut Set can be a combination of contributing Intermediate Events, as such they should be considered independently, with the probability being calculated from the Basic Events underneath [10].
Once Basic Events and cut sets have been established, and probabilities have been established, a Quantitative Fault Tree Analysis (QFTA) can be conducted. the probability of the top-level event can be calculated.

[image: A diagram of a structure
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[bookmark: _Toc195953898]Figure 2 - FTA Construction Diagram


3. [bookmark: _Toc195954235]Calculation of probabilities.

FTA can be used to conduct quantitative analysis for the probability of the top event. This approach utilises event probabilities to calculate the probability of a top event. Where system data is available Quantitative FTA (QFTA) can be used to predict system behaviour and probabilities of occurrence [11]. The FTA shown in Figure 1 can be used to break down the FT into component parts to establish an algebraic formula to calculate the probability of the Top-Level Event. The break down can be seen below in Figure 2.
[image: ]
[bookmark: _Ref195728700][bookmark: _Toc195953899]Figure 3 - Component Elements (Labeled)
Before Calculating the probability of the event, the Basic Events were organised into the relevant Cut Set and numbered for identification. The FTA was also replicated in Excel (so that the calculations could be conducted) and can be found in Appendix 1.
To calculate the probability of success for the fault tree in Figure 1, using the figures for the Basic Events, Cut Sets and Intermediate events, the following formula can be used:

Where:
	Probability of Making a Hot Drink
	=
	

	Probability of Hot Water
	=
	

	Probability of Cup
	=
	

	Probability of Ingredients in Cup
	=
	



Further (expanded calculations) can be found in Appendix 2.
Using the values in Table 1, the probability of a subject (Bill) successfully making a hot drink can be calculated. The results are shown in Table 2.
	Event
	Probability

	1. Chance of water supply failure
	0.01

	2. Chance of leaky Kettle
	0.1

	3. Plug in operation reliability
	0.7

	4. Switch on reliability
	0.7

	5. Mains supply failure chance
	0.01

	6. Kettle reliability
	0.99

	7. Cup reliability
	0.7

	8. Cup availability
	1

	9. Tea availability
	0.8

	10. Coffee availability
	0.9

	11. Sugar availability
	0.6

	12. Sweetener Availability
	0.9

	13. Milk availability
	0.9

	14. Milk freshness
	0.8


[bookmark: _Ref195735038][bookmark: _Toc195954012]Table 1 - Probability Values
	Event
	Probability

	1. Chance of water supply failure
	0.01

	2. Chance of leaky Kettle
	0.1

	Water In Kettle
	0.001

	3. Plug in operation reliability
	0.7

	4. Switch on reliability
	0.7

	5. Mains supply failure chance
	0.01

	6. Kettle reliability
	0.99

	Power to Element
	0.004851

	A. HOT WATER
	0.000004851

	7. Cup reliability
	0.7

	8. Cup availability
	1

	B. Cup
	0.7

	9. Tea availability
	0.8

	10. Coffee availability
	0.9

	Correct Drink
	0.72

	11. Sugar availability
	0.6

	12. Sweetener Availability
	0.9

	Sugar
	0.54

	13. Milk availability
	0.9

	14. Milk freshness
	0.8

	Milk
	0.72

	C. INGREDIENTS IN CUP
	0.279936

	
	

	Overall Probability of successfully making a hot drink:
	0.979940851


[bookmark: _Ref195816200][bookmark: _Toc195954013]Table 2 - QFTA - Cut Set and Basic Event Probability and Success Values
4. [bookmark: _Toc195954236]Application of Human Factors

Quantitative Risk Analysis in the last 40 years have offered very strong evidence of the crucial role that human and organizational factors (HOFs) play in major accidents [12]. An example of this shows that human error has been identified as the number one causal and contributing factor to aviation accidents and incidents [13]. HF as such, considerations are recognised by almost all stakeholders across many industries [14].
HF have also been attributed to adverse effects on systems, having a negative influence on the reliability of the system they are involved with. Reducing the effect of HF on systems has seen an increase in humans moving from a performance role to one of supervision over automated systems, ways to reduce physical/mental stress, introduction of better (or at least more suitable) equipment, amongst other ways to reduce/prevent human error from impacting on processes [12].
Acknowledging the importance of HF and implementing measures by which can reduce the margins of human error are therefore essential when considering systems throughout their lifecycle. By factoring in these considerations during the system design stage it may be possible to reduce the negative effect of HF on the probability of occurrence of a top-level event.
The application of HF to Bill’s ability to make a hot drink demonstrates how this affects the probability of event occurrence. Bill’s ability to plug in and switch on the kettle dropped to 75% of normal, with his ability to select a cup will dropping to 90%. The values can be seen in Table 3 . Results for how this affects the probabilities are shown in Table 4.

Where the probability of Bill making a hot drink successfully were established as 97.99%, HF reduced this probability to 90.99%. This was a decrease of 7% in probability. 
	Event
	Probability

	1. Chance of water supply failure
	0.01

	2. Chance of leaky Kettle
	0.1

	3. Plug in operation reliability
	0.525

	4. Switch on reliability
	0.525

	5. Mains supply failure chance
	0.01

	6. Kettle reliability
	0.99

	7. Cup reliability
	0.7

	8. Cup availability
	0.9

	9. Tea availability
	0.8

	10. Coffee availability
	0.9

	11. Sugar availability
	0.6

	12. Sweetener Availability
	0.9

	13. Milk availability
	0.9

	14. Milk freshness
	0.8


[bookmark: _Ref195871154][bookmark: _Toc195954014]Table 3 - Probability Factors accounting for Human Factors
	Event
	Probability

	1. Chance of water supply failure
	0.01

	2. Chance of leaky Kettle
	0.1

	Water In Kettle
	0.001

	3. Plug in operation reliability
	0.525

	4. Switch on reliability
	0.525

	5. Mains supply failure chance
	0.01

	6. Kettle reliability
	0.99

	Power to Element
	0.002728688

	A. HOT WATER
	0.000002728688

	7. Cup reliability
	0.7

	8. Cup availability
	0.9

	B. Cup
	0.63

	9. Tea availability
	0.8

	10. Coffee availability
	0.9

	Correct Drink
	0.72

	11. Sugar availability
	0.6

	12. Sweetener Availability
	0.9

	Sugar
	0.54

	13. Milk availability
	0.9

	14. Milk freshness
	0.8

	Milk
	0.72

	C. INGREDIENTS IN CUP
	0.279936

	
	

	Overall Probability of successfully making a hot drink:
	0.909938729


[bookmark: _Ref195871168][bookmark: _Toc195954015]Table 4 - Cut Set and Basic Event Probability and Success Values for Human Factors










5. [bookmark: _Toc195954237]Conclusions

FTA was applied to a scenario to analyse the probability of an individual successfully making a hot drink. From this, a QFTA was conducted, enabling the probabilities to be established. 
Using FTA to identify basic events aids in understanding how events are related, enabling a deeper appreciation of how a system operates. The relationships between Basic Events and Cut-Sets, and their effect on the overall probability were identified, demonstrating that HF have an influence on the success (or failure) relative to the Top-Level Event. The example also demonstrated the Impact of HF in relation to the outcome.
Where this example was a good exercise as to how FTA and HF can be applied, there are relatively low risks involved with regards to disastrous outcomes. What is shown by the example is the impact of how certain events affect the outcome. The impact of HF could be reduced by introducing an autonomous system that could remove the HF associated with Bill, removing the variables associated with fatigue.  Where this has been applied to industry, it has proven beneficial in highlighting how the cumulative effect of a series of failures resulting in a Top-Level Event can be predicted [15].
Where this probability of occurrence is too high, the Systems Engineering approach to risk mitigation, management and reduction can be applied to reduce (or increase) probabilities within acceptable tolerance levels. Where FTA can be a useful tool in identifying points of failure in a system, it should not be used in isolation, but as one tool in conjunction with others to provide a more complete picture and understanding of risks and failures as part of a holistic approach [16] [17].
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[bookmark: _Toc195953900]Figure 4 - Fault Tree Analysis "Make a Hot Drink" Labelled and Numbered Intermediate Events and Basic Events
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Where:
	Probability of Making a Hot Drink
	=
	

	Probability of Hot Water
	=
	

	Probability of Cup
	=
	

	Probability of Ingredients in Cup
	=
	



Further (expanded calculations) can be found in Appendix 1.

To Calculate  the formula would be:



Where: 
	Probability of Water in Kettle
	=
	

	Water Supply
	=
	

	No Leaks
	=
	

	Probability of Power to element
	=
	

	Plugged In
	=
	

	Switched On
	=
	

	Mains Supply
	=
	

	Kettle Ok
	=
	




To Calculate  the formula would be:

Where: 
	Probability of Cup
	=
	

	In Good Order
	=
	

	Available
	=
	






To Calculate  the formula would be:




Where: 
	Probability of Ingredients in Cup
	=
	

	Probability of Correct Drink
	=
	

	Tea
	=
	

	Coffee
	=
	

	Probability of Sugar
	=
	

	White
	=
	

	Sweetener
	=
	

	Probability of Milk
	=
	

	Available
	=
	

	Fresh
	=
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