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In the past years, there has been an increased interest in privacy protection, as a result of the growing number of internet connected devices used in our daily routine. Privacy violation can take many forms, but one of the most terrifying is unauthorised access of a personal webcam or smartphone camera. When we suggest this, we take into account the fact that the theft of personal data or banking somehow can be repaired. Most of these data can be changed, but pictures or intimate videos posted on internet is almost impossible to be deleted, especially if they are posted on dark web. Webcam security has entered the spotlight due to the increasing number of incidents where people were spied by hackers, or various organisations including government agencies. 
To highlight the importance of this issue, as example we present the following fact: In 2016, a photo posted on Instagram by Mark Zuckerberg drawn attention of mass media after a twitter user noticed that the Facebook founder has taped the webcam and microphone on his laptop. [1]
The purpose of this paper is to review the most known webcam vulnerabilities, and to propose a modern and more efficient approach in intrusion prevention techniques.
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[bookmark: _Toc8251218]2.1 Facts

A search of scientific literature revealed up to now it accentuates too little attention has been paid to this subject. In order to a better understanding of webcam vulnerabilities we must mention a few historical facts:
· In 2008, “Operation Optic Nerve”, a project launched by British Intelligence was used to capture and store millions of pictures captured through Yahoo Messenger. [2, p. 1] 
· 2010, in United States, Pennsylvania, a remote monitoring software installed by school district on 2.300 Macbooks was used to capture images of students at home. [2, p. 2]
· 2013, Miss Teen USA, Cassidy Wolf was spied by one of her former classmates. He installed on her laptop Blackshades RAT malware in order to take naked photos of her.
· In August 2013 a family in Texas had their Foscam baby monitor hacked. A man took control of their camera-enabled monitor and started shouting abuse at their sleeping two-year-old daughter. [3]

The most common webcam intrusion procedures can be made using Remote Administration Tool (RAT) and specialized malware (Camfecting) [4, p. 33], and they will be analysed in this paper.
The Luminosity Link Remote Access Trojan (RAT) was created by Colton Grubbs, a 21-year-old man from Kentucky, who sold on internet this software for $40 as a legitimate tool for Windows administrators to manage computers . [5] According to the prosecutors, over 6,000 people worldwide purchased the malicious software.
Nanocore is one of the most powerful RAT which allows to access the remote computer as administrator. The development of this tool was started in 2012 and it can be used for audio and video remote surveillance and contain a long list of plugins as in Figure 1  Nanocore . [6]

[image: ]
[bookmark: _Ref7415733][bookmark: _Toc8251235]Figure 1  Nanocore 
Blackshades is another well known RAT and is very simple to use and has infected more than 500,000 computers worldwide. It allows to take control of Microsoft Windows operating system. The infection process is similar to others, tricking the victim to click on a link which install the malicious software. After infection, using social media accounts of victim they send messages and emails containing the malicious link trying to lure more victims. [7]
Plasma is a remote administration tool is designed like a client server application for controlling a large number of computers at once. Likewise it can be used for crypto mining on the victim computers.
Dark Comet provides complete administration capabilities over the infected computer. It is very hard to be detected by antivirus software and was identified in 2011, infecting thousands computers using spam email which contains pretending shipping documents. Once the attachment in opened, Dark comet will be installed on the computer. [8]
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- webcam covered
- antivirus and antispyware
- firewall
- Avoid opening E-mail attachments from unknown sources
- Avoid all suspicious links
- VPN
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The main aim of this research is the use of machine learning algorithms to identify unauthorised video and audio traffic in a network where other measures for prevention and control are not possible. This research builds on existing knowledge in the fields of networking and pattern recognition algorithms. 
In this context, it is worthwhile to consider as main objective to produce an open source software for detection of unauthorised audio and video traffic. On the other hand as secondary objective to find new methods for detection and prevention of camfecting along of this research.
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[bookmark: _Toc8251222]4.1 Philosophy

Whereas, in this research we will use study network traffic using observation the philosophy that fit the project needs is positivism. In other words, the traffic patterns will be isolated and studied in an objective manner.
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 An appropriate research strategy which should be considered here is based on deductive and mixed approach. Therefore, we will conduct lab experiments and tests on a real network.

[bookmark: _Toc8251224]4.3 Approaches

[bookmark: _Toc8251225]4.3.1 Document Review

Prior researches has suggested the network traffic can be classified using machine learning algorithms [9], different algorithms has been used to obtaining up to 98.7%  overall  accuracy in traffic classification.
A certain study [10], indicated that hidden patterns can be found in traffic data, and these patterns learned can be used in unknown data analysis. 
“Pattern recognition is the ability to detect arrangements of characteristics or data that yield information about a given system or data set.” [11]
Initially two different methods have been proposed to classify machine learning: [12, p. 59]
· Supervised learning, where the learning program use labelled data provided by researchers;
· Unsupervised learning, where the learning program learn from data, without human guidance and does not depend on the availability of prior knowledge;
Furthermore other two methods are used, but are not in our attention in this project: 
· Semi-supervised Learning, a combination of the methods mentioned above;
· Reinforcement Learning, learn from environment continuously, exploring all possible states;
The anomaly detection procedure can be implemented in many ways. We illustrate this by using previous research [12, p. 193] in the following figure:
[image: ]
[bookmark: _Toc8251236]Figure 2 Classification of anomaly detection methods

Prior to analysing the data, a real challenge is to find the appropriate algorithm for a specific problem, because is very hard to know beforehand which one is applicable and practical to implement.
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In our attempt to carry on with the research we will use Python as programming language, because of its extensive set of libraries used in machine learning. Briefly, the most used frameworks are:
· Scikit-learn released in 2007, supports supervised and unsupervised algorithms and is one the most popular ML libraries; [13]
· Pandas most commonly used for data manipulation and analysis; [14]
· TensorFlow is an open source machine learning framework created by Google, mostly used to create neural networks; [15]
· Theano, released in 2007, used to deploy various machine learning models;

Designated purpose of the final application is to detect the abnormal traffic and to send an alert to the computer where the video traffic is originated. 
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The underlying concept behind this research is to detect anomalies in network traffic using the assumption that anomalies are rare compared with normal traffic model. Our contention is that the issue to be predicted is in the minority. In order to obtain a clean traffic, we will use a lab environment composed by a set of virtual machine in a small network, where traffic will be collected. 
There are a number of instruments available for capturing the network traffic like Wireshark and tcpdump, which can be used to create the traffic samples for machine learning training datasets. In the following table we presented a comprehensive list of sniffing tools used in practice to capture traffic. [12, p. 258]

[bookmark: _Toc8251239]Table 1 Sniffing tools
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After collection, the samples can be labelled as normal traffic and stored as learning set for future use. The second set needed for this research is the testing set containing a mixture of normal and abnormal traffic. Testing data will be used to measure the accuracy of the system and will be extracted from a second packets capture, where one or more RAT tools will be active.

The entire process of a machine learning research is presented in Figure 3 Machine Learning development [16]:
[image: ]
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A major source of uncertainty in the method is the quantity and quality of data used for training. In order to obtain results, machine learning algorithms will perform directly proportional with the size of learning set. 
A most common issue of this procedure is the validity of training data. In practice is very hard to collect guaranteed attack free data.
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[bookmark: _Toc8251230]6.1 Resources Required

In the first step of data collection four windows virtual machines hosted in a computer with the following configuration:
· Processor core i7 gen 8
· 32 GB RAM
· 128 Gb SSD
· 1 Tb HDD,
The same computer will be used for testing data, but this time the packet capture will be executed through NIC adapter. 
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[image: ]
[bookmark: _Toc8251238]Figure 4 Gantt Chart
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