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The following report aims to demonstrate an overview of digital forensics by displaying understanding of tools, methodology, and considerations when undertaking an investigation. 

The first part of the report will concentrate on forensics tools and their use. Items will be categorised in tabular format followed by a detailed analysis of the most utilised tools in the digital forensics’ community. 

The table will aim to demonstrate the various categories of analysis that can be applied to a digital forensics’ investigation. Consideration as also been paid to availability and accessibility i.e., open-source, paid vs free.

The research section will discuss the commonly utilised tools in digital forensics investigations in more detail and give an overview of their functionality, compatibility, and general use. Outlining any standout functions which may be critical to evidence procurement, management, and administration. 

The second part of the report will concentrate on a case study to demonstrate the applicability of digital forensics methodology in relation to a real-world scenario. The aim here is demonstrate why the methodology is important and should be always followed.  

Methodology will be discussed in detail paying special attention to key concepts such as the chain of custody and evidence protection and preservation. 

When discussing the case study methodology. Logical order has been followed and key considerations have been outlined to not only demonstrate how we follow certain procedures, when they should be applied but more importantly why they are utilised. 

An example report has been provided in the appendix for additional reference and further consideration. This aims to briefly demonstrate the contents of a real-world forensics report and what would be contained within. The report has been generated using Autopsy. 

Furthermore, an invoice has been drawn up with reference to cost of services rendered as would be the case in a live investigation.

Lastly, a conclusion has been provided discussing the usefulness of the digital forensics’ methodology, why it should be applied, and any further considerations required when undertaking digital forensics’ investigations. 
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The following provides an overview of digital forensics by demonstrating an understanding of the digital forensics’ methodologies and tools. 

The report will consist of a research section and a case study. 

The research section provides an understanding of the different forensic tools, how they are utilised and what areas of forensics they are applicable too. Consideration has been given to their licensing, availability, and accessibility.

When considering which tools to research and discuss, the most utilised within the digital forensics’ community have been selected. 

The case study section of the report will provide an overview of the digital forensics’ methodology required to undertake a digital forensics’ investigation to the correct standard i.e., following the chain of custody. 

The case study aims to describe all methods, tools, documentation, and further considerations that should be applied when approaching a digital forensics investigation. 

Further to the display of the methodology an example forensic report has been generated using sample evidence which in this case utilised a Raw disk image.  The report outlines a summary and findings which has been added to the appendix for reference and consideration. 

The report has been generated by Autopsy in .html and .xlsx format. Screenshots have been provided to demonstrate the .html report and the .xlsx has also been attached separately for reference. 

Lastly, an invoice has been drawn up to accurately represent the cost associated with the services outlined in Task 2 of the report reflecting the logical workflow of a real-world scenario. 
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Task 1 will present the findings of the research undertaken in relation to digital forensics’ tools. The aim is to demonstrate the various functionalities of these tools and what types of scenarios they can be applied to. 

The tools I have chosen to demonstrate in the table are generally the most utilised in each of their respective categories and an attempt has been made to include tools which will cover most of the different digital forensics challenges an investigator may encounter. 

Further to table, a detailed analysis of three tools has been provided with an aim to demonstrate a deeper understanding of application and usability and how these tools may be used within a digital forensics investigation to recover varying forms of evidence.  
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Volatility – Memory forensics
 
Volatility is an open-source, cross platform memory forensics framework used for the recovery of digital information from volatile memory (RAM) [1]. 

Using the Volatility framework, you can gain an in-depth understanding of the system state [1]. The framework has a range of functions which are useful during an investigation.
 
Examples of information that can be retrieved from the system state are: 
 
· List all processes that were running [2]
· Identify files on the system and retrieve them from memory dump [2] 
· CMD commands [2]
· Screenshots and clipboard content 
· Hashed passwords [2]
 
Volatility is also highly versatile allowing it to interact with several different file types, not only can it read these files The Volatility framework also has the capability to convert between formats [1]. Some example file types are: 
 
· Raw linear samples (.dd) [2]
· VMware saved state (.vmdk) 
· Crash dump file (.dmp) [1]
· Mach-O file format [1]
 
As demonstrated by the capabilities outlined above The Volatility framework is a powerful tool for digital forensics’ investigations. 

It is also the most widely used Memory forensics tool employed by Military, Law, Academic and Commercial investigators [3]. Volatility has been used in some of the most critical investigations in digital forensic history [3].  

The framework is included in most digital forensics’ investigation distributions such as Caine and Kali. While being also available on all popular platforms.   
 


FTK Imager – Forensics Imaging
 
FTK Imager is an industry standard, open-source disk imaging tool widely utilised in the digital forensics’ community. FTK Imager has the capability to create images of hard drives and removable media while maintaining perfect data integrity [4] making it a key tool for collection phase [2] of the digital forensics’ investigation process. 

FTK Imager provides further in-built functions useful to digital forensic investigations in the way of integrity checks utilising a md5 hash [5], hash checks provide certainty in the validity of the data copied. This is of essential importance when maintaining, preserving, and protecting evidence for the chain of custody [2].
 
FTK Imager allows the investigator to work with a range of different drive types such as: 
 
· Physical Drive 
· Hard Drive, USB, 
· Logical Drive 
· Hard Drive partition i.e., C: Drive, D: Drive

This is crucial for digital forensics investigations as there is generally a broad range of evidence that needs to be collected for varying system types and having a single tool to do so is beneficial.  
 
More importantly FTK Imager allows the investigator to copy the image to a separate "forensically clean" drive. Which in the case of digital forensic analysis should be repeated multiple times. 

This is a crucial step in the digital forensics’ investigation process and ensures that any questioning of the investigation can be swiftly resolved.  
 
Furthermore, FTK Imager provides the capability to output different image formats which is useful when conducting differing types of investigations which may involve specific industry standards. The most utilised forensic image filetypes are: 
 
· Raw (.dd) [6]
· E01 (EnCase Evidence File) [2]
· AFF (Advanced Forensic Format) 

Lastly, FTK Imager can be used to browse, analyse, and restore deleted data or media. Providing an inbuilt browser window, the contents of the drive can be navigated in tree structure with the UI providing clear indications of potential interest areas such as:

· Partitions 
· File Structure
· Deleted files

In the case of data recovery once a file has been located. The file can be exported and saved for further use in the investigation or recovered to removal media for safekeeping.  
 
Sleuth Kit / Autopsy - Toolkit
  
Sleuth Kit is an open-source collection of command line forensic tools for the analysis of Windows and UNIX filesystems and media [7]. The toolkit provides investigators the ability to identify and procure evidence from live systems or forensic images retrieved during incident response. Sleuth kit is non-intrusive toolkit that does not utilise the operating system to process the filesystem on the target enabling the investigator to find hidden or deleted data on the filesystem [8].  
 
Sleuth kit works with multiple commonly employed imaging file formats used in digital forensics investigations [8] such as: 
 
· Raw linear samples (.dd) [6]
· E01 (EnCase Evidence Files) 
· AFF (Advanced Forensics Format) 
 
The toolkit has a broad range of inbuilt modules which can be configured as required. Some examples of the inbuilt modules used for analysis are:

· Recent Activity [6]
· Provides an overview of recent activity
· Hash Lookup [6]
· Allows for the use of hash sets to find specific content. 
· File Type identification [6]
· Picture Analyzer
· Provides a gallery overview of all images for analysis and flagging. 
· Keyword search
· Configurable and can be utilised to search for specific expressions. 

These modules allow you to gain a wealth of information from the system volume, some of the information that can be gained for further analysis could be: 
 
· The layout of the disks [7]
· Deleted files
· Slack space information [7]
· Filesystem journals [7]
· Notable files 
· Communication accounts
· Metadata

These items can then be tagged for investigation or for further actions such as recovery, reporting, follow up providing easy adminstration and record keeping.    

Lastly, Sleuth kit provides inbuilt reporting functionality with the ability to 

· Generate Reports in multiple formats
· Reports generated provide a summary of case contents and tagged files 
· Can be exported to common formats such as html / xlsx / txt / csv
· Produce a timeline for visualization purposes 
· Useful when trying to understand the dynamics of an investigation and when things occurred. 
· Geolocation report
· Can be exported to google earth and useful when conducting investigations with relevant metadata i.e., locating where a picture was taken. 

This can be useful and is generally required when conducting any digital forensics investigation as documentation is a key component to the methodology. 

The usability and functionality of Sleuth kit can further be enhanced by using Autopsy Forensic Browser this allows the investigator to utilise a GUI for easier evidence collection, analysis, and categorisation 

Autopsy also provides further functions such as automation, integrity checks and administration.  

The Sleuth toolkit being open source and free is widely used and employed in several different forensic analysis distributions i.e., Kali, CAINE due to its functionality being comparable to more expensive commercial tools like FTK

As demonstrated Sleuth kit provides an overall robust platform for the examination, analysis, collection, and reporting of evidence [8].
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Task 2 aims to demonstrate the application of digital forensics methodology to a real-world scenario.

A case study has been selected which involves potential industrial sabotage and the requirement to conduct a forensics investigation into the restoration of the media.

The case study scenario consists of an employee who has potentially deleted sensitive information in the form of design files from a secluded system with no backups. The employee has then left the company. 

The forensic investigator has been tasked with examining the content of the system with the intention of recovering the lost media and providing a digital forensics report to provide evidence of wrongdoing. 

The following aims to demonstrate the methodology required to undertake this case study and explore any considerations required to complete in line with digital forensics investigation standards. 

Further to the discussion of the methodology, an example digital forensics’ report has been generated using Autopsy, with a view to demonstrate an example of a real-world forensics report. Sample Evidence in the form of a disk image has been utilised to enable this.  

Lastly, to reflect the real-world nature of the scenario and sample invoice has been generated including costs associated for services rendered. 







[bookmark: _Toc101872688]Forensic Investigation Methodology

Identification – The Identification of potential sources of relevant evidence/information (devices).
 
To begin the investigation, we start with Identification of evidence. Here we look for what devices may have been compromised, their current state and the order of volatility involved in collection [9]. We also assess the tools and knowledge required and decide if we can continue. Taking into consideration to never exceed our knowledge base [10].

Next, we prepare any relevant documentation [9] i.e., chain of custody, seizure log and consent document. 

Lastly, we get consent to conduct our digital forensics’ investigation from the main stakeholder and document and store the collection of the consent document for use in the reporting phase. 
  
Preservation - The process of preserving relevant digitally stored information by protecting the incident scene, capturing photo, and documenting all relevant information about the evidence and how it was retrieved.
 
Now we have Identified the target evidence and prepared for the investigation, we can proceed to correctly preserve and document [9] the incident scene. 

The incident scene is a critical part of the investigation where the evidence needs to be protected and preserved [2]. Failure to do this can lead to invalidation of the chain of custody and the end of the forensic investigation [9]. 

Photographs of the incident scene are taken ensuring to preserve evidence in its current state [9]. 

Photographs are annotated with times and dates to ensure accurate documentation for chain of custody. 
 
Evidence is then documented taking note of its current state i.e., Devices on / off, What’s on the screen. 


Collection – The collecting of digital information that may be relevant to the investigation. Collection may involve removing the electronic device(s) from incident scene and imaging their content.
 
With the Incident scene correctly preserved we can begin evidence collection. 

First, as the computer was still running when we found it Magnet Image Capture is used to image the RAM. This will be useful in the analysis phase of the investigation and provide us a snapshot into the runtime state of the system. 

Next, write blockers are configured to negate any accidental changes to the Hard drive and a bit-by-bit (exact binary) [8] copy is taken using FTK Imager. The Image is then saved in RAW format (.dd) [8] to a forensically clean drive [9] to preserve the chain of custody. Next, we use Hash Calc to perform a md5 hash check (integrity check) to ensure no changes have occurred [9] and we have collected our data without modification and corruption as dictated by the 3 As of digital forensics. Acquire, Authenticate, Analyse [10]

All drives are sealed in faraday bags [8] in presence of the stake holder before being tagged, labelled, and documented ready for transportation. 

This process is then duplicated so we have two forensic copies. A master and a copy for analysis. The master will be stored for later use should the need for re-investigation occur.    

Evidence is transported to the lab in an environmentally stable environment to avoid corruption or modification [9]. On arrival evidence is transferred to evidence storage area [9] and documented for the chain of custody. The master will remain in storage and the copy will be used for analysis. 
 
Analysis – The in-depth systematic search of evidence relating to the incident being investigated. The outputs of examination are data artifacts retrieved in the information; they may include deleted information, passwords, system files.
 
First, the RAM Image (.dmp) is unsealed and documented in the evidence log. 

Volatility is used to analyse the .dmp file. The Volatility framework provides snapshot of the runtime state of the system and allow us to understand areas such as: 
 
· Running processes
· Hashed passwords 
· Memory dumps  
 
Next, the RAW Image (.dd) is unsealed and documented in the evidence log.

Analysis is conducted using Autopsy. Autopsy provides insight into areas such as: 
· Recent activity
· Keyword search
· Deleted files [8]
· File Slack [8]

Recovery is conducted using Autopsy. Using Autopsy’s inbuilt browser, the drive can be visualized in tree structure this data can then be browsed revealing hidden and deleted data. The use of keyword search or deleted files tags can be utilised to find the names of specific media and once found relevant data can be restored to its original state utilising the export function. 

The Analysis process is documented within the chain of custody outlining method, tools, findings, and assessment to retain correct investigation standards. 

Recovered media is restored to removal drives before being tagged, labelled, documented, and stored in faraday bags.

A forensic report is generated which includes a summary of files, files tagged for further investigation, recovered files etc which will used for reporting on completion of the case. 

Reporting – The documentation of all actions taken in relation in the investigation 
 
Lastly, a report is compiled in PDF format containing chain of custody, consent documentation, photos, evidence log, analysis, assessment, forensic report, methods, findings, and tools utilised when undertaking the digital forensics investigation. 

Documentation is a key part of the digital forensics investigation process and is a requirement when maintaining the chain of custody [10]. Extensive documentation provides clarity, accuracy, and validity to ensure the chain of custody was protected and always preserved.

Documentation is also essential if the investigation is questioned or needs to be repeated [8] by including our methods and tools an independent investigator will be able to replicate our investigation with limited deviance from the original. 
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Conclusion

To conclude, the report shows that when correctly applied the digital forensics methodology can provide a robust platform to conduct investigations to the required standard increasing the likelihood of a successful outcome. 

However, as demonstrated there are several key concepts and considerations when doing so. Failure to meet these can mean the end of a forensic investigation so care and accuracy must be always employed to ensure these are met.

Furthermore, as demonstrated by the research presented in task 1 there is a wide variety of tools freely available to the investigator and the main challenge lies in selecting the applicable combination of tools for each scenario. 

Continued education is a must for a digital forensics investigator and will be required to stay ahead of any bad actors who are consistently looking at ways to subvert the effectiveness of the currently available tools.  


 


[bookmark: _Toc101872690]
References

[1] GitHub. - Volatility Available: https://github.com/volatilityfoundation/volatility [Accessed Apr 24, 2022].

[2] Nelson, Phillips, A., & Steuart, C. (2015). Guide to computer forensics and investigations: processing digital evidence (Fifth edition.). Cengage Learning. [Accessed Apr 24, 2022].

[3] Volatility foundation -Available: https://www.volatilityfoundation.org/about [Accessed Apr 24, 2022].

[4] Exterro – Available: https://www.exterro.com/ftk-imager [Accessed Apr 24, 2022].

[5] Kali – Available: https://www.kali.org/tools/sleuthkit/ [Accessed Apr 24, 2022].

[6] Autopsy Overview -  Available: https://datascience.foundation/sciencewhitepaper/an-overview-of-autopsy-open-source-digital-forensic-platform-1 [Accessed Apr 24, 2022].

[7] SleuthKit – Available: https://www.sleuthkit.org/autopsy/ [Accessed Apr 24, 2022].

[8] The Basics of Digital Forensics – Available: The Basics of Digital Forensics : The Primer for Getting Started in Digital Forensics (uwtsd.ac.uk) [Accessed Apr 24, 2022].

[9] Digital Forensics with Open Source Tools - Available: Digital Forensics with Open Source Tools (uwtsd.ac.uk) [Accessed Apr 24, 2022].

[10] Dr Carlene Campbell – Lecture 2 – Computer Forensics: Available: ACCD5000: Content (uwtsd.ac.uk) [Accessed Apr 24, 2022].





[bookmark: _Toc101872691]Appendix

[bookmark: _Toc101872692]Sample Report

[image: Graphical user interface

Description automatically generated]
[image: Word

Description automatically generated with medium confidence]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application, email

Description automatically generated]
[image: Graphical user interface, application, table

Description automatically generated]
[image: Graphical user interface

Description automatically generated with medium confidence]
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, text, application, email

Description automatically generated]

[bookmark: _Toc101872693]Sample Invoice


[image: Timeline

Description automatically generated]
image1.png
Report Navigation

[ Case Summary

@ Accounts: Credit Card (10)
¥+ Data Source Usage (1)

& Keyword Hits (173)

<> Metadata (442)
 Tagged Files (1029)

¢ Tagged Images (409)

 Tagged Results (1)

Autopsy Forensic Report

2022104725 21524

Case Sample
Report

Case Number: 01

Number of data 1

sources in

case:

Notes: Sample
report

Examiner David
Comnelius

Image Information:
TestRawimage.dd

Timezone:  Europe/London

Path C:\Users\David\Documents\University\Semester 3\Cyber
Forensics\Assignment Resources\Raw - DD
Image\TestRawlmage.dd

Software Information:

Autopsy Version 4.19.3
Android Analyzer Module: 4.19.3
Android Analyzer (aLEAPP) Module:  4.19.3
Central Repository Module 4.19.3
DJI Drone Analyzer Module: 4.19.3
Data Source Integrity Module: 4.19.3
Email Parser Module 4.19.3
Embedded File Extractor Module: 4.19.3
Encryption Detection Module 4.19.3
Extension Mismatch Detector Module: ~ 4.19.3
File Type Identification Module: 4.19.3
GPX Parser Module: 12

Hash Lookup Module: 4.19.3
Interesting Files Identifier Module: 4.19.3
Keyword Search Module 4.19.3
PhotoRec Carver Module: 70

Picture Analyzer Module 4.19.3
Recent Activity Module: 4.19.3
Virtual Machine Extractor Module 4.19.3
YARA Analyzer Module: 4.19.3

10S Analyzer (LEAPP) Module: 4.19.3




image2.png
Accounts: Credit Cart

Report Navigation
Review Status Card Humber » Keyword Keyword Preview Keyword Search Type Tags
& Case Summary Undecided 2021222324262627282 2021222324252621262 2021222324252621282 2822(2)2°2+2.2-2.2/c2021222924252621282492:2.2<2=2>272@2a2b2 2
Undecided 2021222324252627282 2021222324252621262 2021222324252621282 2822(2)2°2+2.2-2.2/c2021222324252621282492:2.2<2=2>272@2a2b2 2
@ Accounts: Credit Card (10) Undecided 2333333333333333333 2333333333333333333 2333333333333333333 twww %@2° vwuef #233333333333333333333333333333333333333 2
- Data Source Usage (1) Undecided 2333333333333333333 2333333333333333333 2333333333333333333 twww @2 wwuef e233333333333333333333333333333333333333 2
Undecided 2333333333333333333 2333333333333333333 2333333333333IITI33 twww @2 wwuref #233333333333333333333333333333333333333 2
& Keyword Hits (173) Undecided 28364858687888 28384858687888 28384858687888 8885(5)55+8,5-5.8/«8051828384856657565.95:5:8<6-58>878@828b8 2
&> Metadata (442) Undecided 2838485866788 263B4058607808 20384858687688 BABB(6)50+8,8-8.8/cB08182838485065768898:8,8<8=8>878@Ba6b8 2
Undecided 3031323334353637363 3031323334353637383 30313233:4353637383 3833(3)3"3+3,3.3.3/c3031323334363637383¢93:3,3<3=3-373@3a303 2
 Tagged Files (1029) Undecided 3031323334363637383 3031323334353637383 3031323334363637383 3833(3)33+3,3-3.3/3031323334363637383¢93:3:3<3=3>373@3a3b3 2
4 Tagged Images (409) Undecided 487287364094005004 487267364094095004 437287364094095094 ~7;7C<Bb<97:6=84;95<9487267364004095084 196 1.6 1:514 5141, 2
4 Tagged Resus (1)





image3.png
Data Source Usage

Description Source File Tags

Report Navigation

@ Case Summary Flash Drive fimg_TestRawlmage.dd

@ Accounts: Credit Card (10)
¥+ Data Source Usage (1)

& Keyword Hits (173)

<> Metadata (442)

4 Tagged Files (1020)

¥ Tagged Images (409)

 Tagged Results (1)





image4.png
Keyword Hits

Report Navigation

+  Email Addresses
+  IPAddresses
+  URLs

[ Case Summary
@ Accounts: Credit Card (10)

¥ Data Source Usage (1) Email Addresses
A Keyword Hits (173)

Preview Source File Tags
< Metadata (442) 5 8

lfv<"olbs br-m-0* «2@ti re« TR8gI8fSkyxnz p'mq /img_TestRawimage dd/Set of Images/mona_lisa bmp
4 Tagged Files (1020) fv<"olbs br-m-0* «2@ti re« TH8gI8fSkyxnz p'mq /img_TestRawimage dd/Set of Images/mona_lisa bmp

vdfv<"olbs br-n*-0" «2@1ti.re« 7fi3gI8f5 1z p'mq /img_TestRawlmage.dd/Set of Images/mona_lisa.bmj
+ Tagged Images (409) @ 9!8f5kyxnz p'mg fimg X g 2| P

+ Tagged Resus (1) a7@8uig.ws

Preview Source File Tags
© pafg.( cv{j1 vix «a7@3uig ws bdk"d jq'm pc)? mdu fimg_TestRawlmage dd//SUnalloc/Unalloc_1507_27021312_1015549440
7 pafg ( cv{j1 vix «aT@8uig ws bdk"d jq'm pc}? mdu fimg_TestRawimage dd//SUnalloc/Unalloc_1507_27021312_1015543440
© pafg.( cv{j1 vix «a7@3uig wse bdk"d jq'm pc)? mdu fimg_TestRawlmage dd//SUnalloc/Unalloc_1507_27021312_1015543440

i@uaixap.cd
Preview Source File Tags

() ofx_n sedr «i@uq1xqp.cde2 ?qiq y=I> bjsi fimg_TestRawimage dd//SUnalloc/Unalloc_1507_27021312_1015543440
() ofx_n sedr <i@uq1xqp.cde2 ?qiq y=I> bjAi fimg_TestRawimage dd//SUnalloc/Unalloc_1507_27021312_1015543440
() ofx_n sedr «i@uq1xqp.cde2 7qiq y=I> bjsi fimg_TestRawimage dd//SUnalloc/Unalloc_1507_27021312_1015543440

tw@mi.sm

Preview Source File Tags
0cf da@la cg3% ovjp ctw@nmi sme m-qc \:@bo 2c2| d fimg_TestRawlmage dd//SUnalloc/Unalloc_1507_27021312_1015549440
0cf da@la cg3% ovip tw@mi sme rm-qe \:@bo 2c2| d fimg_TestRawlmage dd//SUnalloc/Unalloc_1507_27021312_1015549440
0cf da@la cg3% ovjp <tw@nmi sme m-qc \:@bo 2c2| d fimg_TestRawlmage dd/SUnalloc/Unalloc_1507_27021312_1015549440

IP Addresses
Preview Source Fie Tags
&' ()" 4.~ [0123c4 56789 limg_TestRawimage.dd/SFAT1
&' ()" 4+, - I 123456789 <= fimg_TestRawimage.dd/SFAT2
4567
Preview Source Fie Tags
*+.-. 10123456789 <=>2@a limg_TestRawimage.dd/SFAT1
*+.-.10123456789 . <=>2@a fimg_TestRawimage.dd/SFAT2

72.73.63.72

Preview Source File Tags
40-9500-81° +595 637273 63.7295.95.940-70:61=41=4 fimg_TestRawlmage dd/Set of Images/computer bmp

95.84.95.85

Preview Source File Tags
940:61=63;4196/95.85¢95.84.95.85¢95.94/64/62/62/62/63 /img_TestRawimage.dd/Set of Images/computer.bmp.

URLs

http://ns.adobe.com/exif/1.0
Preview





image5.png
Report Navigation

[ Case Summary

@ Accounts: Credit Card (10)
¥+ Data Source Usage (1)

& Keyword Hits (173)

<> Metadata (442)
 Tagged Files (1029)

¥+ Tagged Images (409)

 Tagged Results (1)

Metadata

08 HAAL KYA HAI DILON KA
08 HAAL KYA HAI DILON KA

08 HAAL KYA HAI DILON KA

08 HAAL KYA HAI DILON KA

08 HAAL KYA HAI DILON KA

09 YE CHAND SA ROSHAN CHEHRA
09 YE CHAND SA ROSHAN CHEHRA
09 YE CHAND SA ROSHAN CHEHRA
09 YE CHAND SA ROSHAN CHEHRA
09 YE CHAND SA ROSHAN CHEHRA
12 MAST BAHARON KA MEIN AASHI
12 MAST BAHARON KA MEIN AASHI
12 MAST BAHARON KA MEIN AASHI
12 MAST BAHARON KA MEIN AASHI
12 MAST BAHARON KA MEIN AASHI
17 PYAR DIWANA HOTA HI

17 PYAR DIWANA HOTA HI

17 PYAR DIWANA HOTA HI

17 PYAR DIWANA HOTA HI

17 PYAR DIWANA HOTA HI

19 BOL RADHA BOL

19 BOL RADHA BOL

20 AATE JATE KHOOBSURAT

20 AATE JATE KHOOBSURAT

20 AATE JATE KHOOBSURAT

20 AATE JATE KHOOBSURAT

20 AATE JATE KHOOBSURAT

21 MAIN JAT YAMALA PAGLA DIWA
21 MAIN JAT YAMALA PAGLA DIWA
21 MAIN JAT YAMALA PAGLA DIWA
21 MAIN JAT YAMALA PAGLA DIWA
21 MAIN JAT YAMALA PAGLA DIWA
25 TAUBA YE MATWALI CHAAL

25 TAUBA YE MATWALI CHAAL

25 TAUBA YE MATWALI CHAAL

25 TAUBA YE MATWALI CHAAL

25 TAUBA YE MATWALI CHAAL

29 CHALA JATA HOON KISI KI

29 CHALA JATA HOON KISI KI

29 CHALA JATA HOON KISI KI

29 CHALA JATA HOON KISI KI

29 CHALA JATA HOON KISI KI

31 MAIN PAL DO PAL KA

31 MAIN PAL DO PAL KA

31 MAIN PAL DO PAL KA

31 MAIN PAL DO PAL KA

31 MAIN PAL DO PAL KA

42KISS KISS KO

42 KISS KISS KO

42KISS KISS KO

42 KISS KISS KO

Owner

Source File
/img_TestRawlmage dd//SCanedFiles/f0220736 mp3

/img_TestRawimage dd/SCanedFiles/f0220736 mp3

/img_TestRawlmage dd//SCanedFiles/f0220736 mp3

/img_TestRawlmage dd/Old Melodies/08 HAAL KYA HAI DILON KA mp3
/img_TestRawlmage dd/Old Melodies/08 HAAL KYA HAI DILON KA mp3
/img_TestRawlmage dd/SCanedFiles/f0231200 mp3

/img_TestRawlmage dd/SCanedFiles/f0231200 mp3

/img_TestRawlmage dd/SCanedFiles/f0231200 mp3

/img_TestRawlmage dd/Old Melodies/09 YE CHAND SA ROSHAN CHEHRA mp3
/img_TestRawlmage dd/Old Melodies/09 YE CHAND SA ROSHAN CHEHRA mp3
/img_TestRawlmage dd//SCaedFiles/f0241056 mp3

/img_TestRawlmage dd//SCanedFiles/f0241056 mp3

/img_TestRawlmage dd//SCaedFiles/f0241056 mp3

/img_TestRawlmage dd/Old Melodies/12 MAST BAHARON KA MEIN AASHIQ mp3
/img_TestRawlmage dd/Old Melodies/12 MAST BAHARON KA MEIN AASHIQ mp3
/img_TestRawimage dd//SCanedFiles/f0258752 mp3

/img_TestRawlmage dd//SCanedFiles/f0258752 mp3

/img_TestRawimage dd//SCanedFiles/f0258752 mp3

/img_TestRawlmage dd/Old Melodies/17 PYAR DIWANA HOTA HL.mp3
/img_TestRawimage dd/Old Melodies/17 PYAR DIWANA HOTA HL.mp3
/img_TestRawlmage dd/Old Melodies/19 BOL RADHA BOL mp3
/img_TestRawlmage dd/Old Melodies/19 BOL RADHA BOL mp3
/img_TestRawlmage dd//SCanedFiles/f0269216 mp3

/img_TestRawlmage dd//SCanedFiles/f0269216 mp3

/img_TestRawlmage dd//SCanedFiles/f0269216 mp3

/img_TestRawlmage dd/Old Melodies/20 AATE JATE KHOOBSURAT mp3
/img_TestRawlmage dd/Old Melodies/20 AATE JATE KHOOBSURAT mp3
/img_TestRawlmage dd//SCaedFiles/f0279744 mp3

/img_TestRawlmage dd/SCanedFiles/f0279744 mp3

/img_TestRawimage dd//SCanedFiles/f0279744 mp3

/img_TestRawlmage dd/Old Melodies/21 MAIN JAT YAMALA PAGLA DIWANA mp3
/img_TestRawlmage dd/Old Melodies/21 MAIN JAT YAMALA PAGLA DIWANA mp3
/img_TestRawlmage dd/SCaedFiles/f0288800 mp3

/img_TestRawimage dd/SCanedFiles/f0288800 mp3

/img_TestRawlmage dd/SCaedFiles/f0288800 mp3

/img_TestRawlmage dd/Old Melodies/25 TAUBA YE MATWALI CHAAL mp3
/img_TestRawlmage dd/Old Melodies/25 TAUBA YE MATWALI CHAAL mp3
/img_TestRawlmage dd/SCanedFiles/f0308126 mp3

/img_TestRawlmage dd//SCanedFiles/f0308126 mp3

/img_TestRawlmage dd/SCanedFiles/f0308126 mp3

/img_TestRawlmage dd/Old Melodies/29 CHALA JATA HOON KISI KI.mp3
/img_TestRawlmage dd/Old Melodies/29 CHALA JATA HOON KISI Ki.mp3
/img_TestRawlmage dd/SCanedFiles/f0310048 mp3

/img_TestRawlmage dd/SCanedFiles/f0310048 mp3

/img_TestRawlmage dd/SCanedFiles/f0310048 mp3

/img_TestRawlmage dd/Old Melodies/31 MAIN PAL DO PAL KA mp3
/img_TestRawlmage dd/Old Melodies/31 MAIN PAL DO PAL KA mp3
/img_TestRawlmage dd/SCanedFiles/f0316160. mp3

/img_TestRawlmage dd//SCanedFiles/f0316160. mp3

/img_TestRawlmage dd/SCanedFiles/f0316160. mp3

limg_TestRawimage.dd/Old Melodies/42 KISS KISS KO.mp3

Tags

Follow Up




image6.png
Report Navigation

[ Case Summary

@ Accounts: Credit Card (10)
¥+ Data Source Usage (1)

& Keyword Hits (173)

<> Metadata (442)

4 Tagged Files (1020)

¥+ Tagged Images (409)

 Tagged Results (1)

Tagged Files

Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images
Images

Tag

File
/img_TestRawlmage dd/Set of Images/Flowers jog
limg_TestRawlmage dd/Set of Images/Shriya-saran jpg

fimg_TestRawimage dd/Love Aaj Kal/AlbumArt_{B5227ABE-07EF-4D45-AACD 81534C36DTA

/img_TestRawlmage dd/Set of Images/Korean gir jog
/img_TestRawlmage dd/Set of Images/Yasmine jog
limg_TestRawlmage dd/Prince/AlbumArtSmall jpg
limg_TestRawlmage dd/ROBO Hindi/AlbumArtSmall jpg
/img_TestRawimage dd/ROBO Hindi/Folder jog

limg_TestRawlmage dd/Set of Images/Fashion-Magazine-modles jog

/img_TestRawimage dd/Set of Images/Rhianna jog
fimg_TestRawlmage dd/Love Agj Kal/AlbumAtSmall jog
limg_TestRawlmage dd/Set of Images/Horse jpg

fimg_TestRawimage dd/Love Aaj Kal/AlbumArt_{B5227ABE-07EF-4D45-AACD 81534C36D7AC)_Small jog

/img_TestRawlmage dd/Set of Images/Medona png
/img_TestRawlmage dd/Set of Images/Mona-Lisa1 jog
limg_TestRawlmage dd/Prince/Folder jog

/img_TestRawlmage dd/Set of Images/Northern Light Background jog

Jimg_TestRawimage dd//SCarvedFiles/f1250560 jog
fimg_TestRawimage dd/ugayboyiluggyboy (112)png
[img_TestRawimage dd/ugayboyiluggyboy (106).png
fimg_TestRawimage dd/jugayboylluggyboy (10).png
Jimg_TestRawimage dd/Set of Images/Care-Eric png
fimg_TestRawimage dd/ugayboylluggyboy (116).png
Jimg_TestRawimage dd//SCarvedFiles/f1194880 jog
fimg_TestRawimage dd/jugayboylJugayboy (11).png
fimg_TestRawimage dd/ugayboyiluggyboy (103).png
Jimg_TestRawimage dd/Love Aaj Kal/Folder jog
Jimg_TestRawimage dd/Set of Images/Blackberry png
fimg_TestRawimage dd/ugayboyiluggyboy (113)png
Jimg_TestRawimage dd/Set of Images/Team png
fimg_TestRawimage dd/ugayboylluggyboy (107).png
Jimg_TestRawimage dd//SCarvedFiles/f0823008 jog
fimg_TestRawimage dd/ugayboylluggyboy (100).png
fimg_TestRawimage dd/uggyboylluggyboy (117)png
fimg_TestRawimage dd/ugayboyiluggyboy (110)png
fimg_TestRawimage dd/ugayboyiluggyboy (104) png
Jimg_TestRawimage dd/Set of Images/Building_png
Jimg_TestRawimage dd//SCarvedFiles/f1194848 jog
fimg_TestRawimage dd/ugayboyiluggyboy (114) png
Jimg_TestRawimage dd//SCarvedFiles/0933248 jog
fimg_TestRawimage dd/ugayboyiluggyboy (108).png
Jimg_TestRawimage dd/Set of Images/model png
fimg_TestRawimage dd/ugayboylluggyboy (101).png
fimg_TestRawimage dd/ugayboy/luggyboy (118).png
fimg_TestRawimage dd/jugyboy/Juggyboy (111).png
fimg_TestRawimage dd/ugayboyiluggyboy (105).png
fimg_TestRawimage ddjugyboy/Jugayboy (1).png
Jimg_TestRawimage dd/Set of Images/Building1 png

fimg_TestRawimage dd/Love Aaj Kal/AlbumArt_{B5227ABE-07EF-4D45-AACD 81534C36D7AC)_Small jog

fimg_TestRawlmage dd//SCanedFiles/ 1134976 jog
fimg_TestRawlmage dd/juggyboyAluggyboy (115) png

David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David
David

Modified Time Changed Time
2011-09-20 18:23:54 BST 0000-00-00 00:00:00
2011-09-2110:23:48 BST 0000-00-00 00:00:00
2010-10-08 18:25:54 BST 0000-00-00 00:00:00
2011-09-2110:24:02 BST 0000-00-00 00:00:00
2011-09-2110:23:34 BST 0000-00-00 00:00:00
2011-01-22 05:00:18 GMT 0000-00-00 00:00:00
2010-10-26 20:03:46 BST 0000-00-00 00:00:00
2010-10-26 20:03:46 BST 0000-00-00 00:00:00
2011-09-2110:23:22 BST 0000-00-00 00:00:00
2011-09-2110:22:54 BST 0000-00-00 00:00:00
2010-10-08 18:25:54 BST 0000-00-00 00:00:00
2011-09-20 10:23:22 BST 0000-00-00 00:00:00
2010-10-08 18:25:54 BST 0000-00-00 00:00:00
2011-09-21 14:05:10 BST 0000-00-00 00:00:00
2011-09-20 17:20:48 BST 0000-00-00 00:00:00
2011-01-22 05:00:18 GMT 0000-00-00 00:00:00
2011-09-20 15:56:42 BST 0000-00-00 00:00:00
0000-00-00 00:00:00  0000-00-00 00:00:00
2010-08-20 17:67:28 BST 0000-00-00 00:00:00
2010-08-20 17:67:42 BST 0000-00-00 00:00:00
2010-08-20 17:50:42 BST 0000-00-00 00:00:00
2010-07-26 19:21:26 BST 0000-00-00 00:00:00
2010-08-20 17:67:36 BST 0000-00-00 00:00:00
0000-00-00 00:00:00  0000-00-00 00:00:00
2010-08-20 17:50:44 BST 0000-00-00 00:00:00
2010-08-20 17:57:04 BST 0000-00-00 00:00:00
2010-10-08 18:25:54 BST 0000-00-00 00:00:00
2010-10-07 21:00:50 BST 0000-00-00 00:00:00
2010-08-20 17:67:30 BST 0000-00-00 00:00:00
2009-08-02 22:01:32 BST 0000-00-00 00:00:00
2010-08-20 17:67:44 BST 0000-00-00 00:00:00
0000-00-00 00:00:00  0000-00-00 00:00:00
2010-08-20 17:66:50 BST 0000-00-00 00:00:00
2010-08-20 17:57:40 BST 0000-00-00 00:00:00
2010-08-20 17:67:22 BST 0000-00-00 00:00:00
2010-08-20 17:67:08 BST 0000-00-00 00:00:00
2010-12-2123:39:24 GMT 0000-00-00 00:00:00
0000-00-00 00:00:00  0000-00-00 00:00:00
2010-08-20 17:67:32 BST 0000-00-00 00:00:00
0000-00-00 00:00:00  0000-00-00 00:00:00
2010-08-20 17:67:16 BST 0000-00-00 00:00:00
2011-09-2114:02:34 BST 0000-00-00 00:00:00
2010-08-20 17:66:56 BST 0000-00-00 00:00:00
2010-08-20 17:57:42 BST 0000-00-00 00:00:00
2010-08-20 17:67:26 BST 0000-00-00 00:00:00
2010-08-20 17:67:10 BST 0000-00-00 00:00:00
2010-08-20 17:49:32 BST 0000-00-00 00:00:00
2011-09-20 15:52:28 BST 0000-00-00 00:00:00
2010-10-08 18:25:54 BST 0000-00-00 00:00:00
0000-00-00 00:00:00  0000-00-00 00:00:00
2010-08-20 17:57:34 BST 0000-00-00 00:00:00

Accessed Time Created Time Size (Bytes)

2011-09-23 00:00:00 BST 2011-09-23 12:43:10 BST 51974
2011-09-23 00:00:00 BST 2011-09-23 12:43:11 BST 101671
2011-09-23 00:00:00 BST 2011-09-23 18:09:2 BST 45303
2011-09-23 00:00:00 BST 2011-09-23 12:43:10 BST 99892
2011-09-23 00:00:00 BST 2011-09-23 12:43:11 BST 74627
2011-09-23 00:00:00 BST 2011-09-23 18:07:29 BST 8673
2011-09-23 00:00:00 BST 2011-09-23 18:07:43 BST 8736
2011-09-23 00:00:00 BST 2011-09-23 18:07:43 BST 44312
2011-09-23 00:00:00 BST 2011-09-23 12:43:10 BST 47060
2011-09-23 00:00:00 BST 2011-09-23 12:43:11 BST 74823
2011-09-23 00:00:00 BST 2011-09-23 18:09:28 BST 9589
2011-09-23 00:00:00 BST 2011-09-23 12:43:10 BST 32755
2011-09-23 00:00:00 BST 2011-09-23 18:09:29 BST 9589
2011-09-23 00:00:00 BST 2011-09-23 12:43:10 BST 14204
2011-09-23 00:00:00 BST 2011-09-23 12:43:10 BST 144821
2011-09-23 00:00:00 BST 2011-09-23 18:07:29 BST 45541
2011-09-23 00:00:00 BST 2011-09-23 12:43:11 BST 1986305
0000-00-00 00:00:00 0000-00-00 00:00:00 45303
2011-09-23 00:00:00 BST 2011-09-23 17:68:59 BST 21609
2011-09-23 00:00:00 BST 2011-09-23 17:68:59 BST 14166
2011-09-23 00:00:00 BST 2011-09-23 17:68:68 BST 35472
2011-09-23 00:00:00 BST 2011-09-23 12:43:09 BST 31959
2011-09-23 00:00:00 BST 2011-09-23 17:68:59 BST 27601
0000-00-00 00:00:00 0000-00-00 00:00:00 45303
2011-09-23 00:00:00 BST 2011-09-23 17:68:59 BST 21914
2011-09-23 00:00:00 BST 2011-09-23 17:68:59 BST 27644
2011-09-23 00:00:00 BST 2011-09-23 18:09:35 BST 45303
2011-09-23 00:00:00 BST 2011-09-23 12:43:09 BST 354164
2011-09-23 00:00:00 BST 2011-09-23 17:68:59 BST 32008
2011-09-23 00:00:00 BST 2011-09-23 12:43:11 BST 108239
2011-09-23 00:00:00 BST 2011-09-23 17:58:59 BST 26487
0000-00-00 00:00:00 0000-00-00 00:00:00 8673
2011-09-23 00:00:00 BST 2011-09-23 17:58:68 BST 30857
2011-09-23 00:00:00 BST 2011-09-23 17:68:59 BST 38346
2011-09-23 00:00:00 BST 2011-09-23 17:58:59 BST 18936
2011-09-23 00:00:00 BST 2011-09-23 17:68:59 BST 21131
2011-09-23 00:00:00 BST 2011-09-23 12:43:09 BST 54091

0000-00-00 00:00:00 0000-00-00 00:00:00 9589
2011-09-23 00:00:00 BST 2011-09-23 17:68:59 BST 22567
0000-00-00 00:00:00 0000-00-00 00:00:00 44312

2011-09-23 00:00:00 BST 2011-09-23 17:68:59 BST 24440
2011-09-23 00:00:00 BST 2011-09-23 12:43:10 BST 29383
2011-09-23 00:00:00 BST 2011-09-23 17:68:58 BST 27999
2011-09-23 00:00:00 BST 2011-09-23 17:68:59 BST 25405
2011-09-23 00:00:00 BST 2011-09-23 17:68:59 BST 30850
2011-09-23 00:00:00 BST 2011-09-23 17:68:59 BST 25439
2011-09-23 00:00:00 BST 2011-09-23 17:68:58 BST 30559
2011-09-23 00:00:00 BST 2011-09-23 12:43:09 BST 50801
2011-09-23 00:00:00 BST 2011-09-23 18:09:29 BST 9589

0000-00-00 00:00:00 0000-00-00 00:00:00 9589

2011-09-23 00-00:00 BST 2011-09-23 17:58:59 BST 28677

Hash
d2c19a1684ca26eTedabbacd74d50d52
24fcBe7di02fed238b7a118eb952c8
0b5a20b/3d281e5ac8428199a09dab73
‘eb5f4fc2daba34a84480a56756dc011c
bedbbade52226b923389051792996582
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0b5a20bi3d281e5ac84a8199a09dab73
6fd55ab115e00a80fd5bd7b2213962bb
193c24004130b137384d82056a824cc83
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9019738b364a38cede 7795075765051
486969ba23ea05671a93956b85C2b585
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'393191e4dbb0dBEBC3e62ab6b4a592ck
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4b0953¢24919366331dc00afMb1dcBes
8054c8109136cfd524fd 1477698 14FF




image7.png
Tagged Images

Report Navigation

Contains thumbnails of images that are associated with tagged files and results.

[ Case Summary

> - P
@ Accounts: Credit Card (10) £
{
¥+ Data Source Usage (1) E
& Keyword Hits (173) =

_actory.png. _lobe_7.png Juggyboy (106) png. _aptop12.png Juggyboy (129) png.
< Metadata (442) Tags:Notable hem (Notable).  Tags:Notable tem (Notable),  Tagsimages ‘Tags Notable hem (Notable),  Tags-Images
Follow Up Follow Up Follow Up

4 Tagged Files (1020)

¢ Tagged Images (409) 4 .
“ Tagged Results (1) E : ) g

_ogo8 png Juggyboy (151) png. _etwork png ‘Shriya-saran.jpg percentage.png

TagsNotable ltem (Notable),  Tagsimages TagsNotable ltem (Notable).,  Tagsimages ‘Tags Notable ltem (Notable),
Follow Up Follow Up Follow Up

AL vy

save-arrow.png _abul1.png _ook123.png _lock png computer-chip-attack png
‘Tags:Notable hem (Notable).  Tags:Delete Files, Notable em  Tags:Delete Files, Notable Item  Tags:Delete Files, Notable hem  Tags:Notable Item (Notable),
Follow Up (Notable), Follow Up (Notable), Follow Up (Notable), Follow Up Follow Up
dirction_5.png Drop.png _lowerpng ink-and-paper.png Juggyboy (118).png
‘Tags:Notable hem (Notable),  Tags:Notable tem (Notable),  Tags:Notable ltem (Notable),  Tags:Notable hem (Notable),  Tags:images
Follow Up. Follow Up. Follow Up. Follow Up.
. %
]
_ock_3.png Juggyboy (140) png. _onitor png. pad-and-pen.png _ain png.
‘Tags Notable hem (Notable),  Tags-Images ‘Tags:Notable hem (Notable).  Tags:Notable tem (Notable),  Tags:Notable ltem (Notable),
Follow Up Follow Up Follow Up Follow Up
‘I]]]]]]]ﬂ @
ilove you _hit song fiday fiiday * _symbol.png _arcode png calculator png _louds1.png
english bollywood hollywood hits  Tags:Delete Files, Notable ltem  Tags:Delete Files, Notable tem  Tags:Delete Files, Notable ltem  Tags:Delete Files, Notable em
20114y (Notable), Follow Up (Notable), Follow Up (Notable), Follow Up (Notable), Follow Up
‘Tags:Notable e (Notable)
_pu_bpng directions.png _anpng Team.png greenleves.png
‘Tags Notable hem (Notable).  Tags:Notable tem (Notable), ~ Tags:Notable ltem (Notable),  Tags-Images ‘Tags:Notable tem (Notable),
Follow Up Follow Up Follow Up Follow Up

- s o 4 e —




image8.png
Tagged Results

Result Type Tag Comment Source File User Name
[ Case Summary TSK_METADATA  Follow Up 25 TAUBA YE MATWALI CHAAL mp3 David

Report Navigation

@ Accounts: Credit Card (10)
¥+ Data Source Usage (1)

& Keyword Hits (173)

<> Metadata (442)

4 Tagged Files (1020)

¥+ Tagged Images (409)

 Tagged Results (1)





image9.png
INVOICE

#100
Date: Apr 24, 2022
DC Forensics
Payment Terms: 30 Days
8ilTe Ship To: Due Date: May 24, 2022
CEC Mobile CEC Mobile
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Invoice for Digital Forensics Investigation
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