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“What is most personal is most general”  

(Carl Rogers, 1961, p. 26)


     The word confidentiality, like most, derives from Latin. ‘Confide’- con, which intensifies fidere, which means to put faith into, or to trust. Its closest translation is ‘to strongly trust someone’ (Feltham et al, 2017, p. 134). Confidentiality occurs when two people decide to restrict the information shared between them from being communicated outside of the dyad. For counsellors, confidentiality involves both law and ethics. The law provides rigid boundaries, whereas professional ethical guidance can be seen as the ‘fine tuning’ (Feltham et al, 2017, p. 132). In some cases, disclosure of certain information may be requested by other parties and may only be given in accordance to the law and within ethical practice. An understanding of confidentiality agreements and what is required to follow them is essential, as well as aiding the process of ethical decision making. When such ethical dilemmas arise, knowing when help is needed and the best place to source it provides a level of safety for counsellor and client. Each organisation will have its own professional requirements to suit the nuances of its layered contexts e.g. form and storage of records, and so there is no clear set of rules to suit every need. This essay will explore a range of policies, laws and frameworks which hold such guidance, and critically discuss the implications of these while in action when there is an expectation to share information, specifically when working as part of a clinical team. 

     On the 25th of May 2018, the General Data Protection Regulation (GDPR) came into force in the UK and anyone who processes personal data is obligated to comply with it by law. Understanding one's role in relation to processing and storing personal data is crucial in ensuring compliance with the regulation and the fair treatment of individuals. Obligations under the GDPR will permutate between roles titled ‘controller’, ‘joint controller’ and ‘processor’ (Information Commissioners Office, 2018). The Controllers are the principal decision-makers. They exert overall control over the purposes and means of the processing of personal data. The definition of joint controller is if two or more controllers determine the purposes and means of the processing of the same personal data. However, they are not joint controllers if they have a different purpose for the same data, even if the processing is the same. Processors act on behalf of, and only on the instructions of, the relevant controller (Information Commissioners Office, 2018). Counsellors who practice as self-employed within private practises will fall into the role of controller. When working as part of a clinical team, such as within the NHS, primary care agencies, charitable organisations and so forth, counsellors will find themselves as processors. Processors do not have the same responsibilities as controllers under the GDPR, however, they do have many direct obligations of their own under the regulation. Supervisory authorities (such as the ICO) and individuals may take action against a processor if a breach of those obligations has occurred (Information Commissioners Office, 2018). For example, a breach of confidentiality without appropriate consent, without a court order or which was clearly not made in the interest of public safety (Feltham et al, 2017, p. 134). 

     The Human Rights Act 1998 created legal obligations for all ‘public authorities’ (Bond, 2015, p. 172). As a result, it directly applies to all counselling, particularly those that are provided by statutory services such as in health, social and education. Article 8 within the act outlines the protection of privacy and is split into two parts. For example, Article 8.1 - “Everyone has the right to respect for their privacy and family life, and correspondences” (Legislation.gov, 1998). Article 8.1 and 8.2 create a platform for the wider social context with regards to privacy and confidentiality and aims to build a structure to protect a democratic society. However, this is the kind of legal frame which sometimes find itself omitted when something as profound as therapy begins. All persons involved in the process are citizens and are obligated to follow the law, which both protects them and sometimes limits them (Bond, 2015, p. 172). 

     Clients decide to seek counselling on the premise that the counsellor they engage with will be trustworthy. Counsellors who have broken promises or have not managed expectations leave clients feeling betrayed (Bond, 2015, p. 9). While clients embark on the journey of their own unique story, feelings of unsafety can change the direction, or hinder the process from moving forward. Organisations such as The BACP offer ethical frameworks and guidelines for the finer details and cater such acts and laws for counselling and psychotherapy specifically. As knowing when confidentiality should be broken, to who and how can be a difficult ethical dilemma to find oneself in alone. In the BACP’s ethical framework (2018), confidentiality is defined as “the protection of information that has been communicated in the expectation that it will not be disclosed to others”. However, they note that there are ‘reasonable foreseeable limitations’ to this, such as protecting people from serious harm, contractual and some legal requirements, such as terrorism, money laundering, the Children Act 2004 and drug trafficking (Counselling Tutor, 2018). Some situations may be so unexpected or anomalous that they are not considered to be reasonably foreseeable (BACP, 2018).  

     Counsellors working as part of a team are on the increase (Bond, 2015, p.179). Working with agencies with other counsellors or in primary care settings where its effective to work collaboratively with other professionals who possess different roles and functions. These are known as multidisciplinary teams, and each agency or organisation will not only adhere to the laws and acts but will also have their own set of policies and procedures to suit its demography. Information is shared within the team with a strictly confidential boundary, which is typically a term of employment, and this is known as ‘A circle of Trust/Confidentiality’ (BACP, 2018). This circle serves as a boundary between those who are included or excluded from the confidentiality agreement with the client. It comprises of all the professionals who have access to confidential information about clients as part of their usual practice and are committed to treating that information as confidential (BACP, 2018). The communication of confidential information outside of the boundary will either need client consent, be in the interest of keeping the public and/or client safe from harm, or legally authorised by the courts (BACP, 2018). Working within such teams and sharing information can benefit the client as it can increase the standard of coordination between team members delivering service, enhance the quality of the service given as a sharing of expertise can take place, a decrease in the clients need to repeat potentially painful historic events to each team member and give the client the opportunity to decide which information is being shared and with who, as in most other cases clients may be unaware of informal exchanges (Bond, 2015, p. 179). The information disclosed in counselling is generally very personal and sensitive, and it naturally connotes that the client should not only know what is being shared, but also have autonomy about what is being communicated about them.  This should naturally lead to the opportunity for them to consent to it (Bond, 2015, p. 179) and gaining such consents and informed consents are of vital importance for the client and team to work honestly, legally and effectively. 

     The environment in which counsellors work is constantly evolving and there is a greater emphasis on the benefits of multidisciplinary teams, and also multi-agency work, however, working in such a collaborative manner has its complexities. For example, drug and alcohol projects which house needle exchanges may also have to work in conjunction with a criminal justice service as part of their multi-agency work. It will also be highly likely that each member within a multidisciplinary team will have their respective roles, rules and potentially their own means and processing. Although all members are working in the interest of the client, such individual guidelines may conflict with others in the team (Bond and Mitchels, 2010, p. 96). For example, although there is very little information throughout literature around the structure of counselling notes, according to Bond (2015, p. 255) anything that could disrupt the therapeutic process should be left out of the notes as clients have the right to see their records. This may not be an issue when working privately however, depending on the organisational policies this may not be sufficient for their records, or for others in the team to fore fill their duties. The same can be said for the ethical question, should counsellors read a case file before meeting the client. This could be a requirement of the organisation; however, many humanistic counsellors may feel they would rather avoid any preconceptions of their clients and to hear their story as they would describe it. 

     In 1997, the Caldicott Committee released the Report on the Review of Patient-Identifiable Information. It included recommendations on information sharing within and between the NHS and non-NHS organisations (Bond, 2015, p. 179). It comprises of six principles which are “(1) Justify the purpose(s) for using confidential information, (2) Only use it when absolutely necessary, (3) Use the minimum required, (4) Access should be on a strict need-to-know basis, (5) Everyone must understand their responsibilities and (6) Understand and comply with the law (Bond, 2015, p. 179). ‘Caldicott Guardians’ are appointed within the health and social care sector to protect patient/client information and should be either existing members of the management board, be part of the senior management team or ‘hold responsibility for promoting clinical governance’ (Bond and Mitchels, 2010, p. 97).  This report is an example of a policy which applies for multi-agency communication, where each member from multidisciplinary teams will adhere to, to ensure confidentiality is not breached. In March 2013 an Information Governance Review was published by the Caldicott Committee to ensure best practice is being delivered.

     Record sharing between team members and services has gained momentum since the creation of electronic record keeping (Bond and Mitchels, 2010, p. 92). As technology continuously develops, so does the ability to communicate with other teams, reaching further than just within the consultation room. As emphasis increases on preventative work with both children and adults, especially those who are vulnerable to experiencing abuse and neglect, sharing information at an earlier stage has become custom (Bond and Mitchels, 2010 p. 93). As widening transparency seems to be the current political trend, it may result in therapist being requested to keep their notes and records on a shared filing system, which will raise questions of ethics in practice. It is considered to be a professional responsibility to keep appropriate client records (Feltham et al, 2017, p. 132) and so implications such as how counsellors can be sure that it is a legal requirement, can they resist such a demand, on what legitimate basis can it be resisted and so forth may be raised (Bond and Mitchels, 2010, p. 93). 

     With such implications arising from an ever evolving environment, knowing how to manoeuvre through dilemmas such as breaching confidentiality can be difficult, and Bond (2015, p. 282) advises if the matter is complex or there is uncertainty about the law then counsellors should seek legal advice. However, there may be cases where such guidelines are absent as they are not applicable, and counsellors find themselves falling back onto general ethical principles. The BACP (2018) have ethical six principles which can be used as a standard of conduct. Bond (2015, p. 283) goes on to explain other processes and approaches to decide the appropriate courses of action when making ethical decisions, including a three tests method created by the American Association for Counselling and Development – Universality, which addresses whether the course of action could be recommended by others and suggests the counsellor ask themselves if they would condone it if it were taken by someone else. The second, Publicity, asks counsellors if they could explain their chosen course of action to other counsellors, and if they would be willing to have the action and rationale analysed in a public arena. And lastly, Justice, which asks counsellors to ask themselves if they would take the same course of action with another client, or if the client was well known or influential. Although there are laws and acts to protect the client, counsellor and the public, these processes and frameworks are examples of how counsellors deal with a complex mix of information, and when the issues are not related to a criminal justice frame counsellors have to make their own ethical decisions. Ethical frameworks, such as the BACP’s (2018) are put in place to assist with these decisions. Organisations may pose their own processes around ethical decision making, which could lead to an ethical dilemma within itself if the employed counsellor doesn’t agree with its structure. 

     Counsellors who are competent and work with an adequate standard are of great benefit to their clients and to the public. These standards can be protected by continuous professional development (CPD), research, training, auditing services and from regular supervision (Bond and Mitchels, 2010, p. 43). “Supervision is the vehicle by which skills, competence and a sense of professional identity are developed” (Gazzola and Theriault, 2007, p. 229), and counsellors that engage in regular supervision will be better equipped to handling such dilemmas. Since supervision is intrinsically an interactive process, where supervisor and supervisee conceptualise therapy and are both grounded in the supervisory alliance (Grant et al, 2012, p. 528) it is no surprise that much of the literature around such topics as confidentiality and the question to breach it state that the supervisor is the first point of contact. 

     To conclude, although there are laws and acts in place, confidentiality is not as straight forward as one would think, especially in regard to working as part of a multidisciplinary team. It is apparent that client autonomy is incredibly important and gaining a clients’ consent is at the heart of the ethics. While such teams are a growing trend, and multi-agency communications emphasise the need for preventative work, counsellors will need to evolve has quickly as their environment. Although this raises many implications, everyone is working in the clients’ best interest. However, each client is unique and have their own journey, and the fear is that sharing their information within a circle of trust could hinder the process or change the process completely. To add to this, knowing when to breach confidentiality in the interest of safety poses its own ethical dilemmas and having a strong alliance with a supervisor has proven to be the best remedy. CPD, regular training and research can also help with such issues. If working for an organisation, policies and procedures will be in place for structure, and underpinning all ethical dilemmas, policies, implications and best practice are the laws and acts. Which are unarguable forces in which every citizen must comply and are in place to keep all parties involved safe. 
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