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Glossary
Words found in bold can be found in the Glossary.
	Malware
	Also known as malicious software, any software intentionally designed to cause damage to a computer, server, client, or computer network.

	Ransomware
	This cyber-attack occurs when malicious software restricts access to a computer system or data until the victim pays the ransom requested by the criminal.





1. Introduction to the CryptoWall

CryptoWall is a severe ransomware malware that works by encrypting files on an infected Computer and it requires users to pay a ransom to secure a decryption key. It was released into the world in 2014 but has seen a lot of upgrades and enhancements throughout the years, making this malware a very deadly and stealthy ransomware. [2] There are some options to contain, prevent and destroy this ransomware malware with a few techniques I will show you in this document. On the other hand, show you a couple of methods to store your data on different areas and devices to prevent this happening again with any sort of ransomware malware. [3]

1.1 How CryptoWall works

The most recent updated version of CryptoWall is 5.1 is unlike the last versions and could be a totally different codebase. This makes this malware very deadly and that’s why there is an outbreak of CryptoWall because it works very well. [4]
CryptoWall gets into you PC (Personal Computer) via emails with encrypted files where ZIP attachments are hidden with the virus inside as a PDF file. The files are often hidden as invoices, orders, purchases etc. When you open these emails, you’re instantly infected with the CryptoWall virus and it installs the ransomware malware into your %AppData% or %Temp% files.

1.2 Will I know if my computer is infected?

There is two ways to indicate CryptoWall has infected and got into your files and that is, when trying to open files for example .doc, .pdf, .jpeg, .xls. When launching any of files they may launch with the correct program, but the data is infected, and an error message may pop up when trying to open infected files. [5] The most common sign that you know that your PC if infected is the appearance of three files at the root of every directory that was encrypted by CryptoWall.
· DECRYPT_INSTRUCTION.txt
· DECRYPT_INSTRUCTION.html
· DECRYPT_INSTRUCTION.url

By clicking on any of these files will awake the CryptoWall infection and it will lead to end user to a step-by-step tutorial necessary to perform the ransom payment. [6]

1.3 How to protect verses CryptoWall


There are multiple ways to protect your companies and computers from the CryptoWall virus. You need to perform backups every couple of days of all your vital information to lesser the impact of data and system loss. This is to help accelerate the recovery process. Preferably, your data should the held on a different device, and you should have multiple backup methods that should be offline. 
You need to keep your operating systems and software with the latest patches and updates. Make sure all browser plug-ins are up-to-date and secure. Make sure you never click on links in unrequested and dodgy emails. You will need to make all your staff has some sort of Security awareness training and they perform tests regularly on this topic. [7]
Teach employees on safe practices when it comes to web browsing and uncategorized websites. Always maintain exceptionally good anti-virus software. The second data is encrypted there is nothing that can be done. There are a few options that you can do either formatting the system and restoring information from your backup methods you have set up before the attack, or by paying the ransom to get the decryption key which is a significant risk because they can just scam you for the money. If you want to play the ransom, be care because it is not advised as there is no guarantee that they will give you a decryption key and your money process itself could lead to more ransomware malware. All instances of fraud or an attempt of it should be reported to the authority.

1.4 Backup strategies
One of the best strategies to avoid a data breach or cyber attack is to review your backup policies and systems regularly. Your backup strategies must be complicated and robust, or otherwise they will be able to breach through your systems with ease and release viruses and ransomware malware. An organization with an exceptionally good backup strategies should be able to defend themselves against ransomware by recovering data from a clean backup. Chief Information Officers (CIOs) Needs to provide directives with an audit of all data in all locations. You must inspect all your data, as well as data held within the cloud or local systems, also other data held in other areas for example external SSD and HDD. 
Here is what I recommend when it comes to updating your backup polices:
Make sure all your critical systems and data is automatically backed up.
Have your employees practiced restoring and recovering critical systems from backup?
Are you practicing the 3 2 1 rule? (Keeping three copies of your information and data on two types of media, with one copy at an external location for example external SSD, HDD, or a different device in your home).

1.41 Use Immutable Storage
Immutable storage means that stored data that cannot be deleted or changed. So, this is perfect for viruses and ransomware malware. A lot of cloud providers and modern technologies support object locking, also another form of immutable storage, or Write-Once-Read-Many (WORM) storages. When selecting a backup solution for your organization there are key attributes you need to take in for example:
Make sure you select a good backup solution that combine with an object lock capability to create the immutable storage.
You need to choose a backup strategy that enables you to set a suitable barrier (in the cloud) to allow you to recover your lost data or information from viruses and ransomware malware.
Make sure you select a backup strategy that provides policy-based scheduling that predicts and alerts you when a Trojan, ransomware malware or virus enters your systems. 
Your backup strategy must protect your important files by default, ensuring that your company always has a point in time backups which you can go back if needed. [8]

1.5 Will paying the ransom decrypt your files? [9]

I do not recommend paying the ransom also the authorities and security expects think the same. Not paying the ransom if you are hit by ransomware, because there is a big chance that you will not get your files back and lose not only money and your files, data, and information. This makes it critical to maintain safe backups and strategies to prevent this from happening to your company. The prices are usually between £700 and £1,500, an amount companies can pay but it does not mean you should pay for it. There are also discounts off the pricing for acting fast so if you pay fast, you will get a discount of the amount, they are ransoming off you. So in conclusion it is not worth the risk in paying for the ransom because of the possible scam.

1.6 Conclusion 
This report is aimed to give the company the information needed to prevent and stop any ransomware malware but most importantly CryptoWall. I have showed you multiple ways to back up your data, files, and information and how to use immutable storage to give you the benefits of this storage. Also, the reason not to pay for the ransom because they can take your money and not even give you a decryption key for the ransomware. I told you about the information on how to find out if you got CryptoWall and how to prevent the ransomware malware from ruining your data.
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