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Abstract

Wales Institute of Science and Art (WISA)
School of Applied Computing

M.Sc. Software Engineering (Web Development)

by Liam Kelly

This research explores the feasibility of using mouse dynamics as a form of user authenti-
cation through a proof-of-concept study employing a 1D Convolutional Neural Network
(ID-CNN). The main objective was to assess the effectiveness of a 1D-CNN model,
named Shea, in classifying users based on their organic mouse movement data under
real-world conditions. The hypothesis set forth posited that the model would achieve
an overall accuracy of 95% and a user-based classification precision of 95% with a False
Acceptance Rate (FAR) of 1%. Shea demonstrated remarkable efficacy, exceeding these
metrics with an overall accuracy of 99.6%, precision of 99.2%, and exceptionally low
FAR across users. Alongside a novel dataset, the study delivered two software arte-
facts: a mouse logger for data collection and the Convolutional Mouse Authentication
Network (CONMAN) service for data processing and model preparation. Despite the
success, the research identified limitations in data precision, particularly in timestamps
and positional data, and a lack of comprehensive automated testing. The dataset, while
sufficient for initial exploration, was limited in depth and diversity, highlighting the need
for a more robust approach in real-world applications. The research contributes to the
ongoing discourse in behavioural biometrics, showcasing the potential of 1D-CNNs in
user authentication. However, it also underscores the importance of empirical methodol-
ogy in model design, comprehensive data collection, and the need for broader participant
diversity and larger datasets. Future studies could benefit from a more methodical ap-
proach to model parameter selection, extended data collection periods, and the inclusion

of additional features and surveying of environmental variables.
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This research explores the feasibility of using mouse dynamics as a form of user authenti-
cation through a proof-of-concept study employing a 1D Convolutional Neural Network
(ID-CNN). The main objective was to assess the effectiveness of a 1D-CNN model,
named Shea, in classifying users based on their organic mouse movement data under
real-world conditions. The hypothesis set forth posited that the model would achieve
an overall accuracy of 95% and a user-based classification precision of 95% with a False
Acceptance Rate (FAR) of 1%. Shea demonstrated remarkable efficacy, exceeding these
metrics with an overall accuracy of 99.6%, precision of 99.2%, and exceptionally low
FAR across users. Alongside a novel dataset, the study delivered two software arte-
facts: a mouse logger for data collection and the Convolutional Mouse Authentication
Network (CONMAN) service for data processing and model preparation. Despite the
success, the research identified limitations in data precision, particularly in timestamps
and positional data, and a lack of comprehensive automated testing. The dataset, while
sufficient for initial exploration, was limited in depth and diversity, highlighting the need
for a more robust approach in real-world applications. The research contributes to the
ongoing discourse in behavioural biometrics, showcasing the potential of 1D-CNNs in
user authentication. However, it also underscores the importance of empirical methodol-
ogy in model design, comprehensive data collection, and the need for broader participant
diversity and larger datasets. Future studies could benefit from a more methodical ap-
proach to model parameter selection, extended data collection periods, and the inclusion

of additional features and surveying of environmental variables.
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Chapter 1

Introduction

1.1 The humble password

The username and password (see figure 1.1 [1]) were a cost-effective choice for security
when computing was in its infancy in the 1960s and remains the most widely-used form
of authentication to this day [2]. During the 1960s however, users were limited and
computing resources were few. The username and password were initially devised only
to service a time-sharing operating system at the Massachusetts Institute of Technology
[1]. As technology progressed however, the computing end-user population began to
reach beyond the walls of universities - eventually into the realms of business, public
service and homes around the world. This expansion however, gave way to an increased

vulnerability for security exploitation.

Username [f% User
ﬁ ‘ abcdef | 2 Authenticated!
Password
[ #ereaey | ——— Q
login

| « C— y | | - C— y |

FIGURE 1.1: Single factor authentication through a username and password

With over six decades passing since the creation of the password, it is now estimated
that the average user could hold as many as 130 online accounts [3], with users esti-
mated to have a limited pool of only 16 unique identities, usernames and passwords [4].
This clearly shows a shortfall from the guidance of bodies such as The National Cyber
Security Centre, which recommend unique passwords for each account [5, 6]. Despite
this well-documented password guidance [7], Google found in a survey of 3000 Amer-

icans, that 65% of users reused passwords across at least one other or more sites [7].

2
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Similarly, it was found that pushes for more complex passwords led to users reusing said
complex passwords, or variations of it, across multiple platforms [7]. The infamous 87
gigabyte data breach in 2019 known as Collection #1 compromised 1,160,253,228 unique
combinations of email addresses and passwords [8], demonstrating the fragility of poor
password hygiene. The growing sophistication of attackers has expanded alongside soft-
ware implementations such as brute-force and keylogging attacks, to social engineering
techniques such as phishing which have been reported to be at an all time high at the
close of 2022 - with almost five million attacks logged [9]. Not only this, but in the
industrial space, insider threats give rise to a unique vulnerability where unattended
machines can be commandeered for identity theft attacks where a bad actor accesses a

machine if the true user has left it unlocked (known as tailgaiting [10]).

This all highlights the vulnerability surrounding password authentication. With the
growing number of accounts we have to manage as individuals, constructing secure,
unique, yet memorable passwords for each account is neither a convenient nor a reason-
able task to expect from end-users anymore. This arms race between authentication and
cybercriminals has led to other, more complex and integrated authentication techniques
which rely on more than one factor to reliably validate user identity. Combining these
methods is known as two-factor (2FA), or in the case of multiple mediums - multi-factor
authentication (MFA) [11](F4g.1.2 [1]).

PATTERN
AND/OR 7
—

£oo

LOCK

Enter OTP AND/OR !/ X
1234 ﬁ
S N

AND/OR APP

FIGURE 1.2: An illustration of the protective measure behind 2FA /MFA is if a user’s
password is compromised the probability of second or third authentication medium
being compromised as well is less likely, acting as a safe-guard to access.

The opening sections of this report and subsequent literature review seek to briefly
outline how behavioural biometrics and deep learning models such as 1-Dimensional
Convolutional Neural Networks (1D-CNN) could offer the cybersecurity discipline an

opportunity in keeping user data secure.
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1.2 Authentication

The National Institute of Standards and Technology defines authentication as:

Verifying the identity of a user, process, or device, often as a prerequisite to

allowing access to a system’s resources. [11]

Broadly speaking, authentication technology can be divided into three modalities; knowledge-
based authentication (KBA) (something you know), inheritance-based authentication
(IBA) (something you are) and possession-based authentication (PBA) (something you
have) [1, 2].

IBAs rely on physical or behavioural biometrics of the user as a form of identification.
IBA has a unique advantage over KBA and PBA in that its the mode of authentication
that should, in theory, always be in possession of the user and unique to them [1].
KBAs like passwords including Password Managers and secret phrases all share the
same vulnerability where compromise of the knowledge can lead to the compromise of
security. Whereas, PBAs have the vulnerability of being misplaced, stolen or damaged.
PBAs are now more widely available through the ubiquitous presence of smartphones,
often with an accompanying application or even the reception of a one-time passcode
(OTP) via SMS or some such similar service [1]. PBA is now often used in combination
with a KBA in 2FA/MFA to increase security. However, although viewed favourably for
their usability, security and acceptance compared to traditional passwords [12], PBAs
still have the vulnerability of needing physical possession of the security artefact for
service access. Biometrics, ideally speaking, cannot be stolen nor do they have an
information-artefact that can be compromised, but are ever-present with the user as a

part of their anatomy or their innate behaviour.

Studies have taken place on a variety of biometric authenticators. Most commonplace
commercially are fingerprint scanners, facial recognition and voice authentication [1].
These methods have been spoofed previously by images of a user’s face [13] or copies
of a fingerprint from a surface the user has touched in the past [14]. However, this
technology has improved. Fingerprint scanners now often requiring conductivity or
'live’ detection from an oximeter [14], and facial recognition now having a combination
of infrared light and depth analysis [15]. The arms race of authentication however,
has led to these being spoofable through 3D-printed masks [13] and finger replicas [14]
with alterations to circumnavigate these additional technologies [2]. This has steered
researchers to explore more advanced biometrics which would be harder to replicate such
as palm vein mapping [16, 17], acoustic ear canal mapping [18] and electrocardiogram

patterning [14]. Although yielding quite highly in terms of accuracy in research, these
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are regarded as impractical in most settings due to their need for specialised additional
hardware. This also brings in the ethical debate of personal biometric data storage,
whereby data which could identify an individual through their biological features could
be compromised. Unlike a password, once this happens it is irreplaceable and potentially
compromised indefinitely. Biometric data leaks have already occurred [19] and perhaps

demonstrate a vulnerability concern for this technology going forward.
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1.3 Behavioural Biometrics - Mouse Dynamics

Behavioural Biometrics provide a solution to these challenges by leveraging individuals’
intrinsic behaviours, such as gait [20, 21], keystroke dynamics [22], smartphone usage
[23], and mouse or trackpad interactions (mouse dynamics) [24], among others [25].
Specifically, mouse dynamic authentication unobtrusively gathers data using standard
equipment integral to all graphical user interface (GUI) enabled operating systems (OS).
Virtually every user, barring those with specialised hardware for accessibility, operates
with either a trackpad or mouse. Mouse dynamics are less invasive compared to tra-
ditional biological biometrics, offering enhanced data privacy [25]. The biometric data
collected, while unique, is not identifiable in the same way as a fingerprint, for example.
Current literature [26] documents various signatures in mouse dynamics (see figure 1.3),
more recently including nuanced data such as speed, acceleration, jerk, jitter, angle,
and velocity [27, 28]. This complex signature provides a potential authenticator with
a readily available and data-rich biometric. However, with processing large swathes of

data, bears an additional problem - processing that data.

Mouse movement

v ~
] A
I 1
! /
N s
Point-and-Click Mouse silence

F1cURE 1.3: Author generated graphic of typical mouse behaviour: Mouse-movement:

planar movement across the two-axes of freedom, Drag-and-Drop: movement beginning

with a click down of a mouse button and ends with the button release, Point-and-Click:

Mouse Movement followed by a click or double-click, Mouse silence: a period of no
movement.



Chapter 1. Introduction 7

1.4 Deep Learning and Convolutional Neural Networks

Deep Learning models, particularly multilayered Neural Networks, effectively address the
challenge of processing extensive mouse dynamics data for authentication and identifying
unique user behaviours. These models, adept at learning from large data volumes [29],
offer an efficient alternative to manual feature computation required by traditional neural

networks.

Deep Learning models have proven their efficacy across various domains through a train-
ing process that adjusts internal parameters or weights based on input data and corre-
sponding target outputs, thus enabling accurate new data classification [30]. This ability,
referred to as generalisability, results from the model’s internal feedback mechanism and

weight adjustment process.

Convolutional Neural Networks (CNNs), particularly effective for grid-like data, have
become prominent in areas such as computer vision tasks [31], speech processing [32],
and biometric recognition [33]. Their efficiency originates from parameter sharing and
hierarchical feature learning, facilitated by convolutional and pooling layers that capture

spatial patterns.

One-dimensional CNNs (1D-CNNs) show considerable promise for continuous authenti-
cation via mouse dynamics, efficiently representing temporal sequences of timestamped
coordinates ((z, y coordinates), time) [34]. Studies [35, 36] have reported high accuracy
rates, underscoring their suitability for such applications. 1D-CNNs are inherently de-
signed for time-series data, efficiently detecting and learning temporal patterns through
convolutional layers that apply filters across the data’s temporal dimension [30]. More-
over, Kiranyaz et al. highlights how 1D-CNNs offer an alternative more lightweight

model compared to their two-dimensional counterparts [37]:

...an 1mage with NxN dimensions convolve with KxK kernel will have a
computational complexity O(N2K?) while in the corresponding 1D convolu-
tion (with the same dimensions, N and K) this is O(NK). This means that
under equivalent conditions (same configuration, network and hyper param-
eters) the computational complexity of a 1D CNN is significantly lower than
the 2D CNN. [37]

1D-CNNs’ convolutional layers excel in identifying local dependencies and invariant fea-
tures, crucial in learning individual user interactions within mouse dynamics [30]. Addi-

tionally, 1D-CNNs are more computationally efficient than 2D-CNN5s for one-dimensional
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data, requiring fewer parameters and resources, thus facilitating faster training and suit-

ability for real-time applications [37].

Figure 1.4 [38], illustrates how CNNs analyse input data values, process them through
various layers, and identify increasingly complex features. This hierarchical approach

enables accurate feature or object recognition in the input data.

In summary, deep learning, particularly through CNNs, has revolutionised multiple fields
by enabling models to automatically learn data representations. The use of 1D-CNNs
in mouse dynamics research is a promising development for creating accurate and effi-
cient authentication systems [28], effectively addressing the challenges of manual feature
computation in time-sensitive security contexts. Moreover, the benefits of data privacy,
unobtrusive data collection and accessibility in regards to mouse dynamics previously
discussed, combined with the processing capability of 1D-CNNs, outlines a field worth
further exploration. This research report will seek to validate a proof-of-concept for
the use of mouse dynamics as a potential form of user authentication under organic
conditions (routine computing activities including but not limited to; internet surfing,
shopping, playing videogame, word processing etc.) utilising a 1D-CNN model as a

multi-label classifier.

fc_3 fc_4
Fully-Connected Fully-Connected
Neural Network Neural Network
Conv_1 Conv_2 ReLU activation
Convolution Convolution I\ /——JH
;s;ds] k::ln:el Max-Pooling is::::- k:::ﬂ' Max-Pooling . {with
valid padding (2x2) vaild pacding (2x2) dropout)

,.2

INPUT n1l channels n1 channels n2 channels n2 channels : . 9

(28x28x1) (24 %24 xn1) (12x 12 xnl) (8x8xn2) (ax4xn2) / OUTPUT

FIGURE 1.4: An illustrated example from Saturn Cloud of a CNN in the example of

computer vision. Layers of the neural network detect values of pixels, if the threshold

mark is passed this will stimulate neurons to the next layer which, in this example are

used to identify patterns. This leads to the correct identification of the number from a
handwritten input.
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Literature Review

2.1 Research in Mouse Dynamics for Authentication

Verifying a user by their mouse operation has been a field of research for over two
decades now [24]. Everitt and McOwan in 2003 [24] investigated the authentication
efficacy of several users (n=41) who wrote password signatures with their mouse. They
evaluated the success of their system in regards to False Acceptance Rate (FAR) and
False Rejection Rate (FRR). Yielding an FAR of 8.5% and FRR of 0.2% (achieved with
5 attempts at the signature). Despite these impressive results, variance in user signature
was found even on genuine attempts but the signature served as a compelling safe-guard
when used in combination with a password. However, when imposters were shown the

signature to simulate it for access the FAR still yielded 4.4%.

FAR — Fa?sePosztwe ‘
FalsePostive + TrueN egative
FRR FalseNegative

- FalseNegative + TruePostive

Everitt and McOwan’s findings nonetheless showed promise for further research in using
a mouse for authentication. Falling short arguably, due to its lack of practical advan-
tage over username and password access and that the FAR of users increased almost
three-fold when trialled on random words compared to words chosen by the user [24],
a method employed to overcome compromised signatures. Research in this field moved
on from signatures to then analysing mouse dynamics as a behavioural biometric for

authentication.
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Equal Error Rate (EER) is commonly seen in the literature to evaluate the performance
of binary classification systems. It provides the measure of the intersection where the
FAR is equal to that of the FRR. As it is threshold-independent, EER provides in-
formation relating to the trade-off without the need to tune decision thresholds. It’s
application however, is less common in multi-class classification. As a result, across the
literature many other metrics are used to illustrate the performance of a model (see table
2.1).

Metric Purpose

Accuracy Measures the proportion of true results (both true positives
and true negatives) among the total number of cases
examined.

Precision Assesses the proportion of true positive identifications

among all positive identifications made by the model.

F1 Score Provides a balance between Precision and Recall, useful
when seeking a balance between recognising true positives
and minimising false positives.

ROC-AUC Represents a model’s ability to distinguish between classes,
with a higher score indicating better distinction
capabilities.

TPR (Recall) The proportion of correctly predicted positive observations
to all observations in the actual positive class.

TNR (Specificity) The proportion of correctly predicted negative observations
to all observations in the actual negative class.

FAR The proportion of incorrect positive predictions to all
actual negative observations.

FRR (Miss rate)  The proportion of incorrect negative predictions to all
actual positive observations.

TABLE 2.1: Performance metrics and their definitions

Gamboa and Fred [39] looked into mouse movement analysis utilising machine learning.
A sequential forward selection algorithm which categorised the behaviour of a user,
based on feature extraction from their mouse strokes (the set of points between two
mouse clicks) when completing a memory game. Features are the input variables that
are fed into a machine learning model, they are data attributes that the system uses to
learn patterns and make predictions [40]. 63 features were extracted including velocity,
acceleration, jerk and jitter and were tuned for each of the 50 users of the data set.
Gamboa and Fred demonstrated that the more mouse strokes collected in user testing
data the greater the improvement to the EER (1 stroke, 50 strokes and 100 strokes
yielded an EER of 48.9%, 2% and 0.7% respectively) [39]. However, this posed a similar

problem to Everitt and McOwan where the authentication technique was not only static,
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the enrollment was highly specialised and would require a large amount of data input

from users to calibrate.

Pusara and Brodley investigated continuous authentication (what they described as re-
authentication) through mouse movements [41] across 18 users utilising decision trees
and personalised parameterisation. Data was collected from users on a Windows OS
system running internet explorer until 10,000 unique cursor locations were collected.
Despite yielding an impressive FAR and FRR of 1.75% and 0.43% respectively [41]. The
study has been criticised for its lack of standardisation and a public data set for peer-
review [42]. Not only this but feature extraction was customised to each user leading to

significant research overhead [41].

Ahmed & Traore investigated the introduction of a neural network to analyse user
mouse dynamics [26], specifically a feed-forward multilayer-perceptron network. Low-
level mouse events were captured with a detector unit to formulate patterned actions
split into five features of mouse behaviour (movement speed, movement direction, action
type, travelled distance and elapsed time). Ahmed & Traore’s detection unit converted
raw data of mouse action categories to build a profile of a user and use this as a model
reference point to classify users [26]. Ahmed & Traore collected mouse dynamic data
from 22 users over a period of nine weeks, averaging 12 hours and 55 minutes of input per
user. With this model, Ahmed & Traore were able to demonstrate an average FAR and
FRR of 2.46%. In their paper, Ahmed & Traore highlighted mouse dynamics potential

in the field of continuous (dynamic) authentication:

Mouse biometrics may also be used for dynamic authentication or identity
confirmation in cases where the actions of an active user raise some suspi-
citons. Intrusion detection is the most suitable of the possible applications of
this biometric. The passive and continuous user data acquisition and moni-
toring capabilities of mouse dynamics biometrics make it appropriate for the

efficient detection of masqueraders. [26]

Despite their research’s effectiveness in regards to FAR and FRR, Ahmed & Traore high-
lighted the limitations of their bespoke detector were factors such as screen resolution,
mouse design and workstation speed all of which impeded the model [26]. The detector,

also requiring a significant overhead to compute features and extract data.

Shen et al. [42] captured organic (collected during users routine computing activities)
user’s data over 30 sessions of 30 minutes. With each user (n = 28) contributing around
90,000 actions. Shen et al. demonstrated best results with a one-class Support Vector

Machine (SVM) detector and managed to achieve a FAR and FRR of 0.37% and 1.12%
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after 3000 mouse operations, equating to around 30 minutes of use [42]. Shen admitted
that ideally authentication would need to happen within 10 minutes to be viable in
preventing serious harm from a intrusive attack. At the 10-minute mark a FAR of
2.75% and FRR of 3.39% was achieved. Shen et al. [42] also highlighted a mouse

dynamic authentication system shortfall for real-world applications.

It should be also noted that, in most previous research, samples from both the
impostors and the legitimate user are required for training the classification
or detection model. This is not realistic in practice since it is impossible to

collect enough data to represent all of the imposters. [}2]

Nevertheless, in scenarios where potential attackers are pre-identified, such as in an
industrial context, a multi-class authentication system could effectively classify users on
machines they are unauthorised to access, for example in the instance of a tailgaiting
attack. Moreover, the resources required for feature extraction, is a common limitation
of early mouse dynamic research. Deep Learning however, has the ability to automate
the learning of feature sets and expands the capability of classification on a greater

amount of user data [30].
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2.2 Deep Learning in the field of Authentication with Mouse

Dynamics

Chong et al. (2018) [28] conducted a study on mouse dynamics using deep learning,
specifically investigating 1D-CNNs and 2D-CNNs, with an SVM serving as a control
model. The study reported Receiver Operating Characteristic Area Under the Curve
(ROC-AUC) scores of 0.90, 0.96, and 0.87 for the 1D-CNN, 2D-CNN, and SVM, respec-
tively. This research was carried out using two publicly available datasets: the Balabit
dataset [43] and the TWOS dataset [44]. Furthermore, Chong et al. explored the use
of multi-label joint classifiers, which were found to reduce training time while effectively

yielding multiple binary classifiers within a single multi-label model [28].

In their subsequent study, Chong et al. [36] expanded their research to include transfer
learning applied to a 2D-CNN model, a 1D-CNN, a long short-term memory (LSTM)
model, and various combination models such as CNN-LSTM. While these models were
trained as binary classifiers, the study also included evaluations of session-based and
sequence-based learning approaches against the Balabit and TWOS datasets. Session-
based training, trained models on sessions as a whole, whereas sequence-based training,
trained models on multiple sequences of 130 data events in length. The study found that
while 2D-CNNs learning from visual inputs were the top performers in three scenarios,
the 1D-CNN emerged as the best classifier in the fourth scenario. The results of this
study are summarised in table 2.2, which is adapted from the original research [36].

TABLE 2.2: Summary of research in the investigation of CNNs as authentication binary
classifiers for mouse dynamic data, assessed on the Balabit dataset (Chong et al. 2020)

Test Session Neural Network | Mean ROC_AUC

Legal (session-based) 1D-CNN 0.87
Legal (session-based) 2D-CNN 0.99
Legal (sequenced-based) 1D-CNN 0.90
Legal (sequenced-based) 2D-CNN 0.96
Legal + Illegal (session-based) 1D-CNN 0.84
Legal + Illegal (session-based) 2D-CNN 0.91
Legal + Illegal (sequence-based) 1D-CNN 0.90
Legal + Illegal (sequence-based) 2D-CNN 0.78

Results showed that 1D-CNNs were particularly successful in classifying genuine users
and imposters in sequence-based sessions in the Balabit dataset, although it is worth
mentioning that 2D-CNNs consistently performed well through all scenarios and both

datasets.



Chapter 2. Literature Review 14

Siddiqui et al. followed up their previous research [45], gathering mouse dynamic data
from an expanded data set of 40 users over a 20 minute period while playing Minecraft
and the inclusion of deep learning neural network models [27]. The focus of this sub-
sequent study was to compare machine learning algorithms such as SVM and k-nearest
neighbour algorithm (KNN) against three deep learning models (1D-CNN, 2D-CNN and
an ANN). The research also assessed the performance of binary and multi-class classi-
fiers. The deep learning models were shown to demonstrate a 92% accuracy (ANN as a
multi-label classifier) and 85% (1D-CNN as a binary classifer) whereas the SVM achieved
60% [27]. This echoes the findings of Chong et al. regarding the potential power of deep

learning models in respect to mouse dynamics as an authentication medium.
The summary of the studies outlined, specifically to the field of deep learning and their
results with 1D-CNN models is shown in table 2.3.

TABLE 2.3: Summary of research in the investigation of 1D-CNNs as authentication
classifiers for mouse dynamic data

Paper Neural Network | Accuracy | Mean ROC_AUC Dataset
Siddiqui et al. [27] 1D-CNN 85.73% - Novel
Chong et al. [36] 1D-CNN - 0.90 Balabit [43]
Chong et al. [36] 1D-CNN - 0.85 TWOS [44]
Chong et al. [28] 1D-CNN - 0.90 Balabit [43]
Chong et al. [28] 1D-CNN - 0.77 TWOS [44]

2.3 Study rationale and contribution to research

This research aims to advance the understanding of deep learning models, particularly
1D-CNNs, in the context of user authentication through mouse dynamics. It introduces
a novel dataset capturing organic mouse usage outside controlled laboratory settings,
reflecting a diversity of user system setups. The study explores the efficacy of a 1D-CNN
in multi-label classification under organic conditions, assessing its ability to classify users
during everyday activities of their choice. This in essence reflects the diverse application
of user’s systems in a wider context in order to assess if such a classifier is capable of
distinguishing classes through a high variability of input data. This approach deviates
from previous research in controlled lab environments or restricted to standardised tasks
[26, 27, 39, 41]. While honouring research previously which has used organic collections
[42].

The project serves as a proof-of-concept for onward application of mouse dynamics

as a potential dynamic authenticator, which would have an application in intrusion
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detection. This research also seeks to contribute to the increased need in diversity of

publicly available mouse dynamics data.

Drawing inspiration from Shen et al.’s design of organic capture [42], this study seeks to
apply this to a sequence-based learning 1D-CNN model as demonstrated in Chong et al.
[36] whilst building upon the multi-label and binary classifiers used in the literature [27,
28, 36]. This study aims to minimise feature extraction and train models indiscriminately
across various user activities, terminal specifications, and environments. The objective

deliverables for this project are outlined in table 2.4.

TABLE 2.4: Study Objective Deliverables

Deliverables

Description

A single-file executable Mouse

Logger

A functional software script to collate user
mouse dynamic data, deployable across
both Windows and Mac OS.

An experimental software ser-

vice

A functional software service that can pro-
cess user’s raw data and train and eval-
uate a 1D-CNN model to classify mouse

dynamic data to its attributed user.

A 1D-CNN model

A saved best performance model of a 1D-
CNN validated against unseen data from

this research’s dataset

Experimental Write-up and
associated Software Docu-

mentation

Documentation presenting the results of
the software artefacts operation, capabili-

ties and design.

Public Data Set (with user

permission)

A dataset on mouse dynamics made pub-
licly available to contribute to future re-

search in the field.

Research Outcomes

Contributions to the body of knowledge
in the field of authentication with mouse

dynamics and deep learning models.




Chapter 3

Methodology

3.1 Hypothesis

The hypothesis for this research is as follows:

Employing a 1D-CNN Deep Learning model to classify organic mouse dynamic data as a
behavioural biometric, will bolster security by correctly classifying users generalised data
with an overall accuracy of 95% and user-based classification with a precision of 95%
and FAR of 1%.

Other data metrics collated such as F1-Score, Receiver operating characteristic - area
under the curve (ROC-AUC), TNR, TPR, and FRR will also feature in the subsequent
Results and Discussion to assess the model’s performance and provide a more descriptive
picture. However, due to the nature of authentication where FAR is more detrimental
than FRR and the nature of the multi-label model being evaluated on a balanced dataset
[46] - it has been assessed that accuracy of the overall model and precision and FAR for
user-specific measures will be the primary indicators for the acceptance of this hypoth-

esis.

3.2 Research Design

A mixed-group of participants (n=7) were recruited. Across the duration of the study
however, three participants withdrew, leaving the final study sample size at (n=4). A
minimum commitment of four weeks was requested from each participant in order to
gather sufficient mouse dynamic data from the cohort which included both users of Mac
and Windows OS.

16
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The aim of the project was oriented towards implementing a comprehensive mouse dy-
namics analysis framework. Initially, a mouse logger script was developed and deployed
to gather raw mouse data. Subsequently, this data was aggregated and processed by a
dedicated service, which would partition the data into training, testing, validation, and
unseen datasets, extract features and organise the data into sequences, each comprising
100 mouse events. Utilising the first three datasets, a multi-label classification 1D-CNN
was trained and its preliminary performance evaluated through a series of 25 iterative
experiments. The most promising model from these iterations was then subjected to
further evaluation against the unseen dataset. This step was crucial for assessing the
model’s capability to generalise across a broader spectrum of user data. The outcome
of this evaluation included user-specific confusion matrices and a set of both overall and

class-specific performance metrics (see table 3.1) for detailed analysis.

Metric Purpose

Accuracy Measures the proportion of true results (both true positives
and true negatives) among the total number of cases
examined.

Precision Assesses the proportion of true positive identifications

among all positive identifications made by the model.

F1 Score Provides a balance between Precision and Recall, useful
when seeking a balance between recognising true positives
and minimising false positives.

ROC-AUC Represents a model’s ability to distinguish between classes,
with a higher score indicating better distinction
capabilities.

TPR (Recall) The proportion of correctly predicted positive observations
to all observations in the actual positive class.

TNR (Specificity) The proportion of correctly predicted negative observations
to all observations in the actual negative class.

FAR The proportion of incorrect positive predictions to all
actual negative observations.

FRR (Miss rate)  The proportion of incorrect negative predictions to all
actual positive observations.

TABLE 3.1: Performance metrics and their definitions

3.2.1 Data Collection

The study’s first phase entailed data collection from users’ organic mouse activity on
their personal computer. In order to capture this organic data, participants were en-

couraged to use their machine as they normally would and for the knowledge of their



Chapter 3. Methodology

participation in the study not to consciously influence their behaviour - users were not
given assigned tasks or asked to complete sessions of a set length. This allowed, the cap-

ture of organic data as close as possible to genuine user interaction with their machine.

Upon briefing and acceptance of participation (discussed in further detail in Participant
Considerations), data collection began. As outlined in table 3.2, six data points were
captured from users at a maximum rate of 1 event per 40 millisecond interval. In addi-
tion, buttons pressed and released were logged with all events having an accompanying

timestamp (see table 3.3), intermittently saved to comma-separated values (CSV) files

stored on the user’s local machine.

Data captured

Rationale

Timestamp

Mouse Event

Button

Action

Position X

Position Y

Captured (yyyy-MM-dd HH:mm:ss.SSS) for the purpose
of organising data chronologically to ensure subsequent
sequence formatting and user behavior was aligned.

To allow for the calculation of features such as speed and

acceleration.

Captured whether the event logged was a Mouse Move-

ment or Mouse Click event.

Captured what button (if any) were involved in the event.

Consisted of left, middle, right, x1, and x2.

Captured the action associated with the event and button.

Consisted of button.pressed and button.released.

Captured the x-axis position of the cursor on the user’s
display at the point of the event. Used to calculate dis-
tance between subsequent movements, which in turn led
to calculations of additional features such as Jitter and

Angle.

Captured the y-axis position of the cursor on the user’s
display at the point of the event. Used to calculate dis-
tance between subsequent movements, which in turn led
to calculations of additional features such as Jitter and

Angle.

TABLE 3.2: Summary of data captured and rationale.
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Timestamp Event Button Action | X | Y
2023-10-11 21:50:20.718 | Mouse Movement <null> <null> | 856 | 553
2023-10-11 21:50:20.784 Mouse Click Button.left | Pressed | 857 | 553
2023-10-11 21:50:20.858 Mouse Click Button.left | Released | 855 | 553
2023-10-11 21:50:20.926 | Mouse Movement <null> <null> | 855 | 554
2023-10-11 21:50:21.002 | Mouse Movement <null> <null> | 856 | 552

TABLE 3.3: A sample of a mouse activity log

In total, 16 defined features were extracted from the users mouse dynamic data.

Nine of which (is_mouse_movement, is_mouse_click, is_button_left, is_button_right,
is_button_middle, is_button_x1, is_button_x2, is_button_pressed, is_button_released) were
binary indicators, two were the positional coordinates (Position X and Position_Y). The
remaining five features (Distance, Speed, Acceleration, Angle and Jitter) were calculated

during data processing.

3.2.2 Data Processing

Due to variations in user data available (see figure 3.1), User D’s data set was dropped
from the sample. The raw data was then sourced into a data directory within the
Convolutional Mouse Authentication Network (CONMAN) service. Data was loaded in
preparation for manipulation. Values were preprocessed and encoded (see code insert
3.1). The datasets of each user were then split (see code insert 3.2) into four data dic-
tionaries; training (350,000 mouse events), validation (100,000 mouse events), testing
(100,000 mouse events) and unseen (>100,000 mouse events, user variable) segments.
Features were then computed for each users now split datasets (see Methodology Equa-

tions: Feature Computation) (see code insert 3.3).
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User A
n=1,523305

User B
n = 1,209,888

User C
n=712970

User D
n=383,823

n = 3,446,163 4

» N = 3,529,986

FIGURE 3.1: Author-generated graphic summarising the number of user-captured

mouse events. User D was removed from this study due to its small sample size in

comparison the other three users. Down-sampling was opted for in order to provide a
balanced but simplified classification pipeline of the data.
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def preprocess_data(self, data):

999 99

Preprocesses the raw data by converting timestamps and encoding

categorical columns.

Args:

data (pd.DataFrame): The raw data to preprocess.

Returns:
pd.DataFrame: The preprocessed data.

9999

data = data.copy ()

data [’ Timestamp’] = pd.to_datetime (data [’ Timestamp’], format="%Y—%m
~%d TH:7M:%S. % £ ")

data [’ Time_Diff’] = data[’ Timestamp’]. diff ().dt.total_seconds().
fillna (0)

event_encoded = pd.get_-dummies(data[ Event’], prefix="Event’)

button_encoded = pd.get_-dummies(data[’Button’], prefix="Button’)

action_encoded = pd.get_-dummies(data[’Action’], prefix="Action’)
all_buttons = [’Button_Button.left’, ’Button_Button.middle’, ’
Button_Button.right’, 'Button_Button.x1’,

’Button_Button.x2’]
# Not all buttons feature in all datasets, so these are
standardised across users.
for button_type in all_buttons:
if button_type not in button_encoded.columns:

button_encoded [button_type] = 0

data = pd.concat ([data, event_encoded, button_encoded,
action_encoded], axis=1)

return data

CODE INSERT 3.1: The preprocess_data method in the data_utils.DataProcessor class
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def data_splitter (self , data):

999 99

Splits the data into training,

remaining data to the unseen dataset

based on a flag.

Args:

data (pd.DataFrame) :

use_unbalance_unseen_dataset (bool):

use all remaining data for

Returns:

Tuple: Data split

unseen datasets .

into training ,

The preprocessed data to split.

validation , testing , and assigns the

Flag indicating whether to

the unseen dataset .

validation , testing , and

The method determines the size of the training , validation , and

testing datasets based on predefined

sizes in the configuration (config.py).

use_unbalance_unseen_dataset is

to the unseen dataset.

with a predefined size, similar

9999

If

True, all remaining data is assigned

to the other

datasets .

data = data.sort_values (by=[’Timestamp’])

Otherwise, the unseen dataset is created

# Determines size of the splits based on the config.py values for
sequence_length and sizes.

train_size = (config.train_size * config.sequence_length)

val_size = (config.valid_size % config.sequence_length)

test_size = (config.test_size * config.sequence_length)

# Split data into training , validation, and testing datasets.

train_data = data.iloc [: train_size]

val_data = data.iloc[train_size:train_size + val_size|

test_data = data.iloc[train_size + val_size:train_size + val_size +

test_size|

if self.use_unbalance_unseen_dataset :

# Assign all remaining data to the unseen dataset .

unseen_data =

else:

data.iloc[train_size + val_size + test_size :]

# Allocate a predefined size to the unseen dataset.

unseen_size

unseen_data =

(config.unseen_size * config.sequence_length)

data.iloc[train_size + val_size + test_size:

train_size + val_size + test_size + unseen_size]

return train_data ,

val_data ,

test_data ,

unseen_data
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CoODE INSERT 3.2: The data_splitter method in the data_utils.DataProcessor class
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def compute_features(self , data):

799 99

Computes additional features based on the preprocessed data.

Args:

data (pd.DataFrame): The data to compute features on.

Returns:

pd.DataFrame: The data with computed features.

999 99

data [’ Distance’] = np.sqrt(data|’ Position_ X ']. diff ().pow(2) + data]
"Position_Y ' ]. diff () .pow(2))

data[’Speed’] = data[’ Distance’] / data[ Time_Diff’]

data|’Acceleration’] = data[’Speed’]. diff () / data[’  Time_Diff’]

data[’Angle’] = np.arctan2(data[ Position.Y ']. diff (), data[’
Position-X "]. diff ()) * 180 / np.pi

data[’Jitter ’] = data[’Distance’]. diff ().abs()

data.replace ([np.inf, —mp.inf], np.nan, inplace=True)

data. fillna (0, inplace=True)

return data

CopE INSERT 3.3: The compute_features method implementing the feature

computation equations in the data_utils.DataProcessor class

This partitioning and feature computation was done prior to scaling in order to minimise
the risk of data leaking and to prevent data overlap. Min-max scaling [47] of the training
dataset was then executed, with the scaling being applied to the remaining three datasets
of each user. This ensured scaled data of each user being applied to their respective
datasets. Once the processes above were completed for all users, the four data segments
(training, testing, validation and unseen) were compiled with their counterparts from
other users, with the conversion of sequence data to float32 formatting and label data to
categorical formatting to be received by the model. The training set underwent shuffling
prior to this conversion (see code insert 3.4) alongside corresponding class labels with
concerted efforts to ensure pairing. Shuffling preserved the time-series integrity within
each sequence but altered the sequence order. Shuffling was implemented as a precaution
to prevent the model from learning the sequence order, thereby ensuring that it focuses

on learning the features within each sequence.
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def shuffle_sequences_labels(self, sequences, labels):
Shuffles the given sequences and their corresponding labels in

unison .

Args:
sequences (np.array): Array of data sequences.
labels (np.array): Array of labels corresponding to the

sequences .

Returns:

Tuple: Shuffled sequences and labels.

Ensures that the sequences and labels are shuffled in the same
order to maintain correct pairing.

assert len (sequences) = len (labels)

indices = np.arange(len (sequences))

np.random. shuffle (indices)

shuffled_sequences = sequences[indices]

shuffled_labels = labels[indices]

return shuffled_sequences , shuffled_labels

CoDE INSERT 3.4: The shuffle_sequences_labels method sequence and label shuffling

uniformly

This data was then received by the ModelCreator class along with configuration data
(see code insert 4.2) to instantiate a model, utilising the training and validation sets for
training with subsequent testing data for initial evaluation. To ensure reliability of the
results, this process was repeated 25 times, wherein a fresh model was trained against
the data pool. When models were trained they were then saved by the service. At the
end of the 25 iterations the best saved model was extracted, evaluated by the lowest
validation loss and was then used to evaluate against the unseen data set verifying its

ability to generalise to unseen data.
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3.3 Evaluation Criteria and Statistical Analysis

When analysing the results of the data, performance metrics were calculated by the
CONMAN ’s ResultsController class and its associated results_utils module and
ouput to CSV and the console. The classes utilised the sklearn.metrics package [48]
for determining the accuracy score, precision score, recall score, F1 score, ROC-AUC
score and confusion matrices. The choice of these metrics (see table 3.1) allowed for a
descriptive image of the model’s performance to be outlined. These metrics were selected
due their current representation in the field of behavioural biometrics in order to act
as a point of comparative evaluation to current research, as outlined previously in the

literature review.

3.3.1 Methodology Equations: Feature Computation

As mentioned, feature computation was executed by the CONMAN service, with the
DataProcessor class and compute_features function (see code insert 3.3), utilising
the numpy [49] and pandas [50] Python packages (all of which is discussed further in
the CONMAN Service documentation, see appendix A). These features upon calcula-
tion were appended to the dataset for each mouse event to prepare the data for model

training.
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Distance; = \/(Positionxi — Positionx,_,)? 4+ (Positiony, — Positiony,_,)?

Distance: the computation of the Euclidean distance between consecutive mouse posi-

tions, quantifying the amount of movement the mouse covered over time.

Distance;
Speed; = ———*
Timepify,

Speed: the distance travelled over the time difference, representing the interval between

consecutive mouse positions.

Speed; — Speed;_1

Acceleration; = -
Timepify,

Acceleration: the change in speed divided by the time difference, computing the rate

of the change of speed.

.. . . . 180
Angle; = arctan 2(Positiony, — Positiony, ., Positionx, — Positionx, ,) x —
T

Angle: the direction of the mouse path relative to the horizontal axis, articulated the

trajectory of consecutive mouse movements.

Jitter; = |Distance; — Distance;_1|

Jitter: the absolute change in the distance between points, indicating the variability of

positioning in a movements distance.

These equations standardised features across the classes as part of the processing set-
up, all being appended to the data frame. This enabled the service to take advantage
of extra descriptive features all the while being able to remove a resource overhead in
explicit feature composition whereby the defining of mouse movements, drag and drops,
point-and-clicks etc. are no longer needed, a benefit of deep learning networks outlined
by Hu et al. [51].
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3.3.2 Methodology Equations: Model Performance Metrics

Metric scores for model performance overall were computed through the use of the
sklearn package with the relevant imports from the metrics module within the CON-
MAN service. The metrics captured for model performance are those previously shown

in table 3.1. The equations for each of which are as follows:

A TP+ TN
cecuracy =
MY = TP TN FP+ FN
Precisi TP
ecision = —————
recision TP+ FP
F1 Score — 2 x Precision x Recall

Precision + Recall

1
ROC AUC = / TPR(z)dx
=0

TPR= zuo?m
FAR = pffm
FRR FN

“FN+TP
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For calculating user-specific data, TNR, TPR, FAR, FRR were calculated using the
variables obtained from each users confusion matrix (see figure 3.2) and a Area un-
der the Curve - One versus Rest (AuC OvR) was performed for each user using the
sklearn.metrics module. This effectively splits the multi-label classifier into one bi-
nary classification problem per class [48]. TNR, TPR, FAR and FRR were implemented
in the code through the compute_individual metrics method (see code insert 3.5) and
its associated methods (see code insert 3.6) within the Metric_Calculator class when

called by the Results_Controller.

Confusion Matrix for User A

1750
Negative 1500

1250

1000

True label

- 750

Positive 4 - 500

250

T
Negative Positive
Predicted label

FIGURE 3.2: An example of a confusion matrix from a model iteration. Model 6, User

A.
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def compute_individual_metrics(self, y_true, y_pred, y_pred_probs):

999 99

Calculates performance metrics for each class, including confusion

matrices .

Parameters:
y-true (array): True labels of the test dataset.
y-pred (array): Predicted labels by the model.

y-pred_probs (array): Prediction probabilities by the model.

Returns:

Tuple: A dictionary of metrics for each class and a dictionary of

confusion matrices for each class.
7NN
metrics_per_class = {}

confusion_matrices = {}

# Calculate metrics and confusion matrix for each class.
for i in range(self.n_classes):

user_label = list (self.user_labels.keys())[1]

current_test_labels = (y-true = 1i).astype(int)
cm = confusion_matrix (current_test_labels , y_pred =— i)
confusion_matrices [user_label] = cm
user_metrics = {
"Precision”: precision_score(current_-test_labels , y_pred =—

i, zero_division=0),

"F17: fl_score(current_test_labels , y_pred = i),
"ROCAUC.OVR” : roc_auc_score (current_test_labels ,

y-pred_probs[:, i]),
"TPR”: self.true_positive_rate (cm),
"TNR”: self.true_negative_rate (cm),
"FAR” : self.false_alarm_rate (cm) ,
"FRR”: self.false_rejection_rate (cm)

}

metrics_per_class [user_label] = user_metrics

return metrics_per_class , confusion_matrices

CODE INSERT 3.5: The called method compute_individual_metrics
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# Additional methods to calculate specific rates from confusion
matrices .
def true_positive_rate(self, confusion_matrix):
TP, FN = confusion_matrix[1, 1], confusion_matrix[1l, 0]
return TP / (TP + FN) if TP + FN > 0 else 0

def true_negative_rate(self, confusion_matrix):
TN, FP = confusion_matrix [0, 0], confusion_matrix[0, 1]
return TN / (TN + FP) if TN + FP > 0 else 0

def false_alarm _rate(self, confusion_matrix):
FP, TN = confusion_matrix [0, 1], confusion_matrix [0, 0]
return FP / (FP 4+ TN) if FP + TN > 0 else 0

def false_rejection_rate (self, confusion_matrix):
FN, TP = confusion_matrix[1, 0], confusion_matrix[1l, 1]
return FN / (FN 4+ TP) if FN + TP > 0 else 0

CODE INSERT 3.6: The additional calculation methods called by compute_features

3.4 Participant Considerations

As mentioned, the research project required extensive data collection of mouse dynamic
data while users operated their personal computers. Mouse-logging, which is pivotal
in accessibility, cybersecurity, and user experience research, is also utilised in malware.
With this in mind, the software was developed with transparency about its purpose and

operational mechanisms.

Participants were briefed regarding the mouse-logging programme and the intention of
the study, along with the opportunity to ask questions and to review the source code
for the sake of complete transparency. This was all done in the aid of gaining informed
consent from users. Participants were also informed that, should they wish, their taking
part in the study could be withdrawn at any time along with all the data gathered to be
safetly discarded. A briefing document (see appendiz B) was provided to all participating

users to read and sign.

Given the invasive potential of mouse logger software, data collection adhered strictly
to the necessary scope of the research. The data collected contained no identifiable
information but it was reviewed for sanitation and stored securely. Detail regarding the

data captured during this phase along with rationale is outlined in table 3.2.
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Design & Implementation

4.1 Procedure for specification requirements, user stories

and design documentation

4.1.1 Mouse Logger & The CONMAN Service

A Software Requirements Specification (SRS) document (see appendiz C) was developed
first as a formal requirements framework for the project inspired from a standardised
template, outlined in IEEE 830-1998 [52]. This SRS document provided a detailed and
structured description of both software artefacts intended functionalities, performance,

interface, and design constraints.

As this project was a sole endeavour, the SRS served as a single point of truth for the
requirements and subsequent implementation of the project. Furthermore, in my com-
prehensive role encompassing development, design, and product ownership, the necessity
for a versatile and effective development approach was key. As a result, principles of Ex-
treme Programming (XP), an Agile software development methodology, were employed.
XP’s focus on iterative development, constant feedback (albeit internal), and flexibil-
ity proved to be highly compatible with the project’s requirements, especially with the
development of the CONMAN service.

Following the drafting of the SRS, rough epics (see appendiz D) were developed in order
to structure the project into modular software objectives. Serving as the sole researcher
with multiple responsibilities, the structuring of initial epics facilitated the management
of this expansive and multifaceted project. Drafting of initial user stories and spikes [53],
derived from these epics (see appendiz D), functioned as modular goals that aligned with

the SRS. This framework enabled the seamless transition between the roles of end-user,

32
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tester, product owner, software engineer, machine learning engineer, and data analyst
[53] — each critical to the project’s completion. This breakdown enhanced the clarity
and deliverability of each requirement within the epics, aligning closely with the project’s

scope.

Following this, the Software Design Documentation (SDD) was drafted (see appendiz
E). This too inspired by formal documentation [54]. It systematically described the
software’s architecture and design, providing a comprehensive overview of the system’s
structure, components, and their interactions. In industry, the use of formal documen-
tation methods in the SDD ensures that the design principles and architectural choices
are communicated effectively, enabling developers to translate the requirements into a
coherent and efficient software architecture [54]. It also serves as a critical tool for
future maintenance and scalability efforts, allowing new developers to understand the
system’s design efficiently. Although as mentioned, this project was a sole-endeavour
these benefits of a comprehensive SDD were limited to myself only, but were nonetheless
helpful throughout the project’s duration. The SRS and SDD, essentially mapped to
the designed components and overall software interplay. Further allowing the ’overlay’

of the initial user stories to satisfy requirement with a design blueprint.

This modularised design approach naturally lent itself to the adoption of an Object-
Oriented Programming (OOP) paradigm [55, 56] and was a cornerstone of the devel-
opment methodology. This approach facilitated code maintainability and adaptability,
which was essential given the project’s scale. Moreover, my familiarity with OOP and
the awareness of its benefits in allowing for the reuse of code components and its ability
to simplify the creation of diverse functionalities without duplicating effort, not only
conserved valuable development time but also streamlined the overall project timeline,

aligning with the strategic focus on time efficiency and resource management.

Informed by the specified requirements, tools, user stories, and the adoption of an
Object-Oriented Programming (OOP) approach, an initial high-level design of the mouse
logger was developed (see figure 4.1). This logic mapping provided a clear blueprint of
the functional requirements and their interplay within the broader context of the script.
Utilising this schematic as a guide, the SDD was expanded to partition the logic flows into
segmented classes with associated methods including detailed descriptions of each com-
ponent. Leading to further refinement of user stories. Unit testing and benchmarking
then steered the implementation of the components, in order to ascertain the accuracy
of the software and to assess the impact of the logger on end-user’s systems. Addition-
ally, the SDD comprehensively listed all necessary libraries as development progressed,

affirming their relevance and roles in fulfilling the project’s objectives.
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FIGURE 4.1: Author-generated initial design of mouse-logger logic

Similar to the approach taken with the mouse logger, the partitioning of requirements
for the CONMAN system, with overlaid user stories, was divided into functional compo-

nents. This identified that the service would require four principal operational aspects:

1. Pre-processing data from its raw format into a split and featured set.
2. Creating sequenced data, scaling data, shuffling and compiling the data pool.
3. Creating, training, evaluating, saving and loading models.

4. Processing and calculation of statistical metrics post model performance.

The preliminary concept design of this system was drafted (see Figure 4.2), with these
requirements managed by the DataController, ExperimentController, ModelCreator
and the ResultsController. This approach led to the detailed design of specific com-
ponents and associated utility classes, with each Controller class having dedicated
utility packages: data_utils, experiment_utils, results_utils. The ModelCreator
class was created to handle processes related to the 1D-CNN, such as model creation,
storage, and loading. Initially, the main class directed the application’s flow, but this

was eventually superseded by the ExperimentRunner class.
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The development of the CONMAN service involved a series of iterative prototypes and
manual testing. Given the service’s focus on a novel field of research for me, the de-
velopment process presented more complex and unpredictable challenges compared to
the mouse logger. This complexity often led to unforeseen issues, requiring exten-
sive research, problem-solving efforts, and considerable time dedicated to additional

exploratory spikes.

The presence of these 'unknown unknowns’ led to a departure from a strictly methodical
approach. Consequently, the development of the CONMAN service frequently relied on
experimental and exploratory techniques to address emerging challenges. This situation
led to unit testing being relegated to a secondary consideration, often viewed as an
afterthought due to time constraints. In hindsight, this prioritisation proved to be
detrimental to the development timeline, as it reduced the efficiency and predictability

of the software development process.

The adoption of an exploratory development strategy, where solutions were iteratively
tested and refined based on their effectiveness, became a key aspect of the project. While
this approach was less structured, it was essential for navigating the complexities and
uncertainties associated with integrating machine learning into the service. It facilitated
flexibility and rapid adaptation in response to the unique challenges encountered during
the development of the CONMAN service. However, the retrospective recognition of
the importance of consistent unit testing highlights the need for a more balanced ap-
proach in future projects, integrating both exploratory techniques and rigorous testing

methodologies to enhance development efficiency and software reliability.
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FIGURE 4.2: Author-generated initial design of complete system

The use of formal methods reinforced consistency and gave clarity to the project’s goals.
Also significantly contributing to the overall quality and reliability of the development
process. These practices were essential in mitigating risks, preventing scope creep, and
ensuring that the final software product aligned closely with the study objectives. Al-
though not employed uniformly or consistently they were essential in the design and

development process of the software artefacts.

4.1.2 1D-CNN Model Design

The initial design of the model was inspired by Siddiqui et al. [27]. The model input
would comprise of multiple linear stacks of layers, each represented as two-dimensional
arrays [sequence length, number of features|. Specifically, each layer contains 100 chrono-
logical mouse events, forming a sequence with 16 features at each event, with the output
being one of three classes. The choice of a Sequential model was driven by its single ten-
sor input and single tensor output architecture [57]. Sequential models are also known
for their standardised architecture and user-friendly interface, making them a suitable
choice for those new to machine learning [40, 57]. As a multi-label model, a softmax
activation function was employed for the output layer to generate a probability distri-
bution across the three classes. This design allows the model to train on and identify a

user’s intrinsic mouse dynamic features within a 100-event window.
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The decision to use a sequence length of 100 events was informed by the literature
review [36] and was considered a round number appropriate for partitioning data into
dictionaries during down-sampling. The rest of the model’s architecture, including the
number of convolutional layers, number of filters, kernel size, hyperparameters, choice
of global max pooling versus max pooling layer(s), and the configuration of the Dense
layer, was largely determined heuristically. This approach, lacking a rigorous empirical

methodology, will be further discussed and addressed in the subsequent discussion.

4.2 Materials & Tools

4.2.1 Hardware

The development of this project was undertaken on an Apple MacBook Pro, 2GHz Quad-
Core Intel Core i5, Intel Iris Plus Graphics 1536 MB, 16 GB 3733 MHz LPDDR4X.

4.2.2 Python

As mentioned, for this investigation two artefacts of software were developed. The first,
a single-file executable Python programme, mouse logger (documentation available in
appendiz F) and the second being the Python project which included the training and
testing of the 1D-CNN model and it’s associated scripts to process data in its various

forms, known as the CONMAN service (see appendiz A for service documentation).

The mouse logger deliverable and associated benchmark tests were a single project
developed in Python. Initially, considerations were made to develop the mouse log-
ger in Java due to familiarity with the language and the availability of the Abstract
Window Toolkit package which allows for the logging of mouse events, captured by the
MouseEvent class, an extension of InputEvent [58]. This package and associated classes
are commonly used in Java in the development of GUIs [58], however they are restricted
to what is known as the component geometry. This limits the software’s capability in
recording global mouse event activity. This can be overcome by bypassing the abstrac-
tion of the Java Virtual Machine, but would require bespoke solutions across different

0OS, leading to a more verbose software solution.

As a result of this, Python was deemed more appropriate because of its more direct
accessibility to a system’s OS [59]. Simple library modules such as os, sys [59], [60]
and subprocess [61] as well as third-party libraries such as pynput [62] simplify file ma-

nipulation and python’s libraries bare the complexity of differences between OS. This
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presented a unified interface to developing a software solution that was targeted to Mac
and Windows OS [59]. This allowing a more straightforward development process. As
mentioned, the pynput library was used. Pynput allows a programmer to control and
monitor input devices, of which there are two supported, with their respective sub-
packages; pynput .mouse and pynput .keyboard [62]. Not only does this library provide
management of the backend for the platform it is running on [62], but it would have
allowed for a simplified expansion into software that could key-log as well, demonstrated

by Da Silva Beserra et al. [63] as a potential avenue for future research.

The data pipeline involved the comprehensive processing of large volumes of raw data
sourced from CSV files. This process encompassed transforming the data into an or-
ganised data frame structure compatible with several stages of data processing and
manipulation (feature computation, data splitting, sequence creation). A key aspect
of the pipeline was the simultaneous management of user labels and data, for prepara-
tion for tensor operations required by the 1D-CNN model. And finally, assessing the
model’s performance and presenting the results in both CSV format and graphically.
Python proved highly compatible with a variety of data structures which allowed for
comprehensive data management - including data dictionaries, tuples, and data frames,
and facilitated tensor operations through libraries such as NumPy [49]. Additionally,
Matplotlib [64] offered robust capabilities for data visualisation. Python’s extensive
range of data structures was instrumental in maintaining data integrity and ensuring

the pipeline’s functionality.

The choice of Python (v3.9.6), bolstered by its extensive library ecosystem and inherent
cross-platform compatibility, aligns well with the prevalent trends in Machine Learning
development, with researchers already cited using Python as a capable mouse-logging
scaffold [45]. In addition to these capabilities, Python’s synergy with Object-Oriented
Programming (OOP) principles further justified its selection for developing the CON-
MAN service. Finally, Python was found to be an accessible language in relation to

machine learning frameworks, compatible with both TensorFlow and PyTorch.

This strategic choice ensured coherence across both segments of the software, facilitating

a unified development approach.

4.2.3 Development Environment

To leverage Python’s full potential in the context described above, JetBrain’s Integrated
Development Environment (IDE), PyCharm, was employed. PyCharm’s robust features

and Python-centric environment offered an integrated solution for coding, debugging,
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and testing, further enhancing the development efficiency of both the mouse logger and
the CONMAN service.

4.2.4 Pylnstaller

The mouse logger, when completed, was packaged through PylInstaller(v.5.13.2), an
open-source utility programme which grants the deployment of Python projects as a
single-file executable [65]. PylInstaller copies the script for executing, the required pack-
ages and modules, as well as the Python interpreter, collating them all as a single file.
This permitted the distribution of the mouse logger to participant’s systems without

them needing the understanding of, or the software required, to run a Python script.

4.2.5 TensorFlow and Keras API

In this study, TensorFlow (v2.15.0), an open-source machine learning library [66], was
employed alongside its high-level API, Keras (v.2.15.0) [67]. This pair, simplified the
design and deployment of the 1D-CNN. As shown in code insert 4.1, layer definition
is accessible, as are the possible tweaking of the hyperparameters in the model, which
were further streamlined through system configuration variables in the Config.py file

(see code insert 4.2).

The project faced a constraint in terms of time, which influenced the choice of Ten-
sorFlow as the foundational framework for model development. Keras, in particular,
facilitated a more streamlined construction process of the neural network, aligning with

the project’s timeline.

PyTorch, another framework highly regarded within the academic realm, presented a
more complex learning pathway and was found to be preferred for research-intensive
applications. However, considering that the project’s initial ambitions were to integrate
the machine learning model into a deployable application, TensorFlow’s production-
oriented ecosystem was deemed more suitable. The user-friendly nature of TensorFlow
with Keras combined with the option for a fluid transition from model development
to application deployment resulted in it being selected as the library of choice for this

project.
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def create_model(sequence_length, no_of_features, no_of_users):
Creates and compiles a 1D Convolutional Neural Network (CNN) model for

user authentication using mouse dynamics.

Args:
sequence_length (int): Length of the input sequences.
no_of_features (int): Number of features in the input data.
no_of_users (int): Number of users (classes) for the model to

classify .

Returns:
Sequential: A compiled Keras CNN model.
model = Sequential ()
model.add (ConvlD (filters =32, kernel_size=3, input_-shape=(
sequence_length , no_of_features)))
model . add (Activation ('relu’))
model.add (tf.keras.layers.GlobalMaxPoolinglD () )

model . add (Dense (60, activation="relu’, kernel_regularizer=11_12(11=

config.11, 12=config.12)))

model.add (tf.keras.layers.Dropout(config.dropout))

model.add (Dense(no_of_users, activation='softmax’))

model. compile (optimizer="adam’, loss=’categorical_crossentropy’,
metrics=[’accuracy ’])

return model

CODE INSERT 4.1: The create model method implementing Keras layer definitions
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7?” Configuration for running the experiment environment”””

user_data = ’config_data_directories.json’

799 1\"10(161 Config777777
model_store = ”ModelHub/ model_store”
s no_of_users = 3

sequence_length = 100

no_of_features = 16
batch_size = 34
o max_epochs = 100

early _stopping_patience = 5
minimum_improvement = 0.01
3 # Regularisation

11 = 0.001

12 = 0.001

5 dropout = 0.05

7?77 Number of sequences to be created from mouse events”””

train_size = 3500
valid_size = 1000
test_size = 1000

unseen_size = 1500

5 777 This boolean flag can be set to False to accept 1500 unseen_size
sequences rather than all (True)”””

5 use_unbalanced_unseen_data = True

999 99

REPETITIONS = 25

CODE INSERT 4.2: The config.py file which acted as a global variable configuration

center
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Results

5.1 Description of the finished working product

5.1.1 Mouse Logger and The CONMAN Service

Both software artefacts were successfully completed, meeting their specifications as stip-
ulated in the SRS (see appendiz C). The mouse logger was effectively deployed across
both Mac and Windows OS. Feedback gathered from end-users was positive with no
issues or errors raised - underlining the script’s effective and user-friendly requirement.
Although, feedback from users did highlight that each user on one occasion or more
forgot to initiate the service when using their machine. Notably, users also stated that
the mouse logger demonstrated no discernible interference with machine performance,
effectively capturing continuous mouse dynamic data as outlined earlier in the method-
ology with minimal disruption. Benchmark testing was undertaken before deployment
and were found to be satisfactory (see table 5.1). During the data collection process
however, a minor anomaly was observed: 13 sessions from the aggregate user data pool
yielded no data. While this did not appear to obstruct the overall data capture process,
these empty sessions were identified as outliers and were subsequently excluded from
the final results computation. Data collection yielded 146 csv files totalling 169.42 MB
in size across four users amassing 3,529,986 captured mouse events. With User D be-
ing dropped from results analysis, the final total was 3,446,163 captured mouse events
over 130 files totalling 165.45 MB in size. The CONMAN Service was successfully ex-
ecuted across the datasets to yield data for model training and evaluation and service
output was as specified in the methodology regarding overall model performance and

user-centric specifics which were successfully delivered.

42
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Intensity | Avg. CPU | Peak CPU | Avg. RAM | Peak RAM
Low 0.63% 3.90% 0.21% 0.23%
Medium 0.89% 3.60% 0.23% 0.23%
High 1.26% 3.70% 0.19% 0.23%

TABLE 5.1: Average and Peak CPU and RAM usage expressed as a percentage of the
total availability at different intensities, specifications of these tests can be seen in the
mouse logger documentation.

5.1.2 Model Architecture

The final model architecture can be seen in figure 5.1. TensorFlow’s ’Adam’ optimiser
was implemented using its default setting on the free parameters, with a base learning
rate of 0.001 a 51 of 0.9, 82 of 0.999 and an ¢ = 1 x 1077 [68]. Categorical cross entropy
was employed as the loss function for the multi-class classification models, with batch
size = 34. Dropout probability was 0.05, with L1 and L2 deregularisers both equalling
0.001, batch normalisation was not implemented in the final structure. An early-stopping
callback was implemented, assessing validation loss to its minimum value, with a patience
of 5 epochs and a minimum § improvement of 0.01. A model-checkpoint callback was
also used in order to save best weights within model performances, again scoped to the
minimum validation loss of the model. Each model iteration was run for a maximum
of 100 epochs, the final range used by all 25 models was between 18 and 29. The best
model running 28 epochs. These callbacks allowed for model’s to be adequately fitted

without risk of over-training occurring, thereby preserving computing resources.
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FIGURE 5.1: The final architecture of the 1D-CNN model

N

5.2 Model Results

Model training performance was assessed through training vs. validation accuracy and
loss. There were little variations in the learning curves of these models (see figures
5.2, 5.8, 5./), with models generally fitting well with little evidence of under or over-
fitting. The validation accuracy was consistently higher than the training accuracy and
validation loss less than training loss. This is believed to be due to the implementation
of regularisation techniques which are present at the time of training but not validation
or testing [69]. These techniques allow for better generalisation and prevent the model

from over-fitting to the training dataset [40].
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FIGURE 5.2: An example of an Training vs Validation plot for both accuracy (top) and
loss (bottom) - Model 1, epochs = 18.
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FIGURE 5.3: An example of an Training vs Validation plot for both accuracy (top) and
loss (bottom) - Model 4, epochs = 17.
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FIGURE 5.4: An example of an Training vs Validation plot for both accuracy (top) and

loss (bottom) - Model 22, epochs = 28.

The average testing performance of all models can be seen in table 5.2.

TABLE 5.2: Overall Testing Performance across Models - rounded to 3sf.

Stat Accuracy | Precision Macro | Recall Macro | F1 Macro | AuC OvR
MEAN 0.997 0.997 0.997 0.997 1.000
STD 0.001 0.001 0.001 0.001 2.89 E-08
MEDIAN 0.997 0.997 0.997 0.997 1.000
MIN 0.995 0.995 0.995 0.995 1.000
MAX 0.999 0.999 0.999 0.999 1.000

This table and the box and whisker plot (see figure 5.5) demonstrates that models

yielded high accuracy, precision, recall and F1-Score, demonstrating a very tight dis-

tribution around the mean values, indicating a high level of consistency in model per-

formance across different iterations, with all models returned metrics surpassing 0.99.

The median and mean are exact when considered to 3 significant figures (0.997), for

each metric demonstrating a balanced distribution of results. The variability of quartile

one is slightly larger across metrics but not enough to warrant a skewed distribution.

The datasets for testing are balanced so little variation would be expected in precision
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and recall. Overall it demonstrates the models performed very well, however, note it
is acknowledged that these models appear to have performed exceptionally well, which

may be due to limitation in the dataset as whole, later discussed.

Box and Whisker Plot of Model Metrics
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FIGURE 5.5: A box-and-whisker plot of the overall model performance by metrics
(excluding AoC OvR, (n=25) (Green triangle = Mean), (Orange line = Median)

Looking at the results from table 5.3 it shows that during testing, models were adeptly
able to classify all users with 99% precision, User B being the label which was classified
with the highest precision.

TABLE 5.3: Mean Testing Performance across Users

User | Precision | F1 AUC | TPR | TNR | FAR | FRR
A 0.994 0.996 | 0.999 | 0.998 | 0.997 | 0.003 | 0.002
B 0.999 0.999 | 0.999 | 0.999 | 0.999 | 0.001 | 0.001
C 0.998 0.996 | 0.999 | 0.995 | 0.999 | 0.001 | 0.005
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5.3 Best Model (Shea) vs. Unseen Dataset

As mentioned, the unseen dataset was to act as a generalisability validation for the best
performing model across the iterations. As this dataset was compiled from each user it
also gives an indication on the performance at intrusion detection. The best performing
was model iteration 22 (now on referred to as ’Shea’). Shea expressed excellent results

when classifying the unseen dataset compiled from the three user’s data (see table 5.4).

TABLE 5.4: The Shea model vs. Unseen Data Performance Metrics

Accuracy | Precision_Macro | Recall Macro | F1_Macro | ROC_AUC_OvVR

0.996 0.992 0.994 0.993 0.999

Overall model performance was exceptional, with every metric exceeding a result of
0.99. The AUC-OvR achieving 0.999 with almost perfect classification between labels
(see figure 5.6). When looking on the user-centric level (see table 5.5), it is clear to see
that Shea performed best when classifying user B, with a TPR and TNR achieving 99%
and FAR and FRR at 0.001%. Much like the results observed in training data, Shea
also expressed more difficulty (although only slight) with discerning between users A
and C in a few instances, with an average FAR of 0.003% observed across these two
labels. For a more detailed view of the Shea model’s performance in regards to user
classification, the confusion matrices of users A, B and C can be seen in figures 5.7, 5.8

and 5.9, respectively.
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TABLE 5.5: The Shea model vs Unseen Users Performance Metrics

User | Precision | F1 ROC_AUC | TPR | TNR | FAR | FRR
A 0.997 0.997 | 0.999 0.996 | 0.996 | 0.004 | 0.004
B 0.999 0.999 | 0.999 0.998 | 0.999 | 0.001 | 0.001
C 0.981 0.985 | 0.999 0.988 | 0.998 | 0.002 | 0.002
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Shea Model - Confusion Matrix for User A (Unseen Data)
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FIGURE 5.7: The Confusion Matrix from the Shea model vs Unseen data - User A
contributing 9733 sequences to the unseen set.
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Shea Model - Confusion Matrix for User B (Unseen Data)
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FIGURE 5.8: The Confusion Matrix from the Shea model vs Unseen data - User B
contributed 6598 sequences to the unseen set.
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Shea Model - Confusion Matrix for User C (Unseen Data)
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FIGURE 5.9: The Confusion Matrix from the Shea model vs Unseen data - User C
contributed 1629 sequences to the unseen set.

Table 5.6 highlights the findings of this study compared to those that were listed earlier
in table 2.3. This demonstrates the capacity of 1D-CNNs as multi-label classifiers in the
field of authentication and mouse dynamic behavioural biometrics, successfully achieving

higher accuracy and ROC-AUC scores compared to all three papers.

However, these results should be interpreted with caution, with the acknowledgement
that further study should be undertaken to warrant these findings. There are factors
which limit the application of this research, namely, the dataset, lack of solidified control
instance and lack of comparison with other established datasets. All of which will be

explored in the discussion of this project.
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TABLE 5.6: Summary of research in the investigation of 1D-CNNs as authentication
classifiers for mouse dynamic data, compared to the findings of this paper

Paper Neural Network | Accuracy | Mean ROC_AUC Dataset
Siddiqui et al. [27] 1D-CNN 85.73% - Novel
Chong et al. [36] 1D-CNN - 0.90 Balabit [43]
Chong et al. [36] 1D-CNN - 0.85 TWOS [44]
Chong et al. [28] 1D-CNN - 0.90 Balabit [43]
Chong et al. [28] 1D-CNN - 0.77 TWOS [44]

This research 1D-CNN 99.6% 0.99 Novel
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Discussion

6.1 Evaluation of the proof-of-concept

The main objective of this study was to validate a proof-of-concept for the use of mouse
dynamics as a potential form of user authentication under organic conditions utilising a
1D-CNN model as a multi-label classifier. In order to assess whether this was achieved

or not the hypothesis for this research was stated as follows:

Employing a 1D-CNN Deep Learning model to classify organic mouse dy-
namic data as a behavioural biometric, will bolster security by correctly clas-
sifying users generalised data with an overall accuracy of 95% and user-based

classification with a precision of 95% and FAR of 1%.

The model demonstrated the capacity to classify users based on mouse dynamic data
with considerable accuracy. The Shea model was able to discern between users on an un-
seen dataset with an overall accuracy of 99.6%. Considering FAR, the model performed
well in this regard, with FAR achieved across users (A,B,C) in the unseen validation at
0.004%, 0.001% and 0.002% respectively. Looking at the balance of this value as well as
precision macro achieving 99.2% and the ROC-AUC for each user exceeding 0.99 it can
be conclusively stated that the hypothesis of this study was fulfilled and therefore should
be accepted, however alongside the caveat that this is in the instance of this particular

model design performing on this research’s dataset.

55
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6.2 Evaluation of study deliverables

As stated in table 2.4 in the methodology, the goals of this research were to contribute
several deliverables to the field of mouse dynamics as a behavioural biometric. The two
software artefacts were delivered successfully. As well as a saved 1D-CNN model (Shea)

which has the best performance against the accompanying dataset of this study.

6.2.1 Mouse logger

Largely performing well, the mouse logger successfully collected over three million unique
mouse events across four users with no known issues, excluding the anomalous files
previously mentioned. However, it is worth noting that the mouse logger lacked in its
precision within two key indices; Timestamps and Positional (z, y) data. In time-series

research these values are of course of the upmost importance.

During initial prototyping, under high-intensity manual testing and subsequent bench-
marking there was a noticeable discrepancy with the time logged in the more precise
formatting timestamp (yyyy-mm-dd HH:mm:ss:SSSSSS). The order that events were
logged were not ordered chronologically in time but the positional reference indicated
a discrepancy. This was put down as an limitation of the file writer not being able to
process and write events in quick succession accurately. As a result, the decision was
made to trim timestamp data to the less precise but more manageable (yyyy-mm-dd
HH:mm:ss:SSS) format. Although the sequence of events were preserved it would have
had a knock-on effect in feature computation (see code insert 3.3), where the time dif-
ference between two events was a key variable in the computation of the acceleration
and speed features. This oversight may have been overcome with the use of Unix epoch
time. This not only preserves computing resource with the removal of conversion to
a human-readable format (not necessary for this research) but also removes edge cases
such as time zone differences which timestamps can be susceptible to. Although all users
were in the same time zone throughout the study, issues could have arisen through other
factors such as daylight savings. It may be for these reasons why Unix epoch time is

used in other mouse dynamic research [27, 42-44].

The positional references to cursor location also lack precision, where coordinates were
rounded to a whole figure. This removed decimal placements of positional data, and
with it, removed specificity of loci capture. This would have reduced the models ability
to pick up, perhaps, more characteristic 'micro-movements’ or features in user mouse
behaviour. From the results achieved in this study, it appears to have not been a

significant factor, but if the sample size or class number were greater this could be a
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invaluable data. Given that location data are fundamental variables in the computation
of five features directly (distance, speed, acceleration, angle, jitter), as well as being two
features in their own right (z, y) and featuring in each data row regardless of mouse

event, this was a huge oversight from a design perspective.

Lastly, although mouse clicks of buttons of all types were assessed (left, right, middle, x1,
x2) in this study, use of the scroll-wheel was not. Scroll interaction has been captured
as a valuable mouse dynamic in other studies [28] so this was an oversight of the design
implementation. Not only this, but edge cases such as those on Apple trackpads or
'magic mouse’, where gestures can be used to manipulate the user’s display were also
not accounted for. Although movement of the mouse in this instances would have been.
As already mentioned, there were instances of users forgetting to initiate the mouse-
logger at the start of sessions. This led, undoubtedly, to further data loss across the

set.

6.2.2 The CONMAN Service

The CONMAN service adeptly processes raw user data CSV files, preparing them for the
1D-CNN model. As detailed in the SDD (see appendiz E), it is designed to accommodate
additional users seamlessly via the Config.py file. The application of OOP principles
facilitates the integration of new features or enhanced functionality while preserving
the existing code’s modularity. The feature computation is comprehensive, deriving 16
features from the user data, though there is scope for enhancement. Furthermore, in
order to mitigate the risk of data leakage but to preserve the time-series data within
sequences, data splitting was handled manually. There are utilities widely used such as
sklearn.model_selection.train test_split [70], but this can compromise the inher-
ent order and temporal dependencies of time-series data. As a result, manual splitting
of this data was employed in order to respect the chronological order of observations.
However, this exposed potential vulnerability with failing to evenly distribution data

[40] which was not addressed.

Although the modularity of the service is beneficial for expansion, the service itself is
perhaps too verbose. It manages a lot of processes and data structures, turning raw
data into model ready data and generating output. This could have been partitioned
into separate services altogether and would allow more granular manual review of the
datasets at different stages of the pipeline. Currently, there is also a lack of thorough
automated testing, and unit testing of the service is limited at best. The absence of this
comprehensive testing framework is a significant vulnerability of the service and was not

addressed due to poor time management.
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6.2.3 The 1D-CNN

The 1D-CNN model demonstrated high efficacy in processing user data, employing a
straightforward layer architecture augmented with callbacks and hyperparameters to
optimise performance. The selection of hyperparameters, including dropout, L1, L2,
and batch normalisation, was primarily heuristic, guided by training loss outputs. This
approach refined the parameters based on a foundational model structure inspired by

existing literature [35, 45, 71].

Sequence length determination followed a similar heuristic method, taking into account
the findings of Chong et al. [36], which suggest a notable impact of sequence length on
ROC-AUC, with a preference for longer sequences. However, this report acknowledges

a lack of statistical validation for its choice of sequence length.

Lastly, the 'black box’ nature of deep learning models presents a challenge in identifying
the specific features and inter-sequence patterns that the model identified. This opac-
ity makes it difficult to precisely understand how the model discerns and utilises key

characteristics of the input data for authentication.

6.2.4 Dataset

If additional permission is granted by users after the completion of this project, this
dataset will be made public to contribute to the field of mouse dynamic research. How-
ever, there are limitations of this data to be considered in terms of its application in this

project and its structure as a whole.

The balancing of class sizes through down-sampling, while facilitating streamlined train-
ing and evaluation, led to the exclusion of substantial segments of data for training.
Specifically, considerable volumes of mouse events from User A and User B, numbering
823,305 and 509,888 respectively, were not represented into the training process. This
represents a significant limitation of the study, as the data employed was not fully rep-
resentative of the comprehensive datasets acquired from the participants. Coupled with
the relatively small sample size (n = 3), the Shea model’s results should be assessed

with an awareness of these constraints.

This appropriately brings organic data collection into consideration. Unlike other datasets,
such as the Balabit and TWOS datasets, which were limited by their specific usage en-
vironments, this research’s approach benefits from a broader context. However, this
broadness raises the question of whether the Shea model’s strong performance in this

study is due to it learning features from environmental variables, such as the number
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of displays or the variety of buttons on different mouse designs, rather than focusing on
the users’ behavioral patterns. The data in table 6.1 shows that three mouse buttons
were exclusively used by User A, for example. Furthermore, examining the distribu-
tion of data across the x-axis (see figure 6.1) reveals that, while the range of 0 - 1500
encompasses most user data, variations in display setups and user hardware (see table
G.1) result in substantial data from Users A and B falling outside this range. This
demonstrates that the model may have learned these exclusive features to classify users
in some instances. While such distinctions are beneficial for classification results, it has
a negative impact on the onward application in an authentication context. The absence
of a robust control makes it difficult to ascertain whether the model could accurately

detect an intrusion, such as User B on User A’s system, and vice versa.

TABLE 6.1: Total Number of Mouse Clicks for Each User by Button

User Button.left Button.middle Button.right Button.x1 Button.x2

User_A 64900 11745 1846 1032 48
User_B 67587 - 2532 - -
User_C 47087 - 896 - -

Position X Histogram for Multiple Users

0.0012 1 — User_A
— User_B
— User_C

0.0010 +

0.0008

0.0006 -

Frequency
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0.0002
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Position X

FIGURE 6.1: A histogram showing the frequency of mouse movement capture along
the positional x-axis for all three users.

As mentioned, Chong et al. [36] conducted an evaluation using the Balabit and TWOS
datasets. The Balabit dataset [43] comprises mouse dynamics data from 10 users per-
forming unspecified administrative tasks, with unauthorised users included in the test
set, this mirrors real-world authentication scenarios. The TWOS dataset [44], collected
during a gamified competition in a simulated corporate environment, offers a more nu-
anced setup. It involved 24 participants, some assigned as bad actors, tasked with
sabotaging team efforts or accessing other teams’ machines. This dataset not only rep-

resents a broader range of user classes but also incorporates imposter data, enhancing
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its suitability for training deep learning models to identify actual malicious activities.
The inclusion of 'unauthorised actors’ in these datasets allows for a more robust assess-
ment of a model’s ability to distinguish between legitimate users and imposters. This
aspect was partially addressed in the Shea model through the use of an unseen dataset,
which it performed well in identifying users with a high accuracy. Although data was
simply concatenated in this instance and given the environmental variation in set-ups
outlined - does not adequately emulate an attempt at intrusion. Furthermore, this re-
search project’s dataset lacked in breadth and depth of data with only 3 classes with an
average of 1,148,721 mouse events captured per class, compared to that of the Balabit
dataset with 10 classes with an average of 2,489,427 mouse events per class [43]. In
summary, with this dataset lacking an adequate control, alongside the high variability
of user system set-ups, spectrum of use cases and a lack of representation of the wider

population, the net of organic data-capture was perhaps cast too wide in this research.

6.2.5 Research Outcomes

This research has showcased the capability of a multi-label 1D-CNN in classifying three
users based on sequences of 100 mouse events, validated by an unseen dataset drawn
from users organic data. While the model effectively distinguished between users in this
context, its application to a wider authentication system, particularly for detecting live

attacks, requires further exploration.

The dataset used in this research, though adequate for initial exploration, lacks the depth
and variety necessary for comprehensive authentication systems. Critical elements in
real-world applications, such as processing live data and adjusting to behavioural vari-
ability factors were not within the scope of this research. For a viable application, a
broader authentication context is needed, real-time adaptation of a user’s behavioural
stgnature and effective handling of live attack scenarios are essential. In reaffirming
the limited literature on 1D-CNNs as multi-label classifiers in the context of mouse
dynamic authentication [28], this research contributes to the ongoing discourse in this
field. Despite these limitations, the study highlights the potential of 1D-CNNs as tools
in behavioural biometrics and user authentication. Potentially, paving the way for fu-
ture research to investigate these models in more complex and nuanced environments,
deepening our understanding of their applicability and effectiveness in real-world au-

thentication scenarios.
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6.2.6 Reflections on this study

If conducted again, this research would seek to incorporate the limitations highlighted
above. The mouse logger would seek to capture more precise data over a longer period
of time. The issues surrounding the consistency of data capture could be remedied in
future by including the mouse logger initiation on user’s start up scripts, along with
precision of data capture being improved through comparative implementations of the
use of Unix epoch time. More steadfast manual testing could be implemented and a

reduction in the maximum frequency of data capture (40ms) would be reviewed.

The CONMAN service could explore the changes of feature computation on an empirical
basis, with other literatures indicating further potential improvements; studies such as
those by Siddiqui et al. [27] which incorporated more granular features like velocity,
angular velocity, and mouse trajectory length. The use of feature computation and the
necessity of this step outright could also be compared to a data pipeline which does not
implement hard-coded feature computation at all, as explored in Hu et al. [51]. An
expansion to the service to process and train the model on other widely used datasets in
the literature would also be investigated - giving a direct comparison of the Shea model’s

performance against other well-cited and explored datasets such as Balabit and TWOS.

As highlighted in the deliverable design, there is also a lack of thorough automated test-
ing, and unit testing of the service is limited at best. The absence of this comprehensive
testing framework is a significant vulnerability of the service and was not addressed in
this study - potentially leading to significant oversight, calling the validity of the results

in this research into question.

In regard to model design, a more methodical approach, incorporating experimental
usage and statistical analysis, could have been employed in this study. This strategy
would involve systematically evaluating various model parameters, such as the number
of convolutional layers, kernel sizes, filter counts, and hyperparameters, based on em-
pirical evidence rather than the heuristic approach used in this research. By conducting
a series of controlled experiments, it would be possible to quantitatively assess the im-
pact of these parameters on the model’s training performance [40]. The outcome would
enable the selection of the most effective model design for the final implementation.
Furthermore, exploring alternative loss functions, optimisers, or advanced architectures
like multi-headed convolutional networks, as suggested in [72] and [36], represents an-
other potential area of improvement. While the model demonstrated satisfactory per-
formance with the current dataset, considering scenarios with an increasing number of
classes may necessitate further refinements to ensure scalability and continued effective-

ness. Sequence length again, like model parameters, could have been considered on an
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evidence-driven basis. Moreover, the simplistic model architecture may not be robust
enough on more diverse datasets, as a result, alternative training methodologies, such as
curriculum learning as introduced by Bengio et al. [73], or transfer learning investigated
by Antal et al. [72] and Chong et al. [36] should have also been explored.

The length of data collection time would have been increased and more concerted effort
into recruiting a larger, more diverse participant pool. In the event of unbalanced
datasets, alternative dataset augmentation approaches, such as random up-sampling and
the Synthetic Minority Over-sampling Technique (SMOTE) [40], would be investigated.
As highlighted, down-sampling was a simplified solution to a complex problem. In
this research, my first project in machine learning, I opted for down-sampling for its

simplicity, despite the resultant under representation of data from two classes.

In regards to participants, this study lacked a survey structure in order to garner relevant
environmental variables from users, a survey such as the one seen in appendix H, could
have been implemented to gather more tangible data from users. A control would also
be implemented to assess the model’s capability in detecting users on a standardised
system and hardware, as well as perhaps attempting to assess intrusion detection of
users on others machines. As a result, this would lead to greater insights into whether
a model was capable of determining users by their intrinsic features rather than simply

their machine environment.
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Conclusion

7.1 Suggestions for Further Work

The study has identified several key areas for future research to enhance the understand-
ing and effectiveness of mouse dynamics as a behavioural biometric using a 1D-CNN

model.

7.1.1 Dataset Expansion, Diversification and Feature Inclusion

A major focus for further research should be the expansion and diversification of the
dataset. This involves increasing the number of participants, ensuring the dataset is
diverse and representative of the wider population in terms of gender, race, age, educa-
tional background, career field, and computer literacy. Such a dataset would provide a
more accurate reflection of the general population, enhancing the model’s applicability
and robustness. The length of commitment by users to the study of four weeks was too
brief and could have been done better with expanding. A small sample of user data was
only needed to manually test the service, this could have been acquired from an initial
collection followed by a later data collecion period of three months. Additionally, cap-
turing a wider range of mouse features, including gestures and scroll wheel usage, would
provide a more comprehensive dataset. Improvements in the precision of timestamping

and positional data capture are also recommended to enhance the quality of the dataset.
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7.1.2 Controlled Environment vs. Organic Data

Establishing a control group within the expanded dataset is essential. I would propose
that users that partake in research such as this are also assigned a session to complete
standardised tasks on a standardised hardware set-up. This would open the field of
exploration, giving tangible comparison to whether a model can learn a user’s intrinstic
organic behavioural biomteric and use this to identify that user within the confines of a

controlled environment.

7.1.3 Enhancement of the CONMAN Service

Expanding the CONMAN service to process other publicly available datasets, such as
those mentioned in the discussion, would allow for a direct comparison of this model’s
architecture with others in the field. This expansion would enable the model to be
quantifiably assessed against current literature results. In cases of unbalanced datasets,
focusing on additional metrics like the F1-Score could offer a more suitable performance

metric, or the use of up-sampling techniques such as SMOTE could be more appropriate.

7.1.4 Empirical Hyperparameter and Model Variable Definition

A methodical approach to defining hyperparameters and model variables, backed by
empirical evidence, is essential. This systematic approach would clarify the model’s

architecture and its positioning relative to alternative models in the field.

7.1.5 User Surveys

User surveys were not employed in this project, even a simple quantitative survey out-
lining the user’s typical hardware, design of pointing device and typical use case for their
machine could have gone a long way in illustrating the environmental features the model

may have picked up.

7.1.6 Real-time Deployment and Testing with ’Bad-Actors’

Exploring the deployment of the CONMAN service in a live system to respond to planned
'bad-actors’ in a real-time environment would be a significant step forward. Integration
of the model into datasets that include 'unauthorised actors’, similar to those found in
the Balabit or TWOS datasets, would provide a realistic assessment of its performance

in actual security scenarios.
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7.1.7 Balancing Accessibility and Security

A key area for future research in the field of authentication systems is the exploration
of the balance between accessibility and security [74, 75]. This project primarily con-
centrated on the mechanisms of a potential authentication system, leaving the intricate
trade-off between user convenience and system security largely unaddressed. Future
investigations should focus on how to design authentication systems that are not only
robust and secure but also user-friendly and easily adoptable. Excessive restrictions
in the name of security can deter users, compromising the overall effectiveness of the
system [75]. In the context of deploying authentication systems in real-world scenarios,
it becomes crucial to understand and cater to user preferences and limitations. Further
work should include empirical studies on user experiences, aiming to develop a harmo-
nious blend of accessibility and security that can lead to higher user satisfaction and

broader acceptance of the system.

7.1.8 Longitudinal studies

To the researcher’s knowledge, as of yet no literature has committed to a long-term
study in the variability of user’s behavioural biometric activity for mouse dynamics in
response to stress, hardware setup, and the evolution of a user’s mouse dynamics over
time - termed ’'behavioural variability’ by Shen et al. [42]. If systems are to use mouse
dynamic data as an authentication system this would require additional and concerted

efforts in dataset expansion across the discipline.

7.2 Conclusion

This research introduces a novel dataset and further explores user authentication in
mouse dynamics, employing a multi-label classifier 1D-CNN model with high accuracy
in an organic context. The study successfully validates the initial hypothesis by demon-

strating the accuracy, precision and FAR results from the Shea model.

However, it is important to acknowledge the limitations and challenges encountered.
The European standards for commercial biometric systems require a False Acceptance
Rate (FAR) of less than 0.001% and a False Rejection Rate (FRR) of less than 1%
[76]. Currently, iris scanning is the only biometric modality meeting these stringent
standards [76], highlighting the significant challenges in developing an accurate biometric

authenticator. While this study meets these criteria and the hypothesis, its scope and
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depth, with a sample size of only three and limited sample depth compared to larger

datasets like the Balabit set, restrict its applicability beyond academic research.

Moreover, this research’s methodology faces limitations regarding comparability with
existing studies in the field. While it addresses a gap in the literature on 1D-CNN multi-
label classifiers for mouse dynamics, authentication is more commonly approached as a
binary classification problem. The multi-label approach of this study might find greater
relevance in scenarios such as tailgating attacks within shared industrial systems but
requires expansion into authentication scenarios in this context. The applicability of
this method in home environments, where organic mouse behaviour is more common, is
not be as pressing. Additionally, a notable shortcoming of this research is the absence
of a control group. This lack of a control set limits the ability of this research to assess
the model’s precision in capturing the unique behavioral characteristics of users in an

authentication scenario.

In conclusion, while this study provides a solid proof-of-concept for the use of multi-
class 1D-CNNs in identifying users through organic data, its practical application is
constrained without further research and development. Future work should focus on
expanding the dataset size, depth, and exploring real-world applications to enhance the

viability of this authentication method.



Appendix A

CONMAN Service: Software

Documentation

A.1 Introduction

This is the software documentation for the Convolutional Mouse Authentication Network
(CONMAN) service. This documentation will outline the purposes the service as well

as the service’s user guide, system detail, test facility and further development guide.

A.1.1 Purpose

The CONMAN service was created as a software artefact for a final research project
as part of the completion of the MSc Software Engineering (Web development) course
at the University of Wales, Trinity Saint David (UWTSD). The CONMAN service was
designed to accept raw mouselog session files in the form of CSV files, process them to
prepare for use in a One-Dimensional Convolutional Neural Network (1D-CNN). The
service is also design to output the results of model performance in training, testing and

against an unseen dataset.

A.2 User Guide

A.2.1 Configuring the service

The high-level parameters for the service can be found in the Config.py file in the

project root A.1. Here, the user data directory path, model configuration, data splitting
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for sequences, number of model repetitions and the use of the full unbalanced dataset
(for unseen data) can be adjusted here. The default settings as seen in the source code

were the settings used for the data collected in this research project.

7?” Configuration for running the experiment environment”””

USERDATA = ’config_-data_directories.json’

7?77 Model Config”””
MODELSTORE = ”model_hub/model_store”

s NO_OF_USERS = 3

SEQUENCE_LENGTH = 100
NO_.OF FEATURES = 16
BATCHSIZE = 34

MAXEPOCHS = 100

EARLY STOPPING PATIENCE = 5

2> MINIMUMIMPROVEMENT = 0.01

# Regularisation
L1 = 0.001

5 L2 = 0.001
;s DROPOUT = 0.05

7?77 Number of sequences to be created from mouse events”””
TRAIN_SIZE = 3500

VALID_SIZE = 1000

TEST_SIZE = 1000

UNSEEN SIZE = 1500

5 77?7 This boolean flag can be set to False to accept 1500 unseen_size

sequences rather than all (True)”””

s USE_UNBALANCED_UNSEEN_DATA = True

7?77 Number of iterations per experimental run”””

REPETITIONS = 25

CoDE INSERT A.1: The Config.py where variables for the model and service can be
adjusted
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F1GURE A.1: How class directories are routed to the service, this formatting should be
followed along with the incremental increase of any additional class labels

A.2.2 Running the Service

The service has been deployed for the duration of this project in the IDE, PyCharm.
Running the main() method in main.py will run the default service. User data, ad-
ditional classes and data repositories can be added to expand the service (see fig-
ure A.1). If the current structure is followed as stipulated in the Config.py and
config data_directories. json then additional user classes can be added to the service

with ease.

A.2.3 Adding additional data

Data should be added to the service following the following file convention:

data_directories/raw_data/User_[I] _directory/mouselog session[j].csv, where
T’ is an incremental alphabetical uppercase character and ’j’ is the session number. The
service is able to pick up CSV files even in the event of missing session numbers but
this naming convention should be followed. If using the CONMAN service concurrently
with the associated mouse logger (appendiz F'), the mouselog session file convention will

be this by default.
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A.3 System Detail

This section outlines the classes and methods within the service, their workflow, compo-
nents and function. Initially outlined are the classes which direct the flow of the software
alongside configuration files, followed by the functional classes which contain the bulk

of the software’s functionality.

A.3.1 main.py

The main function serves as the entry point for the CONMAN Service (see figure A.2),
calling the ExperimentRunner. It orchestrates a sequence of steps for running training
experiments and evaluating models. This function is responsible for handling data con-
figurations, loading datasets, validating data integrity, executing training processes, and

evaluating models on unseen datasets.

A.3.1.1 Workflow

1. Run Number Retrieval: Retrieve the current run number using

SystemUtils.get_run number ().

2. Data Configuration Loading: Load the user data configuration from Config.py
using SystemUtils.load_config(Config.USER_DATA).

3. Experiment Runner Initialisation: Initialise an instance of ExperimentRunner

with the retrieved run number and data configuration.

4. Data Loading: Load the training, validation, testing, and unseen datasets using

ExperimentRunner.load data().

5. Data Integrity Check: Checks the integrity and consistency of the loaded se-

quences using SystemUtils.check_sequences().

6. Training Experiment Execution: Run the training experiment using the train-
ing and validation datasets, and also pass the testing datasets for model evaluation,

with ExperimentRunner.run_training experiment().

7. Model Evaluation: Evaluate the best performing model on the unseen dataset

using ExperimentRunner.evaluate_best_model ().

8. Completion Message: Print a completion message, indicating the end of the

run and displaying the run number.
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A.3.1.2 Components Used

e SystemUtils: Provides utility functions for operations such as retrieving the
current run number and loading configurations. It is also used for checking the

integrity and consistency of data sequences.

e Config: Contains user data configurations, which are loaded and used in setting

up the data environment for the experiments.

e ExperimentRunner: Central component responsible for initialising the experi-
ment with run number and data configuration, loading data, running the training

experiment, and evaluating the best performing model.

A.3.1.3 Entry Point

The script is intended to be run as a standalone program, with main() being the entry
point. This function orchestrates the entire process, from retrieving the run number
and loading data configurations to executing the training experiment and evaluating the

model on unseen data. It concludes with a message indicating the completion of the

run.
main()
) . ) config.py
SystemuUtils.get_run_number() | SystemUtils.load_config(config.user_data)
-—
ExperimentRunner(run_num, data_config)
experiement_runner.load_data()
v
Sequences &
Labels
- if
SystemUltils.check_sequences() DataFrame
,7 | l —l Empty
training_labels validation_labels testing_labels unseen_labels Yes
training_sequences validation_sequences testing_sequences unseen_sequences
! EXIT
l PROGRAMME
experiement_runner.run_training_experiment(sequences &
labels)
experiement_runner.evaluate_best_model(unseen_sequences, | best_model
unseen_labels)

Metric output Metric output
(Console & (Console &
csVv) csv)

FIGURE A.2: Order of operations when main() is initiated
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A.3.2 runner.ExperimentRunner.py

The ExperimentRunner class is responsible for orchestrating the execution of model
training and evaluation experiments. It manages the overall process from data loading

to model training and final evaluation on unseen data.

A.3.2.1 Attributes

e run num (int): The current run number of the experiment.
e data _config (dict): Configuration settings for data processing.
e user_labels (list): List of user labels for classification.

e data_controller (DataController): Controller class instance for managing data

loading and preprocessing.
e best_val_loss (float): Best validation loss achieved during training iterations.

e best_model_iteration (int): Iteration number of the model with the best vali-

dation loss.

e accuracies, precisions, roc_aucs (list): Lists to store performance metrics for

each iteration.

A.3.2.2 Methods

e load_data(): Loads and preprocesses the data for the experiment.

e run training experiment(training sequences, training labels,
validation_sequences, validation_labels, test_sequences, test_labels):
Runs the training experiment for multiple iterations, recording the best validation

loss and the corresponding model iteration.

e evaluate_best model(unseen_sequences, unseen_labels): Evaluates the best

performing model on unseen data.

A.3.2.3 Workflow

1. Initialisation: Initialise the runner with the run number, data configuration, and

data controller.

2. Data Loading: Load and preprocess the data using DataController and

ExperimentController.
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3. Training Experiment Execution: For each iteration, creates and trains a new
model instance using ModelCreator, evaluates it on the test dataset, and stores

performance metrics.
4. Best Model Selection: Records the iteration with the best validation loss.

5. Unseen Data Evaluation: Evaluate the best performing model on unseen data

using ResultsController.

ExperimentRunner

pestimodel __Init__(self, run_num, data_config)

self.run_num J_ self.data_config ——— self.user_labels

DataController
load_data()
data_controller.load()

| featured_data_dict ——  experiment_controller.load()

—

tuple (sequences & labels) Unseen
Training, Validation, Test sequences and

labels
‘_I

ModelCreator —  model.train()

load_data()
returns:

run_training_experiment():
iterations =
config.REPETITIONS }

l_l_l_ model.predict() «— history

y_true y_pred y_pred_probs

5 2 S A
training_results_controller.load() «———— ResultsController

evaluate_best_model()

keras.load_model() best_model.predict() +—————————

A A v
unseen_y_true unseen_y_pred unseen_y_pred_probs
L 1
L] ¥ l

training_results_controller.load() ResultsController

FI1GURE A.3: Order of operations in Experiment Runner
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A.3.3 Config.py

This section outlines the Config.py file used for setting up and running the experiment
environment. These settings define key parameters for data handling, model configura-

tion, and experiment execution.

A.3.3.1 Data Configuration

e USER _DATA: Specifies the path to the JSON file containing data directories for

different classes. Example: ’config data directories.json’.

A.3.3.2 Model Configuration

e MODEL_STORE: Directory where trained models are stored. Example:
"ModelHub/model _store".

e NO_OF_USERS: The number of users (classes) in the dataset. Example: 3.

e SEQUENCE_LENGTH: The length of each sequence to be created from the
data. Example: 100.

e NO_OF_FEATURES: The number of features in the dataset. Example: 16.

A.3.3.3 Sequence Creation Configuration

e TRAIN_SIZE: The number of sequences to be created for the training dataset.
Example: 3500.

e VALID_SIZE: The number of sequences to be created for the validation dataset.
Example: 1000.

e TEST_SIZE: The number of sequences to be created for the testing dataset.
Example: 1000.

e UNSEEN _SIZE: The number of sequences to be created for the unseen dataset.
Example: 1500.

A.3.3.4 Experiment Configuration

e use_unbalanced_unseen_data: A boolean flag that can be set to control the
size of the unseen dataset. If set to True, all remaining data is used as the un-
seen dataset; if False, the unseen dataset is limited to UNSEEN_SIZE number of

sequences.
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¢ REPETITIONS: The number of iterations per experimental run. Example: 25.
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A.3.4 config_data _directories.json

The config data directories. json file specifies the configuration for raw data direc-
tories and user label mappings used in the experiment environment. This configuration

file plays a crucial role in setting up the data handling structure for the experiment.

A.3.4.1 Raw Data Directory Configuration

This section of the configuration file defines the directory paths for raw data associated

with each user. It maps user identifiers to their respective data directories.

e User_X: Specifies the directory path for User X’s raw data. Example:

"data directories/raw_data/User X Directory".

e User_B: Specifies the directory path for User B’s raw data. Example:

"data directories/raw_data/User B Directory".

e User_C: Specifies the directory path for User C’s raw data. Example:

"data_directories/raw_data/User_C Directory".

A.3.4.2 User Label Mapping Configuration

This section of the configuration file defines the mapping of user identifiers to integer

labels used in the machine learning models.

e User_A: Maps User A to an integer label. Example: 0.
e User_B: Maps User B to an integer label. Example: 1.

e User_C: Maps User C to an integer label. Example: 2.

This mapping and associated labelling, ensure the correct directory is loaded for each
user and their associated labels are contained in pairing when passed to the data dictio-

nary data structure.



Appendix A. Software Manual and Documentation for The CONMAN Service 7

A.3.5 controllers.Controller.py

The Controller class is an abstract base class that serves as a foundational template
for other controller classes within the software architecture. It enforces a consistent
interface across different types of controllers by implementing the 1load () method in all

subclasses.

A.3.5.1 Abstract Methods

e load(): An abstract method that must be overridden by subclasses. It defines
the logic for loading or initialising resources or processes specific to the controller.
This method is essential for ensuring that each subclass of Controller adheres to

a standard approach for resource and process management.

A.3.5.2 Role and Implementation

The Controller class does not provide a concrete implementation of the load method.
Instead, it requires that all derived classes implement this method, thereby ensuring
that each controller has its unique way of handling resource or process initialisation.
This design promotes modularity and consistency within the software’s architectural

framework.
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A.3.6 controllers.DataController.py

The DataController class, extending Controller, is responsible for managing the data
loading, processing, and preparation for experiments. It manages the workflow of han-
dling raw data, transforming it into a format suitable for training, validation, testing,

and unseen datasets.

A.3.6.1 Attributes

e user_directories (dict): Dictionary mapping user labels to their data directories.
e user_labels (dict): Mapping of user labels to integers.

e sequence_length (int): Length of each data sequence.

A.3.6.2 Methods

e load(): Processes and prepares the data for the experiment. This method involves
loading raw data, processing it for each user, and splitting it into training, valida-
tion, testing, and unseen datasets. The processed data is then saved and returned

as a dictionary.

A.3.6.3 Workflow

1. Initialisation: Initialise the controller with the raw data directory, user labels,

and sequence length.

2. Data Processing: For each user, load the raw data using Dataloader, process

it with DataProcessor, and split it into different datasets.

3. Data Preparation: Save the processed and featured data for each dataset type

(training, validation, testing, unseen).

4. Data Organisation: Compile the featured data into a dictionary, mapping each

user to their respective datasets.

Mapping of the data flow within the DataController and associated classes within the

data_utils package can be seen in figure A.4
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FIGURE A.4: Order of operations managed by DataController.load()
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A.3.7 controllers.ExperimentController.py

The ExperimentController class, extending Controller, is responsible for managing
the experiment’s data preparation and sequence creation processes. It handles the compi-
lation of datasets for training, validation, testing, and unseen data partitions, managing

these datasets alongside their respective labels using a data dictionary.

A.3.7.1 Attributes

e train size, valid_size, test_size, unseen size (int): Sizes of the respective data

partitions.
e user_labels (dict): Mapping of user labels to integers.
e sequence_length (int): Length of each data sequence.
e featured_data_dict (dict): Dictionary containing featured data for each user.

e dataset_compiler (DatasetCompiler): Helper object for compiling datasets.

A.3.7.2 Methods

e load(): Processes and compiles training, validation, testing, and unseen datasets.

If an error occurs during processing, it logs the error and returns empty datasets.

e shuffle _sequences_labels(sequences, labels): Shuffles sequences and their
corresponding labels, ensuring that sequences and labels are shuffled in the same

order to maintain correct pairing.

A.3.7.3 Workflow

1. Initialisation: Initialise the controller with data partition sizes, user labels, se-

quence length, and featured data.

2. Data Processing: For each user label, normalise and process the data, then

create sequences for each data type (training, validation, testing, unseen).
3. Error Handling: Catch and log any errors that occur during data processing.

4. Sequence and Label Shuffling: Shuffle only the training sequences and their

corresponding labels.

5. Dataset Compilation: Compile the shuffled and processed data into datasets

for training, validation, testing, and unseen data.
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A.3.8 controllers.ResultsController.py

The ResultsController class, extending Controller, is responsible for calculating,

outputting, and plotting the results of a model’s performance. It handles the computa-

tion of performance metrics, generation of outputs, and visual representation of results.

A.3.8.1 Attributes

dataset_label (str): Label identifying the dataset.

user_labels (dict): Mapping of user labels to integers.

n_classes (int): Number of classes (users).

y_true (np.array): True labels for the dataset.

y_pred (np.array): Predicted labels from the model.
y_pred_probs (np.array): Predicted probabilities from the model.
history (History object): Training history of the model.
run_num (int): Run number of the experiment.

iteration (int): Iteration number of the experiment.

metric_calculator (MetricCalculator): Object for computing performance

metrics.
output_handler (OutputHandler): Object for handling output of results.

plotter (Plotter): Object for plotting results.

A.3.8.2 Methods

load(): Computes, outputs, and plots the model’s performance metrics. This
includes calculating overall and per-class metrics, outputting results to the console
and CSV files, and plotting training history and ROC-AUC-OVR curves.

A.3.8.3 Workflow

1.

Initialisation: Initialise the controller with dataset information, performance

metrics, and experiment details.
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2. Performance Metrics Calculation: Calculate overall and individual class met-

rics using MetricCalculator.

3. Results Output: Output the computed metrics to the console and as CSV files
using OutputHandler.

4. Results Plotting: Plot the training history and ROC-AUC-OVR curves using
Plotter.
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A.3.9 controllers.data_utils.DatalLoader.py

The Dataloader class is a utility class used for loading data from CSV files in a given
directory. It aggregates the data from all files into a single DataFrame, ensuring that
the files are read in chronological order based on the session number. This is completed

for each class in the raw data.

A.3.9.1 Static Methods

e load data(directory): Loads data from all CSV files in a specified directory
and aggregates it into a single DataFrame. The method sorts files chronologically
based on session numbers extracted from file names. It returns an aggregated

DataFrame, or an empty DataFrame in case of an error.

A.3.9.2 Workflow

1. Session Number Extraction: Use a regular expression to extract the session

number from the filenames of CSV files in the directory.

2. File Sorting: Sort all CSV files in the directory based on the extracted session

number.

3. Data Reading: Read each CSV file into a DataFrame and concatenate all

DataFrames into a single DataFrame.

4. Error Handling: Log any errors encountered during data loading and return an

empty DataFrame if an error occurs.
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A.3.10 controllers.data_utils.DataProcessor.py

The DataProcessor class is designed for processing and preparing mouse dynamics
data for machine learning. It handles the preprocessing of raw data, computation of
additional features, and splitting the data into training, validation, testing, and unseen

sets.

A.3.10.1 Attributes

e raw_data (pd.DataFrame): The raw mouse dynamics data.
e user (str): Identifier for the user whose data is being processed.

e file_name (str): Filename for storing processed data.

A.3.10.2 Methods

e process_dataset(): Orchestrates the processing of the raw data through pre-
processing, splitting, and feature computation steps and returns the processed

datasets.

e preprocess_data(data): Preprocesses the raw data by converting timestamps

and encoding categorical columns.

e compute_features(data): Computes additional features from the preprocessed

data.

e data splitter(data): Splits the data into training, validation, testing, and un-

seen datasets.

A.3.10.3 Workflow

1. Initialisation: Initialise the processor with raw data, user identifier, and the flag

for unbalanced unseen dataset.

2. Dataset Processing: Orchestrates preprocessing and feature computation to

each dataset and return the processed datasets.

3. Data Preprocessing: Convert timestamps, encode categorical columns, and per-

form initial data preprocessing.

4. Feature Computation: Compute additional features such as distance, speed,

acceleration, angle, and jitter.
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5. Data Splitting: Split the data into training, validation, testing, and unseen

datasets.
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A.3.11 controllers.experiment_utils.DatalNormaliser.py

The DataNormaliser class is responsible for normalising and scaling mouse dynamics
data using the MinMaxScaler from Scikit-Learn. It offers functionality to fit the scaler on
the training data and normalise various datasets, including training, validation, testing,

and unseen data.

A.3.11.1 Attributes

e scaler (MinMaxScaler): An instance of MinMaxScaler for data normalisation.

A.3.11.2 Methods

e fit_scaler(data): Fits the scaler to specific columns of the provided DataFrame.
e normalise data(data): Normalises the provided data using the fitted scaler.

e normalise_and save data(training data, validation_data, testing data,
unseen_data): Orchestrates the aforementioned methods leading to the normali-
sation of the training, validation, testing, and unseen datasets - returning them as

a dictionary.

A.3.11.3 Workflow

1. Initialisation: Initialise the DataNormaliser class with an instance of MinMaxScaler.

2. Scaler Fitting: Fit the scaler to specific columns of the training data, including

Position_X, Position_Y, Distance, Speed, Acceleration, Angle, and Jitter.

3. Data Normalisation: Normalise each dataset (training, validation, testing, and

unseen) using the fitted scaler.

4. Data Organisation: Store the normalised datasets in a dictionary and drop

irrelevant columns.
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A.3.12 controllers.experiment_utils.SequenceCreator.py

The SequenceCreator class is designed for creating sequences of a specified length from
time-series data. It generates sequences and their corresponding target labels from the

provided dataset, making them compatible for model reception.

A.3.12.1 Attributes

e sequence_length (int): The length of each sequence to be created.

A.3.12.2 Methods

e create_sequences(data, user_label, num sequences, generate max_sequences):
Generates non-overlapping sequences and their corresponding labels from the data,
allowing for the option to produce the maximum possible number of sequences from

the dataset.

A.3.12.3 Workflow

1. Initialisation: Initialise the SequenceCreator with the specified sequence length.

2. Sequence Generation: Create sequences by dividing the time-series data into

consecutive, non-overlapping data points of the specified length.

3. Label Association: Associate each sequence with the corresponding target label

(user identifier).

4. Sequence Count Control: Optionally generate the maximum possible number

of sequences or a specified number of sequences from the unseen dataset.
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A.3.13 controllers.experiment_utils.DatasetCompiler.py

The DatasetCompiler class is designed for compiling and formatting datasets for use in
the 1D-CNN model. It is responsible for converting sequence data to a float32 format

and transforming label data into a categorical format.

A.3.13.1 Attributes

e user_labels (dict): Mapping of user identifiers to integer labels.

A.3.13.2 Methods

e compile_datasets(train_sequences, train_labels, valid_sequences,
valid_labels, test_sequences, test_labels, unseen_sequences,
unseen_labels): Compiles and formats the training, validation, testing, and un-
seen datasets, converting sequence data to float32 and label data to categorical

format for model reception.

A.3.13.3 Workflow

1. Initialisation: Initialise the DatasetCompiler with a dictionary mapping user

identifiers to integer labels.

2. Dataset Compilation: Check if any dataset is empty and log an error if so. Pro-
cess each dataset (training, validation, testing, and unseen) by converting sequence

data to float32 and label data to categorical format.

3. Data Formatting: Convert sequence data of each dataset to the appropriate

numerical format and label data to a categorical format for classification tasks.

4. Dataset Return: Return the compiled and formatted datasets as a tuple.
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A.3.14 controllers.results_utils.MetricCalculator.py

The MetricCalculator class is responsible for calculating various metrics to evaluate
the performance of machine learning models. It computes both overall and per-class
performance metrics, providing insights into the model’s effectiveness and accuracy in

predictions.

A.3.14.1 Attributes

e user_labels (dict): A dictionary mapping user identifiers to labels.

e n _classes (int): The number of classes in the dataset.

A.3.14.2 Methods

e compute_overall metrics(y_true, y_pred, y_pred_probs): Computes overall
metrics for classification results, including accuracy, precision, recall, F1 score,
and ROC AUC.

e compute_individual metrics(y_true, y_pred, y_pred_probs): Calculates per-
formance metrics for each class, including confusion matrices, precision, F1 score,
ROC AUC, TPR, TNR, FAR, and FRR.

¢ Additional methods for specific rates: true_positive rate, true negative rate,

false_alarm rate, false_rejection_rate.

A.3.14.3 Workflow

1. Initialisation: Initialise the MetricCalculator with the number of classes and

user label mapping.

2. Overall Metrics Computation: Compute overall performance metrics such as
accuracy, precision, recall, F1 score, and ROC AUC using the true and predicted
labels.

3. Individual Metrics Computation: Calculate performance metrics for each
class, including confusion matrices and specific rates such as TPR, TNR, FAR,
and FRR.

4. Metrics Formatting: Organise overall and per-class metrics into dictionaries for

easy interpretation and analysis.
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A.3.15 controllers.results_utils.OutputHandler.py

The OutputHandler class is designed for handling the output of machine learning model
performance metrics. It provides output model performance metrics, including overall
and per-class metrics, to the console and to a CSV file. This facilitates both immediate

review and longer-term storage of results.

A.3.15.1 Methods

e output_results_to_console(dataset_label, overall metrics,
metrics_per_class, confusion matrices): Outputs metrics to the console, dis-
playing overall model performance and individual class performance metrics, in-

cluding confusion matrices.

e output_results_to_csv(dataset_label, overall metrics, metrics_per_class,
confusion matrices, run, iteration): Outputs metrics to a CSV file, creating
separate files for overall metrics and per-class metrics, including confusion matri-
ces. Saves the files in a structured directory format based on experiment run and

iteration.

A.3.15.2 Workflow

1. Results Output to Console: Display overall model performance metrics and
individual class metrics, including confusion matrices, on the console for immediate

review.

2. Results Output to CSV: Write overall and per-class performance metrics to
CSV files, including the extraction and formatting of confusion matrices. Save
the CSV files in a structured directory format for organised storage and future

reference.

3. Directory Creation: Create necessary directories for saving CSV files, struc-

tured based on experiment run and iteration number.
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A.3.16 controllers.results_utils.Plotter.py

The Plotter class is designed for visualising various aspects of machine learning model
performance. It provides functionalities to plot the training history and Receiver Oper-
ating Characteristic (ROC) Area Under Curve (AUC) specifically for multi-class classi-

fications.

A.3.16.1 Attributes

e user_labels (dict): A dictionary mapping user identifiers to labels.

n_classes (int): The number of classes in the dataset.

y_true (array): True labels of the test dataset.

y_pred_probs (array): Prediction probabilities by the model.

history (History object): Training history of the model.

A.3.16.2 Methods

e plot_history(history, run, iteration): Plots the training and validation ac-

curacy and loss over epochs, and saves the plot to a file.

e plot_roc_auc_ovr(y_true, y_pred probs, run, iteration): Plots the ROC AUC
curve for multi-class classification using the true labels and prediction probabilities.

Saves the plot to a file.

A.3.16.3 Workflow

1. Training History Plotting: Plot training and validation accuracy and loss over
epochs using the provided history object. Save the plot to a file in a structured

directory.

2. ROC AUC Plotting: Plot the ROC curve for multi-class classification based on
the number of classes. Calculate and display the AUC for each class, and save the

plot to a file.

3. Directory Creation: Create necessary directories for saving the plots, structured

based on experiment run and iteration number.
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A.3.17 ModelCreator and create_model Function

The ModelCreator class is responsible for creating, training, and evaluating a ma-
chine learning model for user authentication using mouse dynamics. The class uses

the create_model function to construct the model.

A.3.17.1 create_model Function

e Functionality: Creates and compiles a 1D Convolutional Neural Network (CNN)

model for user authentication.
e Parameters: sequence_length, no_of_features, no_of users.

e Return Value: A compiled Keras CNN model.

A.3.17.2 ModelCreator Attributes

e training sequences, training labels: Training data sequences and labels.
¢ validation_sequences, validation _labels: Validation data sequences and labels.
e test_sequences, test_labels: Test data sequences and labels.

e no_of_users, sequence_length, no_of features: Number of user classes, length

of input sequences, and number of features in the input data.
e model_store: Path to store the trained model.
e model (Sequential): The machine learning model.
e early stopping_callback (EarlyStopping): Callback for early stopping.

e model_checkpoint_callback (ModelCheckpoint): Callback for model check-

pointing.

A.3.17.3 ModelCreator Methods

e train(): Trains the CNN model using training and validation datasets.

e predict(sequences, labels): Generates predictions for the provided sequences

using the trained model.
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A.3.17.4 ‘Workflow

1. Model Initialisation: Initialises the ModelCreator with training, validation,

and test datasets, model parameters, and callbacks.

2. Model Training: Train the CNN model using the training and validation datasets,

implementing callbacks for early stopping and model checkpointing.

3. Model Prediction: Generate predictions using the trained model on given se-

quences and compare them with the true labels.

A.4 Unit Testing

Unit tests can be run by following the relevant sections in the README.md within the

root directory, albeit limited and incomplete.

A.5 Development Guide

The requirements to run the service are listed in the software’s 'Requirements.tat’, and

shown below.
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e absl-py ~ 2.0.0

e astunparse ~ 1.6.3

e cachetools ~ 5.3.2

o certifi ~ 2023.11.17

e charset-normalizer ~ 3.3.2
e contourpy ~ 1.2.0

e cycler ~ 0.12.1

e flatbuffers ~ 23.5.26

e fonttools ~ 4.45.1

e gast ~ 0.5.4

e google-auth ~ 2.23.4

e google-auth-oauthlib ~ 1.1.0
e google-pasta ~ 0.2.0

e grpcio ~ 1.59.3

e hbpy ~ 3.10.0

e idna ~ 3.5

e importlib-metadata ~ 6.8.0
e importlib-resources ~ 6.1.1
e joblib ~ 1.3.2

e keras ~ 2.15.0

e kiwisolver ~ 1.4.5

e libclang ~ 16.0.6

e Markdown ~ 3.5.1

e MarkupSafe ~ 2.1.3

e matplotlib ~ 3.8.2

e ml-dtypes ~ 0.2.0
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e numpy ~ 1.26.2

e oauthlib ~ 3.2.2

e opt-einsum ~ 3.3.0

e packaging ~ 23.2

e pandas ~ 2.1.3

e Pillow ~ 10.1.0

e protobuf ~ 4.23.4

e pyasnl ~ 0.5.1

e pyasnl-modules ~ 0.3.0

e pyparsing ~ 3.1.1

e python-dateutil ~ 2.8.2

e pytz ~ 2023.3.postl

e requests ~ 2.31.0

e requests-oauthlib ~ 1.3.1

e rsa ~ 49

e scikit-learn ~ 1.3.2

e scipy ~ 1.11.4

e six ~ 1.16.0

e tensorboard ~ 2.15.1

e tensorboard-data-server ~ (.7.2
e tensorflow ~ 2.15.0

e tensorflow-estimator ~ 2.15.0
e tensorflow-io-gcs-filesystem ~ (0.34.0
e termcolor ~ 2.3.0

e threadpoolctl ~ 3.2.0

e typing extensions ~ 4.8.0
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e tzdata ~ 2023.3
e urllib3 ~ 2.1.0

e Werkzeug ~ 3.0.1
e wrapt ~ 1.14.1

e zipp ~ 3.17.0

Should a developer wish to expand on this software these requirements are to be noted.
This project was developed in the PyCharm IDE and Git was used for version control, no
branch name conventions are specified, but going forward would be advisable. The PEP
8 [77] coding style standard for Python was followed for the duration of development,

with Object-Oriented Programming principles used as a guide.

Docstring conventions as outlined PEP 257 [78] were adhered to in this project in order

to adequately document Python classes, methods, variables and modules.
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A.6 Source Code with Documentation

A.6.0.1 main.py

import SystemUtils
import Config

from runner.ExperimentRunner import ExperimentRunner

def main () :

9999 99

Main method to run the CONMAN Service using the ExperimentRunner.

This method performs the following tasks:
1. Retrieves the current run number.

2. Loads the user data configuration from Config.py.

3. Initialises an instance of ExperimentRunner with the run number and

data configuration.

4. Loads the data training , validation , testing , and unseen datasets.

5. Checks the integrity and consistency of the loaded sequences.
Runs the training experiment using the training and validation
Evaluates the best performing model on the unseen dataset.

Prints a completion message with the run number.

Returns:
None
run-num = SystemUtils.get_run_number ()
data_config = SystemUtils.load_config (Config.USER.DATA)

experiment_runner = ExperimentRunner (run.num, data_config)
(training_sequences , training_labels , validation_sequences ,
validation_labels , test_sequences, test_labels ,

unseen_sequences , unseen_labels) = experiment_runner.load_data()

data .

SystemUtils.check_sequences ([training_sequences , validation_sequences

test_sequences , unseen_sequences|)

experiment_runner.run_training_experiment (training_sequences ,

training_labels , validation_sequences, validation_labels ,

test_sequences , test_labels)

experiment_runner.evaluate_best_-model (unseen_sequences, unseen-labels)

print (f”Run {run.num} complete!”)
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0 if __name__ =— 7 __main__":

41 main ()

CoDE INSERT A.2: CONMAN Source Code: Main.py
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A.6.0.2 SystemUtils.py

1 import json
2 import sys
3

4

5

5 def load_config(config_path):

9999 97

6
7 Load configuration data from a given file path.

8

9 Args:

10 config_path (str): The path to the configuration file.
11

12 Returns:

13 dict: Configuration data loaded from the file.

14 v

15 with open(config_path, ’r’) as file:

16 return json.load(file)

17

18

10 def get_run_number () :

9997 97

21 Prompt the user to enter a run number for the model experiment .
22
23 This function continuously prompts the user until a valid positive

integer is entered.

24 If an invalid input is entered, it prompts again with an error message.

25

26 Returns:

27 int : The run number entered by the user.

28 o

29 while True:

30 try:

31 run_number = int (input (” Please enter the run number of the
model experiment: 7))

32 if run_number < 1:

33 print (” Please try again, using a positive integer.”)

34 else:

35 print (f”Run {run_number} started”)

36 return run_number

37 except ValueError:

38 print (”Invalid input. Please enter a valid integer.”)

39

40

41 def check_sequences(sequences):
42 79N
43 Checks if any of the provided datasets are empty and exits the program

if they are.
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Args:
sequences (list): A list of datasets to be checked.

Returns:

None

If any dataset in the list is empty, prints an error message and exits
the program.
99
if len(sequences) — O0:
print (”One or more datasets are empty. Cannot proceed.”)
sys.exit (0)

return

CODE INSERT A.3: CONMAN Source Code: SystemUtils.py
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A.6.0.3 Config.py

?7” Configuration for running the experiment environment”””
USERDATA = ’'config_data_directories.json’

7?77 Model Config”””

MODELSTORE = ”model_hub/model_store”
NO_OF_USERS = 3

SEQUENCE LENGTH = 100

NO_OF FEATURES = 16

BATCHSIZE = 34

MAXEPOCHS = 100

EARLY _STOPPING_PATIENCE = 5
MINIMUM_IMPROVEMENT = 0.01

# Regularisation
L1 = 0.001
L2 = 0.001

; DROPOUT = 0.05

9999 99

?7” Number of sequences to be created from mouse events
TRAIN_SIZE = 3500

VALID_SIZE = 1000

TEST_SIZE = 1000

UNSEEN_SIZE = 1500

5 77”7 This boolean flag can be set to False to accept 1500 unseen_size

sequences rather than all (True)”””

; USECUNBALANCED_UNSEEN_DATA = True

?7” Number of iterations per experimental run”””
REPETITIONS = 25

CoDE INSERT A.4: CONMAN Source Code: Config.py
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A.6.0.4 ModelCreator.py

import numpy as np

import tensorflow as tf

from keras.layers import ConvlD, Dense

from keras.models import Sequential

from keras.src.layers import Activation

from keras.src.regularizers import 11_12

from tensorflow .python.keras.callbacks import EarlyStopping,
ModelCheckpoint

import Config

def create_model(sequence_length, no_of_features, no_of_users):
Creates and compiles a 1D Convolutional Neural Network (CNN) model for

user authentication using mouse dynamics.

Args:
sequence_length (int): Length of the input sequences.
no_of_features (int): Number of features in the input data.
no_of_users (int): Number of users (classes) for the model to

classify .

Returns:

Sequential: A compiled Keras CNN model.

Sources :

https:// machinelearningmastery .com/cnn—models—for —human—activity —
recognition —time—series —classification/

model = Sequential ()

model . add (ConvlD (filters =32, kernel_size=3, input_shape=(
sequence_length , no_of_features)))

model.add (Activation('relu’))

model.add (tf.keras.layers.GlobalMaxPoolinglD ())

model . add (Dense (60, activation=’relu’
Config.L1l, 12=Config.L2)))

model.add (tf.keras.layers.Dropout(Config .DROPOUT) )

model . add (Dense(no_of_users, activation=’softmax’))

, kernel_regularizer=11_12(11=

model. compile (optimizer="adam’, loss=’categorical_crossentropy’,
metrics=[’accuracy ’])

return model

class ModelCreator:
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9997 97

A class responsible for creating, training, and evaluating a machine

learning model for user authentication.

Attributes:
training_sequences (np.array): Training data sequences.
training_labels (np.array): Training data labels.
validation_sequences (np.array): Validation data sequences.
validation_labels (np.array): Validation data labels.
test_sequences (np.array): Test data sequences.
test_labels (np.array): Test data labels.
no_-of_users (int): Number of user classes.
sequence_length (int): Length of the input sequences.
no_of_features (int): Number of features in the input data.
model_store (str): Path to store the trained model.
model (Sequential): The machine learning model.
early_stopping-callback (EarlyStopping): Callback for early
stopping .

model_checkpoint_callback (ModelCheckpoint): Callback for model

checkpointing .

Methods :

train (): Trains the model using the provided data.

predict (sequences, labels): Makes predictions using the trained

model .

Sources :
https:// machinelearningmastery .com/cnn—models—for —human—activity

recognition —time—series —classification/

999 97

def __init__(self, training_sequences, training_labels ,

validation_sequences , validation_labels ,

test_sequences , test_labels, no_of_users, sequence_length ,

no_of_features , model_store, run_num,
iteration):

self . training_sequences = training_sequences
self.training_labels = training_labels
self.validation_sequences = validation_sequences
self.validation_labels = validation_labels
self.test_sequences = test_sequences
self.test_labels = test_labels
self .no_of_users = no_of_users
self .sequence_length = sequence_length
self .no_of_features = no_of_features

self . model_store = model_store

self .model = create_model(self.sequence_length, self.no_of_features

, self.no_of_users)
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81 self . early_stopping_callback = EarlyStopping (monitor="val_loss”,
min_delta=Config . MINIMUM IMPROVEMENT,

82 patience=Config.
EARLY_STOPPING_PATIENCE,

83 restore_best_weights=
True)

84 self . model_checkpoint_callback = ModelCheckpoint (

85 f?model_hub/model _store/Run_{run_num}/model_{iteration }.hdf5”,

86 save_best_only=True,

87 verbose=0,

88 mode="min” ,

89 monitor="val_loss”

90 )
91
92 def train(self):

93

94 Trains the CNN model using training and validation datasets.

96 Returns:

97 History object containing recorded training process information

7NN
99 print (
100 f? Training data shape: {self.training_sequences.shape},

Training labels shape: {self.training_labels.shape}”)

101 history = self.model. fit (self.training_sequences, self.
training _labels , batch_size=Config.BATCHSSIZE,
102 epochs=Config . MAX EPOCHS, callbacks=]

103 self . model_checkpoint_callback , self.early_stopping-_callback],

104 validation_data=(self.validation_sequences
, self.validation_labels))

105 return history

106

107 def predict (self):

999 9

108

109 Generates predictions for the provided sequences using the trained
model .

110

111 Returns:

112 Tuple: Prediction probabilities , predicted labels , and true
labels .

113 vy

114 y-pred_probs = self.model. predict (self.test_sequences)

115 y-pred = np.argmax(y_pred_probs, axis=1)

116 y-true = np.argmax(self.test_labels , axis=1)

117 return y_pred_probs, y_pred, y_true

CoDE INSERT A.5: CONMAN Source Code: ModelCreator.py
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A.6.0.5 ExperimentRunner.py

import numpy as np

import tensorflow as tf

import Config

from model_hub.ModelCreator import ModelCreator

from controllers.DataController import DataController

from controllers. ResultsController import ResultsController

from controllers.ExperimentController import ExperimentController

class ExperimentRunner:
799
A class responsible for orchestrating the execution of model training

and evaluation experiments.

Attributes:
run-num (int): The current run number of the experiment.
data_config (dict): Configuration settings for data processing.
user_labels (list): List of user labels for classification.
data_controller (DataController): Controller for managing data

loading and preprocessing.
best_val_loss (float): Best validation loss achieved during

training iterations.
best_model_iteration (int): Iteration number of the model with the

best validation loss.

accuracies , precisions, roc_aucs (list): Lists to store performance

metrics for each iteration.

Methods :

load_data (): Loads and preprocesses the data for the experiment.

run_training_experiment (): Runs the training experiment for
multiple iterations.

evaluate_best_model (): Evaluates the best performing model on
unseen data.
def __init__(self, run.num, data_config):

self .run.num = run_num

self.data_config = data_config

self.user_labels = data_config[ user_labels’]

self.data_controller = DataController (data_config [’
raw_data_directory '], self.user_labels,

Config .SEQUENCELENGTH)

self . best_val_loss = float (’inf’)

self . best_model_iteration = 0

self.accuracies = []

self . precisions = []
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self .roc_aucs = []

def load_-data(self):

9999

Loads and preprocesses

Returns:
Tuple: Trainin
and labels.

999 9

featured_data_dict

g, validation ,

testing ,

the data for the experiment.

= self.data_controller.load ()

and unseen data

sequences

experiment_controller = ExperimentController (Config. TRAIN_SIZE,
Config . VALID_SIZE, Config.TEST_SIZE,

Config . UNSEEN_SIZE,

self.user_labels , Config.SEQUENCELENGTH,

return experiment_controller.load ()

def run_training_experiment (self

validation_sequences ,

999 9

training_sequences ,

featured_data_dict)

validation_labels ,

test_sequences , test_labels):

training_labels ,

Runs the training experiment for a specified number of iterations.

Args:

training_sequences ,

array): Data sequences

training_label

for training,

validation_sequences ,

validation ,

test_sequences

and testing.

(np.

s, validation_labels , test_labels (np.array):

Labels for the data sequences.

Each iteration involves

performance on the test dataset.

The iteration with

999 9

for i in range(Config.REPETITIONS) :

training a model and evaluating its

the best validation loss is recorded.

print (f” Running Experiment Iteration: {i + 1}7)

model = ModelCreator (training._sequences ,

validation_sequences ,

validation_labels ,

test_sequences , test_labels,
NO_OF_USERS, Config.SEQUENCELENGTH,
Config .NO_.OF FEATURES, Config.MODELSTORE,

self .run.num, iteration=i + 1)

history = model. train ()

y_pred_probs ,

y-pred,

y-true

model . predict ()

training_labels ,

Config .
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76 training_results_controller = ResultsController (” Testing”
y_pred_probs, y_pred, y_true, self.user_labels,

77 self .run_.num, i

, history)
78 training _results_controller.load ()
79
80 current_val_loss = min(history.history [’ val_loss’])
81 if current_val_loss < self.best_val_loss:
82 self.best_val_loss = current_val_loss
83 self.best_model_iteration = i + 1
84
85 def evaluate_best_model(self , unseen_sequences, unseen_labels):
86 nr
87 Evaluates the best performing model from the training experiment on

unseen data .

89 Args:

90 unseen_sequences (np.array): Unseen data sequences for
evaluation .

91 unseen_labels (np.array): Labels for the unseen data sequences.

92

93 nen

94 best_model_filepath = {”{Config .MODELSTORE}/Run_{self.run_num}/
model_{self.best_model_iteration }.hdf5”

95 best_model = tf.keras.models.load_model(best_-model_filepath)

96 unseen_y._pred_probs = best_-model.predict (unseen_sequences)

97 unseen_y_pred = np.argmax(unseen_y_pred_probs, axis=1)

98 unseen_y_true = np.argmax(unseen_labels, axis=1)

99 unseen_results_controller = ResultsController (f”Best Model ({self.

best_model_iteration}) vs. Unseen”,

100 unseen_y_pred_probs ,
unseen_y_pred , unseen_y_true,

101 self .user_labels ,
self .run.num, Config REPETITIONS + 1, history=None)

102 unseen_results_controller .load ()

CoDE INSERT A.6: CONMAN Source Code: ExperimentRunner.py
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A.6.0.6 Controller.py

1 from abc import ABC, abstractmethod
2

3

1 class Controller (ABC):

9999 9

w

6 An abstract base class for controllers.

7

8 This class serves as a foundational template for other controller
classes

9 within the software architecture. It enforces the implementation of the

10 "load ’ method in all subclasses, ensuring a consistent interface across

11 different types of controllers.

13 Methods:

14 load: An abstract method that needs to be overridden by subclasses.

15 It defines the logic for loading or initialising resources

16 or processes specific to the controller.

17 oy

18

19 @abstractmethod

20 def load(self):

21 7

22 Abstract method to load or initialise resources or processes.

23

24 This method must be implemented by all subclasses of the Controller
class .

25 7

26

27 pass

CoDE INSERT A.7: CONMAN Source Code: Controller.py



Appendix A. Software Manual and Documentation for The CONMAN Service

109

A.6.0.7 DataController.py

import Config
from controllers.Controller import Controller
from controllers.data_utils.DatalLoader import DataLoader

from controllers.data_utils.DataProcessor import DataProcessor

class DataController (Controller):

9999 9

A class responsible for controlling the data loading, processing, and

preparation for the experiment.

Attributes:

user_directories (dict): Dictionary mapping user labels to their

data directories.
user_labels (dict): Mapping of user labels to integers.

sequence_length (int): Length of each data sequence.

Methods :

load () : Processes and prepares the data for the experiment.

9997 97

def __init__(self, raw_data_directory , user_labels, sequence_length):

9999

Initialises the DataController with the raw data directory , user

labels , and sequence length.

Args:

raw_data_directory (dict): Dictionary mapping user labels to

their data directories.
user_labels (dict): Mapping of user labels to integers.

sequence_length (int): Length of each data sequence.

999 9

self . user_directories = raw_data_directory
self . user_labels = user_labels
self.sequence_length = sequence_length

def load(self):
Loads, processes, and prepares data for training , validation ,

testing , and unseen datasets.

Returns:
dict: Dictionary containing processed and featured data for

users .

all
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For each user, loads raw data, processes it, and splits it into

training , validation , testing , and unseen datasets.

Each dataset

9999

featured_data_dict = {}

# Process and save data for each user

for

user , directory in self.user_directories.items():
print (f”Pre—processing and featuring data for {user}”)

data_loader = DatalLoader

# Load data and calculate the total number of events
loaded_data = data_loader.load_data(directory)
total_events = len (loaded_data)

print (f” Total number of events for {user}: {total_events}”)

data_processor = DataProcessor(loaded_data, user, Config.

USE_UNBALANCED_UNSEEN_DATA)

# Process data and get the split datasets

featured_train_data , featured_val_data , featured_test_data ,

featured_unseen_data = data_processor.process_dataset ()

# Save the processed and featured data for each dataset
datasets = {

"train’: featured_train_data ,

val’: featured_val_data ,

"test ’: featured_test_data ,

’unseen ': featured_unseen_data

# Add the featured data to the dictionary

featured_data_dict [user] = datasets

is then saved and added to the returned dictionary.

print (7 All data split, processed and featured, preparing to create

sequences ...”)

# Return the dictionary containing featured data for all users

return featured_data_dict

CoODE INSERT A.8: CONMAN Source Code: DataController.py



Appendix A. Software Manual and Documentation for The CONMAN Service 111

A.6.0.8 ExperimentController.py

import logging

2 import numpy as np

4 import Config

5 from controllers.Controller import Controller

6 from controllers.experiment_utils.DataNormaliser import DataNormaliser

7 from controllers.experiment_utils.DatasetCompiler import DatasetCompiler

s from controllers.experiment_utils.SequenceCreator import SequenceCreator

10
11 class ExperimentController (Controller):

12 799

13 A class responsible for managing the experiment’s data preparation and

sequence creation processes.

14

15 Attributes:

16 train_size , valid_size , test_size , unseen_size (int): Sizes of the
respective data partitions.

17 user_labels (dict): Mapping of user labels to integers.

18 sequence_length (int): Length of each data sequence.

19 featured_data_dict (dict): Dictionary containing featured data for
each user.

20 dataset_compiler (DatasetCompiler): Helper object for compiling
datasets.

21

22 Methods :

23 load (): Processes and compiles training , validation , testing , and
unseen datasets.

24 shuffle_sequences_labels (sequences, labels): Shuffles sequences and
their corresponding labels.

25 7

26

27 def __init__(self, train_size, valid_size, test_size, unseen_size,
user_labels , sequence_length ,

28 featured_data_dict):

29 self . train_size = train_size

30 self.valid_size = valid_size

31 self.test_size = test_size

32 self . unseen_size = unseen_size

33 self . user_labels = user_labels

34 self.sequence_length = sequence_length

35 self . featured_data_dict = featured_data_dict

36 self . dataset_compiler = DatasetCompiler (user_labels)

38 def load(self):

999 9
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40 Loads, normalises, creates sequences, and compiles datasets for

training , validation , testing , and unseen data.

42 Returns:
43 Tuple: Compiled training , validation , testing , and unseen

sequences and labels.

45 Processes the featured data for each user, normalises it , creates
sequences , and compiles them into datasets.
46 I[f an error occurs during processing, it logs the error and returns

empty datasets.

999 9

48 all_train_sequences , all_train_labels = [], []

49 all_valid_sequences , all_valid_labels = [], []

50 all_test_sequences , all_test_labels = [], []

51 all_unseen_sequences , all_unseen_labels = [], []

53 for user_label in self.user_labels:

54 try:

55 user_data = self.featured_data_dict[user_label]
56 train_data = user_data[’ train’]

57 val_data = user_data[’val’]

58 test_data = user_data[’ test’]

59 unseen_data = user_data[’ unseen’]

60

61 data_normaliser = DataNormaliser ()

62 scaled_data_dict = data_normaliser.normalise_and_save_data(

train_data , val_data, test_data,
63

unseen_data)

64 sequence_creator = SequenceCreator(self.sequence_length)
65

66 user_label_int = self.user_labels[user_label]

67 train_sequences , train_labels = sequence_creator.

create_sequences (scaled_data_dict [ training '],
68
user_label_int ,
69
self.train_size)
70 validation_sequences , valid_labels = sequence_creator.

create_sequences (scaled_data_dict [’validation '],
user_label_int ,
self.valid_size)

73 test_sequences , test_labels = sequence_creator.

create_sequences (scaled_data_dict [’ testing ],
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user_label_int ,
self.test_size)
76 unseen_sequences , unseen_labels = sequence_creator.
create_sequences (scaled_data_dict [ ’unseen’],

user_label_int , self.unseen_size ,

Config . USE UNBALANCED_UNSEEN_DATA)

80 print (f”{user_-label }: Train sequences: {len(train_sequences
)}, Train labels: {len(train_labels)}”)

81 print (

82 f?{user_label }: Validation sequences: {len(

validation_sequences)}, Validation labels: {len(valid_labels)}”)

83 print (f”{user_label }: Test sequences: {len(test_sequences)
}, Test labels: {len(test_-labels)}”)
84 print (f”{user_label }: Unseen sequences: {len(

unseen_sequences )}, Unseen labels: {len(unseen_labels)}”)

86 all _train_sequences .append(train_sequences)

87 all_train_labels.append(train_labels)

88 all_valid_sequences.append(validation_sequences)
89 all_valid_labels.append(valid_labels)

90 all_test_sequences .append(test_sequences)

91 all_test_labels.append(test_labels)

92 all_unseen_sequences.append (unseen_sequences)

93 all_unseen_labels.append(unseen_labels)

94 except Exception as e:

95 logging . error (f” Error processing data for {user_label}: {e}

96 return [], (], [], [I, [I, [0, (I, [

98 # Shuffle only training sequences with their labels

99 concatenated_train_sequences = np.concatenate(all_train_sequences)
100 concatenated_train_labels = np.concatenate(all_train_labels)

101

102 concatenated_valid_sequences = np.concatenate(all_valid_sequences)
103 concatenated_valid_labels = np.concatenate(all_valid_-labels)

104

105 shuffled_train_sequences , shuffled_train_labels = self.

shuffle_sequences_labels (concatenated_train_sequences ,
106
concatenated_train_labels)
107 shuffled_valid_sequences , shuffled_valid_labels = self.

shuffle_sequences_labels (concatenated_valid_sequences ,



Appendix A. Software Manual and Documentation for The CONMAN Service 114

108

concatenated_valid_labels)

110 # Compile the datasets from the processed data
111 compiled_datasets = self.dataset_compiler.compile_datasets(
112 shuffled_train_sequences , shuffled_train_labels ,

113 shuffled_valid_sequences , shuffled_valid_labels ,

114 np.concatenate (all_test_sequences), np.concatenate (
all_test_labels),
115 np.concatenate (all_unseen_sequences), np.concatenate (

all_unseen_labels)

116 )

117 if compiled_datasets is None:

vevurn (1, 11, 0, 0, 0, 0, 0, [

119

120 return compiled_datasets

121

122 def shuffle_sequences_labels(self, sequences, labels):

123 ne

124 Shuffles the given sequences and their corresponding labels in
unison .

125

126 Args:

127 sequences (np.array): Array of data sequences.

128 labels (np.array): Array of labels corresponding to the
sequences .

129

130 Returns:

131 Tuple: Shuffled sequences and labels.

132

133 Ensures that the sequences and labels are shuffled in the same
order to maintain correct pairing.

134 v

135 assert len(sequences) = len (labels)

136 indices = np.arange(len (sequences))

137 np.random. shuffle (indices)

138 shuffled_sequences = sequences|[indices]

139 shuffled_labels = labels[indices]

140 return shuffled_sequences , shuffled_labels

CoDE INSERT A.9: CONMAN Source Code: ExperimentController.py
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A.6.0.9 ResultsController.py

from controllers.Controller import Controller
from controllers.results_utils.MetricCalculator import MetricCalculator
from controllers.results_utils.OutputHandler import OutputHandler

from controllers.results_utils.Plotter import Plotter

class ResultsController (Controller):
A class responsible for calculating , outputting, and plotting the

results of the model’s performance.

Attributes:
dataset_label (str): Label identifying the dataset .
user_labels (dict): Mapping of user labels to integers.
n_classes (int): Number of classes (users).
y-true (np.array): True labels for the dataset.
y-pred (np.array): Predicted labels from the model.
y_pred_probs (np.array): Predicted probabilities from the model.
history (History object): Training history of the model.
run-num (int): Scenario number of the experiment.
iteration (int): Iteration number of the experiment.
metric_calculator (MetricCalculator): Object for computing
performance metrics.
output_handler (OutputHandler): Object for handling output of
results .

plotter (Plotter): Object for plotting results.

Methods:

load (): Computes, outputs, and plots the model’s performance
metrics .
def __init__(self, dataset_label, y_pred_probs, y_pred, y_true,
user_labels , run.num, iteration , history):

Initialises the ResultsController with the provided dataset

information and performance metrics.

Args:
dataset_label (str): Label identifying the dataset.
y_pred_probs (np.array): Predicted probabilities from the model

y-pred (np.array): Predicted labels from the model.
y_true (np.array): True labels for the dataset.
user_labels (dict): Mapping of user labels to integers.
run.num (int): Scenario number of the experiment.

iteration (int): Iteration number of the experiment.
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history (History object): Training history of the model.

self.dataset_label = dataset_label

self .user_labels = user_labels

self.n_classes = len(self.user_labels)

self.y_true = y_true

self .y_pred = y_pred

self.y_pred_probs = y_pred_probs

self . history = history

self .run_.num = run_num

self.iteration = iteration

self . metric_calculator = MetricCalculator (self.n_classes , self.
user_labels)

self.output_handler = OutputHandler ()

self.plotter = Plotter(self.n_classes, self.user_labels, self.

y_true, self.y_pred_probs, self.history)

def load(self):

999 99

Computes and outputs the results of the model’s performance.

Calculates overall and per—class metrics, outputs results to
console and CSV,
and plots training history and ROG-AUG-OVR curves.

7 9

# Compute overall and individual metrics.

overall _metrics = self.metric_calculator.compute_overall metrics (

self.y_true, self.y_pred, self.y_pred_probs)
metrics_per_class , confusion_matrices = self.metric_calculator.

compute_individual _metrics (self.y_true,

self .y_pred,

self.y_pred_probs)

# Output the results to console and CSV file .

self.output_-handler.output-results_to_console(self.dataset_label
overall _metrics , metrics_per_class, confusion_matrices)

self.output_-handler.output_results_to_csv(self.dataset_label,
overall_metrics, metrics_per_class, confusion_matrices, self.run_num,

self.iteration)
# Plot learning history
self.plotter.plot_history (self.history, self.run.num, self.

iteration)

# Plot ROC-AUC-OVR curves

I
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self.plotter.plot_-roc_auc-ovr(self.y_true, self.y_pred_probs,

run_.num, self.iteration)

self .

CODE INSERT A.10: CONMAN Source Code: ResultsController.py



19

20

21

22

28

29

30

36

Appendix A. Software Manual and Documentation for The CONMAN Service

118

A.6.0.10 DatalLoader.py

import
import
import

import

08
pandas as pd

re

logging

class DataLoader:
@staticmethod
def load_-data(directory):

999 9

Loads data from all CSV files in a given directory and aggregates

it into a single DataFrame,

ensuring files are read in chronological order based on session
number .

Parameters:

directory (str): The path to the directory containing the CSV files

Returns:

pd.DataFrame: A DataFrame containing the aggregated data from all
CSV files in the directory.

Returns an empty DataFrame if an error occurs.
79
try:
# Regular expression to extract the session number from the

filename

# https://stackoverflow.com/questions /47189714 /reading—multiple

—csv—files —from—a—folder —with—r—using-—regex

session_pattern = re.compile(r” mouselog_session_(\d+)\.csv”)

# List all CSV files and sort them based on the session number
all_files = [os.path.join (directory , f) for f in os.listdir (

directory)

if os.path.isfile (os.path.join (directory, f)) and

f.endswith(’.csv’)]

all_files .sort (key=lambda x: int(session_pattern.search(x).

group (1)) if session_pattern.search(x) else 0)

# Read and concatenate all files
data_list = [pd.read_csv(file) for file in all_files]

concatenated_data = pd.concat(data_list , ignore_index=True)

# Print the length of the extracted data
print (f” Total number of data points loaded: {len(

concatenated_data)}”)

return concatenated_data
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except Exception as e:
logging . error (f”Error loading data from {directory}: {e}”)
return pd.DataFrame ()

CODE INSERT A.11: CONMAN Source Code: DatalLoader.py
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A.6.0.11 DataProcessor.py

import pandas as pd
import numpy as np

import Config

class DataProcessor:
90N
A class for processing and preparing mouse dynamics data for machine

learning .

Handles preprocessing of raw data, computation of additional features,
splitting the data
into training , validation, testing , and unseen sets, and returning the

processed data.

Attributes:
raw_data (pd.DataFrame): The raw mouse dynamics data.
user (str): Identifier for the user whose data is being processed.

file_name (str): Filename for storing processed data.

Methods :
preprocess_data(data): Preprocesses the raw data.
compute_features(data): Computes additional features from the data.
data_splitter (data): Splits the data into training, validation ,
testing , and unseen datasets.

process_dataset (): Processes the raw data and returns the processed

datasets .
def __init__(self, data, user, use_unbalanced_unseen_dataset):
self .raw_data = data
self.user = user
self.file_.name = f’_data_{self.user}’
self .use_unbalance_unseen_dataset = use_unbalanced_unseen_dataset

def preprocess_data(self , data):
Preprocesses the raw data by converting timestamps and encoding

categorical columns.

Args:
data (pd.DataFrame): The raw data to preprocess.

Returns:

pd.DataFrame: The preprocessed data.

999 9
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data = data.copy ()

data [ 'Timestamp’] = pd.to_datetime (data [’ Timestamp’], format="%Y—%m
~%d TH:%M:%S . % £ ")

data |’ Time_Diff’] = data|’ Timestamp’]. diff ().dt.total_seconds ().
fillna (0)

event_encoded = pd.get_dummies(data[ Event’], prefix="Event’)

button_encoded = pd.get_-dummies(data[ Button’], prefix="Button’)

action_encoded = pd.get_-dummies(data[’Action’], prefix="Action’)

all_buttons = [’Button_Button.left’, ’Button_Button.middle’, ’
Button_Button.right’, ’Button_Button.x1’,

"Button_Button.x2’]
# Not all buttons feature in all datasets, so these are
standardised across users.
for button_type in all_buttons:
if button_type not in button_encoded.columns:

button_encoded [button_type] = 0

data = pd.concat ([data, event_encoded, button_encoded,
action_encoded], axis=1)

return data

def compute_features(self , data):

999 99

Computes additional features based on the preprocessed data.

Args:

data (pd.DataFrame): The data to compute features on.

Returns:

pd.DataFrame: The data with computed features.

999 9

data [’ Distance’] = np.sqrt(data[ Position_-X']. diff().pow(2) + data]
"Position_ Y ’]. diff () .pow(2))

data[’Speed’] = data[’Distance’] / data[’Time_Diff’]

data|’ Acceleration’] = data[’Speed’]. diff () / data[’ Time_-Diff’]

data [ Angle’] = np.arctan2(data[’ Position_Y ’]. diff (), data[’
Position_X ’]. diff()) * 180 / np.pi

data[’Jitter’] = data[’Distance’]. diff ().abs()

data.replace ([np.inf, —mp.inf], np.nan, inplace=True)

data. fillna (0, inplace=True)

return data

def data_splitter (self , data):

999 99
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Splits the data into trainin

g, validation , testing , and assigns the

remaining data to the unseen dataset

based on a flag.

Args:

data (pd.DataFrame): The preprocessed data to split.

use_unbalance_unseen_dataset (bool):

Flag indicating whether to

use all remaining data for the unseen dataset.

Returns:

Tuple: Data split into training ,

unseen datasets.

validation , testing , and

The method determines the size of the training , validation , and

testing datasets based on predef

ined

sizes in the configuration (Config.py).

use_unbalance_unseen_dataset is

to the unseen dataset. Otherwise,

If

True, all remaining data is assigned

with a predefined size, similar to the other datasets.

999 99

data = data.sort_values (by=[’Timestamp’])

the unseen dataset is created

# Determines size of the splits based on the Config.py values for
sequence_length and sizes.
train_size = (Config.TRAIN_SIZE x Config.SEQUENCELENGTH)
val_size = (Config.VALID_SIZE % Config.SEQUENCELENGTH)
test_size = (Config.TEST_SIZE % Config.SEQUENCELENGTH)
# Split data into training , validation, and testing datasets.
train_data = data.iloc [: train_size]
val_data = data.iloc[train_size:train_size + val_size]
test_data = data.iloc[train_size + val_size:train_size + val_size +
test_size|
if self.use_unbalance_unseen_dataset:
# Assign all remaining data to the unseen dataset.
unseen_data = data.iloc|[train_size + val_size + test_size :]

else:

# Allocate a predefined size to the unseen dataset.
unseen_size = (Config.UNSEEN_SIZE % Config.SEQUENCELENGTH)

unseen_data = data.iloc[train_size + val_size + test_size:

train_size + val_size + test_size + unseen_size]

return train_data , val_data,

def process_dataset (self):

999 99

test_data ,

unseen_data
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Processes the raw data through preprocessing , splitting , and

feature computation steps.

Returns:

Tuple: Processed training, validation, testing, and unseen data

999 %)

# Preprocess the data

preprocessed_data = self.preprocess_data(self.raw_data)

# Split the preprocessed data

train_data , val_-data, test_-data, unseen_data = self.data_splitter (

preprocessed_data)

# Compute features for each dataset

featured_train_data = self.compute_features(train_data)
featured_val_data = self.compute_features(val_data)
featured_test-data = self.compute_-features(test_-data)
featured_unseen_data = self.compute_features(unseen_data)

# Return the datasets

return featured_train_data , featured_val_data , featured_test_data ,

featured _unseen_data

CoDE INSERT A.12: CONMAN Source Code: DataProcessor.py

123
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A.6.0.12 DataNormaliser.py

1 from sklearn.preprocessing import MinMaxScaler

2

3

4 class DataNormaliser:

5

6

10

11

17

26

27

28

29

30

31

9999 9

A class responsible for normalising and scaling mouse dynamics data

using MinMaxScaler .

Provides functionality to fit the scaler on the training data,
normalise various datasets ,

and return the normalised data.

Attributes:
scaler (MinMaxScaler): An instance of MinMaxScaler for data

normalisation .

Methods :

fit_scaler (data): Fits the scaler to specific columns of the data.

normalise_data (data): Normalises the provided data using the fitted
scaler .

normalise_and_save_data(): Normalises training , validation , testing
, and unseen datasets.

9997 97

def __init__(self):

299N

Initialises the DataNormaliser class and creates an instance of
MinMaxScaler .

9999 9

self .scaler = MinMaxScaler ()

def fit_scaler (self, data):

999 9

Fits the MinMaxScaler to specific columns of the provided DataFrame

Args:
data (pd.DataFrame): DataFrame containing the data for fitting

the scaler.

Columns fitted include Position_X , Position_.Y , Distance, Speed,
Acceleration, Angle, and Jitter.
self .scaler . fit (data [[ "Position.X’, ’Position_.Y’, ’Distance’, ’

Speed’, ’"Acceleration’, 'Angle’, ’Jitter’]])

def normalise_data(self , data):
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999 9

Normalises the provided data using the fitted MinMaxScaler.

Args:

data (pd.DataFrame): DataFrame to be normalised .

Returns:

pd.DataFrame: Normalised DataFrame.

999 9

scaled_data = data.copy()

columns_to_scale = [’Position_-X’, ’'Position_Y ', ’'Distance’, ’Speed’
, 'Acceleration’, ’Angle’, ’Jitter ]
scaled_data [columns_to_scale] = self.scaler.transform(scaled_data|

columns_to_scale])

return scaled_data

def normalise_and_save_data(self , training_data , validation_data ,
testing_data , unseen_data):

NN

Normalises training , validation , testing , and unseen datasets using

the fitted scaler.

Args:
training _data , validation_data, testing_ data, unseen_data (pd.

DataFrame): Datasets to be normalised.

Returns:

dict: Dictionary containing normalised datasets.

Normalises each dataset and drops irrelevant columns before
returning them in a dictionary.

9N

# Fit the scaler on the training data

self.fit_scaler (training_data)

# Normalise the training data

scaled_training_data = self.normalise_data(training_-data)

# Normalise the other datasets using the same fitted scaler

scaled_validation_data = self.normalise_-data(validation_data)
scaled_testing_data = self.normalise_data(testing_data)
scaled_unseen_data = self.normalise_data(unseen_data)

# Create a dictionary to map data types to their respective
normalised DataFrames
scaled_data_dict = {
‘training ’: scaled_training_data ,

I’ .

’validation scaled_validation_data ,



86

88

"ignore ')

return scaled_data_dict
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"testing ’: scaled_testing_data ,
‘unseen ': scaled_unseen_data

}

# Iterate through the normalised data and save each

for data_type, scaled_data in scaled_-data_dict.items():
# Dropping irrelevant columns
columns_to_drop = [’Timestamp’, ’'Event’, ’'Button’, ’'Action’, ’

Time_Diff ]

scaled_data .drop (columns=columns_to_drop, inplace=True, errors=

CoDE INSERT A.13: CONMAN Source Code: DataNormaliser.py
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A.6.0.13 DatasetCompiler.py

import logging

import numpy as np

from tensorflow.keras.utils import to_categorical

class DatasetCompiler:
A class responsible for compiling and formatting datasets for wuse in

machine learning models.

It handles the conversion of sequence data to a suitable numerical
format and transforms label

data into a categorical format for classification tasks.

Attributes:

user_labels (dict): Mapping of user identifiers to integer labels.

Methods :
compile_datasets (): Compiles and formats training , validation ,

testing , and unseen datasets.

999

def __init__(self, user_labels):
Initialises the DatasetCompiler with the provided user labels

mapping .

Args:
user_labels (dict): A dictionary mapping user identifiers to
integer labels.

999 9

self.user_labels = user_labels

def compile_datasets(self, train_sequences, train_labels
valid_sequences , valid_labels , test_sequences,
test_labels , unseen_sequences, unseen_labels):
29N
Compiles and formats the training , validation, testing , and unseen

datasets .

Args:
train_sequences , valid_sequences , test_sequences ,
unseen_sequences (np.array): Sequences for each dataset.
train_labels , valid_labels , test_-labels , unseen_labels (np.

array ): Labels for each dataset.
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Returns:
Tuple: Compiled and formatted training , validation , testing,

and unseen datasets.

The method checks if any dataset is empty and logs an error if so.
It converts sequence data to float32

and label data to categorical format, and then returns the
processed datasets.

» 99

if train_sequences.size = 0 or valid_sequences.size =— 0 or
test_sequences.size = 0 or unseen_sequences.size =— 0:

logging . error (”One or more of the datasets are empty.”)

return None

# Convert sequence data to float32.

train_sequences = train_sequences.astype (np.float32)
valid_sequences = valid_sequences.astype (np. float32)
test_sequences = test_sequences.astype(np.float32)
unseen_sequences = unseen_sequences.astype(np.float32)

# Convert label data to categorical format.

# https://stackoverflow.com/questions /54399752/i—am-trying—to—to—
convert—my—variables —to—categorical —using—to—categorical —metho

train_labels = to_categorical (train_labels , num_classes=len (self.
user_labels))

valid_labels = to_categorical (valid_labels , num_classes=len (self.
user_labels))

test_labels = to_categorical (test_labels , num_classes=len (self.
user_labels))

unseen_labels = to_categorical (unseen_labels, num_classes=len (self.

user_labels))

return (train_sequences, train_labels , valid_sequences,
valid_labels , test_sequences, test_labels,

unseen_sequences , unseen_labels)

CoDE INSERT A.14: CONMAN Source Code: DatasetCompiler.py
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A.6.0.14 SequenceCreator.py

I import numpy as np

2

3

1 class SequenceCreator:

5

6

26

27

28

29

30

31

32

36

9999 9

A class for creating sequences of a specified length from time—series

data .

This class is responsible for generating sequences and their
corresponding target labels
from the provided dataset, suitable for training machine learning

models .

Attributes:

sequence_-length (int): The length of each sequence to be created.

Methods :
create_sequences (): Generates sequences and their corresponding

labels from the data.

9997 97

def __init__(self, sequence_length):

9997 9

Initialises the SequenceCreator with the specified sequence length.

Args:
sequence_length (int): The length of sequences to be created
from the data.

9999

self .sequence_length = sequence_length

def create_sequences(self, data, user_label, num_sequences,
generate_max_sequences=False):

790N

Creates non—overlapping sequences and their corresponding target

labels from the provided data.

Args:
data (pd.DataFrame): The DataFrame containing time—series data.
user_label (int): The label associated with the sequences (user
identifier).
num_sequences (int): The number of sequences to generate.
generate_max_sequences (bool, optional): Flag to generate the
maximum possible sequences from the data.
Overrides the

num_sequences parameter if set to True.
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38 Returns:
39 Tuple: A tuple containing an array of sequences and an array of

their corresponding target labels.

41 Each sequence consists of consecutive, non—overlapping data points
of a specified length.

42 If generate_max_sequences is True, the method generates the maximum
possible number of sequences.

43 Otherwise, if num_sequences is specified and non—zero, it generates
the specified number of sequences.

44 If num_sequences is zero or not specified , it generates the maximum
possible number of sequences.

45 The start index of each sequence is incremented by the sequence

length , ensuring non—overlapping sequences.

999 99

a7 sequences = []

48 targets = |[]

49 data_length = len (data)

50 max_sequences = data_length // self.sequence_length

51

52 if generate_max_sequences:

53 num_sequences = max_sequences

54 else:

55 num_sequences = min(num_sequences, max-sequences)

56

57 for i in range(num_sequences):

58 # Increment by sequence length for non—overlapping sequences

59 # https://stackoverflow.com/questions /60142153 /python—3—slice —a
—rhyme

60 start_index = i x self.sequence_length

61 end_index = start_index + self.sequence_length

62 seq = data.iloc[start_index:end_index]. values

63 sequences . append (seq)

64 targets.append (user_label)

65

66 return np.array(sequences), np.array(targets)

CoODE INSERT A.15: CONMAN Source Code: SequenceCreator.py
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A.6.0.15 OutputHandler.py

1 import csv

2 import os

3

4

5 class OutputHandler:

6

-
7

10

12

13

15

16

19

20

21

9999 97

A class for handling the output of machine learning model performance

metrics.

This class provides functionality to output model performance metrics ,
including overall and per—class metrics,
to the console and to a CSV file , facilitating both immediate review

and longer—term storage of results.

Methods:
output_results_to_console: Outputs metrics to the console.

output_results_to_csv: Outputs metrics to a CSV file.

9997 9

def output-results_to_csv (self, dataset_label, overall_metrics,
metrics_per_class , confusion_matrices, run,

iteration):

# Create directories for saving results
base_dir = f’Experiment_Results/Run_{run}/Iteration_{iteration}’

os.makedirs (base_dir , exist_ok=True)

# Output Overall Metrics to CSV
overall_filename = os.path.join(base_dir, f’{dataset_label}
_Overall_Metrics.csv’)
with open(overall_filename , ’'w’, newline="") as file:
writer = csv.writer(file)
# Write header with metric names
writer . writerow (list (overall_metrics.keys()))
# Write row with metric values

writer.writerow (list (overall_metrics.values()))

# Output Per—User Metrics and Confusion Matrices
user_filename = os.path.join (base_dir, f’{dataset_label}
_User_Metrics.csv’)
with open(user_filename , ’w’, newline=’’) as file:
# Prepare headers based on available metrics and confusion

matrix

headers = ['User’] 4+ list (next(iter (metrics_per_class.values())

) -keys () + \

131
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[’True Negative’, ’False Positive’, ’'False Negative’,

"True Positive ]
writer = csv.DictWriter (file , fieldnames=headers)

writer . writeheader ()

# Write metrics for each user
for user, metrics in metrics_per_class.items():

# Combine metrics with confusion matrix for the user

cm = confusion_matrices [user |
row_data = {
’User’: user,
xkmetrics, # Unpack metrics into the row

"True Negative’: cm[0, 0

’False Positive ’:

]
cm[0, 1
"False Negative’: cm[l, 0
"True Positive’: cm[1l, 1]

}

writer . writerow (row_data)

def output_results_to_console(self, dataset_label, overall_metrics ,
metrics_per_class , confusion_matrices):

999 99

Outputs the model performance metrics to the console.

Parameters:

overall_metrics (dict): Dictionary containing overall performance
metrics .

metrics_per_class (dict): Dictionary containing performance metrics
for each class.

confusion_matrices (dict): Dictionary containing confusion matrices

for each class.

999 9

print (f” Overall {dataset_label} Model Performance:”)
for metric.cname, metric_.value in overall_metrics.items():

print (f”{metric.name }: {metric_value:.3f}”)

print (f”\nIndividual {dataset_label} Class Performance:”)
for user, metrics in metrics_per_class.items():
print (f?\nMetrics for {user}:”)
for metric.cname, metric.value in metrics.items():
print (f? {metric.name}: {metric_.value:.3f}”)

print (f” Confusion Matrix for {user }:\n{confusion_matrices[user

1}7)

CODE INSERT A.16: CONMAN Source Code: OutputHandler.py
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A.6.0.16 MetricCalculator.py

from sklearn.metrics import accuracy-score, precision_score, recall_score ,

fl_score, roc_auc_score, confusion_matrix

from tensorflow.keras. utils import to_categorical

class MetricCalculator :

9997 9

A class for calculating various metrics to evaluate the performance of

machine learning models.
This class computes both overall and per—class performance metrics,
providing insights

into the model’s effectiveness and accuracy in predictions.

Attributes:

user_labels (dict): A dictionary mapping user identifiers to labels

n_classes (int): The number of classes in the dataset.

9999 9

def __init__(self, n_classes, user_labels):
self . user_labels = user_labels
self .n_classes = n_classes

def compute_overall metrics(self, y_true, y_pred, y_pred_probs):

9999

Computes overall metrics for classification results.

Parameters:

y_true (array): True labels.

y-pred (array): Predicted labels.

y-pred_probs (array): Predicted probabilities for each class.

Returns:
dict: A dictionary containing overall performance metrics.
7N
overall_metrics = {

"Accuracy ’: accuracy._score(y_true, y_pred),
).

’Precision_Macro

macro’) ,

precision_score (y_-true, y-pred, average=’

"Recall_Macro’: recall_score(y_-true, y_pred, average='macro’),

"F1_Macro’: fl_score(y-true, y_pred, average=’macro’)

# Convert y_true to one—hot encoding for multi—class ROC AUC
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41 y-true_binarized = to_categorical (y_-true, num-_classes=self.

n_classes)

42 overall _metrics [ 'ROCAUC.OvVR’] = roc_auc.score(y_-true_binarized ,
y-pred_probs, multi_class=’ovr’)

43

44 return overall_metrics

15

46 def compute_individual_metrics(self, y_true, y_pred, y_pred_probs):

47 nrn

48 Calculates performance metrics for each class, including confusion
matrices.

49

50 Parameters:

51 y-true (array): True labels of the test dataset.

52 y-pred (array): Predicted labels by the model.

53 y_pred_probs (array): Prediction probabilities by the model.

54

55 Returns:

56 Tuple: A dictionary of metrics for each class and a dictionary of
confusion matrices for each class.

57 n

58 metrics_per_class = {}

59 confusion_matrices = {}

60

61 # Calculate metrics and confusion matrix for each class.

62 for i in range(self.n_classes):

63 user_label = list (self.user_labels.keys())[1i]

64 current_test_labels = (y-true =— 1i).astype(int)

65

66 cm = confusion_matrix (current_test_labels , y_pred = i)

67 confusion_matrices [user_label] = cm

68

69 user_metrics = {

70 ”Precision”: precision_score(current_-test_labels , y_pred =—
i, zero_division=0),

71 "F1”7: fl_score(current_test_labels , y_pred = i),

72 "ROCAUC.OVR” : roc_auc_score (current_test_labels ,
y-pred_probs[:, i]),

73 "TPR”: self.true_positive_rate (cm),

74 "TNR”: self.true_negative_rate (cm),

75 "FAR”: self.false_alarm_rate (cm),

76 "FRR” : self.false_rejection_rate (cm)

77 }

78 metrics_per_class [user_label] = user_metrics

79

80 return metrics_per_class , confusion_matrices
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# Additional methods to calculate specific rates from confusion
matrices.
def true_positive_rate(self, confusion_matrix):
TP, FN = confusion_matrix[1, 1], confusion_matrix[1l, 0]
return TP / (TP 4+ FN) if TP + FN > 0 else 0

def true_negative_rate(self, confusion_matrix):
TN, FP = confusion_matrix[0, 0], confusion_matrix[0, 1]
return TN / (IN + FP) if TN + FP > 0 else 0

def false_alarm_rate (self, confusion_matrix):
FP, TN = confusion_-matrix [0, 1], confusion_-matrix[0, 0]
return FP / (FP + TN) if FP + TN > 0 else 0

def false_rejection_rate (self, confusion-matrix):
FN, TP = confusion_matrix[1, 0], confusion_matrix[1, 1]
return FN / (FN + TP) if FN + TP > 0 else 0

CODE INSERT A.17: CONMAN Source Code: MetricCalculator.py
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A.6.0.17 Plotter.py

import matplotlib.pyplot as plt

import os

from itertools import cycle

from sklearn.metrics import roc_curve, auc

from sklearn.preprocessing import label_binarize

class Plotter:

9997 97

The Plotter class is designed for visualising the performance of models
)

providing methods for plotting training history and

Receiver Operating Characteristic (ROC) curves for multi—class

classification .

Attributes:

user_labels (dict): A dictionary mapping user identifiers to labels

n_classes (int): The number of classes in the dataset.

y-true (array): True labels of the dataset.

y-pred_probs (array): Predicted probabilities for each class.
history (object): Training history object containing accuracy and

loss values per epoch.

Sources :
https:// machinelearningmastery.com/plotting —the—training —and—validation

—loss—curves—for—the—transformer—model/

9999 97

def __init__(self, n_classes, user_labels, y_true, y_pred_probs,
history):

self . user_labels = user_labels

self . n_classes = n_classes

self.y_true = y_true

self.y_pred_probs = y_pred_probs
self . history = history

def plot_history (self, history, run, iteration):
if history is None:

return

fig, axs = plt.subplots(2)

axs [0]. plot (history . history [”accuracy”], label="train accuracy”)

axs [0]. plot (history.history [”val_accuracy”], label="validation
accuracy”)

axs [0].set_ylabel (” Accuracy”)

axs [0].legend (loc="lower right”)
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axs [0].set_title (” Training vs Validation Accuracy & Loss”)
axs [1]. plot (history.history[”loss”], label="train loss”)
axs[1]. plot (history.history [”val_loss”], label="validation loss”)

[
[
axs[1].set_ylabel (”Loss”)
axs[1].set_xlabel ("Epoch”)
[1].legend (loc="upper right”)
# Save the plot to a file
base_dir = f’Experiment_Results/Run_{run}/Iteration_{iteration}’
os.makedirs(base_dir , exist_ok=True)
plot_path = os.path.join(base_dir, f’
training _vs_validation_acc_loss_plot_iteration_{iteration }.png’)
plt.savefig (plot_path)
plt.close ()

def plot_-roc_auc_ovr(self, y_true, y_pred_probs, run, iteration):

9999

Plots the Receiver Operating Characteristic (ROC) curves for each

class , using One—vs—Rest (OvR) approach.

Args:
y-true (array): True labels of the dataset.

y_pred_probs (array): Predicted probabilities for each class.

run (int): The current run number.
iteration (int): The current iteration number.
e
user_labels = [’A’, "B’ 'C’]
y-true_binarized = label_binarize (y-true, classes=range(self.
n_classes))

fpr, tpr, roc_auc = {}, {}, {}
colors = cycle ([ "blue’, ’'red’, ’'green’])

plt.figure (figsize=(10, 8))
for i, (color, label) in enumerate(zip(colors, user_labels)):
fpr[i], tpr[i], - = roc-curve(y_-true_binarized[:, i],
y-pred_probs[:, i])
roc_auc[i] = auc(fpr[i], tpr[i])

plt.plot (fpr[i], tpr[i], color=color, lw=2,

label="ROC curve of User {0} (area = {1:0.2f})’.format

(label , roc_auc[i]))

plt.plot ([0, 1], [0, 1], 'k—7, lw=2)
plt.xlim ([0.0, 1.0])

plt .ylim ([0.0, 1.05])

plt .xlabel (’False Positive Rate’)
plt.ylabel (’True Positive Rate’)
plt.title ('ROC-AUC-OVR for Multi—class’)
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83 plt.legend (loc="lower right”)

84

85 # Save the ROC plot to a file

86 base_dir = f’Experiment_Results/Run_{run}/Iteration_{iteration}’
87 os. makedirs (base_dir , exist_ok=True)

88 plot_-path = os.path.join(base_dir, f’roc_auc_ovr_iteration {

iteration }.png’)
89 plt.savefig(plot_path)
90 plt.close ()

CoDE INSERT A.18: CONMAN Source Code: Plotter.py
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A.6.0.18 test_compute_features.py

import unittest

import pandas as pd

from controllers.data_utils.DataProcessor import DataProcessor

class TestComputeFeatures(unittest.TestCase):

@classmethod
def setUpClass(cls):

cls.test_data = pd.read_csv(’test_suite/test_utils/
test_mouselog_session.csv’)

cls.user = "test_user”

cls.use_unbalanced_unseen_dataset = False

def test_compute_features(self):

# Create an instance of the class containing the compute_features
method

data_processor = DataProcessor(self.test_data, self.user, self.
use_unbalanced_unseen_dataset)

processed_data = data_processor.preprocess_data(self.test-data)

self . assertEqual (processed_data.shape[l], self.test_data.shape[l] +

10)
# Compute features on the test data
processed_data_capture = processed_data.copy ()
computed_data = data_processor.compute_features(processed_-data)
# Check if the expected columns are present
for column in [’Distance’, ’Speed’, ’Acceleration’, ’Angle’,
Jitter ' ]:

self . assertIn (column, computed_data.columns)

# Check for NaN values

self . assertFalse (computed_data.isnull ().values.any())

# Check data integrity (number of rows and columns remains the same

self.assertEqual (computed_data.shape[0], self.test_data.shape[0])

self .assertEqual (computed_data.shape[1l], self.test_data.shape[l] +
15)

self.assertEqual (computed_data.shape[l], processed_data_capture.
shape [1] + 5)

CODE INSERT A.19: CONMAN Source Code: test_compute_features.py
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A.6.0.19 test_create_model.py

import unittest
from keras.models import Sequential

from model_hub.ModelCreator import create_model

sequence_length = 15
no_of_features = 20
no_of_users = 30

dropout_rate = 0.5

class TestCreateModel (unittest . TestCase):

def test-model_creation(self):
# Define parameters for the model
sequence_length = 100
no_of_features = 10

no_of_users = 3

# Create the model

model = create_model (sequence_length , no_of_features, no_of_users)

# Check if the model is an instance of Sequential

self . assertIsInstance (model, Sequential)

# Check if the model has the correct number of layers

self.assertEqual (len (model.layers), 6)

# Check if the first layer is a ConvlD layer with the correct
configuration

convld_layer = model.layers [0]

self . assertEqual(convld_layer. __class__.__name__, ’'ConvlD’)

self . assertEqual (convld_layer. filters , 32)
self . assertEqual(convld_layer. kernel_size , (3,))
self . assertEqual (

no_of_features))

# Check if the last layer is a Dense layer with the correct
configuration

output_layer = model.layers[—1]

self.assertEqual (output_layer.__class__.__name__, ’'Dense’)

self .assertEqual (output_layer.units, no_of_users)

self .assertEqual (output_layer.activation.__name__, ’softmax’)

# Check the compilation settings of the model
self . assertEqual (model. optimizer. __class__.__name__, ’Adam’)

self . assertEqual (model.loss , ’'categorical_crossentropy ’)

convld_layer.input_shape, (None, sequence_length ,
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14 if __name__ =— ’__main__":

45 unittest .main ()

CoDE INSERT A.20: CONMAN Source Code: test_create_model.py
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A.6.0.20 test_data_splitter.py

import unittest
import pandas as pd

import Config

from controllers.data_utils.DataProcessor import DataProcessor

with the actual module and class names

class TestDataSplitter (unittest.TestCase):

def setUp(self):

# Sample DataFrame
self.data = pd.DataFrame ({
"Timestamp ’: pd.date_range(start="1/1/2021", periods=1500000,

freq="T"),

"Featurel ’: range(1500000),

’Feature2’

19

self.instance

: range (1500000)

= DataProcessor (self.data, "A”, True)

def test_correct_split_sizes (self):

train_data , val_data, test_data , unseen_data =

data_splitter (self

.data)

# Replace

self .instance.

self .assertEqual (len (train_data), Config.TRAINSIZE x Config.

SEQUENCE.LENGTH)

self .assertEqual (len(val_-data), Config.VALID_SIZE % Config.

SEQUENCE_LENGTH)

self .assertEqual (len(test_-data), Config.TEST_SIZE x Config.

SEQUENCE_LENGTH)

# Check unseen data
if Config.USE_UNBALANCED_UNSEEN_DATA :

size based on the flag

expected_unseen_size = len(self.data) — (len(train_data) + len(

val_data) + len(test_-data))

else:

expected_unseen_size = Config.UNSEEN_SIZE % Config.

SEQUENCE LENGTH

self . assertEqual (len (unseen_data), expected_unseen_size)

def test_data_ordering(self):

~, -, -, - = self.instance.data_splitter(self.data)

sorted_data =

pd. testing .assert_frame_equal (self.data,

self.data.sort_values (by=[’ Timestamp’])

def test_unbalanced_-unseen_data_flag(self):

# Set the flag

dataset

to True and False and

test the

sizes

sorted_data)

of the

unseen
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__name__ — ' __main__

self .instance.use_unbalance_unseen_dataset = True

_, -, -, unseen_data_true = self.instance.data_splitter(self.data)

self .instance.use_unbalance_unseen_dataset = False
unseen_data_false = self.instance.data_splitter(self.data)

=9 =5 =9

self . assertNotEqual(len (unseen_data_true), len(unseen_data_false))

N

unittest .main ()

CoDE INSERT A.21: CONMAN Source Code: test_data_splitter.py
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A.6.0.21 test_preprocess_data.py

import unittest

import pandas as pd

from controllers.data_utils.DataProcessor import DataProcessor

class TestPreprocessData(unittest.TestCase):

@classmethod
def setUpClass(cls):

cls.test_data = pd.read_csv(’test_suite/test_utils/
test_mouselog_session.csv’)

cls.user = "test_user”

cls.use_unbalanced_unseen_dataset = False

def test_preprocess_data(self):

# Create an instance of the class containing the compute_features

method

data_processor = DataProcessor(self.test_data, self.user, self.

use_unbalanced_unseen_dataset)

processed_data = data_processor.preprocess_data(self.test-data)

self . assertEqual (processed_data.shape[l], self.test_data.shape[l] +

10)
for column in [’Time_Diff’, ’Event_-Mouse Click’, 'Event_-Mouse
Movement’, ’Button_Button.left ’,
’Button_Button.middle’, ’Button_Button.right’,
Button_Button.x1’, ’Button_Button.x2’,
"Action_Pressed’, ’Action_Released’]:

self .assertIn (column, processed_data.columns)

I

CoODE INSERT A.22: CONMAN Source Code: test_process_data.py
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A.6.0.22 test_sequence_creator.py

import unittest
import pandas as pd
import numpy as np

from controllers.experiment_utils.SequenceCreator import SequenceCreator

class TestSequenceCreator (unittest.TestCase):
def setUp(self):
# Define sequence length

self .sequence_length = 10

# Create sample data

self .sample_data = pd.DataFrame ({
"Featurel ’: np.random.rand (100) ,
"Feature2’: np.random.rand (100)

3]

self.sequence_creator = SequenceCreator(self.sequence_length)

def test_sequence_generation(self):

sequences , - = self.sequence_creator.create_sequences(self.
sample_data, user_label=1, num_sequences=5)

self . assertEqual (sequences.shape, (5, self.sequence_length, 2))

5 sequences , each of length 10, with 2 features

def test_correct_-number_of_sequences(self):
sequences , - = self.sequence_creator.create_sequences(self.
sample_data, user_label=1, num_sequences=3)

self . assertEqual (len (sequences), 3)
sequences , _ = self.sequence_creator.create_sequences (self.
sample_data, user_label=1, num_sequences=20)

self .assertLessEqual(len (sequences), 20)

sequences , - = self.sequence_creator.create_sequences(self.

#

sample_data, user_label=1, num_sequences=0, generate_max_sequences=True

)

self .assertEqual (len (sequences), len(self.sample_data) // self.

sequence_length)

def test_non_overlapping_sequences(self):
sequences , _ = self.sequence_creator.create_sequences (self.
sample_data, user_label=1, num_sequences=5)

for i in range(len(sequences) — 1):

self . assertFalse(np.array_equal (sequences[i], sequences[i+1]))

def test_target_labels(self):
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if

_, targets = self.sequence_creator.create_sequences(self.
sample_data, user_label=1, num_sequences=5)

self .assertTrue ((targets = 1).all())
__name__ = ’__main__":

unittest .main ()

CODE INSERT A.23: CONMAN Source Code: test_sequence_creator.py
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Project Briefing and Informed

Consent Confirmation

B.1 Introduction

Thank you for considering participation in my study on mouse dynamics. This document
provides essential information about the study, ensuring you are fully informed before

deciding to participate.

B.2 Purpose of the Study

The goal of this study is to collect and analyse mouse dynamic data, such as cursor
position, mouse movements, mouse clicks, and timestamps, to train a 1D Convolutional
Neural Network (1D-CNN) model. The model aims to classify users based on their
unique mouse interaction patterns. This research is to explore the opportunity deep
learning can provide to enhance user authentication methods to improve security sys-

tems.

B.3 What Will Be Collected

During the study, the software will collect the following mouse dynamic data:

e Cursor position coordinates

e Timestamps of mouse movements

147
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e Mouse button clicks and releases

Please note: No personal or sensitive data will be captured. The study focuses solely
on mouse movement and interaction data, no information regarding applications used,

websites visited or keyboard interactions will be collected during this research.

B.4 Anonymity and Data Privacy

e All data collected will be completely anonymised. Participant identities will not

be recorded or associated with the collected data.
e The data will be used exclusively for research purposes.

e The data will be shared and may be reviewed by project coordinators at the time
of marking my project as part of my MSc Software Engineering evaluation at the

University of Wales, Trinity Saint David.

e Your data will not be shared with third parties without additional consent, sep-

arate to this form.

e Data storage and handling will comply with data protection regulations to ensure

confidentiality and security.

B.5 Voluntary Participation

Your participation in this study is entirely voluntary. You have the right to withdraw
from the study at any time, no questions asked. With your withdrawal your data if
in my possession will be destroyed securely. If the data is in your possession at time
of withdrawal I will be happy to assist you in the safe discarding of the data and the

removal of the programme from your personal machine should you need it.

B.6 Review of Source Code

Should you wish to review the source code of this project it is available here, or via
email upon request:

https://github.com/Lez-Dev/MouseLogger

If you have any questions related to the software at any time during or after your

participation, please feel free to contact me.
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B.7 Contact Information

Liam Kelly
Email: 2222134@Qstudent.uwtsd.ac.uk or liamk0157@gmail.com
Phone: 07774557614

Consent

If you decide to participate in this study, please confirm your consent by signing below.

1, hereby confirm that I have read and understood the information

provided in this informed consent briefing document and agree to participate in the

mouse dynamics study.

Signature:

Date:
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Software Requirements

Specification

C.1 Introduction

This Software Requirements Specification (SRS) provides a detailed description of the
software deliverable requirements and considerations for the research project during
the implementation of a mouse logger and Convolutional Mouse Authentication
Network (CONMAN) service. This document will explain the purpose, features and

requirements of the system.

C.1.1 Scope

Two software artefacts will be produced - the first a mouse-logger will be implemented
on participants local machines, recording mouse dynamic data over the course of user
sessions. The second artefact, the CONMAN service - containing a one-dimensional
convolutional neural network (IDCNN), and associated controllers to process and load
data input to the model as well as analysing resulting output from the model. These
artefacts serve as two arms of the research study in order to answer the hypothesis of

the associated research.

Employing a 1D-CNN Deep Learning model to classify organic mouse dy-
namic data as a behavioural biometric, will bolster security by correctly clas-
sifying users generalised data with an accuracy of 95% and FAR of 1% or

less.
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C.2

Functional requirements

C.2.1 Mouse-logger

C.2.1.1 Movement tracking

The software shall accurately record the mouse movements (X,Y coordinates) of

the user’s cursor throughout each initiated session.

The software shall record the coordinate position of the mouse with precise time

referencing and event indicators (e.g., mouse movement, mouse click).

. The software shall optimise resource usage by not recording data when the mouse

is stationary for an extended period.

C.2.1.2 Click recording

The software shall record all mouse click actions (pressed and released) during

each session.

. The software shall capture the coordinate position of the mouse at the time of

clicks with timestamps and event indicators (e.g., button clicked).

The software shall differentiate and record various types of mouse buttons.

C.2.1.3 Time recording

The software shall affix a precise time to each mouse event for chronological data

storage and subsequent feature computation.

. The software shall record regular mouse movement positions that balances detail

with data volume.

C.2.1.4 Data storage

The software shall store data in a readily accessible location on the user’s local

machine.

. The software shall store data in universally compatible formats, facilitating ease

of data transfer and subsequent processing.

The software shall segment data storage sessions for manageability.
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4. The software shall automatically initiate a new session upon reaching the file

threshold within a user-initiated session, ensuring continuous data capture.

5. The software shall focus on recording only essential mouse dynamics, with addi-

tional features processed during subsequent data analysis.

C.2.1.5 Exiting programme

1. The software shall have simple exit function to halt sessions at the user’s discretion.

C.2.2 CONMAN

C.2.2.1 Model Architecture

1. The service shall implement a 1D Convolutional Neural Network (IDCNN) with

associated layers for processing input data pertinent to mouse dynamics.

2. The model shall be compiled with optimisers, aiming to optimise for data relevant

to mouse dynamic network performance.

3. The model shall be compiled with necessary regularisation assets to reduce over-

fitting.

4. The model shall implement the option to tweak hyperparametrs to optimise out-

puts.

5. The model shall implement the option to apply callbacks in order to save best

models and conserve computing resources when running.

C.2.2.2 Model Training and Validation

1. The service shall support model training with robust datasets, ensuring compre-

hensive learning of mouse dynamics.

2. The service shall incorporate validation mechanisms during training to monitor

model performance and prevent overfitting.

3. The service shall support periodic retraining of the model to integrate new data

and maintain accuracy.
4. The service shall support the saving of a 'best model’ by model performance.

5. The service shall support the validation of the ’best model’ against an unseen

dataset to assess generalisability.
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C.2.2.3 Data Processing

1. The service shall manage the loading of data from specified user directories.

2. The service shall preprocess loaded data to ensure format consistency and integrity
for processing, including parsing timestamps, encoding categorical data, and han-

dling missing values.

3. The service shall be equipped to handle and log exceptions gracefully during the

data loading process.

4. The service shall compute additional features from raw data to enhance subsequent

model learning.

5. The service shall apply scaling to relevant features for normalisation, ensuring data

scale uniformity across different users.

6. The service shall support saving the normalised data in structured formats for

straightforward retrieval and use in model training and testing.

7. The service shall segment the processed data into training, validation, testing,
and unseen datasets, saving these into separate files for each user, ensuring proper

organisation and accessibility.

C.3 Non-functional requirements

C.3.1 Mouse-logger

C.3.1.1 Software compatibility

1. The software shall offer compatibility across both Mac OS and Windows OS, en-

suring a broad user base.

C.3.1.2 Hardware compatibility

1. The software shall operate seamlessly with various cursor control devices: mouse

and/or trackpads.

2. The software shall capture mouse clicks from devices with non-standard button

setups (e.g., additional buttons for specific functions).

3. The software shall capture positional coordinates on setups ranging from single to

multiple display configurations.
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C.3.1.3 Discreet operation

1. The software shall operate unobtrusively, ensuring no hindrance to the function-

ality of the user’s mouse.

2. The software shall be optimised to minimise its impact on the user’s system per-

formance.

3. The software shall capture global mouse movements discreetly without altering or

affecting the user’s display or interaction experience.

C.3.1.4 Security

1. The software shall be designed with privacy in mind, ensuring no capture of per-

sonal or sensitive information from the user.

2. The software shall operate entirely offline, with data transfer facilitated via direct

file sharing between the user and researcher.

C.3.1.5 Performance efficiency

1. The software shall undergo benchmark testing under various conditions to verify

its robustness before deployment.

2. The software shall having minimal impact on CPU and memory resources.

C.3.1.6 User interface

1. The software shall be designed for ease of use, requiring no prior programming

knowledge nor additional software for operation.

2. The software shall be straightforward to install, requiring minimal user interaction

and guidance through a clear setup wizard.
3. The software shall initiate through the execution of a single file.

4. The software shall offer a simple method to terminate its operation, such as a

keyboard shortcut or a user-friendly interface with a stop button.

5. The software shall provide a complete un-installation option, ensuring no residual

files or settings remain on the user’s system.

6. The software shall feature a simple user interface, requiring minimal interaction

and providing clear options for starting and stopping the logging process.
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7. The software shall provide explicit notifications or messaging to inform the user of

its operational status.

C.3.2 CONMAN

C.3.2.1 Data Management

1. The service shall process the output from the 1IDCNN, interpreting the results in

the context of mouse dynamics analysis.
2. The service shall be developed in conjunction with Git version control.

3. The service shall offer mechanisms for result visualisation and reporting, providing

insights into the data patterns recognised by the model.

4. The service shall facilitate the extraction and storage of key findings from the

model’s output.

5. The system shall manage the execution of different model experiments, varying

parameters and configurations.

6. The system shall provide a framework for systematic testing of model variations,

recording performance metrics for each experiment.

7. The service shall allow easy modification of model parameters for experimental

purposes.

8. The service shall process data for individual users, ensuring that each user’s data

is appropriately managed and sequences are created.

9. The service shall generate fixed-length sequences from the loaded data for each

user.

10. The service shall ensure that datasets are appropriately preprocessed, including

type casting and categorical encoding of labels.

C.3.2.2 Usability and Accessibility

1. The service shall offer an intuitive interface for user interaction, requiring minimal

technical knowledge for basic operations.

2. The service shall be provided with clear documentation on the usage of different

components.
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C.3.2.3 Reliability

1. The service shall employ shuffling of the training set to increase inter-sequence

learning of user patterns.

2. The service shall be pre-packaged with the default settings and raw datasets used

to achieve the experimental results of the project.

C.3.2.4 Compatibility and Integration

1. The service shall be compatible with standard operating systems (Windows, Mac

0OS), implemented through the integrated development environment, PyCharm.

C.3.2.5 Performance and Efficiency

1. The service shall be optimised for efficient processing, ensuring minimal delay in

data analysis and result generation.
2. The service shall be unit tested to ensure valid data analysis and result generation.

3. The service shall provide feedback and logging capabilities during data processing
to track progress and identify potential issues.
C.3.2.6 Security and Privacy
1. The service shall adhere to data privacy principles, ensuring that user data is
sanitised.
C.3.2.7 Data Storage and Management

1. The service shall provide efficient data storage solutions, effectively handling large

datasets.

2. The service shall be developed alongside Git version control.
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C.4 Design constraints

C.4.1 Technical constraints

1. The development of these artefacts shall be undertaken by a sole developer. Given
that neural networks represent a novel area of exploration, there is an anticipation

of a steep learning curve, which may influence the development timeline.

2. The service shall utilise third-party libraries and Application Programming Inter-
faces (APIs), such as TensorFlow and Keras, to underpin the machine learning
functionalities. This reliance is aimed at harnessing established computational

intelligence and deep learning protocols.

3. The computational intensity required for model training and execution is expected
to be substantial. The available processing capabilities, constrained by the limita-
tions of the developer’s personal computing resources and the impending project
submission deadline, may impact the performance and complexity of the developed

model.

C.4.2 Regulatory constraints

1. The service shall adhere to the General Data Protection Regulation (GDPR),
ensuring the privacy and security of individuals’ behavioural biometrics which are
classified as personal data. Specific attention shall be given to the lawful processing

of this data, implementing principles of data protection and confidentiality.

2. The project shall incorporate mechanisms to obtain explicit consent from users for
the collection and processing of their biometric data. It shall also provide users
with clear information on how their data is used, stored, and protected, along with

the ability to access, rectify, and erase their data upon request.

3. The software development process shall respect intellectual property rights, avoid-

ing third-party code or content without appropriate authorisation.

C.4.3 Budgetary constraints

1. There is no budget for this project.
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Epics and User Stories

D.1 Epics: mouse logger

D.1.1 Create mouselogging software

Engineer a comprehensive mousle logger single file exectuable for efficient and accuate

mouse data tracking.

D.1.1.1 Associated User Stories to the epic

e As a user, [ want the mouselogger to automatically create a designated folder for
logs if it doesn’t already exist, so that I don’t have to manually set up storage for

log files.

e As a researcher, I want the mouselogger to create a new log file for each session,
with a unique incrementing session number, so that data from different sessions

do not overwrite each other.

e As a researcher, I want the mouselogger to record the timestamp, type of button
clicked, and action (pressed/released) along with the cursor’s x and y coordinates

whenever a mouse click occurs, so that I have detailed interaction data for analysis.

e As a researcher, I want the mouselogger to record mouse events with a precise

timestamp structure, so that data can be detailed and organised chronologically.

e As a researcher, I want the mouselogger to record the cursor’s x and y coordinates
along with the timestamp every 40 milliseconds during movement, to capture a

continuous stream of data without unnecessary redundancy.
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e As a researcher, I want the mouselogger to handle unexpected errors gracefully,
providing an error message and exiting without crashing, to maintain system sta-

bility.

e As a researcher, I want all mouse events to be logged in a consistent CSV format

with specific fieldnames, so that the data is structured and easy to analyse later.

e As a user, I want the ability to exit the mouselogger gracefully using a keyboard

interrupt, so that it stops recording without data loss or corruption.

e As a user, I want the mouselogger to monitor the size of the current log file and
switch to a new file if it exceeds 2MB, ensuring that no single log file becomes too

large.

e As a user, I want to have working benchmark tests to ensure that the mouselogger

can perform in different resource environments once deployed.

e As a user, I want to ensure that the mouselogger can locate and utilise resources
relative to the executable path, so that it can run reliably regardless of the envi-

ronment.

e Asa user, I want the mouselogger script to be packaged into a single executable file,
so that I can deploy it easily without worrying about dependencies or environment

setup.

e As a user, I want the mouselogger executable to be compatible with different
operating systems, so that I can use the same software across various platforms

without significant modification.

e As a user, I want the executable to correctly access and utilise external resources

or files when run, so that it maintains all functionality present in the script version.

e As a user, I want the executable to run efficiently and have a small footprint, so

that it does not significantly impact system performance during operation.

e As a user with limited technical skills, I want to be able to run the mouselogger

executable with a simple double-click, without using command-line instructions.

e As a user, I want the executable to handle errors gracefully and provide clear
messages if issues occur, so that I can use it reliably without requiring technical

support.

e As a user with limited technical skills, I want to be able to stop the mouselogger

running simply and correctly through a basic command line instruction.
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e As a user I want the data to be stored in an accessible place and in a format that

is easy for me to export in order to streamline the data transfer process.

D.1.2 Deploy mouse logger and collect data

Execute deployment of the mouse logger software across user systems and establish a

protocol for data aggregation.

D.1.2.1 Associated User Stories to the epic

e As a user, I want the collated data to be easily accessible for analysis, while still

adhering to privacy standards and consent agreements.

e As a participant, I want the ability to withdraw from the mouselogger study at
any point, without any negative repercussions and with the assurance that all my
collected data will be removed promptly, ensuring that I retain control over my

participation and data.
e As a user I want the data transfer to be simple and direct to ensure data security.

e As a participant, I want to receive clear information about what data will be
collected and how it will be used, so that I can provide informed consent for my

involvement in the study.

e As a participant, I want assurance that my data will be kept secure and my privacy
will be respected throughout the study, so that I can trust the research team with

my information.

e As a participant with limited technical experience, I want the option to receive
personalised assistance during the installation process, so that I can ensure the

software is set up correctly on my machine.

e As a participant, I want the briefing document to clearly explain what data will
be collected, how it will be stored, and who will have access to it, so that I am

assured of my privacy and the security of my data.

D.2 Epics: The CONMAN Service

D.2.1 Create 1IDCNN model within the Service

Architect a 1D-CNN model for the interpretation of time-series mouse movement data.
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D.2.1.1 Associated User Stories

As a user, I want to easily train a machine learning model with different datasets

so that I can evaluate its performance across various user scenarios.

As a user, I want the model to automatically save its best state during training so

that I can always have access to the most effective version of the model.

As a product owner, I want the model training process to stop automatically when

no significant improvement is observed to save computational resources and time.

As a user, I want to receive clear information about the training process, including
data shapes and training/validation results, to monitor the model’s progress and

performance.

As an user, I want the system to accurately predict user classes based on input

sequences so that the authentication process is reliable.

As a user, I want to evaluate the model’s performance using standard classification

metrics so that I can compare its effectiveness with other models.

As a user, I want the ability to load pre-trained models for further evaluation on

different datasets.

As a user, I want to implement callbacks and model hyperparameters to increase

the performance of my models.

D.2.1.2 Spikes

Spike to determine the optimal architecture for the 1D-CNN model.

Spike to explore the purpose and use-case of hyperparameters.

Spike to learn about callbacks their configurations and purpose in training.
Spike to investigate data preprocessing requirements for optimal model input.
Spike to learn about loss functions, underfitting and overfitting.

Spike to determine the best strategy for handling imbalanced datasets.

D.2.2 Create a data processing module

Develop a robust data processing module to handle preprocessing, normalisation, and

feature extraction of mouse dynamics data.
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D.2.2.1 Associated User Stories

As a user, I want to easily load and process raw data from different users to ensure

the data is ready for model training and evaluation.

As a analyst, I want the data to be split into training, validation, testing, and

unseen datasets to facilitate comprehensive model evaluation.

As a user, I want to aggregate data from multiple CSV files into a single DataFrame

to streamline the data analysis process.

As a project manager, I need the data loading process to be robust and handle

potential errors gracefully, ensuring data integrity.

As a user, I want confirmation of the total number of data points loaded to verify

successful data aggregation.

As a machine learning engineer, I need the raw data to be preprocessed, including

timestamp conversion and categorical encoding, for effective model training.

As an analyst, I want additional features to be computed from the raw data to

enrich the dataset and improve model performance.

D.2.2.2 Spikes

Spike to investigate data splitting in machine learning.
Spike to explore data formatting in 1D-CNNs

Spike to enhance the robustness of the data preprocessing workflow /pipeline - how

am I going to manage it?
Impact of different data splitting strategies on model training and evaluation.

Error handling, how best to debug erorrs.

D.2.3 Create a module which directs the flow of an experiment run

Construct a module to manage and direct the workflow of experimental runs, ensuring

process integrity and reproducibility.
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D.2.3.1 Associated User Stories

e As a user I want to implement adequate and correct scaling and correct application

to reduce the risk of data leakage.

e As a user, I want to ensure data normalisation and sequence creation for effective

model input preparation.

e As a user, I want the training data sequences and their corresponding labels to be

shuffled to ensure randomness and prevent model bias.

e As a machine learning engineer, I want to scale the feature values to a uniform

range to improve model training and performance.

e As a data analyst, I need the normalised data to be returned in a format suitable

for direct use in machine learning models.

e As a research scientist, I want to compile and format datasets for classification

tasks with label data in a categorical format.

e As a project manager, I require the datasets to be checked for completeness and

integrity before model training.

e As a machine learning engineer, I need to generate fixed-length sequences from

time-series data for consistent model input

e As a system administrator, I want the flexibility to generate the maximum possible

number of sequences from the data or a specified number.

D.2.3.2 Spikes

e Spike to optimise the performance of data normalisation and sequence creation.
What order do these need to happen in? What are the consequences of these if

not done properly? How do I know if its wrong?
o Investigate feature sets for normalisation
e Spike to investigate size of sequence length.
e Spike to explore advanced sequence generation for time-series data.
e Spike to evaluate the best approach for handling edge cases in sequence creation.

e Spike to investigate seeding for reliability, is it needed in this study?
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D.2.4 Create a module which produces outflow results

Develop a module dedicated to generating, analysing, and reporting experimental out-

comes.

D.2.4.1 Associated User Stories

As a system integrator, I require the results controller to handle multiple runs and

iterations of experiments for comparative analysis.

e Asa analyst I want data of the training, testing and unseen output into manageable

CSV formatting for analysis in excel.

e As a user, I want to visualise the training history and ROC-AUC-OVR, curves to

assess the model’s learning process and discriminative ability.

e As a machine learning engineer, I want to compute and review overall and per-class

performance metrics to evaluate the model’s effectiveness.

D.2.4.2 Spikes

e Spike to investigate the results pipeline - what is needed, what are my intended

outputs?
e Spike to enhance visualisation techniques for model evaluation.
e What is validation loss, why is it important?
e How do I interpret learning curves?
e Spike to evaluate methods for comparative analysis of different runs and iterations.

e What is roc-auc, why is this important?
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Software Design Documentation

E.1 Introduction

This Software Design Documentation (SDD) provides a detailed description of the soft-
ware deliverable design and implementation for the research project of a mouse logger
and Convolutional Mouse Authentication Network (CONMAN) service. This
document will explain the architectural design, component function and software inter-

action of the systems.

E.1.1 Scope

Two software artefacts will be produced - the first a mouse logger will be implemented
on participants local machines, recording mouse dynamic data over the course of user
sessions. The second artefact, the CONMAN service - containing a one-dimensional
convolutional neural network (1IDCNN), and associated controllers to process and load
data input to the model as well as analysing resulting output from the model. These
artefacts serve as two arms of the research study in order to answer the hypothesis of

this study as seen in Chapter 3.

E.2 Mouse logger

E.2.1 Architectural Design

The mouse logger system is designed as a modular application to efficiently log mouse
events, these being movements and clicks. The system is structured using Object-

Oriented Programming (OOP) principles, with separate classes for file management
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(FileManager), event handling (EventHandler), and the main application logic (MouseL-
ogger). These subsystems collaborate to form a cohesive service that monitors user in-

teraction with their mouse/trackpad and records the data for research analysis. The

mapping of the system’s logic can be seen in figure E.1.

User click
logger icon

Log file(s)

Save and
Close file

| folder already’ N
exists
I Log file Save and
opened Close file Yes
I Listen for If file size
mouse No >=2mb
I event
If logger Yes
I terminated
Log mouse
movement (on
| No move)
. Yes
E Log mouse / . y z Check file
| No click (on click) Write to file size
Yes
| if
click/release
No mouse
No movement
|_ detected

FiGURE E.1: The overall design of the logical flow of the mouse logger system.

E.2.2 Decomposition Description

E.2.2.1 FileManager

Responsibility: Responsible for handling file operations and resource path resolution.

Components:

e create_log _folder(): This component will ensure the creation and use of a dedi-

cated directory for storing log files. It will encapsulate the logic required to create

and confirm the existence of this directory.

e get_log file path(): This component will be tasked with generating unique file

paths for new log sessions, preventing overwriting of existing files and ensuring

that each logging session has its own file.
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e open_log file(): This component will open a new log file in CSV form, ready for

writing.
e close_log file(): This component will close a current log file.

e get_file_size(): Will retrieve the size of current working file in order to check for

file size limit.

o file_switch(): Will check file size, if it has exceeded the threshold, the component

will call to close the current file and open a new one to continue logging.
e write_event(): Will write rows of data to file, will call to check file size to see if
writing can continue.
Imports:
e os: This module will provide a portable way of using operating system dependent
functionality [79].

e csv: The csv module implements classes to read and write tabular data in CSV

format [80].

e sys: This module provides access to some objects used or maintained by the in-
terpreter and to functions that interact strongly with the interpreter [60]. By
assigning other file objects (or objects that behave like files) to these, it is possible
to redirect all of the interpreter’s I/0.

E.2.2.2 Eventhandler

Responsibility: To manage the flow of process when a mouse event occurs. It will call
methods to write events in the FileManager passing it the data parameters. It will

interact with the Listener from pynput.mouse in order to capture mouse events.

Components:

e on_click(): Handles mouse click events.
e on_move(): Handles mouse movement events.
e start_listening(): Starts the mouse event listening process by calling the pyn-

put.Listener.

Imports:
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e pynput.mouse.Listener: A listener for mouse events. The package pynput.mouse
contains classes for controlling and monitoring the mouse. A mouse listener is a

threading. Thread, and all callbacks will be invoked from the thread [62].
e time: This module provides utility in manipulating time values [81].

e datetime: Enables the capturing of date time record [82].

E.3 The CONMAN Service

E.3.1 Architectural Design

The CONMAN system is designed as a modular application with a number of features.

e Initialise the 1D-CNN model and save said model upon completion of fitting.
e Process raw mouse dynamic data in preparation to be received by the model.
e Structure data in readable sequences of data.

e Provide a read-out of model performance, be this in response to training, validation

and testing data as well as assessment against unseen data.

The system is structured using Object-Oriented Programming (OOP) principles, with
Controller classes for data management and the output of results. These Controller
classes will call associated utility classes to provide the functionality of each Controller.
The other arm of this system will be a Model Class which will be responsible for the
creation, saving and loading of a model. These subsystems collaborate to form a cohesive
service that will provide model performance when assessed against user mouse dynamics.
this will all be orchestrated through an Experiment Runner class and initiated from the

Main class. The high-level architecture of this service can be seen in figure E.2.
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FIGURE E.2: The proposed high-level system design of the service.

E.3.2 Decomposition Description
E.3.2.1 Model Creator

Responsibility: The Model Creator is responsible for building, training, evaluating, and
predicting using a deep learning model specifically tailored for sequence data processing.
This class will utilise the Keras API to define the structure of a 1D Convolutional Neural
Network (1D-CNN) model, inspired by the structure outlined by research [27], [83], [71]

with parameter adjustments for optimal performance.

Components:

e create_model(): Constructs the CNN model using 1D convolutional layers, ideal
for sequenced data. Includes dense layers for final decision-making and softmax

activation for multi-class classification.

e train(): Will train the model on provided training sequences and labels, using
specified batch size and number of epochs. Incorporates validation data for per-
formance evaluation during training. Encapsulates model.fit method from Tensor-
Flow.

e predict(sequences, labels): Will make predictions on provided sequences using
the trained model and returns prediction probabilities, predicted classes, and true

classes for further analysis. Encapsulates model.evaluate method from TensorFlow.
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Imports:

e import numpy as np: For handling large, multi-dimensional arrays and matrices
in Python [49)].

e import tensorflow as tf: For building and training neural network models [66].

e from keras.layers import ConvlD, Dense: For 1D convolutional layers and

fully connected layers in the model [67].

e from keras.models import Sequential: For constructing a linear stack of layers
in the CNN model [57].

e from keras.src.layers import Activation: For applying activation functions

to the model layers [84].

e from keras.src.regularizers import 11_12: For applying L1 and L2 regularisa-

tion to reduce overfitting [69].

e from tensorflow.python.keras.callbacks import EarlyStopping, ModelCheck-
point: For implementing callbacks like early stopping and model checkpointing

during training [85].

Additional Notes:

e The class will explore additional methods for training the model with early stop-

ping and checkpointing features.

e The CNN model created by this class is particularly optimised for sequence data
processing, making it well-suited for applications like user authentication using

mouse dynamics.

E.3.2.2 Associated Controller Classes

Responsibility: a group of Controller classes extending a Controller abstract class and
will be responsible for the data manipulation prior during and after model evaluation.
Their responsibilities will cover the pre-processing of data, the management of data dur-
ing model fitting and evaluation and then subsequent statistical analysis of the results.
The responsibilities of each class are summarised in table E.1 with their relation to one

another shown in figure E.5.
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TABLE E.1: Associated Controllers

Controller class

Responsibility

Data Controller

Experiment Controller

Results Controller

Responsible for orchestrating and manipulating data input
in order to be utilised and processed by the model. This
included; preprocessing, normalising, computing advanced
features from raw data and splitting processed data into a
testing/training/validation collection and an unseen dataset

for subsequent analysis.

Responsible for creating sequences and loading the training
experiment prior to the model running. This included; cre-
ating sequences, shuffling data samples and compiling final

datasets.

Responsible for manipulating data output from the model,
in the event of testing and validation against the unseen
dataset. This includes; computing metrics of the model,
writing outputs to file/console and computing further anal-
ysis such as AoC OvR, TPR, TNR, FAR, FRR as well as
standard metrics ie: accuracy, precision and F1 score. The
controllers will share a load() method extended from the
parent class and will call utility classes for the more intri-

cate processes outlined above.
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FIGUuRE E.3: The flow of data through the controllers and their respective utility
classes when managing data.

E.3.2.3 data_utils.DataLoader

Responsibility: The DatalLoader class will be responsible for loading and aggregating
data from CSV files located in a specified directory. It ensures that the data from

all files is combined into a single DataFrame, ordered chronologically based on session
numbers.

Components:

¢ load_data(directory): This method will load data from all CSV files in a given

directory. If an error occurs, the method returns an empty DataFrame.

Imports:

e import os: For interacting with the operating system, including file path handling
[79].
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e import pandas as pd: For data manipulation and analysis. Pandas provide

data structures like DataFrame, which are used to work with structured data [50].

e import logging: For logging errors that might occur during the data loading
process [86].

E.3.2.4 data_utils.Data Processor

Responsibility: The DataProcessor class is tasked with processing and preparing mouse
dynamics data for machine learning reception. It encompasses the preprocessing of raw
data, computation of additional features, and splitting the data into training, validation,
testing, and unseen sets. The Data Processor and its associated classes and their relation

to the Data Controller can be seen in figure E.4.
Components:
e preprocess_data(data): Will preprocesses the raw data, including converting

timestamps and encoding categorical columns, preparing the data for feature com-

putation.

e compute_features(data): Computes additional features from the preprocessed

data, such as distance, speed, acceleration, angle, and jitter.

e data splitter(data): Will split the preprocessed data into distinct sets for train-

ing, validation, testing, and unseen datasets.
e process_dataset(): Orchestrates the complete processing pipeline, including data
preprocessing, splitting, and feature computation, returning the processed datasets.
Imports:
e import pandas as pd: For handling and manipulating structured data in DataFrame
format.

e import numpy as np: For numerical operations on arrays and matrices, aiding

in feature computation.



Appendix E. Software Design Documentation 174

Raw Data

J preprocess_data(raw_data) ‘

DataProcessor —process_dataset()

s |- data_splitter(preprocessed_data) ‘
Validation, Testing,

Unseen datasets. I

nnnnnnn

Unseen datasets

Iterates for each set!
‘compute_features(training_data)

FIGURE E.4: The relation of the Data Processor and its associated classes

E.3.2.5 data_utils.DatalNormaliser

Responsibility: The DataNormaliser class will be tasked with normalising and scaling
mouse dynamics data using the MinMaxScaler from scikit-learn. It ensures that various

datasets are normalised uniformly.

Components:

e fit_scaler(data): Will fit the MinMaxScaler to specific columns of the provided
DataFrame, preparing it for data normalisation. The columns fitted include fea-

tures like Position_X, Position_Y, Distance, Speed, Acceleration, Angle, and Jitter.

e normalise _data(data): Normalises the provided data using the previously fitted
scaler. This method transforms the data into a scale where all features contribute

equally to the final model.

e normalise_and_save_data(training_data, validation_data, testing_data, un-
seen_data): Applies normalisation to training, validation, testing, and unseen
datasets. Each dataset is normalised and returned as part of a dictionary for easy

access and use in model training and evaluation.

Imports:

e from sklearn.preprocessing import MinMaxScaler: Imports the MinMaxS-
caler, a tool for scaling and normalising input features. MinMaxScaler scales each
feature to a given range (0 to 1), ensuring that no single feature dominates the

model due to its scale [47].
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Additional Notes:

e The normalisation process is crucial and vulnerable to data leakage which will have

a negative impact on the model - exercise caution.

E.3.2.6 SequenceCreator

Responsibility: The SequenceCreator class is responsible for creating sequences of a
specified length from time-series data. It generates sequences and corresponding target
labels from the provided dataset, making them suitable for training machine learning

models.

Components:

e create_sequences(data, user_label, num_sequences): This method creates
non-overlapping sequences from time-series data, each of a specified length, and

associates them with corresponding target labels.

Imports:

e import numpy as np: For numerical operations and handling arrays. NumPy is
used here to store and manage the sequences and labels in an efficient, array-based

format [49].

E.3.2.7 data_utils.Dataset Compiler

Responsibility: The DatasetCompiler class is tasked with compiling and formatting
datasets. It specialises in converting sequence data to a suitable numerical format and
transforming label data into a categorical format - this formatting is necessary for re-

ception by the model’s tensor operators.

Components:

e compile_datasets(train_sequences, train_labels, valid_sequences, valid_labels,
test_sequences, test_labels, unseen_sequences, unseen_labels): This method
compiles and formats datasets for training, validation, testing, and unseen data.

It ensures that the sequence data is in a numerical format (float32) and that label

data is transformed into a categorical format.

Imports:
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e import logging: For logging errors that may occur during dataset compilation,

such as encountering empty datasets [86].

e import numpy as np: For handling numerical operations and array manipula-

tions. NumPy is used to convert sequence data into a float32 format [49].

e from tensorflow.keras.utils import to_categorical: For converting label data
into a categorical format, particularly important for multi-class classification tasks
[87].

E.3.2.8 results_utils.Metric Calculator

Responsibility: The Metric Calculator class is responsible for calculating various met-
rics to evaluate the performance of models. It computes both overall and per-class
performance metrics, offering insights into the model’s effectiveness and accuracy in

predictions.

Components:

e compute_overall_metrics(y_true, y_pred, y_pred_probs): Computes overall
performance metrics for classification results, including accuracy, precision, recall,
and F1 score. It also calculates ROC AUC for multi-class scenarios using one-hot

encoded true labels (for one vs rest).

e compute_individual_metrics(y_true, y_pred, y_pred_probs): Calculates per-
formance metrics for each class, including precision, F1 score, ROC AUC, true
positive rate (TPR), true negative rate (TNR), false alarm rate (FAR), and false

rejection rate (FRR). Also computes confusion matrices for each class.
e Additional methods for calculating specific rates from confusion matrices:
true_positive_rate, true negative_rate, false_alarm rate, false rejection_rate.

Imports:

e from sklearn.metrics: Imports various functions for computing accuracy, preci-
sion, recall, F'1 score, ROC AUC score, and confusion matrix. These metrics are

essential for evaluating model performance [48].

e from tensorflow.keras.utils import to_categorical: For converting label ar-

rays to a one-hot encoded format [87].

e import numpy as np: For handling numerical operations and array manipula-

tions in Python [49].
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E.3.2.9 results_utils.OutputHandler

Responsibility: The OutputHandler class is tasked with managing the output of machine
learning model performance metrics. This class facilitates the display of both overall
and per-class metrics to the console and their storage in CSV files, thereby providing

immediate review and durable record-keeping of results.
Methods:

e output,esults;o.onsole(datasetabel, overally,etrics, metricsperclass, con fusionmyatrices) :
Thismethodwilloutputthemodelper formancemetricstotheconsole, includingoverallmetrics fortheent:
Imports:

e import csv: Allows the writing of output data to CSV files, allowing the struc-
tured storage of model performance metrics [80].

e import os: Facilitates directory and file management for storing output files [79].

E.3.2.10 ResultsUtils.Plotter

Responsibility: The Plotter class is responsible for data visualisation. It provides func-
tionalities for plotting training history and Receiver Operating Characteristic (ROC)

Area Under Curve (AUC) for multi-class classification scenarios.

Methods:

e plot_history(history, run, iteration): Plots the training and validation accu-
racy and loss over the course of epochs. It saves the plot to a file in a structured

directory for analysis and review.

e plot_roc_auc_ovr(y_true, y pred probs, run, iteration): Plots the ROC
AUC curve for multi-class classification. The method calculates and displays the

AUC for each class and saves the plot to a file for further analysis.

Imports:

e import matplotlib.pyplot as plt: For creating and customising plots and

charts. Matplotlib is a widely used library for visualisations in Python [64].

e import os: For handling file and directory paths, particularly for saving plots
[59].
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e from itertools import cycle: For cycling through a list of colors when plotting

multiple lines or curves.

e from sklearn.metrics import roc_curve, auc: For calculating the ROC curve
and AUC, which are important metrics in evaluating classification models, espe-

cially in multi-class scenarios [48].

e from sklearn.preprocessing import label_binarize: For converting label ar-
rays to a one-hot encoded format, essential for ROC AUC calculation in multi-class

classification.

E.4 Human Interface Design

E.4.1 Overview

This section of the Software Design Document provides an overview of the Human
Interface Design for two key components of the software system: the Mouse Logger and
the CONMAN service. The Mouse Logger is designed with a user-friendly interface
accessible to general users. In contrast, the CONMAN service can be executed in an
IDE or through a technical command-line interface aimed at a coding-literate audience,

including the developer and project reviewers.

E.4.2 Mouse Logger Interface User Interaction
E.4.2.1 Icon Click to Start

The Mouse Logger will be initiated by clicking an identifiable icon, either on the desktop
or within the system files (see figure E.5). This action is straightforward and requires

minimal computer proficiency, catering to users with diverse experience levels.

mouse_logger

F1GURE E.5: Activation icon for the mouse logger

E.4.2.2 Terminal Feedback

Upon activation, a terminal window will open, providing immediate and clear visual
feedback that the mouse logger is operational. The window displays essential informa-

tion, focusing on clarity and avoiding overwhelming the user with excessive details.
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E.4.2.3 Termination Command

Users can terminate the logging process at any time using a simple keyboard shortcut
(Control + C). This widely recognised command ensures familiarity and ease of use for

most users.

E.4.3 Design Principles for Mouse Logger

e Simplicity and Accessibility: The interface will be minimalistic, emphasising
ease of use and accessibility. It avoids complicated navigation, settings, or config-

urations to cater to a broad user base.

e Feedback and Reassurance: The terminal window will act as a feedback mech-
anism, reassuring users of the software’s functionality and operational status. The
terminal window will also indicate where on the system log files are being saved

for further peace-of-mind.

E.4.4 The CONMAN Service User Interaction

E.4.4.1 Initiating the Service

The CONMAN service will be developed in the IDE PyCharm, offering a simple initi-
ation process through the 'Run’ icon. Additionally, the service can be initiated via the

Command Line Interface (CLI), providing flexibility for different user preferences.

E.4.4.2 Error, Logging, and Output

To ensure clarity on the service’s status, various steps, from data pre-processing to
model training output and error messaging, the console output will succinctly detail
the position of the programme in the IDE’s 'run’ window. Specific error capturing and

messaging are implemented to facilitate straightforward troubleshooting.

E.4.4.3 Parameter Adjustment and Expansion

The service’s design allows for a nested project structure with clear file distinctions. Key
parameters, such as model configurations and sequence lengths, are configurable from
a centralised file (Config.py). User data is organised in the data_directories folder,

with separate subdirectories for each anonymised user
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(e.g., data directories/raw_data/User_A Directory). This structure supports seam-
less integration of new users and automatic adaptation of the service to changes in user

data.

E.4.5 Design Principles for The CONMAN Service

e Efficiency and Control: The CLI offers a direct and efficient interaction mode,

granting advanced users greater control and flexibility.

e Simplicity in Complexity: While underlying processes are complex, user in-
teraction remains straightforward, with limited input options to reduce potential

user errors.

e Clear Output Management: Systematic output of data into CSV files ensures

organised data management and facilitates accessibility for analysis.

Conclusion: The Human Interface Design for both the Mouse Logger and CONMAN
has been carefully designed to meet the needs of their respective user bases. The mouse
logger focuses on accessibility and ease of use, while CONMAN emphasises efficiency
and direct control for technically adept users. Both interfaces are grounded in principles

of simplicity and clarity, ensuring an optimal user experience.
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Mouse logger: Software

Documentation

F.1 Introduction

This documentation contains the information necessary for understanding the architec-
ture and execution of the mouse logger software utilised in the project attached. This
documentation will go through the purpose, user guide and system detail of the Mousel-

ogger programme.

F.1.1 Purpose

The purpose of the Mouselogger programme is to gather mouse dynamic data from users
during their operation of the machine it is installed upon. The Mouselogger collects
organic data from the moment of activation and collects continuously unless interrupted
by a system halt be that user determined or a failure of the system. The information is
collated locally in the user’s storage for it to be transferred to the researcher in order to

conduct experiments on model training within the project’s CONMAN service.

F.2 User Guide

F.2.1 Packaging the service

The mouse logger is an executable project developed and deployable within the In-

tegrated Development Environment (IDE) PyCharm, and is compatible with similar
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software environments. Developers may execute the Mouse-Logger from this IDE for
testing purposes, ensuring proper execution of the code. For deployment to participant
users, in order to enhance accessibility, the logger is packaged using PyInstaller [65]. To
ensure the correct installation of PylInstaller, the following command line instructions

can be entered from the project’s root directory

pip install -U pyinstaller

After which the following command packages the logger into a one file executable.
pyinstaller --onefile mouse_logger.py
The packaged software is then available for distribution in the dist directory of the

project.

It is worth noting that line 18 in mouse_logger.py is accepted by MacOS but will require
minor editing for Windows OS, from the file path ”Documents” to "My Documents” in

order to have an equivalent outcome.

self .log_folder = os.path.join (os.path.expanduser(” "), ”Documents” , 7

Mouse_logger_logs”)

F.2.2 Distribution and Deployment

Distribution was managed via Google Drive, issue was found with email distribution as
many providers do not allow the sending or receiving of files of this kind. Deploying
code to participant users was found to have some challenges. For example, Windows and
Mac OS have default protections in place for files of this type due to their association
with malware. In addition, for similar reasons, anti-virus software may prohibit users
from downloading and running single file executables, especially those that write and
save files to the system. On the OS level, this may require the user to grant permissions
exclusively for the file or to execute commands as an administrator. Similar processes will
be required to grant permission through the settings of anti-viral applications, although

none were encountered in this project.

F.2.3 Running the mouse-logger

Once distributed among participants, an icon shortcut will be created for user access
(see figure F.1).
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mouse_logger

FIGURE F.1: Activation icon for the mouse logger

Clicking or running the programme in the command-line will run with a terminal window
opening (if not already) with a message indicating that logging has begun, along with
the filepath for saved logs. Closing of the terminal window will end the programme,
however, to end the programme gracefully ensuring all files are saved appropriately the
user can end the application by pressing control 4 c in the terminal window. The
window will print Gracefully exiting. .., with files being saved to the newly created

file path in the user’s storage - by default this is in the Documents directory.

F.3 System Detail

F.3.1 MouseLogger.py

The MouseLogger class serves as the central mechanism for logging mouse events in a
system. It handles the creation of log files and capturing mouse interactions such as

clicks and movements.

F.3.1.1 Workflow

1. Initialisation: Instantiate the MouseLogger class, specifying the folder for storing

log files. The FileManager and EventHandler classes are also initialised.

2. Log Folder Creation: The FileManager creates the specified folder for storing

the mouse event logs.
3. Opening Log File: FileManager opens a new log file to record the mouse events.

4. Event Handling: EventHandler starts listening for mouse events (clicks and

movements) and records them in the log file through FileManager.

5. Graceful Exit: The logging process continues until interrupted (e.g., via a Key-

boardInterrupt), ensuring a graceful termination of the logging process.

6. Closing Log File: On termination, the log file is properly closed to ensure all

recorded data is saved.
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F.3.1.2 Components Used

e FileManager: Responsible for managing the log files including creation, writing

events, and handling file size limits.

e EventHandler: Captures mouse events and sends the data to FileManager for

logging.

e os.path and os: Used for handling file and directory paths.

F.3.1.3 Entry Point

The script is intended to be executed as a standalone program. The main() function

creates an instance of MouseLogger and starts the event logging process.

F.3.2 FileManager.py

The FileManager class is responsible for managing the log files used to store mouse

event data. It handles file creation, writing events to the file, and managing file size.

F.3.2.1 Attributes and Constants

e log folder (str): Directory where log files will be stored.

log_filename (str): Name of the current log file.

file (file object): File object for the current log file.

e writer (csv.DictWriter): Writer object for writing data to the log file.

MAX _FILE SIZE (int): Maximum size of a log file in bytes, set to 2MB.

F.3.2.2 Methods

e __init__(log_folder): Initialises the FileManager with the specified log folder. Sets

the log filename and initialises file and writer attributes to None.

e get_resource_path(relative_path): Returns the absolute path to a resource,

necessary when running with PylInstaller.

e create_log_folder(): Creates the log folder if it does not exist and handles any

exceptions.
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e get_log_ file_path(session_number=1): Generates a new log file path, incre-

menting the session number to find an unused filename.

e open_log_ file(): Opens a new log file for writing and sets up a csv.Dict Writer for

event data.
e close_log file(): Closes the current log file if open.

e file_switch(): Switches to a new log file if the current file size exceeds the maxi-

mum limit.
e get_file size(filename): Returns the size of a given file in bytes.

e write_event(event_data): Writes an event data dictionary to the log file and

switches files if necessary.

F.3.2.3 Usage

FileManager is used within the mouse logger application to manage the creation and
handling of log files where mouse events are recorded. It ensures that event data is

systematically logged and stored in appropriately sized files.

F.3.3 EventHandler.py

The EventHandler class is responsible for handling mouse events, such as clicks and

movements, and recording these events using the provided FileManager.

F.3.3.1 Attributes

e file_manager: An instance of FileManager used to write event data to a log file.
e last_move_time (float): Timestamp of the last mouse movement event handled.

e last_click_time (float): Timestamp of the last mouse click event handled.

F.3.3.2 Methods

e __init__(file_manager): Initialises the EventHandler with a file manager to han-

dle event logging.

e on_click(x, y, button, pressed): A callback method for handling mouse click
events. It records the event details, including the position of the click, the button

used, and whether it was pressed or released.
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e on_move(x, y): A callback method for handling mouse movement events. It

records the position of the mouse at regular intervals.

e start_listening(): Starts listening for mouse events and processes them using the
on_move and on_click callback methods. This method initiates the event handling

loop.

F.3.3.3 Usage

EventHandler is used within the mouse logger application to capture real-time mouse
events. It works in conjunction with FileManager to ensure that all mouse interactions
are systematically recorded and stored in log files. The class provides functionality
to handle different types of mouse events and manage the frequency of recording for

movements.

F.4 Testing and Benchmark

Unit testing and benchmarks for performance were undertaken on the software. The
results of which can be seen below. These unit tests and benchmarks can be run by

following the relevant sections in the README.md within the root directory.

Intensity | Avg. CPU | Peak CPU | Avg. RAM | Peak RAM
Low 0.63% 3.90% 0.21% 0.23%
Medium 0.89% 3.60% 0.23% 0.23%
High 1.26% 3.70% 0.19% 0.23%

TABLE F.1: Average and Peak CPU and RAM usage expressed as a percentage of the
total availability at different intensities

Benchmarking was developed using the PyAutoGUI and psutil libraries [88, 89] and
was split into three intensities, with a delay between mouse movements decreasing as
intensity increased. Each movement was also ended with a click event. This gave a
benchmark testing of three intensity scenarios where events were recorded at rates of
1 per second (low), 5 per second (medium) and 20 per second (high) and ran for 10
minutes. These benchmark tests were run on MacOS, where a separate empty desktop
can be created easily. This ensured that the benchmark testing did not inadvertently
open any other applications. There is a ’safe zone’ where the mouse is limited to in

order to reduce this risk, however, if an emergency stop of the benchmark test is needed
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the user can manually override by moving the mouse cursor to the edge of their screen,

halting the programme.

F.5 Development Guide

The requirements to run the service are listed in the software’s *requirements.txt’ and can
be seen below. Should a developer wish to expand on this software these requirements
are to be noted. This project was developed in the PyCharm IDE and Git was used
for version control, no branch name conventions are specified, but going forward would
be advisable. The PEP 8 [77] coding style standard for Python was followed for the
duration of development, with Object-Oriented Programming and SOLID principles

used as a guide.
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e altgraph ~ 0.17.3

e cx-Freeze ~ 6.15.7

e macholib ~ 1.16.2

e MouseInfo ~ 0.1.3

e Pillow ~ 10.1.0

e psutil ~ 5.9.6

e PyAutoGUI ~ 0.9.54

e PyGetWindow ~ 0.0.9

e pyinstaller ~ 5.13.2

e pyinstaller-hooks-contrib ~ 2023.8
e PyMsgBox ~ 1.0.9

e pynput ~ 1.7.6

e pyobjc-core ~ 9.2

e pyobjc-framework-ApplicationServices ~ 9.2
e pyobjc-framework-Cocoa ~ 9.2
e pyobjc-framework-Quartz ~ 9.2
e pyperclip ~ 1.8.2

e PyRect ~ (0.2.0

e PyScreeze ~ 0.1.30

e pytweening ~ 1.0.7

e rubicon-objc ~ 0.4.7

e six ~ 1.16.0

There is a testing package titled 'testing’ in the root directory which covered unit tests
for functions as well as a benchmark test for CPU and memory performance at different
usage intensities. Low, medium and high intensity scenarios were emulated to gauge

performance expenditure, detailed further in the ’Testing and Benchmark’ section of
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this document. Testing and bench-marking should be elaborated along with any future

expansion of the software.

Docstring conventions as outlined PEP 257 [78] were adhered to in this project in order

to adequately document Python classes, methods, variables and modules.

F.6 Source Code with Documentation

F.6.0.1 MouseLogger.py

from FileManager import FileManager
from EventHandler import EventHandler

import os

class MouseLogger:

9999 97

A class for logging mouse events.

This class is responsible for initiating the mouse event logging
process , including creating

and managing log files and handling mouse events.

Attributes:

log_folder (str): Path to the folder where mouse event logs are
stored .

file_manager (FileManager): Manages the creation, opening, and
closing of log files.

event_handler (EventHandler): Captures and processes mouse events.

9999 9

def __init__(self):

self.log_folder = os.path.join (os.path.expanduser(”””), ”Documents”
, ”Mouse_logger_logs”)

self . file_manager = FileManager(self.log_folder)

self.event_handler = EventHandler (self.file_manager)

def run(self):

999 99

Starts the mouse logging process.

Manages the creation of log files , initiates listening for mouse
events ,

and gracefully handles interruptions and errors.

999 %)
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try:
self.file_manager.create_log_folder ()
self.file_manager.open_log_file ()
self.event_handler.start_listening ()
except KeyboardInterrupt:
print (” Exiting gracefully ...”)
except Exception as e:
print (f”Error: {e}”)
finally :

self . file_manager.close_log_file ()

if __name__ = ” _main__":
mouse_logger = MouseLogger ()

mouse_logger .run ()

CoDE INSERT F.1: Mouse logger Source Code: MouseLogger.py
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F.6.0.2 FileManager.py

1 import os

2 import csv

3 import sys

4

6 class FileManager:

. »n

8 A class to manage log files for storing mouse events.

9

10 Attributes:

11 log_folder (str): The directory where log files will be stored.

12 log_-filename (str): The current log file’s name.

13 file (file object): The file object for the current log file.

14 writer (csv.DictWriter): A writer object for writing data to the
log file.

15

16 Constants:

17 MAX_FILE SIZE (int): Maximum size of a log file in bytes. Default
is 2MB.

18 nrn

19 MAX_FILE SIZE = 2 % 1024 % 1024 # 2 megabytes

20

21 def __init__(self, log_-folder):

22 nry

23 Initialises the FileManager with the specified log folder.

24 It also initialises the log filename and sets the file and writer
attributes to None.

25

26 Args:

27 log_folder (str): The directory where log files will be stored.

28 v

29 self.log_folder = log_folder

30 self.log_filename = self.get_log_file_path ()

31 self. file = None

32 self . writer = None

33

34 def get_resource_path(self, relative_path):

35 ey

36 Get absolute path to a resource, which is needed when running the
application with Pylnstaller.

37

38 Args:

39 relative_path (str): The relative path to the resource.

40

41 Returns:

42 str: The absolute path to the resource.
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Source:

https://stackoverflow.com/questions /22472124 /what—is—sys—meipass—in
—python

base_path = getattr(sys, 'MEIPASS’, os.path.dirname (os.path.
abspath( __file__)))

return os.path.join (base_path, relative_path)

def create_log_folder (self):
Creates the log folder if it does not exist. Handles any exceptions
and prints relevant messages.
try:
os. makedirs(self.log_folder , exist_ok=True)
print ({”Log folder created: {self.log_folder}”)
except Exception as e:

print (f”Error creating log folder: {e}”)

def get_log_file_path (self, session_number=1):
Generates a new log file path. Increments the session number until

an unused filename is found.

Args:
session_number (int): The starting session number for the log

file .

Returns:
str: The path for the new log file.
while os.path.exists(os.path.join(self.log_folder , f”
mouselog_session_{session_number }.csv”)):
session_number += 1
return os.path.join(self.log_folder, f”mouselog_session_{

session_number }.csv”)

def open_log_file(self):
Opens a new log file for writing. Sets up the csv.DictWriter for

writing event data.

999 %)

self.file = open(self.log_filename , 'w’, newline="")

fieldnames = [’Timestamp’, ’Event’, ’Button’, ’Action’, ’Position_-X
’, ’Position_Y 7]

self . writer = csv.DictWriter (self. file , fieldnames=fieldnames)

self.writer.writeheader ()
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def close_log_file(self):

999 9

Closes the current log file if it is open.

999 9

if self.file:
self. file.close ()

def file_switch (self):

999 9

Switches to a new log file if the current file size exceeds the

maximum file size.

999 9

if self.get_file_size(self.log_filename) > FileManager.
MAX_FILESIZE: +# If size > 2MB
self.close_log_file () # Close the current file

self.log_filename = self.get_log_file_path () # Get a new log

filename
self .open_log_file () # Open a new log file
print ("New log file created”)

def get_file_size (self , filename):

999 9

Gets the size of a file.

Args:
filename (str): The name of the file whose size is to be

determined .

Returns:

int: The size of the file in bytes.

return os.path.getsize (filename)
def write_event (self , event_data):

Writes an event data dictionary to the current log file.

Args:

event_data (dict): A dictionary containing event data to be

logged .

999 99

self.writer.writerow (event_data)
self . file_switch ()

CODE INSERT F.2: Mouse logger Source Code: FileManager.py
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F.6.0.3 EventHandler.py

from pynput.mouse import Listener
import time

from datetime import datetime

class EventHandler:

9999 97

A class for handling mouse events and recording them using the provided

file manager.

Attributes:
file_manager: An instance of FileManager used to write event data
to a log file.

last_move_time (float): Timestamp of the last mouse movement event

handled .

last_click_time (float): Timestamp of the last mouse click event
handled .
def __init__(self, file_manager):

9999 9

Initialises the EventHandler with a file manager.

Args:
file_manager: An instance of FileManager used to write event

data to a log file.

9999 9

self . file_manager = file_manager
self.last_move_time = time.time ()
self.last_click_time = time.time()

def on_click(self, x, y, button, pressed):

9997 9

Callback for handling mouse click events.

Args:
x (int): The x—coordinate of the mouse click.
y (int): The y—coordinate of the mouse click.
button: The button that was clicked.

pressed (bool): True if the button was pressed, False if it was

released .

Source :

https://stackoverflow.com/questions /25848951 /python—get-—mouse—x—y—
position—on—click

action = "Pressed” if pressed else ”Released”

timestamp = datetime.now () .strftime ("%Y%m%d ZH:9%M:%S.% ") [: —3]
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self . file_manager.write_event ({ Timestamp’: timestamp, 'Event’: ’

Mouse Click’, ’Button’: button,
)

’Action’: action, ’Position_.X’: x,
Position_-Y ': y})

def on_move(self | x, y):

999 %)

Callback for handling mouse movement events.

Args:
x (int): The x—coordinate of the mouse position.
y (int): The y—coordinate of the mouse position.
current_time = time.time ()
if current_time — self.last_move_time >= 0.04:
timestamp = datetime.now().strftime ("%Y—%m%d YH:%M:%S. %)
[: —3]
self . file_manager.write_event ({ ’Timestamp’: timestamp, ’'Event’:
"Mouse Movement’, ’Button’: ’’7,
’Action’: ’’, ’Position_.X': x, ’
Position .Y ': y})

self.last_move_time = current_time

def start_listening(self):

Starts listening to mouse events and handles them using the defined
callbacks .

with Listener (on-move=self.on_move, on-_click=self.on_click) as
listener:

listener . join ()

CoDE INSERT F.3: Mouse logger Source Code: EventHandler.py
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F.6.0.4

Benchmark.py

import
import
import
import
import
import

import

os
random
time
threading
psutil
pyautogui

CcCsv

duration = 600 # Global variable (10 minutes)

def is_mouse_outside_safe_zone (safe_zone, screen_size):

997 97

Checks if the mouse pointer is outside the designated safe zone.

Args:
safe_zone (tuple): Width and height of the safe zone in pixels.
screen_size (tuple): Width and height of the entire screen in
pixels.
Returns:
bool: True if the mouse is outside the safe zone, False otherwise.
» 99
X, y = pyautogui.position ()
safe_zone_width , safe_zone_height = safe_zone
screen_width , screen_height = screen_size
return x < safe_zone_width or x > screen_width — safe_zone_width or y <
safe_zone_height or y > screen_height — safe_zone_height

def simulate_mouse_events(intensity , duration, safe_zone, stop_event):

9999 97

Simulates mouse events based on a specified intensity for a given

duration .

Args:

intensity (str): The intensity of the mouse movements (’low’, ’

medium ’, ’high’).

duration (int): The duration in seconds for which to simulate mouse

events.

safe_zone (tuple): The width and height of the safe zone in pixels.
stop_event (threading.Event): Event to signal the end of the

simulation .

The function will stop early if the mouse leaves the safe zone.

Source :

https://pyautogui.readthedocs.io/en/latest/
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def

def

9997 97

delay = {7?low”: 1, "medium”: 0.2, ”"high”: 0.05}[intensity]
end_time = time.time () + duration

screen-width , screen_height = pyautogui.size ()

while time.time() < end-time and not stop_-event.is_set ():
# User can manually override the test, by moving the cursor to the
edge fo the screen
if is_mouse_outside_safe_zone (safe_zone, (screen_width ,
screen_height)):
print (”Mouse left the safe zone. Exiting program.”)

stop_event.set ()

break
new_x = random.randint (safe_zone [0], screen_width — safe_zone[0])
new_y = random.randint (safe_zone[l], screen_height — safe_zone[1l])

pyautogui.moveTo(new_x, new.y, duration=delay)
pyautogui. click ()
time.sleep (delay)

monitor_resource_usage (pid, shared_data, duration, stop_-event):

9997 9

Monitors and records the CPU and memory usage of a given process.

Args:
pid (int): The process ID of the program to monitor.
shared_-data (dict): Dictionary to store CPU and memory usage data.
duration (int): Duration in seconds to monitor the process.

stop_event (threading.Event): Event to signal the end of monitoring

The function records CPU and memory usage at one—second intervals.

Sources :
https:// psutil.readthedocs.io/en/latest/
process = psutil.Process(pid)
for _ in range(duration):
if stop_event.is_set ():
break
cpu = process.cpu_percent(interval=1)
memory = process.memory_percent ()
shared_data [ ’cpu’].append(cpu)

shared_data [ 'memory’ | . append (memory)

save_results_to_csv (cpu_usage, memory_usage, filename="

benchmark _results.csv”):

9999 9

Saves the CPU and memory usage data to a CSV file.
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85

86 Args:

87 cpu_usage (list): List of CPU usage percentages.

88 memory-usage (list): List of memory usage percentages.

89 filename (str, optional): Name of the CSV file to save the data.

90

91 The function writes the average and peak CPU and memory usage to the
CSV file .

92 v

93 with open(filename, 'w’, newline="") as csvfile:

94 fieldnames = [’Average CPU’, ’'Peak CPU’, ’'Average Memory’, ’Peak
Memory ’ |

95 writer = csv.DictWriter (csvfile , fieldnames=fieldnames)

96 writer . writeheader ()

97 writer . writerow ({

98 "Average CPU’: sum(cpu_usage) / len(cpu_usage),

99 "Peak CPU’: max(cpu_usage),

100 "Average Memory’: sum(memory-usage) / len(memory_usage),

101 "Peak Memory ' : max(memory_usage)

102 13
103
104 def run_scenario(intensity , duration):

105 9997 97

106 Runs a scenario that simulates mouse events and monitors resource usage

107

108 Args:

109 intensity (str): The intensity of the mouse movements (’low’, ’
medium ’, ’high’).

110 duration (int): Duration in seconds for the scenario.

111

112 The method sets up the simulation and monitoring threads.

113 e

114 shared_data = {’cpu’: [], ’memory’: []}

115 safe_zone = (300, 300) # Size of the safe zone in pixels

116 stop_event = threading.Event ()

117

118 mouse_thread = threading.Thread (target=simulate_mouse_events, args=(

intensity , duration, safe_zone, stop_event))
119 monitor_-thread = threading.Thread (target=monitor_resource_usage , args=(

os.getpid (), shared_data, duration, stop_event))

120 mouse_thread.start ()
121 monitor_thread.start ()
122

123 mouse_thread . join ()

124 monitor_thread.join ()
125

126 if not stop-event.is_set ():
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if

save_results_to_csv (shared_data|[’cpu’], shared_-data | memory’])
__name__ =— 7 __main__":
run_scenario ("low”, duration) # Pass the global variable

CoDE INSERT F.4: Mouse logger Source Code: Benchmark.py
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F.6.0.5 test_event_handler.py

1 import unittest
2 from unittest.mock import MagicMock, patch

3 from EventHandler import EventHandler

5 class TestEventHandler (unittest . TestCase) :

7 def setUp(self):
8 self . mock_file_manager = MagicMock ()
9 self.event_handler = EventHandler(self.mock_file_manager)

11 @patch(’EventHandler.datetime ”)

12 def test-on_click (self, mock_-datetime):

13 777 Test the on_click method.”””

14 mock_datetime .now.return_value.strftime.return_value = 72021-01-01
12:00:00.001”

15 x, y, button, pressed = 100, 200, ’left’, True

16

17 self.event_handler.on_click(x, y, button, pressed)

18

19 expected_event_data = {

20 "Timestamp ’: ’2021—-01—-01 12:00:00. ",

21 "Event ’: "Mouse Click’,

22 ’Button’: ’left’,

23 >Action’: ’'Pressed’,

24 "Position_. X ’: x,

25 "Position_Y ': y

26 }

27 self . mock_file_manager.write_event.assert_called_with (

expected_event_data)

28

29 def setUp(self):

30 self . mock_file_manager = MagicMock ()

31 self.event_handler = EventHandler (self.mock_file_manager)

32

33 @patch(’EventHandler . datetime )

34 @patch (’EventHandler . time )

35 def test_on_move(self , mock_time, mock_datetime):

36 777 Test the on_move method with a delay to trigger logging.”””

37 mock_datetime .now.return_value.strftime.return_value = 72021-01-01
12:00:00.000”

38 mock_time.time.return_value = 100.05 # Mock current time

39

40 x, y = 300, 400

11

42 # Simulate the previous time to ensure logging occurs

43 self.event_handler.last_move_time = 100.0 # Mock last move time
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self.event_handler.on_move(x, y)

expected_event_data = {
"Timestamp ’: ’2021—-01—-01 12:00:00. ",
"Event ’: "Mouse Movement ',
"Button’: 77
>Action’: 7,
"Position_X ’: x,
"Position_.Y ’: y

}

self . mock_file_manager. write_event.assert_called_with (

expected_event_data)
if __name_._ = ’__main__":

unittest .main ()

CoDE INSERT F.5: Mouse logger Source Code: test_event_handler.py
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F.6.0.6 test_file_manager.py

import unittest
from unittest.mock import MagicMock, mock_open, patch

from FileManager import FileManager

class TestFileManager (unittest.TestCase):

@patch (’FileManager.open’, new_callable=mock_open, read_data="data”)
@patch(’FileManager.csv.DictWriter )
def test_open_log_file(self, mock_dict_writer, mock_file_open):
777 Test the open_log_file method.”””
file_manager = FileManager(’log_folder ’)
file_manager.log_filename = 'log_file.csv’
file_manager.open_log_file ()
mock_file_open.assert_called_with (’log_file.csv’, ’w’, newline=’")

mock_dict_writer. assert_called_once ()

def test_close_log-file(self):
777 Test the close_log_file method.”””
file_manager = FileManager(’log_folder ")
file_manager. file = MagicMock ()

file_manager.close_log_file ()

file_manager. file.close.assert_called_-once ()

@patch(’FileManager.os.path. getsize )

def test_file_switch (self, mock_getsize):
777 Test the file_switch method.”””
file_manager = FileManager(’log-folder ’)
file_manager.log_filename = ’log_file.csv’

file_manager.open_log_file = MagicMock ()

file_manager.close_log_file = MagicMock ()

# Test without switching
mock_getsize.return_value = 1 +# Size less than MAX_FILE_SIZE
file_manager . file_switch ()

file_manager.close_log_file.assert_not_called ()

# Test with switching
mock_getsize.return_value = 3 % 1024 % 1024 # Size greater than
MAX_FILE_SIZE
with patch(’builtins.print’) as mock_print:
file_manager . file_switch ()

file_manager.close_log_file.assert_called_once ()
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file_manager.open_log_file.assert_called_once ()

mock_print. assert_called_with ("New log file created”)

if __nmame__ — ’__main__":

unittest .main ()

CoDE INSERT F.6: Mouse logger Source Code: test_file_manager.py
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F.6.0.7 test_mouse_logger.py

I import unittest
2 from unittest.mock import MagicMock, patch

3 from MouseLogger import MouseLogger

5 class TestMouseLogger (unittest . TestCase):

7 def setUp(self):

8 self . mock_file_manager = MagicMock ()

9 self . mock_event_handler = MagicMock ()

10 self . mouse_logger = MouseLogger ()

11 self . mouse_logger. file_manager = self.mock_file_manager

12 self . mouse_logger.event_handler = self.mock_event_handler

13

14 def test_run_success(self):

15 77”7 Test the run method under normal conditions.”””

16 try:

17 self . mouse_logger.run ()

18 except KeyboardInterrupt:

19 pass

20

21 self . mock_file_manager.create_log_folder.assert_called_once ()

22 self . mock_file_manager.open_log_file.assert_called_once ()

23 self . mock_event_handler.start_listening.assert_called_once ()

24 self . mock_file_manager.close_log_file.assert_called_once ()

26 @patch(’builtins.print )

27 def test_run_keyboard_interrupt (self , mock_print):

28 7”Test the run method when a KeyboardInterrupt is raised.”””

29 self . mock_event_handler.start_listening.side_effect =
KeyboardInterrupt

30

31 self . mouse_logger.run ()

32

33 mock_print. assert_called_with (” Exiting gracefully ...”)

34 self . mock_file_manager.close_log _file.assert_called_once ()

35

36 @patch(’builtins.print )

37 def test_run_exception(self , mock_print):

38 77 Test the run method when an exception is raised.”””

39 self . mock_event_handler.start_listening.side_effect = Exception(”
Test Error”)

10

a1 self . mouse_logger .run ()

12

13 mock_print. assert_called_with (" Error: Test Error”)

44 self . mock_file_manager. close_log _file.assert_called_once ()
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15
46 if __nmame__ — ’__main__"’

17 unittest .main ()

CoDE INSERT F.7: Mouse logger Source Code: test_mouse_logger.py
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User Hardware

User | Display Mouse
A 2 display monitors - both landscape | Anker FErgonomic Optical USB
in orientation Wired Vertical Mouse 1000
B 2 display monitors - one landscape, | Logitech M185
one portrait in orientation
C 1 display - laptop screen Apple Magic Mouse 2

TABLE G.1: Summary of each user’s hardware set-up
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Proposed User Survery

H.1 [Proposal] User Hardware Setup Survey

1. What type of pointing device do you primarily use with your computer?

0 Mouse
O Trackpad

O Both

O Other (please specify):

2. What is the brand and model of your pointing device?

3. What operating system do you use on the machine you will partake this

study on?

O Mac OS
O Windows

O Linux
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4. How many active displays do you regularly use with your computer setup?

O 1 (Would include a single-screen monitor set-up or just a laptop screen)
02
03
L] 4 or more
5. What are the primary purposes for which you use your computer? (Select
all that apply)
[0 Work or Professional Tasks
0 Gaming
[ Browsing the Internet
O Creative tasks (ie: Graphic Design, Video Editing, Music Production)
[0 Programming or Software Development

O Other: ____________

6. On average, how long are your continuous work sessions on the computer?

[J Less than 1 hour

0 1 to 2 hours

0 2 to 4 hours

] 4 to 6 hours

0 More than 6 hours
7. Do you regularly change your work setup (e.g., moving between different
workstations or locations)?

U Yes

[ No

8. If you answered ’Yes’ to the previous question, how often do you change

your work setup?
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O Daily

O Several times a week
[ Weekly

0 Monthly

O Rarely

9. During weeks of high usage, allocate a percentage of time spent over the
following tasks (the total should add up to 100%):

Work /Professional Tasks: ____ %
e Gaming: ____ %

e Browsing the Internet: ____ %

Creative tasks (ie: Graphic Design, Video Editing, Music Production) ____ %

e Programming/Software Development: ____ %
e Other (please specify: )
e Other (please specify: ) — %

10. Additional comments or details about your hardware setup: (optional)



Appendix 1

CONMAN Service Raw Data
Output

This appendix contains the model outputs for the 25 iterations as well as the Shea model.
Please note that the raw mouselog session data will be available in the code

submission.
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I.1 Overall Training/Testing set of Performance Metrics

for each iteration of the CONMAN service

Iteration Accuracy Precision_Macro |Recall_Macro |F1_Macro ROC_AUC_OvR
1 0.99666667 0.996667983| 0.996666667| 0.996666162| 0.999947167
2 0.99833333 0.998333665| 0.998333333| 0.998333333| 0.999965667
3 0.99766667 0.997667999| 0.997666667| 0.997667166| 0.999915667
4 0.99633333 0.9963363| 0.996333333| 0.996333325| 0.9999159667
5 0.99666667 0.99666964| 0.996666667| 0.99666666 0.99989
6 0.99533333 0.995366203| 0.995333333| 0.995333217 0.999919
7 0.99833333 0.998333665| 0.998333333| 0.998333333| 0.999890333
8 0.99733333 0.997345238| 0.997333333| 0.997333309, 0.999928167
9 0.99733333 0.997334665| 0.997333333| 0.997333833| 0.999961667
10 0.99533333 0.995347855| 0.995333333| 0.995335467 0.999961
11 0.99766667 0.997674942| 0.997666667| 0.997666652 0.999903
12 0.99666667 0.996672954| 0.996666667| 0.996667657 0.9999035
13 0.99766667 0.997682886| 0.997666667| 0.997666638| 0.999923333
14 0.99866667 0.998667995| 0.998666667| 0.998666665| 0.999953833
15 0.99733333 0.997333664| 0.997333333| 0.997333333| 0.999888833
16 0.99766667 0.997665999| 0.997666667| 0.997666166| 0.999965833
17 0.99866667 0.998667995| 0.998666667| 0.998666665| 0.9999559833
18 0.99766667 0.997667331| 0.997666667| 0.997666833 0.999944
19 0.99733333 0.997333333| 0.997333333| 0.997333333| 0.999898333
20 0.99566667 0.995693318| 0.995666667| 0.995666579| 0.999946167
21 0.998 0.998001325 0.998| 0.997999998| 0.999927833
22 0.99866667 0.998671979| 0.998666667| 0.998666661| 0.999993833
23 0.99533333 0.995346514| 0.995333333| 0.995334799 0.999963
24 0.998 0.998001951 0.998| 0.99799983| 0.999941833
25 0.99633333 0.996362732| 0.996333333| 0.996335541 0.999969
MEAN 0.99722667 0.997233927| 0.997226667| 0.997226542 0.99993538
STD 0.00103159 0.001025275| 0.00103159| 0.001031238 2.89277E-05
MEDIAN 0.99733333 0.997345238| 0.997333333| 0.997333833| 0.999941833
MIN 0.99533333 0.995346514| 0.995333333| 0.995333217, 0.999888833
MAX 0.99866667 0.998671979| 0.998666667| 0.998666665| 0.999993833

F1cUre 1.1: A copy of the raw overall data outputs from the CONMAN service, models
1 to 25.
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I.2 User-centric Training/Testing set of Performance Met-

rics for each iteration of the CONMAN service

Iteration User Precision F1 ROC_AUC TPR TNR FAR FRR True Negative False Positive False Negative True Positive

1A 0994011976 0995004995  0.9999185 0.99 0.997 0.003 0.004 1994 3 4 996|
B 0.999000999  0.99950025 1 1 0.9995 0.0005 0 1999 1 0 1000]

C 0.996990973  0.99549324 0.999923 0.994 0.9985 0.0015 0.006 1997 3 B 994

2 A 0997002997 0997501249  0.9999565 0.998 0.9985 0.0015 0.002 1997 3 2 998
B 1 1 1 1 1 1] (1] 2000 ] 1] 1000]

C 09979597998 09974098749  0.9999525 0.997 0.999 0.001 0.003 1998 2 3 997
3A 0996003996 0.996501749  0.9998765 0.997 0.998 0.002 0.003 1996 4 3 997
B 1 0.99949975  0.9999995 0.999 1 0 0.001 2000 o 1 999

c 0.997 0.997 0.999871 0.997 0.9985 0.0015 0.003 1997 3 3 997]

4 A 0.993020937 0.994508238 0.999884 0.99 0.9965 0.0035 0.004 1993 7 4 996|
B 1 1 1 1 1 0 o 2000 o 0 1000)

C 0.995987964 0.994491738 0.999875 0.993 0.998 0.002 0.007 1996 4 7 993
5A 0994017946  0.99550674 0.999849 0.997 0.997 0.003 0.003 1994 & 3 997]
B 0.999 0999  0.9999985 0.999 0.9995 0.0005 0.001 1999 1 1 999

C 0996990973  0.99549324  0.9998225 0.994 0.9985 0.0015 0.006 1997 3 [ 994]

6 A 0988118812 0993034826  0.9998745 0.998 0.994 0.006 0.002 1988 12 2 998
B 1 1 1 1 1 1] (1] 2000 ] 1] 1000]

c 0.997979798 0.992954824  (0.9998825 0.988 0.999 0.001 0.012 1998 2 12 988|
7TA 0.997002997 0997501249  0.9998505 0.998 0.9985 0.0015 0.002 1997 3 2 99|
B 1 1 1 1 1 0 a 2000 o 0 1000]

C 0997997998 0997498749  0.9998205 0.997 0.999 0.001 0.003 1998 2 3 997

8 A 0.99304175 0.996011964  0.9998895 0.999 0.9965 0.0035 0.001 1993 7 1 999
B 1 1 1 1 1 0 o 2000 o 0 1000]

C 0. 0.995987964 0.999895 0.993 0.9995 0.0005 0.007 1999 1 7 993

9 A 0.996 099  0.9999375 0.996 0.998 0.002 0.004 1996 4 4 996|
B 1 0.99949975  0.9999995 0.999 1 0 0.001 2000 o 1 999

C 0. 0.996501749 0.999948 0.997 0.998 0.002 0.003 1996 4 3 997
10 A 0.990059642 0.993020937 0.999938 0.996 0.995 0.005 0.004 1990 10 4 996
B 0.998998999  0.99849925 0.999999 0.998 0.9995 0.0005 0.002 1999 1 2 99|

c 0.996984925 0.994486216 0.999946 0.992 0.9985 0.0015 0.008 1997 3 8 992
11 A 0.994029851 0.996508728 0.999866 0.999 0.997 0.003 0.001 1994 & 1 999
B 1 1 1 1 1 0 o 2000 o 0 1000]

C 0.998994975 0.996491228 0.999843 0.994 0.9995 0.0005 0.006 1999 1 B 994]
12 A 0993027888  0.99500998 0.999819 0.997 0.9965 0.0035 0.003 1993 7 3 997]
B 1 0.99949975  0.9999995 0.999 1 0 0.001 2000 o 1 999

C 0996990973  0.99549324 0.999892 0.994 0.9985 0.0015 0.006 1997 3 B 994

13 A 0.993048659 0996512207  0.9999135 1 0.9965 0.0035 (1] 1993 7 1] 1000]
B 1 1 1 1 1 1] (1] 2000 ] 1] 1000]

c 1 0.996487707  0.9998565 0.993 1 1] 0.007 2000 ] 7 993
14 A 0.997005988 0.998001998  0.9999195 0.999 0.9985 0.0015 0.001 1997 3 1 999
B 1 1 1 1 1 0 a 2000 o 0 1000]

C 0.5989575996 0.997997998 0959342 0.997 0.9955 0.0005 0.003 1539 1 3 997
15 A 0.996003996 0.996501749 0.999807 0.997 0.998 0.002 0.003 1996 4 3 997]
B 0.999 0.999 0.999999 0.999 0.9995 0.0005 0.001 1999 1 1 999

C 0. 7 0996498249  0.9998605 0.996 0.9985 0.0015 0.004 1997 3 4 996
16 A 0996996997 0996498249  0.9999465 0.996 0.9985 0.0015 0.004 1997 3 4 996|
B 0.999000999  0.99950025 1 1 0.9995 0.0005 0 1999 1 0 1000]

C 0.997 0.997 0.999951 0.997 0.9985 0.0015 0.003 1997 3 3 997
17 A 0.997005988 0.998001998 0.999939 0.999 0.9985 0.0015 0.001 1997 3 1 999
B 1 1 1 1 1 1] 1] 2000 o 1] 1000]

c 0.998957996 0.9979597998  0.9999405 0.997 0.9995 0.0005 0.003 1999 1 3 997]
18 A 0996003996 0.996501749  0.9999115 0.997 0.998 0.002 0.003 1996 4 3 997]
B 0.999 0899  0.9999995 0.999 0.9995 0.0005 0.001 1999 1 1 999

C 0.997997998 0.997498749 0.999921 0.997 0.999 0.001 0.003 1998 2 3 997
19 A 0.996 0.996 0.999848 0.99 0.998 0.002 0.004 1996 4 4 996|
B 1 1 1 1 1 0 0 2000 o 0 1000]

C 0.996 0.996 0.999847 0.996 0.998 0.002 0.004 1996 4 4 996
20 A 0989098117 0993529119  0.9999265 0.998 0.9945 0.0055 0.002 1989 11 2 998
B 1 1 1 1 1 1] (1] 2000 ] 1] 1000]

C 0.997981837 0.993470618 0.999912 0.989 0.999 0.001 0.011 1998 2 11 989
21 A 0996007984 0.997002997  (0.9998675 0.998 0.998 0.002 0.002 1996 4 2 998|
B 1 1 1 1 1 0 a 2000 o 0 1000]

c 0.997955992 0. 7 0.999916 0.996 0.999 0.001 0.004 1998 2 4 996
22 A 0.996015936 0.998003992 0.99999 1 0.998 0.002 o 1996 4 0 1000]
B 1 1 1 1 1 0 o 2000 o 0 1000]

C 1 0997995992  0.9999915 0.99 1 0 0.004 2000 1] 4 996|

23 A 0.990059642 0.993020937 0.999941 0.996 0.995 0.005 0.004 1990 10 4 996|
B 1 0.99949975 1 0.999 1 0 0.001 2000 o 1 999

C 0.995979899 0.993483709 0.999948 0.991 0.998 0.002 0.009 1996 4 9 991
24 A 0.996007984 0.997002997 0.999912 0.998 0.998 0.002 0.002 1996 4 2 998
B 0.995000999  0.99950025 1 1 0.9995 0.0005 (1] 1999 1 1] 1000]

c 0. 1 0.997496244  0.8999135 0.996 0.9995 0.0005 0.004 1999 1 4 996
25 A 0.990089197 0.994524639 0.999947 0.999 0.995 0.005 0.001 1990 10 1 999
B 0.998998999  0.99849925 0.999999 0.998 0.9995 0.0005 0.002 1999 1 2 998

C 1 0.995983936 0.999961 0.992 1 0 0.008 2000 1] B 992

FIGURE 1.2: A copy of the raw user-centric data outputs from the CONMAN service,

models 1 to 25.
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I.3 User-centric Training/Testing set of Performance Met-

rics - statistical summary for each iteration of the CON-

MAN service

User

A Precision F1 ROC_AUC TPR TNR FAR FRR True Negative False Positive False Negative True Positive
MEAN 0994187331 0.99588853 0.99990114 09976 0.99708 0.00292 0.0024 1994.16 5.84 24 997.6
STD 0.002720888 0.0015366 4.4861E-05 0.001296148 0.0013761 0.001376081 0.0012961 2.752162786 2.75216279 1.29614814 1.29614814
MEDIAN 0996 0.99649825 0.999912 0.998 0.998 0.002 0.002 1996 4 2 998
MIN 0988118812 0.99302094  0.999807 0.996 0.994 0.0015 0 1988 3 0 996
MAX 0.997005988 0.99800399 0.99999 1 0.9985 0.006 0.004 1997 12 4 1000
B

MEAN 099968004 0.99961993 0.99999974 0.99956 0.99984 0.00016 0.00044 1999.68 032 044 999,56/
STD 0.000466418 0.00047512 0 0.000637495 0.0002332 0.000233238 0.0006375 0.466476152 046647615 0637495098 0.637495098
MEDIAN 1 1 1 1 1 0 0 2000 0 0 1000
MIN 0.998998999 0.99849925  0.9999985 0.998 0.9995 o 0 1999 ] 0 998
MAX 1 1 1 1 1 0.0005 0.002 2000 1 2 1000
C

MEAN 099783441 0.99617237 0.99990526 0.99452 0.99892 0.00108 0.00548 1997.84 2.16 5.48 994,52
STD 0.001256712 0.00143464 4.5667E-05 0.002578682 0.0006274 0.000627375 0.0025787 1.254750971 125475097 2578681834 2578681834
MEDIAN 0997981837 0.99649123 0.9999135 0.996 0.999 0.001 0.004 1998 2 4 996
MIN 0995979899 0.99296482 0.9998205 0.988 0.998 ] 0.003 1996 ] 3 988
MAX 1 0.997998  0.9999915 0.997 1 0.002 0.012 2000 4 12 997

F1GURE 1.3: A copy of the raw user-centric data outputs statistical summary from the
CONMAN service, models 1 to 25.

I.4 Overall Model 22 (Shea) performance vs. Unseen dataset

vs Unseen Accuracy Precision_Macr Recall_Macro F1_Macro ROC_AUC _OvR
Model_22 0.99621381 0.992320892 0.994254996 0.993283437 0.999910477

F1GURE 1.4: A copy of the raw overall data outputs from the CONMAN service, model
22 vs Unseen dataset

I.5 User-centric Model 22 (Shea) performance vs. Unseen

dataset
22 vs Unseen Precision F1 ROC_AUC TPR TNR FAR FRR
User_A 0.99691517 0.996505293 0.999898936 0.996095757 0.99635347 0.00364653 0.003904243
User_B 0.99893843 0.998635537 0.99999285 0.998332828 0.999383911 0.00061609 0.001667172
User_C 0.98110908 0.98470948 0.999839643 0.988336403 0.99810177 0.00189823 0.011663597

F1cURE 1.5: A copy of the raw user-centric data outputs from the CONMAN service,
model 22 vs Unseen dataset
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I.6 Confusion Matrices: Model 22 (Shea) performance vs.

Unseen dataset

22 vs Unseen True Negativ False Positive False Negative True Positive

User_A 8197 30 38 9695
User_B 11355 7 11 6587
User_C 16300 31 19 1610

FIGURE 1.6: A copy of the confusion matrix data outputs from the CONMAN service,
model 22 vs Unseen dataset
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