


This assessment will split into two segments. The first segment will be a 1,500 word supportive essay, which the primary aim of it is to introduce the topic of ‘Terrorism and the Internet’, which will cover what are the definitions of Cybercrime, the history behind cybercrime, and what are the likely ways in which the internet can be utilised by possible terrorist organisations to commit cybercrimes in modern society, with links to any real-life cases. The second segment, which will be delivered in the form of a PowerPoint presentation and a video log, will specifically focus on how the terrorist organisation ISIS utilises the internet in order to recruit or radicalise young people into their organisation. 
Firstly, which is ‘Cybercrime’? The Crown Prosecution Service (2019) states that Cybercrime is a blanket term used to describe two distinct types of crime that are similar to each other, one of which is ‘Cyber-dependant crimes’ and the other being ‘Cyber-enabled crimes’. McGuire & Dowling (2013) defines Cyber-dependant crimes as criminal offences that can only be committed using one or more pieces of technology, which can include through the use of; computers, computer networking, and any other form of Information Communications Technology (ICT). Possible examples of cyber-dependant crimes, as stated by Wainwright (2017), could be the intentional spread of Malware (a type of computer virus) to another system, hacking into another person’s system with the intention to steal or leak private or sensitive information, or attacking a system of a service or business to cause financial or reputational damage. Bedfordshire Police (2021) defines Cyber-enabled crimes as pre-existing crimes that have now been carried-out on a major industrial scale because of the use of the internet. Examples of cyber-enabled crimes, as highlighted by Alvarez (2021), include; Fraud, black marketplaces, cyber bullying, cyber stalking & sexual harassment, and sharing/downloading extreme pornography. Based on these definitions, one might argue that terrorism is a possible form of cyber-enabled crime, since acts of terrorism cannot solely be committed through the use of technology and the internet, but rather technology and the internet could be utilised to help carry out their acts on a wider scale. For example, a terrorist organisation using technology to hack into government systems in more than one countries, rather than having to physically steal government information in one country.
Fell (2017) states that cybercrime is often looked on as being a modern problem, but certain types of cybercrime, including hacking pieces of technology, have been around since at least the 1880s. Fell (2017) cites telephone hackings back in the year 1878 as being one of the first-known instances of cyber-related crimes, followed by military codebreaking during the second world war, and increased recordings of phone hackings from the years 1957 to 1980. This information might convince some readers that cybercrime has always existed in some form, but perhaps people in the 20th century were just less-aware due to lack of internet and social media presence to report on these early instances of cybercrime, which is what might have made some people to believe it is solely a modern threat?
Some readers might argue that the biggest challenge in which the government and authorities are currently facing, in relation to cybercrime in the 21st century when compared to the 20th century, is the use of the World Wide Web (the internet). Norden (2013) states that both the internet itself and the number of its users are now quickly increasing than possibility imagined, as a result, has also increased the opportunities for cybercrime. Norden (2013) then goes on to say that the almost unlimited depth of the internet and cyberspace provides terrorist organisation to take advantage and utilise it for their own means, which can include; recruitment, planning, organising, raising funds, and delivering & spreading their messages through means of propaganda. This information could imply that cybercrime and terrorism is now a bigger problem than in the 20th century because terrorist groups can now have easy access to the internet to spread their acts of terrorism and propaganda easier because of how popular and common the internet is in modern society, with possibly millions of people, including children, potentially falling victim to cybercrime related terrorism, whereas the internet was either non-existent or uncommon back in the 20th century, which would have been more difficult for most people to fall victim to cyber-related crimes than today.
A possible modern terrorist organisation that utilises the internet could be Al Qaeda. Dalacoura (2012) states that Al Qaeda is regarded as a terrorist organisation in both the United Kingdom and in the United States, and in most countries across the globe, they have conducted acts of terrorism in different countries including; the US embassy bombings in East Africa in 1998, and the attacks on the World Trade Centre (the 9/11 terror attacks) in New York City in 2001. Jenkins (2012) stated that Al Qaeda is one of the contemporary terrorist organisations who have used the internet and cyberspace extensively for their own personal gain and is also believed to be the first terror group to do so, particularly with their use of social media websites. Jenkins (2012) expands on this by stating that Al Qaeda’s leaders communicated with the public by audio and visual messages, which were then posted onto their own personal websites which had attracted thousands of viewers. This could show to some readers that terrorist organisations can indeed bring their messages across to internet viewers and it could be possible that some of those thousands of viewers Al Qaeda had attracted with their online postings might have influenced them into siding with their cause or agenda.  
Weimann (2004) describes the ways how Al Qaeda’s utilisation of the internet is linked to the 9/11 terrorist attack, which included one of the hijackers had used the internet very well by sending out pre-recorded tapes, CDs, DVDs and photographs through their website to create a scare campaign, most likely towards citizens in Western territories such as the United States and United Kingdom. In addition, the United States Institute of Peace (2014) states that Al Qaeda used the internet, for launching the 9/11 attacks, was to gain information that is vital for their attack to succeed, which included finding out times of flight, to communicate effectively, share information with each other in order to coordinate the attack, and both hijackers used the internet to create their false identities such as fake driving licenses and social security numbers. United States Institute of Peace (2014) continues to state that the reason why Al Qaeda’s internet use went unnoticed by the US government was primarily due to the two hijackers communicating through the use of code words, which would have made it almost impossible for government agents to pick up on their terror attack planning, at least not in time to prevent it from happening.
Ready New Hampshire (2014) highlights multiple different ways in which people can avoid falling victims to cyber terrorism, and general cybercrime, which is for everyone to only stay connected to internet servers that can only be accessed via passwords, do not access private or sensitive information when using unsecured public internet, keep all of your private information protected with passwords (never use the same password for all devices), have anti-virus and anti-malware software’s installed onto your computer to minimise risks, and do not click on any links sent to you via email if you do not know who it is sent from. This information might make some people, particularly those who might be anxious using modern technology in case they fall victim to cybercrimes, feel more relaxed because these precautions are simple and easy to follow, which could help make people feel more confidante using the internet for their own needs.
In conclusion, based on all of the information that has been gathered, cybercrime is a big problem in modern society because of how popular and prominent the internet, especially when you compare it to cybercrimes that had occurred in the 20th century, which primarily consisted of phone hackings. What possibly makes the internet troublesome for cyber terrorism is the fact that it can easily be utilised by terrorist organisations as a platform to promote their agenda and also potentially radicalise certain internet users into supporting their ideology, and also the fact that the internet can be used by terrorists to help execute their terror attacks, as with 9/11. Another reason is the fact that millions of people around the world have internet access, which could make it the perfect opportunity for perpetrators of cybercrime to target people, as opposed to targeting people in person. The use of the internet and social media by a specific terrorist organisation will expanded on in the presentation/Vlog.    
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