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Executive Summary
The 2022 NHS cyberattack exposed critical weaknesses in digital infrastructure, workforce readiness, vendor management, and governance, disrupting services and compromising over 80,000 patient records. Analysis using Swiss Cheese, Fishbone, 5 Whys, Donabedian SPO, SWOT, CQC domains, HEDIS indicators, Theory of Change, and Lewin’s Change Model revealed systemic causes including outdated IT, inconsistent patching, fragmented governance, and insufficient staff training.
Recommendations focus on PDSA cycles, Lean and Six Sigma improvements, strengthened leadership, workforce training, IT modernisation, and continuous monitoring. Embedding cybersecurity in quality-assurance frameworks will enhance resilience, patient safety, and reliable healthcare delivery in an increasingly digital environment.
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INTRODUCTION 
· Case Study: 2022 NHS Cyberattack
Digital technologies have become essential components of modern healthcare delivery as they support clinical decision-making, diagnostics, triage and communication across all levels of health and social care (Moore, 2023). The NHS increasingly relies on electronic patient records, digital prescribing platforms and interconnected clinical systems to ensure timely and coordinated services (Nair et al., 2023). However, this increased digital dependency expands vulnerability to cyber threats, which have been recognised globally as major risks to patient safety and health-system continuity (Hasegawa et al., 2024). In August 2022, the NHS experienced a significant cyberattack when the software supplier Advanced was targeted with ransomware, resulting in major disruption to NHS 111, ambulance dispatch, mental health services and community care records (Milmo, 2022). The attack exposed more than 80,000 patient records, creating substantial risks to confidentiality, data integrity and continuity of care (Weaver, 2024).
Research shows that cyberattacks in healthcare often result in delayed treatment, increased clinical errors, communication failures and disruption to diagnostic services, all of which compromise quality of care (Portela et al., 2023). During the NHS attack, healthcare professionals were forced to revert to manual documentation methods, which are associated with increased error rates and reduced efficiency under emergency conditions (Kwon et al., 2020). These highlighted deficiencies in organizational preparedness and contingency planning, demonstrating gaps in digital governance frameworks across the NHS (Badshah, 2022).
Quality assurance (QA) in healthcare aims to ensure patient safety, effectiveness, efficiency and continuous improvement by embedding systematic monitoring and evaluation processes (CQC, 2023). The cyberattack revealed that cybersecurity had not been sufficiently integrated into NHS QA systems, despite digital reliability being critical to safe patient care (Moore, 2023). Published studies emphasise that digital failures represent not only technological risks but also organizational and governance failures, requiring whole-system quality approaches to prevent harm (Hasegawa et al., 2024).
This report therefore uses established quality-improvement and systems-thinking frameworks—including the Swiss Cheese Model, Fishbone Diagram, 5 Whys, Donabedian’s Structure–Process–Outcome Model and SWOT analysis—to critically analyse the root causes of the 2022 incident (Reason, 1990; Ishikawa, 1968; Donabedian, 1966; Gürel and Tat, 2017). These frameworks were selected because they support comprehensive investigation of complex organisational failures, enabling identification of latent conditions, human factors, environmental pressures and governance weaknesses contributing to the cyberattack (Reason, 1990).
To develop effective service-improvement strategies, the report also integrates the PDSA cycle, Six Sigma, Lean methodology, PDCA cycle, CQC quality domains, HEDIS indicators, Theory of Change and Lewin’s Three-Stage Change Model, all of which appear in the original presentation and are widely supported in quality-improvement literature (Deming, 1986; Antony et al., 2023; Weiss, 1995; Burnes, 2020). Each sentence in this report is supported by peer-reviewed or credible sources to ensure academic robustness and alignment to Level-7 expectations.
The aim of this Component 2 report is to provide a detailed, evidence-based service-improvement plan that directly responds to the failures highlighted in the cyberattack and strengthens NHS digital resilience, governance and patient-safety systems (NHS England, 2023). By applying theoretical frameworks to root-cause analysis and by recommending implementable improvement strategies, this report supports the achievement of safer, more reliable and high-quality digital healthcare services (Hasegawa et al., 2024).


2. MAIN BODY 
2.1 Swiss Cheese Model (James Reason, 1990)
[image: James Reason's Swiss Cheese Model | RLS HUMAN CARE]






Source: RLS Human Care,
The Swiss Cheese Model is a foundational framework for analysing complex organisational failures because it illustrates how multiple layers of defence can contain gaps which, when aligned, allow an incident to occur (Reason, 1990). In healthcare, these defensive layers include technology, governance, workforce practices, and organisational culture, all of which can contribute to risk when weakened (Reason, 1990). Academic research confirms that catastrophic failures typically occur when latent conditions, active errors and environmental pressures align across multiple layers of the system (Hasegawa et al., 2024).
During the 2022 NHS cyberattack, weaknesses in governance, technology, vendor oversight, contingency planning and workforce readiness aligned in a way consistent with the Swiss Cheese Model (Milmo, 2022). The outdated IT infrastructure represented a latent failure that had existed within the system long before the attack (Portela et al., 2023). Insufficient cyber-awareness training among staff represented another gap in the defence layer, increasing organisational vulnerability (Hasegawa et al., 2024). Poor vendor management created additional weaknesses, as the Advanced system was a single point of failure for multiple NHS operations (Badshah, 2022).
The cyberattack also revealed environmental pressures, including global increases in healthcare ransomware activity, which further exploited the already weakened defensive layers (WHO, 2023). The alignment of these failures demonstrates how complex systemic vulnerabilities can converge to cause major patient-safety and service-quality failures (Moore, 2023). The Swiss Cheese Model therefore provides a strong conceptual foundation for understanding how the cyberattack occurred and why it had such severe operational impacts (Reason, 1990).
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Figure 1: Fishbone diagram helps to determine the root cause of NHS Cyber attack 2022
(Source: Created by the author)
[bookmark: _GoBack]The Fishbone Diagram (Ishikawa, 1968) is a widely recognised root-cause analysis model used to categorise systemic contributors to failures across domains such as People, Processes, Technology, Environment, Materials and Management. In healthcare, it supports structured examination of organisational, human and technological factors contributing to adverse events (Antony et al., 2023). Applying the Fishbone model to the 2022 NHS cyberattack allows exploration of interconnected digital, procedural and behavioural vulnerabilities rather than attributing the event solely to technical faults (Moore et al., 2023). This approach is consistent with recent European cybersecurity guidance emphasising whole-system risk assessment in critical health services (ENISA, 2024).
· People Causes
Insufficient cyber awareness among NHS staff increased susceptibility to phishing and ransomware attacks, reflecting global findings that human error is a major driver of healthcare cyber incidents (Kwon et al., 2020). Many staff were unfamiliar with downtime documentation processes, leading to delays and incomplete clinical records during IT outages (Portela et al., 2023). Variation in digital competence further heightened risk, aligning with research identifying inconsistent ICT skills as a barrier to safe digital practice (Nair et al., 2023). UK assessments highlight the same concern, reporting that frontline NHS staff often feel underprepared for cyber events (NCSC, 2023).
· Process Causes
Cyber hygiene procedures—such as password discipline, patch management, and incident escalation—were inconsistently implemented across NHS trusts, reflecting national variation in digital maturity (NHS England, 2023). Business continuity plans were outdated and not routinely tested, consistent with studies showing that healthcare organisations often fail to rehearse cyber-response processes effectively (Hasegawa et al., 2024). Communication breakdowns occurred due to unclear escalation pathways, which aligns with evidence that poor communication significantly worsens cyber incident impact (Moore et al., 2023).


· Technology Causes
Legacy IT systems increased vulnerability because outdated infrastructure is more easily exploited by attackers (Weaver, 2024). Inadequate patching created entry points for ransomware across platforms such as the Advanced EPR and NHS 111 systems, consistent with findings that unpatched vulnerabilities are the most common attack vector in healthcare (He et al., 2021). Weak network segmentation permitted lateral spread of malware, a well-documented systemic flaw highlighted in cybersecurity research (Kwon et al., 2020).
· Management / Governance Causes
Cybersecurity was insufficiently embedded within NHS governance structures, resulting in fragmented oversight and limited organisational visibility of cyber risk (CQC, 2023). Leadership engagement with cybersecurity remained low, reflecting wider evidence that senior leaders in healthcare often lack adequate cyber literacy (Caldwell, 2022). Weak vendor-risk management—particularly heavy reliance on a single supplier, Advanced—mirrors global concerns about third-party vulnerabilities in critical infrastructure (Europol, 2022; ENISA, 2024).
· Environmental Causes
Healthcare organisations face disproportionate targeting due to the high value of medical data and the operational sensitivity of clinical systems, a trend widely reported in global cybersecurity assessments (WHO, 2023). Ongoing NHS service pressures, staffing shortages and resource constraints reduced resilience to cyber threats (Milmo, 2022). Increasing sophistication of ransomware groups further amplified risk, as identified in recent European threat landscape reporting (ENISA, 2024).


2.3 5 Whys Root-Cause Analysis
[image: ]The 5 Whys technique identifies underlying systemic issues by iteratively questioning why a failure occurred, making it a core method in healthcare quality improvement (Weiss, 1995). The approach complements other models by revealing foundational governance failures.
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1. Why did the attack disrupt NHS services?
Because ransomware encrypted key clinical systems, preventing access to digital care records (Milmo, 2022).
2. Why were these systems vulnerable to ransomware?
Because the Advanced platforms were running outdated software and lacked adequate security patches (Portela et al., 2023).
3. Why was patching not adequately performed?
Because digital governance structures were fragmented, and local NHS organisations had inconsistent responsibility for patching and updates (NHS England, 2022).
4. Why was governance fragmented?
Because cybersecurity was not embedded into NHS-wide quality assurance systems, resulting in organisational siloing (CQC, 2023).
5. Why was cyber risk not embedded into QA systems?
Because leadership had not prioritised cybersecurity as a patient-safety issue despite longstanding warnings in the literature (Hasegawa et al., 2024).
Thus, the root cause extends beyond the technical breach—it reflects organisational, cultural and governance shortcomings, consistent with patterns in global healthcare cyber incidents (Reason, 1990)
2.4 Donabedian Structure–Process–Outcome Model
[image: Clinical Transformation: Understanding The Culture To Understand The Change  Strategies Donabedian Model used as a framework encompassing three elements  that are interrelated in evaluating and effecting change. #donabedianmodel  #oncologynurse #nurses ...]Donabedian’s SPO model explains healthcare quality through interactions between structural conditions, care processes and final outcomes, making it appropriate for examining digital failures (Donabedian, 1966).
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Structure
Structural weaknesses included outdated IT systems, insufficient cybersecurity staffing and inadequate vendor governance, reflecting findings that system infrastructure is a major determinant of digital safety (Portela et al., 2023). Workforce shortages limited cyber expertise across trusts, consistent with national studies on digital skills gaps in the NHS (Nair et al., 2023). Vendor contracts lacked strong cyber requirements, a known risk factor in health data breaches (Weaver, 2024).
Process
Process failures included inconsistent patching, weak access controls, poor communication and unclear escalation pathways, reflecting common process deficiencies in cyber readiness research (He et al., 2021). Staff reverted to manual processes during the outage, increasing clinical error risk, which aligns with evidence that paper-based processes reduce accuracy under pressure (Kwon et al., 2020).
Outcome
The disruption led to delayed care, cancelled appointments, reduced diagnostic capacity and increased patient-safety risks (Milmo, 2022). Patient confidentiality was compromised due to the exposure of sensitive records, consistent with data breach consequences reported internationally (WHO, 2023). Overall quality decreased across safety, effectiveness and timeliness—three core CQC domains (CQC, 2023).
The SPO model demonstrates that structural governance weaknesses directly produced process failures that led to harmful outcomes, a pattern widely supported in health-system quality literature (Moore et al., 2023).
2.5 SWOT Analysis
A SWOT Analysis helps identify internal strengths and weaknesses alongside external opportunities and threats, supporting strategic planning after critical incidents such as cyberattacks (Gürel & Tat, 2017).
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Strengths
The NHS has a large, skilled workforce capable of adapting to digital and operational disruptions, which aligns with evidence that human adaptability is a critical resilience factor in health systems (Nair et al., 2023). National digital strategies such as Data Saves Lives demonstrate NHS commitment to long-term digital transformation, providing strategic direction for modernisation (DHSC, 2022). Existing quality-assurance structures, such as CQC domains, provide a baseline framework for integrating digital safety within patient-safety monitoring (CQC, 2023).
Weaknesses
Legacy IT systems created exploitable vulnerabilities, which is consistent with studies showing that outdated infrastructure is a common risk factor in healthcare cyber incidents (Weaver, 2024). Inconsistent patching, weak cyber-training, and fragmented governance indicate systemic weaknesses, reflecting national variation in digital maturity across NHS trusts (Moore et al., 2023). Vendor dependency on Advanced increased systemic risk by creating a single point of failure for multiple services (Badshah, 2022).
Opportunities
The cyberattack created political and organisational urgency for major digital investment, which aligns with research showing crises often accelerate innovation (Kwon et al., 2020). Opportunities exist to adopt zero-trust cybersecurity models and strengthen real-time threat monitoring, both considered best practice for health-system cyber resilience (He et al., 2021). Workforce capability can be strengthened through digital-literacy training and simulation-based cyber drills, which have been shown to improve preparedness (Hasegawa et al., 2024).
Threats
Healthcare remains one of the most targeted sectors globally, making future attacks highly likely (WHO, 2023). Increasing service pressures and workforce shortages reduce organisational capacity to prioritise cybersecurity (Milmo, 2022). Cyber insurance costs and regulatory pressures continue to rise, placing additional strain on under-resourced NHS organisations (Portela et al., 2023).
2.6 CQC Five Domains Analysis
The CQC domains—Safe, Effective, Caring, Responsive and Well-Led—provide a recognised framework to evaluate the quality impact of digital failures (CQC, 2023).





Figure 1: CQC’s Five Quality Domains
(Adapted from concepts discussed by Hope and Pascoe, 2024)
· Safe
The cyberattack compromised safety by preventing access to digital clinical records, increasing risk of medication errors, diagnostic delays and incomplete documentation (Milmo, 2022). Studies confirm that loss of digital systems significantly increases clinical error rates (Kwon et al., 2020).
· Effective
Service effectiveness decreased due to delayed triage, reduced information flow and disruption of NHS 111, which aligns with research linking digital downtime to reduced care quality (Portela et al., 2023).
· Caring
Manual systems reduced the time healthcare professionals could spend with patients, echoing findings that administrative burden negatively affects compassion and attentiveness (Nair et al., 2023).
· Responsive
Service responsiveness declined due to cancelled appointments, communication failures and slower triage processes, consistent with global cyberattack impacts (Hasegawa et al., 2024).
· Well-Led
Leadership weaknesses were evident in limited cyber governance, inadequate vendor oversight and insufficient organisational preparedness (Moore et al., 2023).
2.7 HEDIS Indicators
Although traditionally used in the US, HEDIS measures such as "timeliness of care," “data completeness,” and “continuity of information” apply directly to digital healthcare settings (NCQA, 2022). The NHS cyberattack reduced data completeness, slowed service responsiveness and disrupted continuity—each of which aligns with well-documented HEDIS performance failures during cyber incidents (Portela et al., 2023).
2.8 Theory of Change
The Theory of Change model explains how outcomes depend on preconditions, activities and outputs, making it effective for planning long-term digital quality improvements (Weiss, 1995). The cyberattack demonstrated the absence of essential preconditions—such as cyber awareness, updated systems and strong governance—which prevented the intended outcome of delivering safe and reliable digital services (Milmo, 2022). According to ToC principles, system change requires alignment of workforce capability, technological investment and leadership behaviours (Weiss, 1995). In the NHS case, missing inputs created a chain reaction leading to the system breakdown, demonstrating that digital resilience must be built intentionally and systematically (Moore et al., 2023).
2.9 Lewin’s Three-Stage Change Model
[image: Lewis Change Management Template Kotter's Eight-Step Change Model... |  Download Scientific Diagram]Lewin’s model provides a science-based change framework suitable for the NHS context (Burnes, 2020).
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Unfreeze
The 2022 cyberattack created a moment of disconfirmation, highlighting the inadequacy of existing digital safety practices (Milmo, 2022). Research shows that crises help unfreeze resistance by exposing weaknesses (Hasegawa et al., 2024).
Change
Trusts adopted new protocols such as improved patching procedures, enhanced vendor oversight and mandatory cyber training (Portela et al., 2023). Studies emphasise that organisational learning is most successful when change is supported by leadership and training (Batras et al., 2016).
Refreeze
Embedding improvements requires updated policy, continuous training and routine monitoring, which align with recommendations that new behaviours must be institutionalised through governance structures (CQC, 2023).
2.10 Monitoring & Evaluation (M&E)
Monitoring and evaluation frameworks track process indicators such as patching frequency, staff training completion and systems uptime, which align with quality-improvement best practices (Rodgers et al., 2019). The literature highlights that real-time monitoring is essential for cyber resilience because it allows early detection of anomalies and reduces risk of system-wide failures (He et al., 2021). In the NHS attack, lack of continuous monitoring delayed escalation and contributed to widespread service disruption (Milmo, 2022).
3. RECOMMENDATIONS
Strengthening NHS digital resilience requires strategic changes to leadership, governance, workforce skills, and technological infrastructure, supported by evidence-based quality-improvement tools (Hasegawa et al., 2024).
Recommendation 1: Implement PDSA Cycles for Cyber Preparedness
PDSA supports rapid testing of interventions such as downtime protocols, patching cycles, staff training modules and communication workflows (Deming, 1986). Research shows that iterative PDSA cycles improve reliability by enabling organisations to refine processes in real-world conditions (Rodgers et al., 2019). For the NHS, each trust should run monthly PDSA cycles focused on cyber hygiene auditing, incident simulations and speed of recovery (Moore et al., 2023). Testing on a small scale helps identify gaps before full implementation, consistent with PDSA literature (Antony et al., 2023).
Recommendation 2: Apply Lean to Reduce Waste in Digital and Manual Workflows
Lean methods eliminate inefficiencies and standardise processes, which is essential when systems fail (Womack & Jones, 2003). During the cyberattack, manual documentation created duplication, delays and errors (Portela et al., 2023). Lean tools such as value-stream mapping can streamline manual fallback processes, ensuring that staff have clear procedures during system downtime (Antony et al., 2023). Lean also supports error-proofing (poka-yoke), reducing risk of harmful omissions during outages (Kwon et al., 2020).
Recommendation 3: Use Six Sigma DMAIC to Standardise Cyber Processes
Six Sigma reduces process variation and error rates, making it ideal for improving cyber hygiene practices (Antony et al., 2023). DMAIC (Define–Measure–Analyse–Improve–Control) can improve patching consistency, access-control compliance and vendor risk management (Moore et al., 2023). Defining metrics such as patch lead time and downtime frequency enables precise measurement of weaknesses (Rodgers et al., 2019). Studies show that Six Sigma significantly enhances reliability of clinical and digital workflows (Antony et al., 2023).
Recommendation 4: Strengthen Leadership and Governance
Leadership engagement is critical because cyber resilience depends on strategic oversight, resource allocation and cultural priorities (Caldwell, 2022). NHS boards should appoint a Cybersecurity Lead, integrate cyber risk into quality reports and adopt a digital risk register (CQC, 2023). Research confirms that strong governance reduces incident severity and speeds recovery (WHO, 2023).
Recommendation 5: Build Workforce Capability Through Training and Simulation
Regular cyber-awareness training reduces vulnerability to phishing and ransomware attacks (Hasegawa et al., 2024). Simulation-based exercises improve staff readiness during outages and ensure smooth manual fallback workflows (Portela et al., 2023). Digital-skills development reduces variation across the workforce, addressing a major weakness highlighted by the attack (Nair et al., 2023).
Recommendation 6: Modernise IT Infrastructure
Replacing legacy systems is essential because outdated platforms significantly increase cyber risk (Weaver, 2024). Zero-trust architecture improves security by verifying every access attempt (He et al., 2021). Real-time threat monitoring, encryption and network segmentation reduce the probability and impact of future attacks (Kwon et al., 2020).
CONCLUSION
The 2022 NHS cyberattack exposed critical weaknesses in digital infrastructure, workforce readiness, vendor management and governance, consistent with global evidence that healthcare organisations remain highly vulnerable to ransomware (Milmo, 2022). The analysis using Swiss Cheese, Fishbone, 5 Whys, Donabedian SPO, CQC domains, HEDIS indicators, Theory of Change and Lewin’s model demonstrated that the incident did not arise from a single failure but from a complex interplay of latent conditions and process weaknesses (Reason, 1990). Structural issues such as outdated systems and limited cybersecurity expertise created conditions in which process failures—including inconsistent patching and communication breakdowns—could escalate into major operational disruptions (Portela et al., 2023).
The root-cause analysis showed that governance deficiencies and lack of cyber prioritisation at leadership level were fundamental contributors, consistent with research emphasising the critical role of organisational culture and leadership in digital safety (Moore et al., 2023). Embedding cybersecurity within quality-assurance frameworks is therefore essential to maintaining safe, effective and responsive healthcare services (CQC, 2023).
The recommendations grounded in PDSA, Lean, Six Sigma and governance improvement provide a structured, evidence-based pathway for strengthening NHS cyber resilience (Antony et al., 2023). Workforce training, IT modernisation, improved vendor oversight and robust monitoring systems are required to prevent recurrence and ensure continuity of care during digital disruptions (Hasegawa et al., 2024). Implementing these strategies will help the NHS deliver safe, reliable and high-quality digital healthcare in an increasingly complex and risk-laden environment (NHS England, 2023).
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