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Introduction  

The development of cyber threats in the healthcare industries has remodelled offensive security 

into conventional vulnerability disclosure to encompass adversary emulation. The use of 

identity weaknesses, architectural trust assumptions, and detection of neighbours has become 

the leading methods of achieving high-impact ransom and advanced persistent threat (APT) 

campaigns. This project provides a strategic case study of the 2024 ransomware breach of 

Change Healthcare and how a highly advanced threat actor used real-world tactics, techniques, 

and procedures (TTPs) to breach a vital healthcare service provider. The analysis is assessed 

with the help of the MITRE ATT&CK framework to map the adversary campaign through the 

whole attack lifecycle and at the systemic defence failure points. This project further designs 

and executes a controlled red team engagement to emulate similar threats, translating technical 

findings into actionable, business-focused security recommendations. 

Part 1 - A Strategic Analysis 

1. Overview of the Selected Cyber Incident  

The chosen cyber incident is the “2024 ransomware attack on the Change Healthcare” of 

UnitedHealth Group is one of the largest healthcare technology providers in the United States 

(techcrunch.com, 2025). Change Healthcare is a critical part of the healthcare industry as it 

offers hospitals, pharmacies, and insurers payment processing services, clinical data exchange, 

and revenue cycle management services. Sensitive healthcare-related and financial information 

is processed through its systems thus, the organisation has a high-value target on the financially 

motivated and strategically skilled threat actors. 

This attack is reported publicly in February 2024 and Change Healthcare suffered a large-scale 

systems outage which affected healthcare operations across the country. Future research 

established that the attack is caused by a ransomware attack by the ALPHV/BlackCat 

ransomware network. The first entry is also reported through compromise of valid credentials, 

which enabled the adversary to gain access to remote services in the environment of the 

organisation. Also after this initial attack, the attackers undertook internal reconnaissance, 

increased privileges, and traversed the network laterally before installing ransomware and 

stealing sensitive data. “BlackCat” or “ALPHV” is one of the most advanced “ransomware-as-

a-service (RaaS)” attacks, which is associated with large businesses in healthcare, finance, and 

critical infrastructure segments. The group is monetarily incentivized and exhibits high-end 

tradecraft that is typically linked to “advanced persistent threat (APT)” actors. It focuses its 
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operations on stealth, long application of living-off-the-land methods and data exfiltration to 

facilitate the adoption of double-extortion tactics, until victims promptly pay ransom. 

2. Adversary Kill Chain & MITRE ATT&CK Mapping 

Change Healthcare ransomware campaign aligned with the MITRE ATT&CK Enterprise 

Matrix to identify and examine the highlighted “tactics, techniques, and procedures (TTPs)” 

upon which the adversary uses through the entire attack lifecycle (Oyekunle et al. 2025). The 

campaign reflects an immature and procedural nature with mature “ransomware-as-service 

(RaaS)” operations, which focused on the abuse of credentials, insidious lateral movement, and 

pre-impact downloading data. 

2.1 Attack Lifecycle Overview 

The attack has been conducted in a sequential kill chain starting with credential-based initial 

access all the way up to internal reconnaissance, privilege escalation, lateral movement, and 

command-and-control establishment. After gaining enough access and intelligence, sensitive 

information is stolen, followed by placement of ransomware to destabilize operations. This is 

a lifecycle of careful concentration on staying and creating maximum impact, instead of acting 

when there is an opportunity. At both levels, the attacker used valid tools and reliable 

procedures, which greatly decreased the chances of early identification and prolongation of the 

stay within the system. 

2.2 MITRE ATT&CK TTP Analysis 

Reconnaissance 

There are reconnaissance activities conducted both externally and internally. Before intrusion, 

the attacker probably used “Active Scanning (T1595)” and “Gather Victim Identity 

Information (T1589)” to determine the services that are open, the structure of relationships in 

organisations, and their credential targets. After the first access, internal reconnaissance 

capabilities, such as “System Information Discovery(T1082)” and “Network Service 

Discovery(T1046)”, are implemented to chart out the environment, the critical systems, and 

find high-value assets (Roy et al. 2022). These operations played the role of making well-

informed decisions in the later phases of the attack. 

Initial Access 

The first access is obtained by exploiting breached credentials, which is associated with both 

“Valid Accounts (T1078)” and “External Remote Services (T1133)”. It is publicly reported 

that remote access is realized without the presence of phishing-resistant multi-factor 

authentication. This method enabled the attacker to completely avoid perimeter defences and 
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access the environment through legitimate access points, proving the key role of compromise 

of identity in the contemporary enterprise vulnerability. 

Execution 

Business execution is done in native system utilities with the majority of the execution as 

Command and Scripting Interpreter, such as “PowerShell (T1059.001)” and “Windows 

Command Shell (T1059.003)”. These living-off-the-land tricks allowed the associated 

adversary to issue commands without loading specific malware and integrate malicious activity 

into normal administration processes and avoid signature based detection methods. 

Persistence 

The adversary used “Account Manipulation (T1098)” and “Scheduled Task/Job (T1053)” to 

allow access to the access later on. The attackers ensured the persistence by altering account 

permissions and arranging automation execution mechanisms so as the initial access vectors 

can be found and disabled. Long dwell time and operational flexibilities are supported through 

this persistence strategy. 

Privilege Escalation 

Misconfiguration abuse and credential misuse is used to gain privilege escalation, which is 

consistent with “Exploitation of Privilege Escalation (T1068)” and “Access Token 

Manipulation (T1134)”. A large number of stand-up privileges and lack of proper access 

control allowed quick scaling to administrative access. The given stage underlines the dangers 

of inefficient privilege regulation in extensive, intricate conditions. 

Defense Evasion 

The campaign is characterized by defence evasion where the threat holds on “Obfuscated 

Existence or Files (T1027)” and “Impair Defense (T1562)” to become less noticeable and 

subdued security tools. Application of legitimate binaries, encrypted traffic, and minimum on 

disk artifact seriously reduced the efficiency of “Endpoint Detection and Response (EDR)” 

solutions and conventional antivirus measures. 

Credential Access 

Access expansion throughout the enterprise is facilitated through credential harvesting. 

Additional credentials of compromised systems are obtained using the techniques of “OS 

Credential Dumping (T1003)” that incorporates “LSASS Memory (T1003.001)”. This allowed 

additional horizontal motion and strengthened the superiority of the opponent in the setting. 

Lateral Movement 

The adversary moved laterally with the help of “Remote Services (T1021)” incorporating 

SMB/Windows Admin Shares (T1021.002) and Remote Desktop Protocol (T1021.001) armed 
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with an enhanced set of privileges and plucked credentials. The absence of efficient network 

segmentation also facilitated free movement between systems that was very essential in the 

extent and impact of the attack. 

Command and Control 

In the case of application layer protocol HTTPS is used to set up command and control 

communications (T1071.001). Using encrypted web traffic on generally permitted ports, the 

adversary succeeded in ensuring that C2 traffic is indistinguishable to valid outbound traffic. 

The method allowed continuous remote control without network-based monitoring and 

inspection. 

Exfiltration and Impact 

Before installing ransomware, sensitive data are stolen by applying “Exfiltration Over 

Command and Control Channel (T1041)”. This allowed a double-extortion approach of 

augmenting leverage by threatening that publicity of stolen data can be revealed (Mcintosh et 

al. 2024). The end stage consequence is “Data Encrypted for Impact (T1486)”, which caused 

extensive service interruption, unavailability, and large-scale downstream consequences 

throughout the healthcare system. 

Table 1: MITRE ATT&CK techniques observed across the attack lifecycle 

Tactic Technique ATT&CK ID 

Recon Active Scanning T1595 

Recon Gather Victim Identity Info T1589 

Discovery System Information Discovery T1082 

Discovery Network Service Discovery T1046 

Initial Access Valid Accounts T1078 

Initial Access External Remote Services T1133 

Execution PowerShell T1059.001 

Execution Windows Command Shell T1059.003 
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Persistence Account Manipulation T1098 

Persistence Scheduled Task/Job T1053 

Priv Esc Exploitation for Priv Esc T1068 

Priv Esc Access Token Manipulation T1134 

Defense Evasion Obfuscated Files T1027 

Defense Evasion Impair Defense T1562 

Credential Access OS Credential Dumping T1003 

Credential Access LSASS Memory T1003.001 

Lateral Movement Remote Services T1021 

C2 HTTPS T1071.001 

Exfiltration Exfiltration Over C2 T1041 

Impact Data Encrypted for Impact T1486 

The Change Healthcare incident proves that it is an extensive adversary campaign that 

consisted of a range of MITRE ATT&CK strategies and methods. The intrusion highlights the 

importance of identity-based intrusion, execution using living off-the-land, and encrypted 

command-and-control to penetrate the traditional defences. 

3. Root Cause Analysis  

The 2024 ransomware attack of Change Healthcare revealed that the system had systemic 

vulnerabilities in identity and access control, architecture, organisational processes, and 

implementing security controls. All of these vulnerabilities allowed the opponent to access it, 

move horizontally, and install devastating ransomware with substantial effect. 

3.1 Identity and Access Management Failures 

One of the main source causes of the breach is the lack of “Identity and Access Management 

(IAM)”, specifically the lack of “Multi-Factor Authentication (MFA)” on a remote access 
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portal. Members of the ALPHV/BlackCat ransomware group used stolen credentials to enter 

systems at Change Healthcare over a Citrix remote access application which allegedly lacked 

MFA, a control that is generally adopted as simple best practice in enterprise protection 

(nixonpeabody.com, 2025). The inability to implement effective authentications allowed 

unauthorized access control on credentialed credentials, compromising the perimeter 

boundaries and effectively circumventing debates to prevent credential theft. 

Poor IAM is not limited to authentication solutions. Lack of good dissimilarity of privileges 

and high-level governance of rights enabled the opponents to grow rights after it entered the 

environment, broadening the system access level (Mohammed et al. 2025). According to 

industry research on healthcare cybersecurity, the absence of role-based access models and 

ineffective access controls are recurrent risk factors in ransomware attacks. 

3.2 Architectural Weaknesses 

System segmentation and legacy infrastructure are also some of the architectural vulnerabilities 

that ensured the success of the attack. Change Healthcare had complicated and linked systems 

that played a major role in an essential payment processing of healthcare claims in the U.S. 

The absence of segmentation of the network enabled attackers to persist lateral movement 

easily accessing sensitive systems and data repositories (amzur.com, 2025). Lateral movement 

is also mitigated by modern-security architectures with zero-trust concepts including least 

privilege, micro-segmentation, and ongoing authentication (Kiser and Maniam, 2021). 

3.3 Human and Process Factors 

Similar and relevant influence is made by human and process factors. UnitedHealth Group 

oversight of Economic Healthcare operations following the acquisition revealed that 

management did not focus on timely security updates, and critical systems lacked basic 

controls, including the MFA, long enough (Suleski et al. 2023). The time lag of nine days 

between the first intrusion and detection indicates flaws in monitoring and incident response 

procedures that are characteristic of ransomware compromises, where delay of being 

discovered is a big contributor to severity. 

3.4 Existing Controls Failed 

Current controls failed due to the fact that they lacked sufficient alignment with the threat 

landscape. Classical perimeter controls and signature-based intrusion detection mechanisms, 

though still needed, were ineffective against credential based attacks and living off the land 

attacks. The capability of the adversary to incorporate malicious activity and legitimate system 

utilities made the detection efficacy even lower (Vukotich, 2023). The lack of monitoring and 
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detection of anomalies allowed the attackers to go unnoticed, avoiding the detection of data 

that was being exfiltrated and preparation of the attack over several days. 

Based on the reviews from previous files it has been found that healthcare security teams often 

lack the resources, which are obsolete, and real-time visibility is generally unavailable to them 

that can impede proactive threat detection. 

3.5 Mapping Failures to Zero Trust Principles 

A Zero Trust security model, with its assumptions of breach and constant control of users and 

devices, have addressed a number of root causes. This absence of MFA contravenes the concept 

of never trust, always verify of the Zero Trust (Marafo et al. 2024). Lack of micro-segmentation 

and least-privileged access made it easier to move horizontally, which is against Zero Trust 

requirements of strict access control and segmentation. The absence of proper monitoring and 

the adaptive authentication also implied that behaviours cannot be constantly measured, which 

introduced the Zero Trust to the aim of continuous verification. Healthcare ransomware attacks 

happened because of a combination of IAM failures, architectural deficiencies, human, and 

process vulnerabilities, and outdated security measures (Thamer and Alubady, 2021). 

4. Strategic Prevention & Detection Recommendations 

As a reaction to systemic failures that the Change Healthcare ransomware incident revealed, 

both preventive and detective measures with the help of architectural enhancements are 

essential in building resilience to advanced threats. The recommendations concentrate on 

identity-centric security, real-time visibility, and network design in accordance with the 

present-day principles of cybersecurity like Zero Trust. 

4.1 Preventive Controls 

One of the respiratory preconditions of the Change Healthcare breach is a poor IAM. The MFA 

used over all remote accesses and privileged accounts greatly decreases the probability of using 

compromised credentials to get access (Kamaruddin et al. 2024). MFA is a principle of Zero 

Trust approach, which presupposes breach and provides continuous authentication to the 

identity assertions. “Privileged Access Management (PAM)” must be used in addition to MFA 

to stipulate tightly the use of elevated permissions and monitor and audit their usage. The PAM 

systems minimize the presence of standing privileged credentials and make the privileged 

access to critical systems on-demand, reducing the chances of pseudonymizing privilege 

further. Segmentation restricts the blast radius of an intrusion within it, and lateral movement 

into such critical infrastructure as R&D infrastructure is prevented (Nzeako and Shittu, 2024). 
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4.2 Detective Controls 

The ability to detect breaches in real-time is crucial to prompt response and early breach 

detection. The “Endpoint Detection and Response (EDR)” products offer behavioural 

monitoring and anomaly detection at host level to allow quick spotting of malicious processes, 

credential dumping, and lateral movement patterns due to signature mechanism (Yusof, 2024). 

The addition of machine learning and AI enhances the detection of the polymorphic and living-

off-the-land techniques used in most modern ransomware campaigns. 

“Security Information and Event Management (SIEM)” combined with “User and Entity 

Behaviour Analytics (UEBA)” allows to monitor, correlate and alert events across multiple 

sources of data (manageengine.com, 2025). SIEM systems collect logs of on-premises servers 

and cloud and network resources to give a coherent representation of security activities. 

4.3 Architectural Improvements 

Redesign efforts in architecture need to focus on hybrid visibility and the definition of trust 

boundaries. A coherent security system over both on-premise and cloud environments allows 

the removal of endless bypasses and confident policy enforcement and the gathering of 

telemetry (Weinberg and Cohen, 2024). Zero Trust designs used to reinforce this by the 

removal of implicit trust zones and by making it mandatory to continually assess all users and 

devices and then grant access only with proper evaluation (Vukotich, 2023). This involves the 

separation of sensitive networks of research with access control lists, micro-segmented subnets, 

and specific security controls, minimizing the chances of a single breach disrupting a number 

of business areas. 

Part 2: Red Team Engagement 

5. Rules of Engagement (RoE) 

The “Rules of Engagement (RoE)” articulate the area, limits, and control of the red team 

operation under the implementation of the red team roles in the operation named, “Operation 

IP Shield” (Marcinko, 2024). This engagement is meant to be an imitation of the actions of an 

Advanced Persistent Threat (APT) actor in an attempt to test the capability of the Cureton 

Pharmaceutical Company in safeguarding sensitive research information in an ethical manner 

(Khan et al., 2025). Everything is carried out in a controlled scholarly laboratory set-up, and 

does not require any actual production set-up. 

5.1 Scope 

The interaction is only confined to a distant “VMware” virtual network. “Ubuntu Desktop” 

virtual machines are treated as authorized target systems, one of them representing an R&D 
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researcher workstation and one “Metasploitable2” virtual machine representing a legacy lab 

system. The attack platform of the red team is the “Kali Linux” virtual machine. There shall be 

no attack on the host operating system, external networks, and other internet connected assets. 

5.2 Authorized Techniques 

Such techniques as network reconnaissance, service enumeration, password brute-force attacks 

against open SSH services, exploitation of known vulnerabilities, privilege escalation, lateral 

movement, command-and-control through reverse shells, and data exfiltration are permitted. 

Every technique is to be in line with the MITRE ATT&CK Enterprise model and performed 

with both the focus on stealth and realism (Xiong et al., 2022). Denial-of-service, destructive 

payload, and wiping of data, and ransomware type of encryption are all outlawed. 

5.3 Control protocols and Communication Protocols 

Any kind of testing should be recorded all the time, with a date and time and a tool. Unexpected 

instability or critical failure of the system should be reported at once and the activity should be 

stopped (Bulgari et al., 2021). Results shall be presented in the form of two deliverables namely 

technical report of attack paths, detection gaps to defensive teams and an executive level brief-

translate technical risk into business impact. This guarantees accountability, ethics and 

effective transfer of knowledge during the engagement. 

6. Threat Emulation Plan 

Threat emulation proposal describes a purpose directed and controlled adversary campaign 

aimed at stimulating the actions of an “Advanced Persistent Threat (APT)” directed at the 

research environment of “Cureton Pharmaceutical Company (CPC)” (Ajmal et al., 2023). The 

campaign comprises a simulation of a traced invasion sequence and is explicitly aired to the 

“MITRE ATT&CK(r) Enterprise” model to maintain allowance between the activities of the 

attacker and the opportunities of defensive identification (Al-Sada et al., 2023). The emulated 

threat actor starts by performing active reconnaissance inside the internal network in order to 

detect the exposed systems and services (Lyu et al., 2024). The attacker uses network scanning 

to enumerate the hosts and identify a legacy system of laboratory that is modelled by 

“Metasploitable2”. There is a detection that there is a vulnerable “FTP service (vsftpd 2.3.4)”, 

which is reportedly vulnerable to the backdoor vulnerability. This is similar to real-life 

scenarios in the pharmaceutical and healthcare settings whereby there are old systems that are 

still in use because of operational or compatibility limitations (Ullah et al., 2023). Originating 

access is done via “vsftpd” backdoor and the attacker is presented with an interactive shell in 

the legacy system. 
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Figure 1: Threat Emulation Flow 

After the first compromise, the attacker performs additional scanning of the network in order 

to locate a second valuable target. An Ubuntu Desktop system that represents an R&D 

researcher workstation. The SSH is known to be an exposed remote service. The attacker 

conducts a controlled password-guessing attack on the SSM server instead of placing any 

custom malware seeking to compromise the account due to weak credentials and inadequate 

protective derivatives, rather than employing control measures like account lockout or multi-

factor authentication. After breaking into credential authentication through a brute force, the 

attacker uses SSH to establish a session on Ubuntu system so as to allow legitimate-looking 

access across the internet. 

6.1 MITRE ATT&CK Mapping Summary 

● Reconnaissance: T1595 – Active Scanning 

● Initial Access: T1190 – Exploit Public-Facing Application (“vsftpd backdoor”) 

● Execution: T1059 – Command and Scripting Interpreter 

● Discovery: T1046 – Network Service Discovery 

● Credential Access: T1110.001 – Brute Force (Password Guessing) 

● Lateral Movement: T1021.004 – Remote Services (SSH) 

● Collection: T1005 – Data from Local System 

● Exfiltration: T1041 – Exfiltration Over C2 Channel 
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6.2 Environment Design 

The red team engagement environment is premeditated as being realistic, with some ethical 

control and simplicity, but fitted well with the goal of simulating an Advanced Persistent Threat 

(APT) against a pharmaceutical research organisation. “VMware Workstation” can be used to 

implement the entire environment in a way that it was isolated in the environment and it never 

posed any risk to the production systems. This is a controlled design, which allows the 

repeatability of testing and distinct attribution of any observed outcomes to particular actions 

of adversaries (Clark et al., 2022). The virtual corporate network simulated in this scenario 

contains three virtual machines connected to each other using a host-only virtual network. The 

“Kali Linux” platform is the red team attack platform and can be described as the infrastructure 

of the external adversary. 

 

Figure 2: Environment Architecture 

“Metasploitable2” is installed to be used as a prototype of a legacy laboratory or research 

support system characterized by a pharmaceutical and healthcare setting. These systems tend 

to have old software because of the nature of their functioning and compatibility policies. When 

the adversary is operating in this environment, “Metasploitable2” acts as the point of entry, 

which is a realistic situation because in the future, attackers are likely to use the known 

weaknesses of poorly-maintained systems to gain internal access. The “Ubuntu Desktop” 

virtual machine is the work station of a researcher in the R&D department. It is seeded with 

preset and pseudo research figures that are meant to imitate delicate intellectual property like 

the outcomes of experiments or formulations of new drugs in its initial phase of development. 

The reason that “Ubuntu Desktop” is chosen over a server operating system was to reflect risk 

factors that are more human-oriented such as poor passwords and single factor based 
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authentication. “SSH” is used to provide remote access, which is shared by modern research 

facilities administration and remote work. 

7. Attack Narrative 

7.1 Phase 1: Reconnaissance 

 

Figure 3: IP Address of the “Metasploitable2” Machine 

The output provides the IP addresses of the “Metasploitable2” machine that is assigned to the 

Ethernet interface. It is essential information needed to make target identification in the internal 

network. Using the IP address, it is precise to determine the IP address and use it later in 

reconnaissance and exploiting. This action is a mere internal detective effort and confirms that 

the network is connected, which is necessary prior to any targeted assaults on the services 

provided by the legacy system. 

 

Figure 4: IP Address of the “Ubuntu” Machine 
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The results of the network configuration reveal the IPv4 address of the “Ubuntu” system. The 

system itself is a researcher workstation in the simulated world. Acquiring such an address 

would enable the attacker to tell the difference between valuable targets and the old systems. 

Active Ethernet interface and standard configuration indicates a typical endpoint of the 

enterprise, and it is, therefore, realistic to orient to the credential-based attacks, as well as 

remote access methods applied by advanced threat actors. 

 

Figure 5: Scanning the “Meatsploitable2” Machine using “Nmap” 

The scan results show that there are many open ports and services operating in the 

“Metasploitable2” system such as “FTP”, “SSH”, “HTTP”, “SMB” and database services. 

Service version detection is able to recognize old and weak software like “vsftpd 2.3.4”. Such 

knowledge offers an easy base and emphasizes the danger of vulnerable legacy systems. The 

scan indicates too much exposure of the services and bad hardening behaviours. 
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Figure 6: Scanning the “Ubuntu” Machine using “Nmap” 

The “Nmap” scan reveals few yet the crucial services that are accessible on the “Ubuntu” 

system such as “SSH” and “HTTP”. The lack of attack surface is an indicator of superior 

baseline security as compared to the legacy host. When “SSH” is available, it remains 

operational without other protection mechanisms that pose a great risk. The outcome is an 

indication that the attacker is directed to credential-based approaches as opposed to software 

exploitation, which is a realistic learning shift in the strategies that is often witnessed within 

contemporary intrusions against enterprise workstations. 
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7.2 Phase 2: Initial Access 

 

Figure 7: Creating a payload to exploit “Metasploitable2” Machine 

The “vsftpd 2.3.4 backdoor” attack is detected and runs on the “Metasploit” framework. The 

successful execution grants the target system a root privilege command shell. This measure 

shows that even publicly known weaknesses can be used when upgraded legacy systems are 

left. In the perspective of an attacker, it serves as a solid starting point and initial foothold to 

conduct additional internal reconnaissance and pivoting on the subsequent attack. 

7.3 Phase 3: Privilege Escalation 

 

Figure 8: Exploitation of the “Metasploitable2” Machine has been done 

The result of the command testifies to the exploitation as it reveals the access to the root level 

on the exploited system. The ability to access the highest privilege level means that the 

additional escalation is not required and request system resources can be granted without 

restrictions. This result points to the difficulty of keeping vulnerable services in production-
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like settings. It demonstrates the way a single open service results in the complete system 

compromise and loss of confidence in the network. 

 

Figure 9: Performing brute-force attack to exploit “Ubuntu” machine’s credentials 

A password-guessing attack on the “SSH” service that is running on the “Ubuntu” system is 

executed with the help of the “Hydra” tool. The result affirms that weak credentials have been 

used to authenticate effectively. That illustrates how bad password management has been 

abused, and that there are no account lockout or rate limiting mechanisms. The use of 

credentials effectively extends the access privileges to bad actors since it allows taperers to 

merge with other users and this makes it very difficult to detect. 
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7.4 Phase 4: Internal Recon & Credential Discovery 

 

Figure 10: Listing the users of the “Metasploitable2” machine after exploitation 

The password file contents disclose several system and user accounts that are in the 

compromised host. An enumeration of user accounts assists in the privilege examination and 

planning lateral movement. This data can be used to discover possible credential reuses across 

systems and also excessive account exposure. It shows how least-privilege principles are vital 

and how critical access to sensitive files in the system can be limited after an initial 

compromise. 
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Figure 11: Checking SSH keys of the “Metasploitable2” machine after exploitation 

The directory listing shows that several user home directories are present with different 

permission and ownership meaning that it is a multi-user Linux. The fact that there are “.ssh 

directories” imply that some accounts are set up to use “SSH” keys to access them. There are 

symbolic links like bash history, which points to the “/dev/null”, which points to efforts to 

conceal traces of these commands. Writable directories such as vulnerable and historical 

timestamps point to vulnerable configurations and legacy configurations, and more 

substantiates the fact that the system is deliberately left accessible to post-exploitation analysis 

and persistence testing. 
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Figure 12: Exploitation of the “Ubuntu” system has been done 

Upon successful acceptance between the host key fingerprint, the terminal output verifies to us 

that we are a successful “SSH” connection to a remote “Ubuntu” host. Authentication is done 

by a password after which shell access to the system is granted. The kernel version, resource 

usage, and network configuration are shown on system information meaning there is stable 

access. The whoami command test can be executed to verify that one is logging into a standard 

user account. This confirms a successful remote exploitation and creates a firsthand foothold 

upon which to carry on with the enumeration or privilege escalation processes. 

8. Detection Gap Analysis 

The effectiveness of the red team engagement points out some detection and control gaps in 

the selected Cureton Pharmaceutical Company simulated environment (Pesqueira and 

Almeida, 2025). “Nmap” active network scanning that is underway at the reconnaissance phase 

is not detected, which means that there is no network-based intrusion detection and monitoring 

controls are not tuned appropriately (Mathas and Vassilakis, 2021). In an established security 

environment, recurrent port scanning and service enumeration traffic initiated by one of the 

internal hosts normally be signalled by alert events on the basis of uncharacteristic connection 

trend and scan sequences. The first entry point into the legacy lab system through the “vsftpd 

2.3.4 backdoor only heightened another foundational vulnerability of lack of visibility. Use of 

a vulnerability that adequately documented generated no alerts, which shows inefficient 

vulnerability security handling and absence of exploit-finding tools like host-based intrusion 

detection, or file integrity monitoring. The root level access could be gained immediately, 
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which implies the lack of privilege checking and logs of suspicious and discrepant process 

execution that could detect unauthorized command shells. 

The intrusion into the “Ubuntu” system via the “SSH” service is also successful because the 

policies on the credentialing procedure are not strong and there are no preventative measures 

like account lockout, rate limits, and multi-factor authentication (Ruambo et al., 2025). There 

are no alerts, and the presence of repeated authentication failures and successful login neither 

indicated the lack of authentication log monitoring nor correlation. Under the conditions of a 

production-grade environment, this behaviour generally be characterised as high-risk because 

it is closely related to the credentials-stuffing, or password-guessing attacks. The post 

compromise operations such as user enumeration, checking of SSH keys and subsequent lateral 

movement by using valid SSH access became part of the routine administrative practice and 

went undetected (Lafayette et al., 2022) This highlights a greater disparity in behavioural 

analytics and endpoint detection features. 

9. Strategic Recommendations 

The weaknesses outlined during the occurrence of the Operation IP Shield will have to be 

remedied with a defence-in-depth strategy based on preventing, detecting, and operational 

resilience (Al‐Karaki, 2025). Risk reduction should be aimed at legacy systems, especially, 

laboratory support systems. In cases where patching or replacement of a system is not an option 

and is the short-run, compensating controls like segmenting of network, access control lists, 

and host based intrusion detection needs to be enforced so as to reduce exposure and contain 

any compromise. The identity and access management controls need to be greatly improved 

(Ghadge, 2024). All such remote access services as “SSH” should have strong password 

policies, have account lockout limits, and email-resistant (phishing) multi-factor 

authentication. 

Endpoints and the network should be improved in security visibility and the ability to detect 

intruders (Heino et al., 2022). EDR devices should be configured and installed to detect 

abnormal command execution, attempts of exploitation and motion to the side. Intrusion 

detection systems that are based on networks are supposed to be configured to alert on scanning 

behaviour and known signatures of exploits (Dutta et al., 2021). The collection and correlation 

of logs can be done centrally by a “SIEM” platform. The correlations of authentication, host, 

and network logs allow the early detection attack chains, shorten the period of an attacker 

presence, and restrict the number of possible impacts that an advanced threat poses to a 

business. 
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10.  Cost-Benefit Analysis 

The capital outlay to meet the security gaps found during this engagement is small in 

comparison to the financial and operational consequences of a real-life breach (Kafi and Akter, 

2023). The costs to implement controls, which include multi-factor authentication, endpoint 

detection and response and centralised logging have advantages like licensing, configuration 

and limited costs of training. Network segmentation and better access control might demand 

extra engineering work, but can sometimes be accomplished without addition of new 

infrastructure and tools (Baligodugula et al., 2024). Intellectual property theft in a 

pharmaceutical organisation can be drastic. Provided loss of proprietary research information 

can lead to a lag in product development, withdrawal of competitive advantage, regulatory 

oversight, and damaging reputation (Kao, 2025). The aftermath expenses, judicial cost, and 

lost time after a succeeding attack greatly surpass the initial cost in preventive and detective 

measures. The business perspective on the allocation of resources towards proactive security 

improvements is a risk reduction approach that safeguards the long-term revenue, research 

integrity, and regulatory compliance. 

11.  Conclusion  

Latest Change Healthcare ransomware attack is a symptom of the current advancements in the 

field of modern threats to healthcare and pharmaceutical organisations. Systemic 

vulnerabilities in identity management, architecture and detection facilities are found by 

mapping the campaign of the opponent using the MITRE ATT&CK framework. Based on these 

results, a guided and ethically controlled red team activity simulated comparable APT 

behaviour in a simulated pharmaceutical research setting revealing practical detection and 

monitoring vulnerabilities. This integrated analysis indicates the need to introduce identity-

body security, zero trust-sensitive architectures, and behaviour-driven studies to safeguard 

delicate research resources. Threat-aware defence coupled with emulation of adversaries is 

vital towards enhancing organisational resilience to high levels of cyber threats.  
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