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[bookmark: _Toc155698445]Introduction
With a growing reliance on the internet and technology in the world of businesses, companies and organisations have become ever more reliant on the digital landscape for their core operations. The shift from paper to computers in recent decades has brought about the additional need for robust cybersecurity. Cybersecurity has evolved from a technical concern that some organisations faced, to a fundamental business practice. The leading IT powerhouses now all follow this trend, noting the growing dependence on security frameworks and models to enforce their security posture[1].
There is a surge in threats that the cybersecurity landscape is now experiencing; organisations are facing new and diverse challenges such as attacks from individual hackers, organised groups, and even state-sponsored entities. Recent studies by the NCSC have seen a 38% increase in cyber-attacks from 2021 to 2023, emphasising the need for more robust security frameworks and models[2].
NatureGarden is the perfect example of an organisation that relies on digital technologies. Due to the business’s reliance on cloud services and most of its network being wireless, the need for a robust security framework is critical. The integration of personal devices into its network further complicates its security landscape. NatureGarden mimics real-world scenarios where securing corporate data amidst the evolving digital world is paramount. It is critical for organisations to protect the company’s name, clients' trust, and sensitive data through security frameworks[3].
This task will set out to research IT security frameworks such as the Information Technology Infrastructure Library (ITIL) and the Information Security Standards (ISO) 27000 family. The practical application of these frameworks will be discussed and compared, with an emphasis on how these frameworks enhance the cybersecurity of businesses in today’s era of escalating digital threats.
[bookmark: _Toc155698446]Information Technology Infrastructure Library (ITIL)
The ITIL is a well-documented and critical framework in the world of IT service management. The framework originated in the 1980s from the UK’s Central Computer and Telecommunications Agency (CCTA). The goal of the ITIL framework was to establish a standard for the use of IT services by the UK government that is both efficient and cost-effective. ITIL has undergone major changes over the years as it has had to adapt to the evolving landscape of digital technology and the needs of organisations. The framework has since been adopted globally by government sectors and private organisations[4].
ITIL’s fundamental core principles and practices are underpinned by a service lifecycle approach. The ITIL approach emphasises the alignment of IT services with business needs, valuing services. The framework stresses the importance of managing service relationships and continuous improvement. ITIL offers both flexibility and adaptability, which are crucial components in developing an effective and responsive IT infrastructure capable of growth and change[5].
 The ITIL service lifecycle stages are composed of five key components, each focusing on a different aspect of IT service management.
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Figure 1 – ITIL Service Lifecycle Stages [6]
The first component, foundational to the lifecycle, is Service Strategy. This component allows for understanding an organisation's objectives and its customers' needs. It involves designing and developing a strategic approach to service management. This approach is implemented and serves as both an organisational capability and a strategic asset. The second stage is Service Design, focusing on designing new IT services. This process entails meticulously crafting processes, policies, and documentation that align with the organisation's strategic objectives and effectively cater to customer requirements. The third stage is Service Transition, dealing with the implementation of the previously strategised and designed IT services. A key aspect of this stage is ensuring the transition is carried out in a coordinated and efficient manner, minimising disruption to the organisation’s services. The penultimate stage, Service Operations, involves the day-to-day management of the implemented IT services. This stage ensures services are maintained and delivered in line with set standards. The final stage, Continual Service Improvement (CSI), focuses on the continuous improvement of IT services. Past successes and failures are considered in this stage to provide quality management that evolves and enhances the organisation's IT services. The lifecycle then restarts with the company redeveloping a new and enhanced service strategy, and the process repeats[7].
The ITIL framework stands as a pivotal framework for IT service management. It offers structured and effective methodologies for managing IT services, encompassing service strategy, design, transition, operations, and CSI. This enables organisations to align their IT services with business objectives while ensuring that the approach can adapt to the evolving digital landscape. 
[bookmark: _Toc155698447]ISO 27000 series
The ISO 27000 series is an internationally accepted and recognised framework for both managing and protecting information assets. This framework helps organisations secure their information systems in a safe and cost-effective manner. The ISO/IEC 27000 family of standards was developed by the International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC). The standard acts as a framework for organisations to manage the security of assets, such as financial information, intellectual property, employee details, and data entrusted to them by third parties. The best known and most widely used standard in this framework is ISO/IEC 27001[8]. 
ISO 27001 employs a process-based approach for Information Security Management Systems (ISMS). The framework provides structure for establishing, implementing, operating, monitoring, maintaining, and improving the ISMS. ISO 27001 is designed to be compatible with other ISMS standards. The standard ensures that organisations systematically evaluate cybersecurity risks by considering potential threats, vulnerabilities, and their possible impacts. To adhere to the standard, a comprehensive set of information security controls must be designed and implemented within the organisation[9]. 
ISO 27001's ISMS approach is distinguished by its emphasis on the importance of continuous improvement. This means that the organisation must regularly review its ISMS to determine its effectiveness and the need for any adjustments or updates due to changes in organisational needs, customer requirements, or the evolving field of technology. It emphasises the need for leadership commitment and a comprehensive understanding of the organisational environment, along with the creation of information security policies. Following these aspects is crucial as they ensure that the ISMS aligns with the organisation's needs and strategic direction [8], [9].
The ISO 27001 approach to information security is centred around risk management. The risk management focus of ISO 27001 encourages organisations to identify and prioritise risks that their information assets may be susceptible to. Appropriate controls should then be applied to manage and mitigate these vulnerabilities in an effective and efficient manner[10].
[bookmark: _Toc155698448]NIST Cybersecurity Framework
The NIST Cybersecurity Framework was developed by the National Institute of Standards and Technology (NIST), which is a part of the US Department of Commerce. The NIST Cybersecurity Framework was created to provide a security framework for critical infrastructure sectors. Its aim is to help organisations better understand cybersecurity, and to identify, manage, reduce, and mitigate the risks they may face. One of the key components of the NIST framework is to foster risk management communications between internal and external stakeholders in the organisation[11].
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Figure 2 - NIST Cybersecurity Framework [12]
The NIST Cybersecurity Framework comprises five key functions, the first being ‘Identify’. This function assists in developing an organisation's understanding of how to manage cybersecurity risk to systems, people, and data. It focuses on understanding the business landscape, the resources crucial for key functions, and the associated cybersecurity threats. This allows organisations to align their efforts with their risk management strategy and business requirements. The second function is ‘Protect’, which outlines methodologies to safeguard critical infrastructure. This function helps limit and contain the potential impact of a cyberattack or event that would put organisational data at risk. It emphasises the need for access controls, data security, and information protection procedures, designed to bolster the resilience of the system in protecting sensitive data. The third function is ‘Detect’. This involves implementing measures to efficiently identify a cybersecurity event. Early recognition of a potential security incident can stop a threat in its tracks or reduce the scale of an attack. Continuous monitoring and anomaly detection are key components of this function, as they maintain situational awareness of cybersecurity events. The ‘Respond’ function outlines the methods to be taken in dealing with detected threats or incidents. Its purpose is to contain the impact of an event through mitigation strategies and response planning, enabling quick addressing of an issue while minimising potential system impact. The final function, ‘Recover’, focuses on the restoration and improvement of systems and services after a cyberattack. Organisations should develop a recovery planning process to ensure timely system restoration. This function also emphasises the importance of learning from cybersecurity events to further bolster the security posture of the organisation[13]. 
The ITIL, ISO/IEC 27000 series, and the NIST Cybersecurity Framework represent three pillars in the realm of IT and Cybersecurity management. Each framework offers a unique and comprehensive approach to addressing the challenges faced in managing IT services and information security.
[bookmark: _Toc155698449]Task 2 
[bookmark: _Toc155698450]Approach for NatureGarden's Information System Security, Governance, and Compliance
In the increasingly interconnected and digitally driven world of business, NatureGarden (NG) which is a globally recognised brand that specialises in products fir healthy living stands at the forefront of a major challenge. This challenge being to ensure a robust system for information security is in place with effective governance that adhere to international standards and Laws. NG has global presence that is reliant on cloud services and has a predominantly wireless network infrastructure. This combined with this large online and social media presence add additional concerns and issues. Additionally, the company look to begin allowing staff to use their personal devices to access company resources introducing another layer of security that is needed. To meet these needs a tailored information system security, governance, and compliance approach will be developed to establish a secure environment that safeguards NG’s assets.
[bookmark: _Toc155698451]Compliance (Laws and Ethics)
Data Protection Laws
Given NG’s global presence it is of paramount importance that they comply with international data protection laws. These laws will be different depending on the region they are operating out of, for example the General Data Protection Regulation (GDPR) would be followed in the EU, and the California Consumer Privacy Act (CCPA) would be followed in California. NG should look to complete regular legal audits to review its operations against these laws to ensure that they comply. A data protection officer should be appointed in regions that have strict data protection laws like the EU. Each location in the world that NG works out have will have different laws and policies, so it is important to research and follow the specific data protection laws of that specific country.
Ethical Standards in Data Use and Privacy
The handling of data should go beyond legal compliance and NG should stake an ethical standpoint on the way they deal with data use and privacy. A transparent and ethical framework should be established that respects customers privacy. NG should create a code of conduct that defines how customer data should be used ethically. The customers privacy and wellbeing should be emphasised in the code of conduct to ensure the protection of their sensitive data. All data collection, usage and sharing practices should be transparent to staff and customers so that they are aware of how their data is used and protected.
Compliance mechanism 
To ensure that the laws and ethical standards are followed several various mechanisms should be implemented by NG. Regular training should be given to employees on data protection laws and ethical standards. NG should also regularly audit data handling practices and report compliance status to management and where required to regulatory bodies.
Responding to legal and Ethical Challenges
To respond to legal and ethical challenges NG should develop a response plan for potential legal challenges related to data compliance. A framework should also be established that would resolve any ethical issues related to data handling.
By prioritising Law and ethics NG can avoid legal repercussions and furthermore, strengthen its reputation as a trusted company. 
[bookmark: _Toc155698452]Governance and Strategic Planning 
Strong governance is key to aligning NGs business objectives with its security strategies. To do this NG should form a Cybersecurity Governance committee, that comprises of C-level executives, Heads of IT, and department leaders. This committee will oversee the implementation of the cybersecurity strategies along with reviewing its effectiveness. Roles and responsibilities should also be clearly outlined to staff within the organisation for cyber security governance. To ensure effective governance the cybersecurity committee should regularly report any challenges and improvements that are being made. 
TO ensure that NG’s security strategy aligns with its business goals security should be integrated into business planning. Cyber security considerations should become an essential consideration in strategic business planning. Analysis of how security measures might affect different areas of the organisation should also be complete to understand how changes in security could improve or hinder a sector.
It is important that a comprehensive set of security policies are developed to address all aspects of NGs security. These policies should range from data protection to employee conduct and BYOD (Bring your own devices). 

[bookmark: _Toc155698453]Security Policies
The development and implementation of robust security policies is paramount due to NG’s extensive online presence, large customer base and reliance on cloud and wireless technology. The following policies should be adopted:
BYOD Policy
Purpose – To manage the security risks that are associated with employees and contractors that use personal devices to access NG's network and resources.
Scope – Applies to all employees and contractors who access NG’s network with a personal device. 
Device Security – Mandatory installation of approved security software on personal devices 
Access controls – Strict authentication and authorisation measures will be in place when someone is attempting to access company resources with a personal device.
Data encryption – all sensitive data stored or transmitted from a personal device will be encrypted.
Compliance monitoring – Regular audits will be taken to ensure compliance with the BYOD policy
Data Protection and Privacy Policy
Purpose - To safeguard personal and client data against unauthorised access/ disclosure/alteration/loss.
Data Classification - different handling protocols will apply to data depending on the sensitivity classification it has been given.
Consent and Data Collection – when collecting data all laws and ethical standards will be followed ensuring that consent is always given when collecting.
Data Access - Restrict access to sensitive data to authorized personnel only.
Data Breach response – A clear protocol will be established to respond to and data breaches.
Cloud security policy
Purpose - To ensure the security and integrity of data stored in cloud environments.
Cloud Service Provider (CSP) Assessment – A thorough security assessments of CSPs will be conducted before engagement.
Data Storage and Transmission – Strong encryption standard will be implemented for data in transit.
Access Management – Strict access controls will be in place for the access of cloud resources.

[bookmark: _Toc155698454]Risk Management
For NatureGarden effective risk management is key, especially given its reliance on cloud services and a wireless network. The strategy begins with identifying and assessing risks like data breaches, unauthorised access, and cyber-attacks. There should be a focus on the impact on customer and staff data and intellectual property. A risk matrix should be used so the company can prioritise these threats based on their likelihood and severity.
In terms of mitigation NG should implement strong encryption for data, enforce robust access controls, and secure its wireless network. It is important to work with cloud providers to align security measures. Continuous monitoring and a comprehensive incident response plan are essential. Cyber insurance should also be considered as it can offer financial protection against potential cyber threats. These steps are vital in safeguarding NGs digital operations, ensuring the security of its network.
[bookmark: _Toc155698455]Security Management Models and Practices
It is important for NG to implement security management models and practices to maintain a robust cybersecurity posture. Best practices from the previously researched frameworks like ITIL, ISO 200001 and NIST to tailor to NGs unique operations of extensive cloud usage and wireless network.
In terms of service management NG should adopted ITILs practices, this will allow for them to focus on service strategy and design tailored to cybersecurity. This would include defining and managing security as a service within the organisation. This approach will aid in aligning business objectives and customers needs with its cyber security creating a robust network. When following this service management approach, it is important to conduct regular service reviews and process improvements, to continuously enhance NG’s cyber security approach. 
ISO 27001 would be implemented in establishing a strong ISMS. A comprehensive set of policies, procedures and controls will be implemented to manage any risks to NG’s information assets. ISO 27001s emphasis on risk management and mitigation will ensure that NG’s approach to securing its cloud-based operations is risk-focused and continuously improving.
Finally, the NIST Cybersecurity Framework will provide NG with a flexible and effective approach to managing cybersecurity risk. The five core functions ‘Identify, Protect, Detect, Respond and Recover’, should be adopted by NG as a strategy for dealing with cyber attacks and events. Digital assets and cybersecurity risks will be identified, the assets will be identified with appropriate safeguards. Cybersecurity events will be detected through appropriate software and methods, any incidents detected will be responded to effectively. Systems will then be recovered and restored to normal operations in a time and cost-effective manner.
By incorporating different elements from these three frameworks NG will build a robust and tailored cybersecurity strategy specific to their needs. The strategy addresses both current needs and provides a framework for the company to continuously develop their security posture, to keep up with the growing landscape of cyber threats.
[bookmark: _Toc155698456]Contingency Planning
Effective contingency planning is crucial for NG’s resilience against a cyber-attack. A disaster recovery plan (DRP) and a Business Continuity Planning (BCP) should both be incorporated. The DRP should focus on a rapid method for recovering systems, the NIST cybersecurity framework offers a robust framework that will aid in setting recovery objectives and result in effective recovery times. The BCP should be incorporated for the organisation to have a plan on how it can keep running and function after the event of a cyber-attack. Regular updates should be made to the DRP and BCP to adapt to new threats and changes in the business landscape.
[bookmark: _Toc155698457]Service Level Agreements (SLAs)
SLAs between NG and its cloud service providers are essential in streamlining its operations. The SLA’s will define the security standards and protocols ensuring adherence to data encryption, access controls, and regular security audits. Regular reviews and adjustments should be made to the SLAs to adapt to NG’s changing business needs and the advancing technological landscape.
[bookmark: _Toc155698458]Constantly Updating regulations and standards 
In the rapidly evolving digital landscape it is utmost important to follow the provided frameworks to update regulations and standards within NG. Regular updates will ensure compliance with the latest legal requirements and security standards. This approach will enhance the protection of NG’s sensitive data and will produce a trusted reputation between customers and stakeholders. Adapting to these changes are important to create and maintain a strong posture against cyber threats. Failing to do so NG will become vulnerable to the evolving threat landscape. This will lead to vulnerabilities in the organisation being exploited and furthermore the company succumbing to legal and ethical challenges.
[bookmark: _Toc155698459]Conclusion 
This report has focused on two key tasks. The first being the exploration of the core principles and structure of three major frameworks in IT and information security. These being: the Information Technology Infrastructure Library (ITIL), the ISO 27000 series (focusing on ISO/IEC 27001), and the NIST Cybersecurity Framework. This exploration provided a foundational understanding of each framework's approach to managing IT services, securing information assets, and mitigating cybersecurity risks.
The knowledge gained from the first task was used to design a tailored approach for NatureGarden, a global company with a significant reliance on cloud services and wireless networks. This approach encompassed various aspects critical to the company's information system security, governance, and compliance. We addressed compliance with laws and ethics, governance and strategic planning, security policies, risk management, security management models and practices from the three frameworks, contingency planning, and the formulation of effective Service Level Agreements (SLAs) with cloud service providers.
Furthermore, the importance of constantly updating regulations and standards was emphasised as it is a critical aspect in keeping up with the evolving threat landscape. The report has provided a detailed comparison of the best practices in IT and information management. The strategies and solutions proposed are aimed in enhancing the overall security posture of NG.
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