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[bookmark: _Toc512353182]Section 1: Introduction
The aim of this report is to identify and consider a variety of project management issues that relate to the project that the author is participating in. The report will cover risk management, code of practice including sustainability and ethical and legal issues, as well as quality assurance.
The author is one of a two-member team that is undertaking a project to design and implement a fully functional computer network infrastructure. The network has been specifically designed for the Circus Eruption charity based in Swansea. 
[bookmark: _Toc512353183]Section 2: Risk Management
[bookmark: _Toc512353184]2.1. Risk Identification
Risk identification is the first step of the four-stage risk management framework. It is important to initially identify all the possible risks and issues that may occur during a project [1]. This allows for a project team to be more aware of the risks that may hinder the success of a project. Table 1. highlights a number of risks that have been identified in the author’s project, derived from Boehm’s top ten risk factors [2].
[bookmark: _Toc512353236]Table 1. Identified Risks
	Risk
	Reason

	Personnel shortfalls due to illness
	There are only two members in the project team which means that personnel shortfalls are a significant risk. Illness and flu are also prevalent at the time of writing.

	Personnel shortfalls due to travel related issues
	Paul Lawrence the network designer and technical lead is reliant on public transport. This makes travel delays and cancelations a risk.

	Unrealistic time schedule
	The project plan may be too ambitious leading to the risk of missed deadlines.

	Unrealistic cost estimates
	The budget for the project is very low. If donated network equipment is faulty or cannot be obtained, significant cost may be required to continue the project.

	Late changes to requirements
	Circus Eruption may decide that they want additional features last minute, which would likely cause delays.

	Shortfalls in externally supplied components
	The project is reliant on donated equipment to meet budget constraints. If donations cannot be secured it will be hard for the project to progress.

	Development is too technically difficult
	The proposed network topology may end up being too technically difficult to implement. This will lead to delays and possibly last-minute alterations to requirements.

	Reluctance to adopt a new infrastructure
	Circus Eruption may be reluctant to adopt the new network based on a number of possible factors (e.g. lack of trust of the project team and changes in management).

	Circus Eruption relocates to a different location than originally planned
	Circus Eruption has recently moved their office to a location in Swansea city centre. However, circumstances may change leading to a relocation (e.g. a new building or a different part of the country). This could pose problems for the project team such as travel difficulties and expenses.

	Charity closure 
	There is a risk that Circus Eruption may close if funding cannot be secured.



[bookmark: _Toc512353185]2.2. Risk Analysis
Stage two of the risk management framework is the analysis of identified risks [1]. One way to analyse risks of a qualitative nature is using a probability impact matrix, as seen in table 2. This will provide estimates of the impact and likelihood of the identified risks happening. 
Table 2. Probability Impact Matrix
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Key:
R1 – Personnel shortfalls due to illness
R2 – Personnel shortfalls due to travel related issues
R3 – Unrealistic time schedule
R4 – Unrealistic cost estimates
R5 – Late changes to requirements
R6 – Shortfalls in externally supplied components
R7 – Development is too technically difficult
R8 – Reluctance to adopt a new infrastructure
R9 – Circus Eruption relocates to a different location than originally planned
R10 – Charity closure

The probability impact matrix reveals that there are no minor or minimal risks. All risks are moderate or higher and many have a possible likelihood. The blue tolerance line identifies R1, R2, R4 and R6 as needing urgent attention. 
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The third stage of the risk management framework is planning how risks can be dealt with and controlled in an effective manner [1]. There are five strategies that can be used to deal with risks, as seen in table 3.
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	Risk Plan

	Risk resolution strategies
	Risk and reasoning

	Acceptance
	R4 – The very limited budget and financial insecurity of the project is a risk that must be accepted. There will be no money that can be used to avoid other risks (e.g. buying new equipment if donations cannot be sourced).

R9 – The relocation of Circus Eruption is uncontrollable for the project team and therefore must be accepted.

R10 – The closure of Circus Eruption is also uncontrollable for the project team. However, this risk is currently extremely low.

	Avoidance
	R3 – Unrealistic deadlines can be avoided by carefully monitoring the project plan.

R5 – Changes in requirements can be avoided by maintaining regular communication with Circus Eruption. This allows project updates to be explained and check that the charity’s requirements have not changed early in the project.

R7 – Technical difficulty can be avoided by simulating the network in software and implementing a working prototype to solve any technical challenges early.

	Reduction
	R1 & R2 – The effects of personnel shortages can be reduced by not relying on one person for a certain job. Both team members have adequate networking knowledge and have access to the topology. This will allow the implementation to continue if a member is unavailable.

R6 – Failure to obtain working network hardware donations is the largest and most significant risk to the project. This risk can be reduced by securing donations from multiple sources in case a business is unable to donate, or donated equipment is faulty.    

R8 – Reluctance to accept the new infrastructure can be reduced by the project team educating Circus Eruption on the functions and capabilities of the network. The project team is also willing to provide free technical help and support after implementation.

	Transfer
	n/a – Transfer of risk does not apply as it would be unreasonable to transfer responsibility for faulty hardware back to businesses that are willing to donate. 

	Mitigation/contingency
	R6 – Failure to obtain all the required network hardware can also be mitigated as a last resort. For example, the network infrastructure can be scaled back to accommodate the limited available hardware.



[bookmark: _Toc512353187]2.4. Risk Monitoring
The last stage of the risk management framework is risk monitoring [1]. This will be a continuous process to ensure that all actions and strategies are effective at controlling the risks [1], [3]. A common way to monitor risks is to regularly document the status of risks and conduct risk assessments as part of a risk register [4], as seen in tables 4 and 5.
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	Risk Register - 01/03/2018

	Risk code
	Risk owner
	Description
	Assessment
	Strategy (see Risk Plan)
	Next Review Date

	R1
	G.Searle
P.Lawrence
	Personnel shortfalls due to illness
	Risk under control
	Reduction
	08/03/18

	R2
	G.Searle
P.Lawrence
	Personnel shortfalls due to travel related issues
	   "       "         "
	Reduction
	      "

	R3
	G.Searle
P.Lawrence
	Unrealistic time schedule
	   "       "         "
	Avoidance
	      "

	R4
	G.Searle
P.Lawrence
	Unrealistic cost estimates
	   "       "         "
	Acceptance
	      "

	R5
	G.Searle
P.Lawrence
	Late changes to requirements
	   "       "         "
	Avoidance
	      "

	R6
	G.Searle
P.Lawrence
	Shortfalls in externally supplied components
	Secured UWTSD as a donator of second-hand network hardware
	Reduction/
Mitigation
	      "

	R7
	G.Searle
P.Lawrence
	Development is too technically difficult
	Risk under control
	Avoidance
	      "

	R8
	G.Searle
P.Lawrence
	Reluctance to adopt a new infrastructure
	   "       "         "
	Reduction
	      "

	R9
	Circus Erup.
	Circus Eruption relocates to a different location than originally planned
	Planned relocation to another venue in Swansea city centre
	Acceptance
	      "

	R10
	Circus Erup.
	Charity closure
	Charity very unlikely to close
	Acceptance
	      "

	R11 
	University 
	University campus closure due to weather conditions
	The impact was minimal but could increase based on the likelihood. The current likelihood is highly probable. 

The project plan remains unaffected.
	Mitigation – The risk can be mitigated by working on the project from home. In the event of a closure on 06/03/18 the Project Management lecture can be rescheduled. 
	      "


[bookmark: _Toc512353240]Table 5. Continued Risk Register monitoring example
	Risk Register - 22/03/2018

	Risk code
	Risk owner
	Description
	Assessment
	Strategy (see Risk Plan)
	Next Review Date

	R12
	G.Searle
P.Lawrence
	Difficulties sourcing a working Access Point (AP) for the network demonstration.
	The impact is currently minimal but will increase if an AP cannot be sourced before network installation at Circus Eruption’s office. Careful monitoring is required.

Project plan unaffected.
	Mitigation – The risk can be mitigated in the short term by removing the AP from the network demonstration.
	29/03/18

	R13
	G.Searle
P.Lawrence
	Technical issues and time constraints when setting up the network demonstration.
	A new risk has been identified during network demonstration setup. The impact is moderate and requires rescheduling the network demonstration.

Project plan affected – Demonstration rescheduled a week later.
	Mitigation – The risk can be mitigated by rescheduling the network demonstration by one week.
	      "



Key:
	
	= Newly identified risk


 
The risk register is a useful framework to record and monitor risks regularly. The monitoring has successfully identified new risks which can now be planned for and monitored.
[bookmark: _Toc512353188]2.4.1. Project Plan Review
The project plan was reviewed as part of risk avoidance of unrealistic time scheduling (R3).
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[bookmark: _Toc512353245]Figure 1. A side-by-side comparison of the old and new project Gantt charts
Fig. 1. highlights the various changes that have occurred in the project plan. The original Gantt chart was left very open and flexible as it was designed in October. The updated Gantt chart is more refined to reflect the current state of the project. The updated project plan has revealed more defined roles for project members. George taking charge of the presentation and project plan monitoring, while Paul takes charge of the more practical aspects of the demo preparation. The demo and presentation were started a week earlier, with the presentation preparation rescheduled earlier to before the demonstration implementation preparation. This was done to get ahead of schedule and reduce the pressure of preparation close to the demonstration date. Additional jobs have also been introduced now that the project team has a clearer idea of what needs to be done. The presentation and implementation network demonstration was rescheduled a week earlier to 12th March, but was scheduled back to 26th March after technical issues during the demonstration setup.
[bookmark: _Toc512353189]Section 3: Code of practice 
[bookmark: _Toc512353190]3.1. Sustainability
Daoud noted that ‘To date, reducing energy consumption has been the low-hanging fruit in the pursuit of corporate environmentalism targets as well as a top priority for companies seeking ways to reduce costs’ [5, p. 1]. Despite the small scale of the author’s project sustainability is still an important consideration both short term and long term. Such efforts can reduce energy bills and enhance an organisations reputation to an ever-increasing environmentally aware general public [6], [7].
[bookmark: _Toc512353191]3.1.1. The Environmental Impact of Information Technologies
Information technology (IT) has known positive and negative effects on the environment [8]. These effects can be characterised by three main impacts [9]:
· First Order (Primary) – Direct environmental effects due to the use, production and limited lifespan of ITs [9].
· Second Order (Secondary) – Indirect environmental effects of ITs application to alter processes (e.g. production, transportation and dematerialisation) causing a change (mainly a decrease but can increase) in their environmental impacts [8], [9]. The positive effects of second order impacts are normally much greater than negative first order impacts [9]. 
· Third Order (Tertiary) – Indirect environmental effects of ITs long-term adoption and the change it has on consumer behaviour or economic structures [8], [9].
Table 6. highlights the first, second and third order impacts of the author’s project on environmental sustainability.
[bookmark: _Toc512353241]Table 6. Impacts on Environmental Sustainability
	Impact of the Project on environmental sustainability

	Order
	Effect and reasoning

	First
	Greenhouse gas emissions – Network hardware is being used so there will be some electrical power consumption contributing indirectly to greenhouse gas emissions [10].

	Second
	Reduced paper usage

IT infrastructure optimisation and consolidation – IT services will be consolidated on one server. This will save power consumption and money instead of having a separate server for every service.

Improved charity efficiency – The File Server service will allow easy sharing of files and resources between charity staff. The ability to Bring Your Own Device (BYOD) also allows staff to use their own devices that they are familiar with. These factors could increase work efficiency and lead to reduced staffing and working hours.

Reduced electronic waste (recycling) – Second-hand network hardware will be used by businesses that have recently updated their network infrastructure.

	Third
	Mobility in the workplace – Thanks to BYOD staff will have greater mobility in the workplace and are no longer limited to a stationary desktop computer. 

BYOD – Staff will now be able to work from home and still have access to the charity server. 

Travel patterns – As staff will have the option to work from home due to BYOD travel patterns may change. Staff could find that there is less need to travel to work if they are able to complete all work at home.



[bookmark: _Toc512353192]3.1.2. Green Drivers Derivation
Lami et al. [11] proposed a framework for identifying characteristics of software development projects that impact on the environment. Despite being aimed at software development projects, Lami et al.’s Green-Drivers table of sustainability indicators is still a relevant framework for identifying environmentally influential characteristics during the development of the author’s project, as seen in table 7.
[bookmark: _Toc512353242]Table 7. Green-Driver Table analysis
	Green-Driver Table

	Success Factor
	Direct Effects

	
	Power waste
	Effort/Time waste
	Material waste production
	Paper waste
	Fuel waste

	People & Actions
	
	Project team members’ skill and teamwork

Finding & securing hardware donors
	
	
	Team member location (Paul Lawrence lives a considerable distance from Swansea) 

	Project Content
	Purpose of project activities (does every activity add value to the project?)

Server virtualisation (all IT services will be running on one server)
	
	Hardware recycling
	Dematerial-isation (all project-related work is produced electronically)
	Tele-
Conferences (ability to have meetings remotely)

	Development processes
	
	Resources & schedule estimation

Management of changes to the project (e.g. change in requirements)
	
	
	

	Institutional Context
	
	
	
	
	Flexi-work (ability for project members to work from home)

Charity relocation



The Green-Drivers table has successfully identified characteristics that will impact on the environment for the author’s project. Characteristics in the table have been highlighted to provide easy insight as to whether a characteristic is likely to impact the environment positively (green), negatively (red) or a factor that could be either positive or negative (black) depending on circumstance and how the project team manages the project.
[bookmark: _Toc512353193]3.2. Ethical Issues
IT has and continues to benefit society greatly but also has huge potential to be misused. The dangers and harm IT can bring to society is a real concern. The role of IT ethics is to monitor the possible harmful use of IT and maintain an unbiased assessment of technology. The global IT ethics community can then provide guidance to discourage and prevent the damaging use of IT [12].
The British Computer Society (BCS) provides a code of conduct for IT professionals to follow [13]. Table 8. highlights some of the important aspects that must be considered and followed by the author’s project team.




[bookmark: _Toc512353243]Table 8. BCS Code of Conduct analysis
	BCS Code of Conduct
	Point of conduct relevant to the project [13]
	Assessment and comments

	Public Interest
	a. ‘have due regard for public health, privacy, security and wellbeing of others and
the environment.’

d. ‘promote equal access to the benefits of IT and seek to promote the inclusion of
all sectors in society wherever opportunities arise.’
	a. The project team must be aware of health and safety by making sure the network is safe and does not pose a fire risk. 

d. The project team is successfully promoting equal access to IT and not discriminating against a charity who have limited funds for IT infrastructure. 

	Professional Competence and Integrity
	a. ‘only undertake to do work or provide a service that is within your professional
competence.’

e. ‘respect and value alternative viewpoints and, seek, accept and offer honest
criticisms of work.’
	a. The project team has designed a network that is within their ability to implement. All members have a high level of competency when configuring small networks.

e. All members are mature and have a professional attitude to respect and value different viewpoints and criticism, from members within the team and from Circus Eruption. 

	Duty to Relevant Authority
	a. ‘carry out your professional responsibilities with due care and diligence in
accordance with the Relevant Authority’s requirements whilst exercising your
professional judgement at all times.’

d. ‘NOT disclose or authorise to be disclosed, or use for personal gain or to benefit a
third party, confidential information except with the permission of your Relevant
Authority, or as required by Legislation.’

e. ‘NOT misrepresent or withhold information on the performance of products,
systems or services (unless lawfully bound by a duty of confidentiality not to
disclose such information), or take advantage of the lack of relevant knowledge or
inexperience of others.’
	a. All members have a high level of attention to detail; to professionally design and implement a network that will successfully meet the needs of Circus Eruption.

d. The project team are in a position of power and could trick Circus Eruption into handing over personal details. This is highly unethical, and the team understands that no confidential information will be needed to complete the project.

e. The project team could lie about the performance of the network or claim requirements are not technically possible to implement. This is again highly unethical and not something the team would do. 

	Duty to the Profession
	a. ‘accept your personal duty to uphold the reputation of the profession and not take any action which could bring the profession into disrepute.’

d. ‘act with integrity and respect in your professional relationships with all members
of BCS and with members of other professions with whom you work in a
professional capacity.’
	a. It is important that all team members act professionally and are an exemplary representation of the IT profession.

d. All team members should work together throughout the project to maintain a pleasant working environment. This is not a problem as all members have very strong team working skills and have worked on other projects. 



[bookmark: _Toc512353194]3.3. Legal Issues
In terms of legal considerations, the General Data Protection Regulation (GDPR) is of relevance. The GDPR will come into effect on 25th May 2018 and will supersede the UK Data Protection Act 1998 [14]. GDPR will create a uniform policy across all twenty-eight-member states of the European Union (EU). This will put organisations on a level playing field in terms of what they can and cannot do with personal data [14]. There are severe penalties for non-compliance which can result in a fine up to €20 million or 4% of annual global turnover (whichever is highest) in the most severe of cases [15]. The rules over consent have been strengthened and data breach notification will be compulsory for organisations [15], [16]. Data subjects will now have a clear right to access a copy of personal data from the data controller and the right to be forgotten [15]. Compliance must be demonstrated by organisations and the concept of privacy by design is also a legal requirement [15], [17], [18].
Data security and safeguarding against data breaches is an important part of the GDPR [18], [19] and is something that the project team needs to be aware of. The proposed network has been designed with privacy and security in mind. All network devices will be secured with passwords and basic network security practices. This will ensure unauthorised individuals cannot gain access to devices (e.g. for snooping on personal data). Access control will be implemented so only the designated administration computer can manage network devices locally. The server will encrypt personal data at rest which is a strong data protection measure [18]. The network will use access control lists [20], [21] to act as a firewall. This will be the network perimeter to prevent unauthorised access and the entry of unwanted data into the network from the Internet. If a budget became available a dedicated firewall would be purchased to provide a more robust and higher level of security. File sharing via the server would be managed and controlled by suitable software to ensure that file sharing is secure. Lastly, the project team would address security awareness and best practices (e.g. installing anti-virus and email safety) during a staff introduction session to the network.
[bookmark: _Toc512353195]Section 4: Quality Assurance
Quality assurance is a framework that aims to provide confidence that a project meets its defined requirements [22]. There are three main reasons for quality assurance; they include establishing a legal liability that a project meets the requirements agreed between a project team and client(s), cost saving by developing a quality and fit for purpose solution and ensuring that customer requirements are met [22].
Table 9. highlights numerous quality measures relating to the author’s project.
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	Quality Measure
	Criteria
	Measure
	Explanation

	Functionality
	The network allows communication between devices.







The file server service is accessible to users.
	Conduct ping tests [23], [24] to verify end-to-end connectivity of devices. 





All users can upload and download files to and from the file server.
	It is important that the network delivers its fundamental purpose; to provide the connectivity between computers. This function is easily achievable and realistic. Ping tests are also very quick to conduct. 

Another achievable and realistic function of the network.

	Reliability
	The network experiences little downtime.
	There is less than one hour of downtime a month.
	In an ideal world, the project team would like the network to have an uptime of 99.999% (5 minutes a year of downtime) [25], [26]. However, due to budget constraints a redundant network design was not possible, as well as new hardware. The author has decided to opt for an optimistic 99.9% reliability which equates to roughly one hour a month of downtime. It is hard to judge such a measure, therefore, it may not be achievable and not entirely realistic. 

	Network traffic quality
	High traffic throughput (At least 80% of the maximum theoretical 100 Mbps should be achieved by the wired network under regular load [27]–[29]. At least 40 Mbps throughput from devices using the 802.11n wireless access point [28], [30].)


None to very low number of dropped packets in the LAN.



Low level of latency (less than 5ms) [24], [31].
	There are many free tools available for network benchmarking. A simple tool such as NETIO-GUI [32] can be used to test the local area network (LAN) throughput. The TamoSoft Throughput Test utility [33] can be used to test Wireless LAN performance. 

Packet loss can be measured using the ping and traceroute tools [34] on Windows.

Network latency can be measured using the ping and traceroute tools [35].
	It is important for the network to provide a good level of performance. The network is a simple design and will not be experiencing a large amount of traffic from Circus Eruption’s day-to-day IT use. This means that it is unlikely for the network to experience bottlenecks or performance issues due to network design complexity. The presented measures/tests are quick and simple to conduct. The performance targets are also very achievable and realistic for Circus Eruption’s expected use.

	Usability
	Minimal training is required to conduct regular IT operations.
	Only a one-off 1-3 hour introduction to the network is required by staff.
	A computer network is the infrastructure behind the IT systems in an organisation. This means that the network will have little impact on how a user interacts with their computer.  The staff at Circus Eruption will not require a lot of training. However, an introduction to features such as how to use the file server, access point (AP) and printers is important. Security best practices will also be covered. Educating staff is an achievable, realistic and timely objective.

	Maintainability
	The network can function without the need for technical staff to be present onsite.









Only the designated Administration computer and those with remote login details can log into network devices.
	Project team members will not be needed regularly to provide technical help (less than once a month) and can remotely maintain the network via Secure Shell (SSH) protocol [36].





No other devices on the LAN can log into network devices.
	Once the network is set up and implemented little maintenance should be required. Hardware upgrades could be conducted if a budget becomes available.  The measure is realistic and achievable. Any required maintenance should also be straightforward due to the simple design of the network.

This is a basic security feature relating to the management of network devices.

	Portability
	The network can be moved by one person easily onsite.






The network can be moved to a different site by two people.
	The network can be moved onsite by one individual without having to lift or dismantle the network backbone (only disconnecting end devices).

The network can be moved from one site to another by two individuals (who can lift 25kg between them) with the aid of a medium sized vehicle. The network will also not require dismantling (only disconnecting end devices).
	Portability was a key consideration when designing the network. Circus Eruption has moved their office to a new location and may move again in the future. The use of a portable network rack will achieve a high level of portability making the quality measure realistic and achievable. 



[bookmark: _Toc512353196]Section 5: Conclusion
[bookmark: _GoBack]In conclusion, the presented report has covered risk management, considered sustainability issues, ethical and legal issues and quality assurance issues. Many risks were identified and analysed with sufficient planning and monitoring strategies in place. The project was found to be very sustainable. The BCS code of conduct has been considered as part of ethical considerations with no issues identified due to the professionalism of team members. GDPR is a significant new piece of legislation being introduced that will affect most IT projects. Data privacy and security has been considered, however, further considerations will need to be investigated (e.g. IT policies). Lastly, quality assurance has been examined, identifying many measurable criteria that are realistic and achievable in a reasonable amount of time. 
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